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1.1 RESRH

RS EELCSB ( Cloud Service Bus ) RSB EGESE. EERS. IEHRERGAERN , BIKRE
LENTONE 1-1: RBEEATRR.

1-1: RGNS

CSB NS

CSB Open API

CSB BRSS MR CSB Hibaisr:

CSB iIRE R CSB IFHI SRS CSB RS BHERS

| API jms75 }—' SLB / RIS — CSB BBSaLE APl 1275
b

¥
CSB BSR4 . l—

LRSS DL CSBRUZHEE IR I ISIRER ST | RN BEFTE PRI MER | IRAENAY
HFRIRFNSERIANRSERNRIR , HERTRFLEFMRREAE.

CSBHIS M MG R AR B EERMMIEKIISEET. FRItzsh , MNAPLHZETSRIAPHRHSRIE M
EARERIURIK , EESRAISRMMADRESIZHERRE TESHNEX , BIIIREEMTE
ERSFHERINEMRT | INIEH IR ERSE s REAFEENL

1.2 A 5{EH
CSB5SRREA S MNAHAINEEINZR 1-1: CSBEAFIZRFR.

% 1-1: CSBAAMK5IE

Hit5H B ThaEfRERisaR
CSBiRSSE\E | CSB Broker R B RS EHAIRS RN =S,




B 5348 s TGS e ERiE
CsBEfathls  |CSB Console | fuEEIRSS. FIF. RGP, SEIORHE,
CSBAdmin | REEISCSBIIATHRCSBIRE AR EIIRSS.
CSBCache  |MEREEN. Bl FHEE MERSSEENHEE
%
CSBStore  |thERAFSLAl. MRSTTAUR. RPFLTIIEE,
ASCEAENE | Tlog RIS B SR E— EERE.
DAuth MRS RO ATIRSHAMAE. B, %
2,
HBase HE SRR AIRAS TaR A,
Jstorm SRS, AURAISTRTITEL
Butler MEIARGIREES, BB LRI RE AR
| STIRGRITS.

1.3 INEESIZR

SIRS R CSBERFTHIEFMIINAETIFRINZE 1-2: THREN BT , EAESBRIRERIIIRSSHE
EBoHTINEE.
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ZIRSBRELCSBAL G | TR TE I EIEEMLMRERISEME. At , BEXICSBIK
BRIPEM AHERBARIEENEE S, AR IEETRNEEK AT RENT.

2.1 [RSB25iKHE
HEE

« CSB Brokerﬁéﬁﬂifz%—/Navai&E , ?}'[,ﬁ_-psﬁ/v\ , Egiﬁ*il_%éﬁ%ié/‘}o
C WTITRS  EERSHOREERGR,
netstat —ano |grep ix[S

imgeAAaNER 2-1: iniBRRTR.

& 2-1: ixOi%AE

im0 XSGR Al
8081 CSBEIBAERINNIRO

8086 HTTPFF AR

9081 Web ServiceFFhfizA EIpi
12205 HSFFRtimO

IRAFER RO ( {HFE1.0.4.4RARELTHAEE )

#* 2-2: [RAFERIROIRE

w0 =P Soivail Glj:s
8082 CSBEBAERIMIm

8087 HTTP / HTTPS Frifti Ol

12206 HSFF i

BYEERE , EHAEETRE , BRARE/9/home/admin/cloud-gateway/log/aosp.log.

158 :

PG E A , FRERHIE




1. LadminFBF#EN/home/admin/cloud-gateway/binB .

2. FUTAN T , ERHAE.

appctl.sh startLocal

R

PITAT < , REASEAERHHE , LI KERESHCSB Broker TAMMARSENIBRK.

df -lh

df -lh /home/admin/cloud-gateway/logs

CSBEE&RMBTHNE , SRRz IEIES—, LEENMERGEEBE.
et RSSES

PUTUN < | FRALUER SRR =5,

ping jmenv.tbsite.net

MU ARSS SRIERRANREREIR KA , RIfRIE10msLAT.
ESEERCIMEES

AR5 & BrokerF BB Bz UEEAPIEHAEIRSER | RBLET REIEEHOMBLIMR
m‘]\j_:.o

PITINTaS | RSB & Brokerfllas L, iMESEEFORIMNSEIEENE.

telnet CONSOLE 8080
Hr , CONSOLEAEEHLEH SRIIPE AT RTINS .

2.2 EfERlKE
HREs

CSB Console2—/"Web AppRifH , iZ{T{EAliTomcatFeed , BHAFEHTTPIHE8080 , BRIALN
FABCE ST ER 12 /9/home/admin/taobao-tomcat-7.0.59/deploy/ROOT,

IRMESE
1. IEETomcatHIZERFE , 8080imOE2EFE.
2. BEAFVHEREEFEHRENSE | SEBELTHENBEE.

ZRIAER 1R /home/admin/taobao-tomcat-7.0.59/logs/*.log.



3. FUTUI T A< , EEHEEEIRE.
curl -v http://127.0.0.1:8080/

4. LladminFIFHATUITN G , Balidtiz,
cd /home/admin/taobao-tomcat-7.0.59/bin

[startup.sh

2.3 AHEGBAMEKE
2.3.1 Ertagiithhit RS2 2 Address Serverift&

Address Server@— "NginxiHFEIEIR , BUAFFBHTTPiIRZE8080,
ERIANNERBCE SIAEER 12 /9/home/admin/cai/bin/nginx-proxy.,

PTUN < , EEHERE.

curl -v http://127.0.0.1:8080/configserver/serverlist

EER | IREMAZSEE200 , ERHRE/home/admin/cai/htdocs/configserver/serverlistiSX R ZE .

2.3.2 thGagkEa7SEcEPDiamond Serveri{ts

BRI
1. PUTAI TS | MaEHEZANDiamondSiEF R | MEREHSSEEURIVEMELES A EEH
BIAHOB AR,
df -l

df -lh /home/admin/

2. PUTIN T < , HIRCPU L RAREIEHETEE.
top

3. FUTIN TS | IfRIBUEARSS SRREBIERIER | BAREERAIKATE , MERIEAE10msLAT,
ping jmenv.tbsite.net

4. FUTLATHIA |, #8FRpingFrEAYDiamond Server , #&{R="Diamond Server{¥ILtBEIHEE
£ , WESIEEARBEARK,
for i in “curl jmenv.tbsite.net:8080/diamond-server/diamond"

do
ping -c 3 $i



done
5. FUTUI T &< , #AfRDiamondiRSZENEAESEEA.
tsar --nginx --load --cpu -l -i3

EAYQPSHRPR40004E7 , ZINENQPSA#EIFS500 , CPU Load/MFCPUZZEL , CPU L FZRAE
1920%.

2.3.3 EREENHIL DA UthEE
BRER
DAuthBER— M EREETomcatERYweb RSt , tZDiamondAYZ= Fi,
LR
1. EFTomcatHiZREFE , 8080in 12 ETTE.
2. BENGInIHEREFE |, 80in[2E6EEIEREL &ZI8080.,
3. #Nhome/admin/dauth/logs/*logE xR , BEEHEXHEEFEHENRE.
4. 1 N/home/admin/dauth/logsB R , BE R G EESBNFTABESUY.
5. FUTAI T ap< . HREILEERBUnsupported |, BAIRSIER.
curl 'localhost:8080'|grep Unsupported
6. BF&/home/adminyI R ERBEBNESE.
7. # N/home/admin/logs/diamond-client/diamond-client.logE% , BEEHEEREFERE.
8. FUTAI T #p< , EEDiamond SPASEATTAIARSS S8,

curl 'http://jmenv.tbsite.net:8080/diamond-server/diamond-unit-spas'

pingE &S , BIFIERE10msLAT.

2.3.4 BEHTLIEFETLogiE
IRMELER
1. FUTINFas< , B TomcatiHiz.
ps aux|grep tomcat
2. JUTA T ar< , NEWERSE.
df —h

3. FUTII T < , REINIEREIER.



curl —v http://localhost

2.3.5 ERTEESJIStormilts
B
1. }BIStormiHig,
HEIAJStorm#/1.88 & SupervisorfINimbus J&1T,

2. {@&EworkenH#ig,

JStorm#/128_E iz B workeriHfg,
3. BTN TS , KEWMESE.

df -h
2.3.6 PHIVAEUREFEHBaseilltl
RS E

1. FUTAT < , RERSRIRTS.

${hbase_home}/bin/hbase shell
status

BEIEFERIf1deadhOIRSEENEL.
2. T T a< , BEFZooKeeperizi TIRT.
${zk_home}/bin/zkServer.sh status

BEZooKeeperfUiz{TIRS R BE,

2.4 REYEHPIKHE

« ATRIEKSZE , THECSBEERKS , FEMENIKSER , A EASEREES.

© ATRIERGIRE , BEXEHSZCSBLAINRZERFIL.

- RIBRFGMEIIN , JLUESIREN SN SRS R E RING SR ETER B TSERI R
A, PHEMEFESREITA.

U=}



2.5 Efth{fim= milts

RS B4 CSBRUIRS S HURERECSB Store{FFAIEMYSQLEE TR =RDS |, MRS EINER
CSB CacheffFV2RedisTiZFIE =KV Store , EFIXLKIF= RINEHKE | BESEIINTFTR
RIE4EFAR,

1588 :
ARFEPEZAGFEFINERGNERL., GIiSIEN O DAUuthfYEHNAIIRS S 2CSB Brokerfy
FHziE , REEKNFI0FD,

DAuthFFERILIEANRFNA AR , MRRETK , SSEHERKA.

2.6 CSBAAHIROEREIRE

XJCSBEHim A THRRICE.

B :
THNEESRESHRAIRAMERNNIPSE RS, RS E , —RIERT , B8R , &
EE R A)E 2 csb.comEBod,
- RSRE
= http://csb-broker.csb.com:8086/nginx_status
= http://csb-broker.csb.com:8086/monitor/status. 1688

EFE— P EELUGE.
- BRPEHS
http://csb.console.csb.com/checkpreload.htm
- EEREHE

http://csb-admin.console.csb.com/checkpreload.htm


http://csb-broker.csb.com:8086/nginx_status
http://csb-broker.csb.com:8086/monitor/status.1688
http://csb.console.csb.com/checkpreload.htm
http://csb-admin.console.csb.com/checkpreload.htm

3 HiEAkiE

3.1 BRI Rl
UEP AR AR AR | LB E R B | RIS | it
=,

3.2 7 FEHE
XITFSIRREEE | P ARSI VS , LU LA K B =R

3.3 SIS IER X

HF ARERBHEPPRIARSIERS |, TTLUBEE CSBIRMARNISAETNRELAR RFEHE T fRiEF4H
S5, PITHIERENBEREE. BT REHRRIVERR , BNESIRER , BRREER. =N
5%, BRRNERBRSFF TR , FERARFFTIETRIES TR,

BIRRRRST | 4EP A RN AR RSH TERIZ SR, RS,
3.4 ERHIE R SIEHHE(E
3.4.1 Sty
3.4.1.1 [RSBS&EHEM
HSFEX #1358
FEEXILAHS YR B IAIAR S5

XFLAHSFARIHZERIIRSSRE , NRAMRSZEN —*F , BIfERAYnterface, version, group,
method , BBAMAIIER—CSBLAI EARREES R , HINAR N BENEFAHE—IHSFIRR
5, BMEXENEN RS KERRARES.

XZHHSFRIIRSS RIAHIREIR , HSFiEZEEFinClientTEX DIXM MRS, Lhr EECSB
EHERERMIRSHNIHEESHT 7IXMOBERS , MR FRSEENER. BRSRMEN
B, BEEERXNRE.,

#FEaH
RHRSH , RAIRREIRN S Hresource exists , XN AR AR AHIERARS S MSEN

5,



RAEEERHUTINTRE .
1. BEEZRFHE/home/admin/taobao-tomcat-7.0.59/logs/* log , FE KR MEHIERS.
2. {$FADAuth AdminlikS7EDAuthiz#l & FEHIXNMNRRINEEE.
- MEABTERRBRSHNKS , TLIEGRBRZER.
- MRABEEREMIKS  WIBZRSZBERGA  BIARERRS B R,
ESEREERE
KARSSE , RStiEget resource pool error , RRARFZEFEEFCSB Cache HE.
BRERSEREFASEREELE  URNEERERRE.
HLAESFEAteinetin S , EEERIEFIRO , BAAJI6379 , U : telnet BRSS2RIP 6379 , KIGiFR

EAULUIEEEE,

3.4.1.2 I=HIIREAFEL
Bl Tomcat B SHBIREERE | BHALENFERRE , ENRHTPF S &S
R BRESEEXFRESTRNREFETBAR | BEESETUER Tomcall5SLURHR
1RSI,

3.413 FHSEREHMR LR
YRR NESEaIPEEIDAuthZ S B AERAHE , AIREEDAuthATEEFENTAIBIERIEIRE |, £
NEEESPLEEHBEIRT AL SIRE. TLAREREEAE , LU ADAuthIHTEMIA , AEE5N
BrERESIS FRE,

3.4.1.4 IZHIBIER RENBFRIE LR
PUTUI TS , MENKBEERIER . BFMHXERN , LUREERiptablesRINZEEF/0.
systemctl status iptables.serviceEjservice iptables status

3.4.1.5 CSBizHIEEFE AR 2% EEHE
CSBI=HIEUERERFEEREEG , FEESUEXEE R,

IRELER
1. PUTUI TS |, BEIREEIRAFSMNZDE R EHM IR ESUY .

vi /home/admin/taobao-tomcat-7.0.59/deploy/ROOT/WEB-INF/classes/spring/spring-rds-ds.xml



(EECE N PRI 2 &8,

<property name="url"value="jdbc:mysql://xxx:3306/xxx?characterEncoding=utfg8" />
<property name="username" value="xxx" />
<property name="password" value="xxx" />

2. E¥ffFnhtomcat,

58P
FEN R LA EZETHERARE.

HATomcatfbinBF , H117dp< /shutdown.shx[ZTomcat , SAIRBH{Tap< /startup.sh |3
fiTomcat,

342 RBE%
3.4.2.1 [RSEEAT

RSB BAZI—RRB S TSR,
« KfT—NREH. MMFE  BEMCSBIIELIARIRS.

CSBiRtatER RS HAKM |, dconnect to service server error, YNERZHSFIRSZIAEE
H—EHR RS E hsf address not foundaino providers found, LATIEBEIRIRSBohFHiE
IRCSBE| BRARSSHUIIRIHERRED AT,

BB :

B LIAER A TRERE SRR , IREZHELRATSERIIRSEEA—SE , LAHSF
79451,

1. IR AR MR TRIEDASEEf IR BIEHBIE.
2. HESERANRSERSRHUSINANERFS—E , MiHEERSF.

LR , EEEIEDASIIEIENRL. iR,
- IRBEEHE , BENRSEFPEINILER.

XFMERECSBEREE , IR RIRSARIEM , tservice not registered,
RS , FERRIFIRSET . JEEERRSEHERECSB AdminAYAPIFE TRIFET,
/api/admin/sync/all?ignoreError=true

BHEH— M HSFIRBESEMRARHZEITCSBLE , ALAFERACSBIR{AYadmin-tools,



Thlan<

Java -Dspas.identity=/home/admin/spas_keys_1
-Dconfigserver.client.port=8000 -Dconfig.client.port=80000

-jar csb-admin-tools-jar-with-dependencies.jar

-a csSub -hsfIName a.b.c.InterfaceName -hsfG groupName -hsfV version

3.4.2.2 HSFRZ AR 5<M

LHSFAZERBIRSRT , aNRiBFRSinvalid call is removed because of connection closedigiRAYd
B, BRERSIRESINAURNEERERE  fIURESHN AREEERMASEX
K.

3.4.2.3 HSFIRSZS A RBAISE
Rl NRIHSFRRSS , EHRRTREHE , (BREAIRE. WRWHARERRSRETHE , BRERERSE
providerf{THIEEN , {BRbrokerZlproviderfidis X LS R E ANE,

3.4.2.4 RSSAFER
TEAFRBERERE |, T NENMIERRALSN , BIEFETEE
- RS ERRSASCENEK,
«  NIEFBHERENATS LRYEATITEIR AR,
FIaNR FBATE PR FEBIR & 93%) , N FEBIEFCSBIR E#BRT /3070 , ANERBIAFECSB107) , B
B0 . (BASFIERERT.
3.4.2.5 RSEEAERXR
BR$3 S\ Brokertf28_t cloud-gateway/logs/ FE =B , IHNEERE :
« aosp.log iIz{TAR , iCFRCSB Brokenz{TAMEEA,
« invoke.log BRSSIEMAICRAT.
« rtlog VEARHERIFITHE.
XJFinvoke.log , FEHHIR#CSBIRSS H SRR K TLogiB &R , NEWER: . BNSHINAR
BRI ALRIIEIRE,
3.4.2.6 CPULFHZES
HBEICPUSXESRIIBRE , SE W T™MERH TR,

BFIACPUSBEESHIHEIE , W15 ZECSB broker



o WIEHAR 9K, A LA&EEinvok.log,
« EZ&gc.logaiEjstat -geutil [pid] EEEE29cSHH.

3.4.2.7 {li=1E

XS TEFHRMESS | fTas <LKl -15 [pid] , Sok(FS1.torokerfBEFHNIENK , SLBIRERMISH
PR, SEIEERGEEEHRRTE.

3.4.2.8 BfEHEEO
CSB&7£127.0.0.1:9806 BaERIz4EZN |, HOAFIRMNT :
me 28 i58A
IsmAccessTypeGetter |?_m_p_service_type=xxx IREBIENEBIM sMETF

hET

/smAllGetter - REFTBsmEFER

/smOpenTypeGetter ?_m_p_service_open_type=xxx BB BY M smEETF
FEif

/smSingleGetter ?_api_name=xxx&_api_version=xxx FREYEANsm

/pullAlISmCommand

?prefix=xxx&hashCode=xxx

Mrepository$HiEXE <

UP=XXX

serviceModel5l|Z&
/hsfSMDCard ?_m_p_hsf_service_name=xxx& m_p_hsf s |FKETEITAIHSFEZ
SubscribeGetter ervice_version=xxx&_m_p_hsf_service_gro =B

/hsfSMDPublishGetter

? _m_p_hsf service_name=xxx& m_p_hsf s
ervice_version=xxx&_m_p_hsf_service_gro
UP=XXX

SKREURAHIHSFIRIEE

/hsfSMDSubs
cribeGetter

? _m_p_hsf service_name=xxx& m_p_hsf s
ervice_version=xxx&_m_p_hsf_service_gro
UP=XXX

RBUTFIHSFIRS AT
5]

o IR T2£8Y%%E  HSF. JSON, WS, DUBBO. HOH

« {EFAE : curl http://localhost:9806/pullAlISmCommand?prefix=_api_PING&hashCode=xx




3.4.3 NHEGLLAM

3.4.3.1 tkGagkitbitiRS382Address Server
B , O SHE
BFEFimbaitbitiRS s , BEfEEROEE , AL, RS EEA0RITmO , ©JRE8080 , 4
BEHIEHE SRR |, BHTEE.
HIZHE
BEHE , BUABIIBIZAERZ/home/admin/cai/bin/nginxctl,
HEZEARE
TR SREBRIELLRK , SFEVRZINGAEEE | iEREHEE.

3.4.3.2 frfadksaSteE i Diamond Server
o EFimMHI RS 2SR EHIIRSEEFIR NS,
SEERWNT :

ERROR - [serverlist] exception, java.net.SocketTimeoutException: connect timed out
WARN - apache diamond serverlist is empty!!!
WARN - [update-serverlist] current serverlist from address server is empty!!!

FEIKIERYRIE , FUTUTIIE , EEMEEEABAELR |

ping jmenv.tbsite.net -c 3

curl jmenv.tbsite.net:8080/diamond-server/diamond

for i in “curl jmenv.tbsite.net:8080/diamond-server/diamond’
do

ping -c 3 $i

done

o WMRBpingNEBEIZE , B TIRTEEMLE,
o RIBIERTHFRBIS 100ms , FJLAUBIT IR BJVMBEEISHRIZ EIX MBI E, JVMBhESE
DIAMOND.CONNECT.TIMEOUT , ZYaLAi& 1000,

« ;2T ARDiamond Server
FEERNT
Caused by: java.net.ConnectException: no available server

« t&EDiamond ZFIRFTEMNFRRISIE | REEUUARS SFIBEEIR.
o PUTAIT &S , MBI IRSERREIRYIPREIER.



curl jmenv.tbsite.net:8080/diamond-server/diamond
XANHTTPIERNIZIREIRS M ERE FDiamond ServerflIP F1I5E | #IMnR[EIPYIZR 2B IEHEE
HIRNFAMENMERE—HNERGER . E8REINIPFIRESESEOPS LIMEERE
BRI MAYERSRIIP,
3.4.3.3 BEHTLIEFESTLog
HIEiER
1. &&/home/admin/logsB & FHJeagleeye-console.log , FAEIRIRAREA.
2. EfFtomcat,
LR

1. 1&&/home/admin/logs FEBFEREZ BESUY | MIBRTCHRY.
2. E=Btomcat,

NG ]
curl -v http://localhostA<gEif[al,

1. &F&/home/admin/logs FHJeagleeye-console.logN /4 , HEERIRRRE,

2. EBtomcat,

3.4.3.4 ECRhTEFESJIStorm
JStormi#Higid%k
JStormBEFEaME]. MRMSLAMHIEHEKRAIBR | BREFTFASIFAR.
7554
1. 1&&/home/admin/logsER TEREFERZHE , MEREDE],
2. FITIN TS , EfRJStorm,
/home/admin/jstorm/bin/start.sh

3. HfTUN TS , Ef@nimbus,

ps -ef |grep nimbus

kill -9 {nimbus_pid}

cd /home/admin/jstorm
bin/jstorm nimbus



4 I BBWSRFEEADAuthiT

4.1 fifiz
BEFIKSFOLEEOAU TR EADAUh SR RAR, EREFIRMUSRTE , FEUKSEH
IRIFEREIE ( Cookie ) , FHEMBN B REHMNERAFESMEERENO (HTTPHTTPS ),

4.2 LM
4.2.1 EMEFIME

BEEEFPREEZUEEM I TEEBENNE |, REAIIEEFPZEINEEN , BHEMREK
. BREINEEE
BIERTUEINURLSE ( SEBEEN , Wback_url ) IEEEREREIEMEL |, ZSHEL
iIFURL_ENCODE ( #RiBANEFEHEE , BMAUTF-8 ) . LIGFAFZREIETE | RSimEs
HN s EE MRS EISEURL,
o NINESSIHRTEEIL
LURITRFZEELE , RESHEREEERNERENEEEEES A Cookie , (RFERE
i ( CookieBEEN , llsso_token ) . CookieBERE NERAA_ R , LFHEREHLIR
FHREIEIREN,

REINTHZERBE—REERAFSD , IESHAFRE—PR. HTREERE  BEHTINE
=hE ( BEREX , RBRAILBECHZRT ) |, FIIAZHNESHER.

4.2.2 SIEREVAFIED
BEERNENNSERRNEREIE , BREHREDRNAFES
« URI: BEMX , W/sso/getLoginUser
« 735 : GET
« ¥HY : HTTP/HTTPS
« S¥4 : token - FFFE , McookieFIRENRIERFEIE
« REAJSONIET , BEFER
= code - B, , 0F/A . Hith
- message - P& , KMEIHIEIRER



= loginld - R , WSHIBERE , £FE—
= uid - ZFFE , KSHIE—ID , FTLASloginldiERE]

. BE:
Eraebn LR ISR , RTLASRAHTTPSHNY,
AeEtEORAER |, ATLSIAERZTE. RSImRXIEREERA A—XI M HappKey
fOappSecret , ARG IB KRS PiETTappKeyFFHappSecretXftokendE Y& signature (
HMACSHA1EX ) . IRSSImIEEKSTIRIEappKey XS iZappSecret , XftokenEHAmKE
% , 5iFkPsignaturei#TEEXY , IXAZBSIESHRIBEH.

4.2.3 EMETHAFZEDO ( 1k )
RIEERBERWSHE—ID, EEHEE , ATLARERE.
« URL: BREX , Wl/sso/findUser
« 735 : GET
o 1Y : HTTP/HTTPS
- B
loginld - FfF& , IRSERS

« IREIFJISONIER, , BEBFER :
= code - B2AI | 0F/ARIN , HBFRREM,
= message - ZFEH , KMATRIEIRER.
= uid - FRFE |, IWSHIE—ID,

ut
>

AP L EUEARS IR YT , ATLARAHTTPSHNY.
EREERRONER , JLISIANERIE , SEFRBAFEO , HhE&RE T loginlditE4E
P

o
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