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1 WRIFEOSS

1.1 APISF

1.1.1 OSS API 447

FIE =I5 ZMEARSS ( Object Storage Service , BFROSS ) , EMBERIIIMEMAGEE. L2, &
R, BASNaFERS. APEIABE AR ERMIRESTRENO , fE(HARtE. Haits
= HIEBRIRE BT HER TSGR, EF0SS , BFaLERHESFS RS =G, M
. MPANUSIEEHEETAESIEIRS.

iSIRGREERAXLENR , EXRS THE TOSSHmifitip. ERHNHFINLESN.

1.1.2 APIHEES
XTFServicelFE

+ 1-1: EXFServicelZfE

API g
GetService B3z R EBucket
X FBucketBIHEE

= 1-2: £FBucketiJRE

API iR

Put Bucket Bll#EBucket

Put Bucket ACL IR EBucketifF Al R

Put Bucket Logging FFEBucketHiE

Put Bucket Website IREBucket HEFERIUHEERT]

Put Bucket Referer IR EBucketAIBH S HERN

Put Bucket Lifecycle 18 EBucketdObjectiy4E#BEIEAFANY
Put Bucket Tagging JIBucketimIN—HIRes

Get Bucket Acl $R1EBucketifi AR




API

g

Get Bucket Location

$R15BucketfiBRIEIREF MUERER

Get Bucket Logging

BEBucketfiH A HEEERR

Get Bucket Website

BEEBucketiIFFSMULTEEIRTE

Get Bucket Referer

BEEBucketAIMHEERN

Get Bucket Lifecycle

BEZ&BucketObjectfI4EapEEAFIN

Get Bucket Tagging

KRB BucketXEXRIFTBTRES

Delete Bucket

IERBucket

Delete Bucket Logging

KifIBucketih[@ BEICRIIEE

Delete Bucket Website

KiABucketAIEEFSMubITEED

Delete Bucket Lifecycle

fiF&BuckethObjecthy4=anEIHARLNI

DeleteBucketTagging

BRI Bucket KEXRIRTEIREE

Get Bucket(List Object)

$R15BuckethFIAObjectiYEE

Get Bucket Info

$EENBucketiSE

List Bucket By Tagging

HRIERFTEEATTag KeyfllTag ValueXKListthiF & 5:4AIBucket

KFObjecthIRIE

2= 1-3: £FObjectiHRE

API iR

Put Object _{&object

Copy Object F&—"Nobjectpk B 7h—" object
Get Object ¥KEVObject

Append Object VUEINSRI75 = &3

Delete Object HIFRObject

Delete Multiple Objects &2 Object

Head Object

$K150bjectiImetal5 2

Get Object Meta

SREE N Bucket FRIFEANObjectiIE A meta(5E

Post Object

{EEAAPost_{£0bject




API g
Put Object ACL ZEObject ACL
Get Object ACL $KEXObject ACLISE
Put Symlink BT S5k
Get Symlink KRBT Sk
%EFMultipart UploadAE(E

2+ 1-4: £FMultipart UploadfIiR{E

% 1-5: BIYEFRH{Z(CORS)

AP ik

Initiate Multipart Uploade A MultipartUpload={4

Upload Part DR A

Upload Part Copy DREH_ &S

Complete Multipart Upload SREEANYHAIMultipart Upload_E1&

Abort Multipart Upload BYiEMultipart UploadZ544

List Multipart Uploads BHHEH{THAIMultipart Upload={4

List Parts D5l i Upload IDFRERIFTA B4 _LIERkTPart
BRI =(CORS)

API

faik

Put Bucket CORS

TEIEEBuUcketiZTE— 1N CORSHIAIN

Get Bucket CORS

SREEERIBUcket B BIAYCORSHAN

Delete Bucket CORS

KIFHEEBuUCket IR AICORSINEEFBEZ=ATE N

Option Object

stEisalpreflightis sk

1.1.3 iplai=ikl
1.1.3.1 ARZRISIE

OSSiEidfEAAccessKeyld/ AccessKeySecretldFRIIZR T ERIGIEEMERNRIZESD.
AccessKeyldEBF+7~FF , AccessKeySecretZ2FF AT INZESZF R EFOSSHFMIIREZ=F




FFEERNEE , HPAccessKeySecretiRE , RERAFFIOSSHIE. AccessKey IRIEFTEWEHY
KBBFRX% :

« FIEZRMKF AccessKey : BMTERMKSEAHIAccessKey B XHBRIR IR TERINR,

« RAMIKFAccessKey : RAMIKFEHFTE MK SENER, , FififJAccessKeyilBEXI4E R IR}
TERTREIR.,

« STSIEESAEIEIE : BHFIERKSEHRAMIKS AR , ATBAYAccessKeyfERERT AINABEXIIFE
RIFREAHRIEIR, ISHAPRIZEL,

SRAFBLN ASMHRIOSSKIXERE , BEB T RIEANEKIZIBOSSIEEAMS R ERE S TR
£ ; #A/5fEFAAccessKeySecretf & F B HTINE LIS, OSSWEIEXLE , 2Eid
AccessKeyldZIxtRzHIAccessKeySecret , LARIFERIT ARG B FRFEEFIIQIERS , WISRIHEH
SRAYSAERSFHRMA—EFENAIZIEREE Y ; BN , OSSEHEALMIEXIRIEK , FHREIHTTP
4035HIR,

1.1.3.2 ffHeaderF X

FRILAEHTTPiESR S0 Authorization fJHeaderskE&%4Z ( Signature ) (S8 , RIAXNER
BRI,

AuthorizationZFERiTSMA %

Authorization = "OSS " + AccessKeyld + ":" + Signature
Signature = base64(hmac-sha1(AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))

+ AccessKeySecret RR&EZAENNZA

+ VERBZXRHTTP i&3kfIMethod , EFEHPUT , GET , POST , HEAD , DELETES

o \n RRNRITRF

« Content-MD5 FRRERABHUERIMDSE , SHEERS ( AEELER ) itEMD5(E K15 128L0
BT | Xz F i Tbase64dmiBMmiSEl. ZBXRLATATERESZMNNE (HEREE

BERERN—3) , 0" eB5eJF1ptWaXmdbijSPyxw==", tBE[LAHZS, FESBERFC2616
Content-MD5

+ Content-Type RERKASHIZEE! | 41" application/octet-stream” |, tHATLARS

» Date FRILXE/ERRE , BXMAGMTIER, , 11" Sun, 22 Nov 2015 08:16:38 GMT”


https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

« CanonicalizedOSSHeaders &=L x-0ss- HBIZANttp headerf=2EaFHES!
« CanonicalizedResource R~ 1EE15aHI0SSEIR

Hrh | DateflCanonicalizedResource RFEERZ ;| ANRIERPAIDate AT BIFIOSSIRSZ 22 AIRTIAIZ15
oHLAE , OSSIRSFZESFHELEIZIRSS , FHREIHTTP 4035&iR.

t33ZCanonicalizedOSSHeadersf55i%
FrBLA x-0ss- ARIZXAIHTTP Header##RACanonicalizedOSSHeaders, BRIt EWNT :

1. BRTELA x-oss- ARIZAIHTTPIEKLAIZ FHAERL, VS . WIX-OSS-Meta-Name: TaoBaokk
#Rfx-0oss-meta-name: TaoBao,

2. NRBERELISTSIKERIAccessKeyldFlAccessKeySecret&i%ERT | IFEEEIHR BRI security-
token{H , LA x-oss-security-token:security-token BIFZINAZIEZ = EH,

3. B E—ERINFBHTTPIER:UZREFHNFHFHITHFH.

4. BPRBERLAANBTZ A FRFFRimHIAY T, dx-oss-meta-name: TaoBaokEHapk, : x-0ss
-meta-name:TaoBao,

5. BE— N LIRNEA \n DR RH Ak EERICanonicalizedOSSHeaders,

BB :
« CanonicalizedOSSHeadersB]LARZ , TEHRINEEE \n.

o WMEBRABF—, NG x-oss-meta-a\n , JF=E&=EHI\N,

« WNREBEZA, WA x-oss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n, iEFBE=/EHI\n.
t332CanonicalizedResourcefiF %
FP&IZERPERI0SS BinERiEFR/ICanonicalizedResource, BHIEETEIT :

1. JgCanonicalizedResource B FIFER " ;

2. MAEIARIOSSHEIR /BucketName/ObjectName
( ToObjectNamellllCanonicalizedResource o/BucketName/ , dNERERT ;8B BucketNamelll)
7l)

3. IRERNAFREIEFHIR(SubResource) , BBAKFIBNFRIFZEBFHE , WNEIXHESIFHF
LA & N PRATERFRIRFHTE. fECanonicalizedResourcefFEREIRIN ? FIFRIFEFFTER,
tkAtAYCanonicalizedResourcedl] : /BucketName/ObjectName?acl&uploadld=Uploadid

4. NRAFIEKREIEE 7 EiE=FM 8 (QueryString , tEAYHttp Request Parameters) , B4
BXLERFRAEREEKERBTHRE , WNEIKHES |, LA & AR | 28805



Fl|CanonicalizedResourced, ItEAtAICanonicalizedResourcedl] : /BucketName/ObjectName?

acl&response-content-type=ContentType&uploadld=Uploadld,

58P

» OSSHREIXIFHF &R (sub-resource)#F : acl , uploads , location , cors , logging , website
, referer , lifecycle , delete , append , tagging , objectMeta , uploadld , partNumber ,
security-token , position , img , style , styleName , replication , replicationProgress ,
replicationLocation , cname , bucketinfo , comp , qos , live , status , vod , startTime ,
endTime , symlink , x-oss-process , response-content-type , response-content-language ,
response-expires , response-cache-control , response-content-disposition , response-content
-encodingZF,

o F&iE(sub-resource) g =FhEY :
- ZEWRR , AFEJEFRacl , append , uploadld , symlinkZs,

TR ok

= fexEiREIHeader=Es , 4l response-***,
= X4 ( Object ) &MIEFFT , 40 x-oss-process , FIFHAIAMIEF L.
= oS S )
1. EENFRABLMA UTF-8 18R, SEPNFRNESFRBLMmTHT UTF-8 RIS , BS5
AccessKeySecretit 8 HRE&REEZ,
2. BEBWIFERRFC 21045 E X IHMAC-SHA1 /5% , EKey s AccessKeySecret ,
3. Content-Type 1 Content-MD5 fEiERFARLARY , BRNREKRFTESRIIE , =ERIELL
TR \n (KE.
4. EFFBIEHTTPIREE X Mheadersh , RBLA x-0ss- FFkfheader , EENMASZFRTEH ; Hith
JEHTTPiR/Eheaderi 4 0SSARE ( 2N LAI-FIx-oss-magicERENMASEFFFEN ) .
5. LA x-oss- FrkiheaderfE E BRI RIREMSATET
+ headerIBFHEZTH/NE.
* headerf&= 81 B/NEIXHEF.
Y&l|header namefllvaluefE SHIFRAEE TR,

NheaderZ [BEFBE— MR1TRAN , WERi&Hheader , CanonicalizedOSSHeadersF{iRE N

t'\

H


http://www.ietf.org/rfc/rfc2104.txt

EBRH

{RUNACccessKeyld24***7 , AccessKeySecret20***V

& 1-6: ERATHI

ik

EBFHHEIEAR

EBFHH

PUT /nelson HTTP/1.0
Content-MD5: eB5eJF 1ptW
aXm4bijSPyxw== Content-
Type: text/html Date: Thu, 17
Nov 2005 18:49:58 GMT Host:
oss-example.regionid.example
.com X-OSS-Meta-Author:
***@bar.com X-OSS-Magic: a

Kk
a

Signature = base64(hmac-
sha1(AccessKeySecret,VERB
+ “\n” + Content-MD5 + “\
n” + Content-Type + "“\n”

+ Date + “\n” + Canonicali
zedOSSHeaders+ Canonicali

zedResource))

"

"PUT\n ***w==\n text/html\n
Thu, 17 Nov 2005 18:49:58
GMT\n x-oss-magic:a***a\nx-
oss-meta-author:***@bar.com\
n/oss-example/nelson”

AT AIRITES R (Signature):

import base64

import hmac

import sha

h = hmac.new("O***V",

"PUT\n***M=\ntext/htmI\nThu, 17 Nov 2005 18:49:58 GMT\nx-oss-magic:abracadabra\nx-oss-
meta-author:***@bar.com\n/oss-example/nelson”, sha)
Signature = base64.b64encode(h.digest())
print("Signature: %s" % Signature)

F&(SignatureITELERMIZA 2**A= , F9Authorization = “OSS” + AccessKeyld + " +
Signature , FTLAGRfGAuthorizations “OSS 4***7:2***A=" $AfSH_tAuthorizationsL KA EEE

BERIERTER

PUT /nelson HTTP/1.0

Authorization:OSS 4***7:2***A=

Content-Md5: e***w==
Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT
Host: oss-example.regionid.example.com
X-0OSS-Meta-Author: ***@bar.com

X-OSS-Magic: a***a

W

1. WNRENBIAccessKeyld A fZfER inactive , 1R[E1403 Forbidden, $&1=A3 : InvalidAccessKeyld

o




2. ERFEKkLFAuthorizationfBAIETART , IR[E]400 Bad Request, fHiRfS : InvalidArgument

3. OSSETERYIEKERWRERHTTP 1 AIERIGMTRIIESTN. Hep , BHARYIEU : date1 =
2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun 1982) biAHEIERF , "X" Frth
RIEERR "2 DIGIT” . B, “Jun2” . “2Jun1982" F1 “2-Jun-82" EFEIEZHHAER.

4. IIRERWIFARHR , SkFiRBEE A\DateBiE BT LER , iIRE403 Forbiddent&iR. HIRAS
AccessDenied,

5. B NIERAYRSEILIRTEOSSARSS =R SRRl Z [RAY155$hLAR , BNUREI403 Forbidden, $HiR
f8 : RequestTimeTooSkewed,

6. WN5RAccessKeyldRactivelly , {(HOSSHITAFRIIERARESEEIR , NIR[E403 Forbidden , 7
iR EEE A FRIresponses P HIF P IEMA A TIENZRIE 2 7R, PR LURIEOSSHY
responseRiGEE CHIS B FHEHRERIER. REIRF) :

<?xml version="1.0" ?>
<Error>
<Code>
SignatureDoesNotMatch
</Code>
<Message>
The request signature we calculated does not match the signature you provided. Check your
key and signing method.
</Message>
<StringToSignBytes>
47 45 54 0a Oa 0a 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32
352047 4d 54 0a 2f 7573 7265 61 6¢ 74 65 73 74 3f 61 63 6¢C
</StringToSignBytes>
<Requestld>
1***2
</Requestld>
<Hostld>
regionid.example.com
</Hostld>
<SignatureProvided>

***8=
</SignatureProvided>
<StringToSign>
GET
Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl
</StringToSign>
<OSSAccessKeyld>
A***Q
</OSSAccessKeyld>
</Error>

OSS SDKEZSLHER , AFER0SS SDKAFEXRTER M, MREETHREKESHES
I, iI55% 0SS SDKAYRIE, 0SS SDKEZLIMAISIHAI TR ¢



% 1-7: 0SS SDKEZTMAYSIH

SDK os=tos

Java SDK OSSRequestSigner.java
Python SDK auth.py

.Net SDK OssRequestSigner.cs
PHP SDK OssClient.php

C SDK oss_auth.c
JavaScript SDK client.js

Go SDK auth.go

Ruby SDK util.rb

iOS SDK OSSModel.m
Android SDK OSSUtils.java

WMIRE CSLIES | i5iE/0SSIR SignatureDoesNotMatch $2i2AY |, i&5{HHE TMASETE il
BRAFHEREIR,

A
LUBBAEA "123456789" Kift , itEIXNFRFEAIContent-MD5
IEFBRITES -
tERE B A R AR LR
1. FEITEMDSINEERI —HHIERE (1281 ) »
2. BXIXAZiHH#H Tbase64mig ( MIAEXI 32\ FFFERIRD ) .
LAPython/9fil+
IERBLTERYAS S -

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

FEIE


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/internal/OSSRequestSigner.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/auth.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/Util/OssRequestSigner.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_auth.c
https://github.com/ali-sdk/ali-oss/blob/master/lib/client.js
https://github.com/aliyun/aliyun-oss-go-sdk/blob/master/oss/auth.go
https://github.com/aliyun/aliyun-oss-ruby-sdk/blob/master/lib/aliyun/oss/util.rb
https://github.com/aliyun/aliyun-oss-ios-sdk/blob/master/AliyunOSSiOS/OSSModel.m
https://github.com/aliyun/aliyun-oss-android-sdk/blob/master/oss-android-sdk/src/main/java/com/alibaba/sdk/android/oss/common/utils/OSSUtils.java
https://bbs.aliyun.com/read/233851.html

IERRYE : hash.digest() , iTEHHHIEE ( 12817 )

>>> hash.digest()
'x\x1e7$1i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"

B ERE BRI E HAY3 2 TR RIDH 1 Thase644w13,
fgn , $HRAYZ : hash.hexdigest() , 1TESEIR RIS IFRFERIRED

>>> hash.hexdigest()
'781e5e245d69b566979b86e28d23f2c7"

EIRBIMDS5{EH{Tbase64JRIBEHILEER

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30WI4NmUyOGQyM2YyYzc='

1.1.3.3 ZURLFPEEZER
PR T £ Authorization Head , FEFERTLAEURLFIIAERER , XHERPHMALUBIZURLEELS
=73 SEIEAIE.

A
URLERRHI :

http://oss-example.regionid.example.com/oss-api.pdf?
AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%
2ByT272YEAiv4%3D

URLER , WmEMLEESignature | Expires , AccessKeyld=/1M&#4,

« Expires X MSHEWERE—NUNIXAGE ( EUTCRIEN97051 B 1SFHEHRDEL , iEWwiki ) , A
FARRIZURLASEERTATE], ANEROSSEKEIXMNURLIERAIFHE: F&E - ARIEXpiresSE!
B, RIRENSREATASEIRIG. FI40 : HRIATERE 1141889060 , FFAEHEEIE—1 607 EE
FNEFIHIURL , MIETLAR B Expiresht&]91141889120,

 AccessKeyld BZ=$8+AJACccessKeyld,

« Signature RNEHER. FIEN0SSKIFNIERISFHeader84) , HURLFFHITEBNEE
ffEHeaderh BB ZNEAEA—H,

Signature = urlencode(base64(hmac-sha1(AccessKeySecret,
VERB + "\n"

+ CONTENT-MDS5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"

+ CanonicalizedOSSHeaders



+ CanonicalizedResource)))

Hrp | Sheaderh 8RB EEXFIANT :

1. BISURLEEEERT , ZREIRIDateS¥GRKEXpires&#],
2. R3ZFFEBJEURLAIHead P EIBEE,
3. WNER{ENRISignature , Expires , AccessKeyldHERARLE—X , LAE—IRNHE,
4. FRENIEE KA AR ST Expiresital , AEBRIEES.
5. BEEFREMEE , ERE urli##{Turlencode,
o IRFTFEEFPURLERRY , FEIET security-token , 1&=LU0T -

http://oss-example.regionid.example.com/oss-api.pdf?
AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%
2ByT272YEAIiv4%3D&security-token=Security Token

FHHCES
URLARINE R Apython B

import base64

import hmac

import sha

import urllib

h = hmac.new("O***V",
"GET\n\n\n1141889120\n/0ss-example/oss-api.pdf",
sha)

urllib.quote (base64.encodestring(h.digest()).strip())

58P

« _LEpythonBI7R IR,
« OSS SDKAEE TIRIHURLE R A X |, (FREAIAESE SDKIGFIIEAUARET.
« 0SS SDKHJURLEZLH , B8 E K.

7= 1-8: 0SS SDKHJURLEZ LI {4

SDK URLEZ R ST

Java SDK OSSClient.generatePresignedUrl OSSClient.java
Python SDK Bucket.sign_url api.py

.Net SDK OssClient.GeneratePresignedUri OssClient.cs
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl object.js



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/OSSClient.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/api.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/OssClient.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php
https://github.com/ali-sdk/ali-oss/blob/master/lib/object.js

SDK URLERBAGZ SCERSZAS

C SDK oss_gen_signed_url 0Ss_object.c

W

1.

FEARFEURLFEENAT | REREINASUEEE BN ELARREEEEEN L |, BTt ER
XUBSz.,

PUTFIGETIEXRERSZFFEURLFE S,

FEURLHFHINESZAY |, Signature , Expires , AccessKeyld[FERILAZHE , {B24N5R Signature |
Expires , AccessKeyldfRDEPEI—PEEZ N , IR[EI403 Forbidden, #5iRfS : AccessDenied

WNEREIARIZ Rt AR KPR ERIEXpireshT[E] , iR[E]403 Forbidden, $51RH3 : AccessDeni
ed,

UNERExpiresAEH&TLHEIR | IR[E]1403 Forbidden, $2iR%3 : AccessDenied,
WRURLFE &S #Signature , Expires , AccessKeyldFf — 1 aE S , FFEHeadFtES
BZIBER | IR[EHE400 Bad Request, $85I=fS : InvalidArgument,

ENERFFTERRS , BRDatetiiE AR ExpiresSE51 , {37AR S content-type, content-md5% &
ThENHeader, (BRFRANDABDateiXMEIKL , (BAFTEIEDate IDNERZFRFER
F),

1.1.3.4 IGEHSBGHA

STST4g

OSSEILABEIERSTSRS | IR EH TGl PIEZRSTS ( Security Token Service ) &A=
THE PR ARSI SHEAIWebiRSS . BIISTS |, EEILUAS = REREF R, ( BFRSHH

TECER ) MER— 1 BEENSFEIRERAGAIEEIE, 55=75 RSB LAERiZ5 R EiIE

BERARMERFRAP! , 3E ERMAE =R HAISDKRIBIAI=F=mAP,

BARBEESIIKIIEN (AccessKey ) LBHE=FMNMA , RFBEM—MHASHEFFFSHEAL
LHR=FNARA, XNSHERENERN R A BEIRE T LARGEENX.
EAFBEXROREGEITRE |, ha<SHITHRER B,

LAAPPRFEZS , REFAZINTE :



https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_object.c

11: SEEAE

2.5% £ AssumeRole

1-ApPR S 2R (8 2 LB KB Ait 4ol
T mmEmr . | STS
App A {4.ClienlAppﬂ4'j—STSjti-_‘. #HATAK 3EESTS s ry
;qm»
5. 4% {k JNSTS SLA% 89 7 My i A7 A #50SS API 4
/| oss

T ERANFAEARIT

1. AppFIFER. AcpAFBHEEFECEE. BEFFLIEENSNEERS , tLal LA
WeblSaOpenlID. XTFEMERAIApPRFKIRL , AppServerZr] LAHIE X tHEMppA
PE&IN AR,

2. AppServeriEKSTSIRFZIKEN— N L 2<hE ( SecurityToken ) . TEVARISTSZHI , AppServerss
EHaEArPFBFRIE/NTIAER ( FPolicyiEEfEIA ) LUREZARATIHARYE), AS@ILIEAESTS
AJAssumeRole ( IiEAE ) HOARKRZEH,. ABEESEABXASTHESE (RAMER
5 PHReEE,

3. STSiREI45AppServer— MERRTIHIAEIE , BIF— 1N L2 ( SecurityToken ) . IIGRTIEIE)ZE
8 ( AccessKeyld, AccessKeySecret ) LA IS EART(E,

4. AppServerfFifR1EiIEREZEClientApp, ClientAppR] LUERFFIXMEIE. SFIEFREHET
ClientAppFEE[FAppServer HiEFHTHIERIALIAIEIE, tLal , NERIFEIEETEIA 1N\ | BBA
ClientAppRI LAE 303 ¢ [EIAppServeriEREFAIA L.

5. ClientAppfE A hEFAYLRIFEIEXRIEKAlyun Service APl, ZIRSZSBHANSTSIHIAIEIE , F+
SRS TSRS KIGIUEAIRIEIE , FIEFIMAFAFIEXK,

STSZECHIFIR | 1I52% (RAMEREE) THABEE. XEERMASTSIRGSEO
AssumeRoleFREVE UL EIERIA]. BAJLAERE(ERSTS SDKFIEMAIZIIIE.

(EFSTSEIHSIEERiIER

PN ZERimHEZISTSIRIHEIES , BidEPZ2 Sk ( SecurityToken ) LARIGATEEZEEA (
AccessKeyld, AccessKeySecret ) #9528, BINAASRIMEEL N SEREZEFERIRKSH
AccessKeyffHeaderth B SEREA—F , XEITEMA -

- FAFPERNERZAASTSIRMHIGRTSIEZEE ( AccessKeyld, AccessKeySecret ) |,



. APEEZLSSHE ( SecurityToken ) it fEiEKheaderha & LB RS
AURIF, XFEFHZ D REGEREE— |, (RENERE |, ossiR[E]InvalidArgumentiEiR.
= fEheaderd )& 3LEBx-0ss-security-token : SecurityToken, iTEZ

#Z CanonicalizedOSSHeadersHY , 1§x-oss-security-tokenitE{EA.

= FURLAERTSEsecurity-token=SecurityToken, 1+E %% CanonicalizedResourceft

, HEsecurity-tokenZ4{f— sub-resourceitEEA .,

1.1.3.5 Bucketi PRIzl

OSSHRMHACL ( Access Control List ) fRIZHITGIE , OSS ACLIZ#tBucketdk BRI PRI AES! |
BucketB BB =F1iAa1fZR : public-read-write , public-readflprivate , BRI NI :

* public-read-write : {EEIA ( BIEERA) ) EBATLAXTIZbucketshiobjectif#{TPUT , Getfll
Delete®{F ; FTAXLRIEF=4rIZ: FAHIZbuckethIBIEEE AR | ISEAIZASR,

« public-read : RBiZbucketfIBIEETTLART Zbucket IIObjectiH TSI ( BiEPutfiDelete
Object ) ; HAA ( BIEERIFIE ) ATLARSZbucketshfJobjectif{TiE24F ( Get Object )

o private : RBEiZbucketfIlIEEE T LN iZbucket AIObjectHH{TIEEIRIE ( EEPut. Deletef]
Get Object ) ; Hftt AT EH(aliZBucketPIAYObject,

AP #FhelsE— 1 FBuckethy , I1RAIEREBuUckettfR , OSSE B NiZBucketiZ EprivatetlfR, XJ
F—1BELFEAIBucket , RBEEHIEIFEETILUEITOSSAHY Put Bucket Achiz[{&iZzBucketdf
PR,

1.1.4 2HHTTPLEN
AiERL ( Common Request Headers )

OSSHIRESTfuliEOshfEER T —A\HERk, XUEEERLATLAFERIOSSIERFER , HiFH
EMITF :

& 1-9: AtiERk

=4 ik

Authorization BFEIEEREEHATAEER.
KR . ZfHER
HNE : &

ERmR | IFERIBK

Content-Length RFC2616FENXHTTPIERKANBKE.



https://www.ietf.org/rfc/rfc2616.txt

B ik
KA FRFEA
BOME :

(FAHR | FEMOSSIEREUERTIEK

Content-Type

RFC2616HENXHIHTTPiE KRR,
KA R

NN =

RS | EEMOSSIEEHUENIEK

Date

HTTP 1.1t} PFERIGMTRTIE , 4140 : Wed, 05 Sep. 2012 23:00:00
GMT
KA R

BOME :

Host

Bl Host{E , 809 : <bucketname>.regionid.example.com,
KB FRER

BNE : &

AHIpREk ( Common Response Headers )

OSSHIRESTfullEM &R T —LA ML, XL LT LAKATERIOSSIEXRETER , HiFH

EMITF :

& 1-10: 2Rk

&

faik

Content-Length

RFC2616HhEXHTTPIEKASIKE.
KR FFH

EANE : T

(FEZE | EEMOSSIEREURNIEK

Connection

tREAZE FPimflOSSIRSS B8 < [RIRVEEEIRES.
e Sit I Ve

BYE : open. close

NE L

Date

HTTP 1. 1Y PRIERIGMTRTIE , {540 : Wed, 05 Sep. 2012 23:00:00
GMT

KA FFER

HNE : &

ETag

ETag (entity tag) 7£5ObjectERRIRHRBIZE , AT Hra—"1Objecthy
W&, XJTPut ObjectiEKeIEAIObject , ETaglEREAEAIMDSE ; X



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

B ik

FEftS T BIERIObject , ETagiEEERBHIVUID, ETaglE LT
BObjectRBEBRET L.

KA FIEER

EINME :

Server 4R ResponsefUfRSSEE,
KB TR
ZRIAME : AliyunOSS

x-0ss-request-id x-oss-request-id2HAliyun OSSElfE , FE—FRRIX{ responseAJUUID,
ANERTEFEFIOSSIRSATIBZRE , AJLAEMEZFEREAROSSTIEAR , 1
ERENIE)RA,

KA FRFEH

BANE : T

1.1.5 KX FServiceAIHEIE
1.1.5.1 GetService

X FIRS I EGetiER AT LUREISKE HBRIFTBBucket , Hep /" FRTMREAR.
i5RIFE

GET/HTTP/11

Host: oss.example.com

Date: GMT Date
Authorization: SignatureValue

GetService(ListBucket)f , BTLAEI IS prefix , markerflmax-keys3FlistfPRE , IREIEFHDLER.

* 1-11: T RSY

& ik

prefix IREIREfIbucket name sl Aprefix{ENBISR , BILARERE , FgEAT
IERISRER

HIEER | F5ER

ENME : T

marker RELERMmarkerZ [FIRF=BHEFE— N FHBIRE , AALURKEE , FKE
BT ML IR B SR
KA . FRFE




B g

HNE T

max-keys PRIELL
BEAXF1000
RS - RS
ZUAE : 100

JRIR[ElbucketfIERAKEL , WRARNIKE , BHA100 , max-keysBUYEAR

lIRi7cE=(Response Elements)

+= 1-12: [WRITEE

&

ik

ListAllIMyBucketsResult

(R1EGet Servicel5kKEERIZSSE,
KA . RER

FT = : Owner, Buckets

Qﬂ—

Prefix

TR - None
ARERERAIEIE , LbucketkEEBREIFR A BT A,
KA FEH
L2753 ListAllIMyBucketsResult

Marker

FRBAIX R GetService(ListBucket)BUtEA , Zbucket k£ EBREIRT A
Bl A,

KA FREER

A2 R ¢ ListAllMyBucketsResult

MaxKeys

MEAERKNIREIERAIRAEE , SbucketREARRENIABILLT

/v \\o

A2 R : ListAllMyBucketsResult

IsTruncated

IERREMENEREBERIRE : "true” TRARZBEIREZER
FER; "false” BRARECERMETEEER. ZHbucketREHIR
BT A BT <.

KA MEFRER

ERUE : true, false

A2 R3 : ListAllIMyBucketsResult

NextMarker

F~ F—IXGetService(ListBucket)BTLALULL Jamarker |, $&RIREIHY
ZERIR[E]l, ZHbucketREFPREII A BT A,

KA R

A2 R ¢ ListAllMyBucketsResult




B

Hiig

Owner FBTFiBucketiiB & ERHIAES.

KA A28

L2753 ListAllIMyBucketsResult
ID BucketifiBEHIFEFID.

KB - TR

2T : ListAllMyBucketsResult.Owner
DisplayName Bucketfi§&BIZFR (BEiF0ID—E).

KA . fFER

A2/ ¢ ListAllMyBucketsResult.Owner
Buckets RFEZ1BucketZERIA S,

KA AR

FT5= : Bucket

A2 R : ListAllMyBucketsResult
Bucket {RfFbucket{ZEHIBER,

it N

FT5/= : Name, CreationDate, Location

R M : ListAllMyBucketsResult.Buckets
Name Bucket#ZFR,

KA . 5

2R : ListAllMyBucketsResult.Buckets.Bucket
CreateDate BucketBIIZERATE)IZEAY : B8 (8= : yyyy-mm-

ddThh:mm:ss.timezone, e.g., 2011-12-01T12:27:13.0002)

R M : ListAllMyBucketsResult.Buckets.Bucket
Location BucketFrERIEEES L),

KR S

R : ListAllMyBucketsResult.Buckets.Bucket
ExtranetEndpoint BucketifalAy4 NIz 23,

KA . fFER
L2 R ¢ ListAllMyBucketsResult.Buckets.Bucket

IntranetEndpoint

[EX 15 ECSifFialBucketfIPMiESE .
KA . FRTE
R M : ListAllMyBucketsResult.Buckets.Bucket

W

1. GetServiceilX/MAPIRXSIAFESHIFBFR B,




2. NRBEXRPIFERFRIHMER ( BIE®RBA ) |, Ix[E]403 Forbidden, $51%A5 : AccessDenied,

3. LFrERIbucketEfIREIET |, IREIFIxmMIFARE S Prefix, Marker, MaxKeys. IsTruncated,
NextMarkeriim , MNSRIABEPDERAIRE , WIEIN AT R , HhNextMarker 3T 4442815
At£Emarkerlit{E.

il
iBRRG I

GET /HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT
Host: regionid.example.com
Authorization: OSS n***i:C***|=

IR[E)3 ) I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT

Content-Type: application/xml

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5***4

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>

<Owner>

<|D>51264</ID>

<DisplayName>51264</DisplayName>

</Owner>

<Buckets>

<Bucket>
<CreationDate>2015-12-17T18:12:43.000Z</CreationDate>
<ExtranetEndpoint>regionid.example.com</ExtranetEndpoint>
<IntranetEndpoint>regionid-internal.example.com</IntranetEndpoint>
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>

</Bucket>

<Bucket>
<CreationDate>2014-12-25T11:21:04.000Z</CreationDate>
<ExtranetEndpoint>regionid.example.com</ExtranetEndpoint>
<IntranetEndpoint>regionid-internal.example.com</IntranetEndpoint>
<Location>regionid</Location>

<Name>a***3</Name>

</Bucket>

</Buckets>

</ListAllMyBucketsResult>

IFRRGII

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1
Date: Thu, 15 May 2014 11:18:32 GMT
Host: regionid.example.com



Authorization: OSS n***i:C***|=
IREIRGIO

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT

Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5***5

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>

<Prefix>xz02tphky6fjfiuc</Prefix>

<Marker></Marker>

<MaxKeys>1</MaxKeys>

<IsTruncated>true</IsTruncated>
<NextMarker>xz02tphky6fjfiucO</NextMarker>

<Owner>

<ID>ut_test put bucket</ID>
<DisplayName>ut_test put bucket</DisplayName>
</Owner>

<Buckets>

<Bucket>
<CreationDate>2014-05-15T11:18:32.000Z</CreationDate>
<ExtranetEndpoint>regionid.example.com</ExtranetEndpoint>
<IntranetEndpoint>0ss-cn-hangzhou-internal.example.com</IntranetEndpoint>
<Location>0ss-cn-hangzhou</Location>
<Name>x***0</Name>

</Bucket>

</Buckets>

</ListAllMyBucketsResult>

1.1.6 XFBucketBJEE

1.1.6.1 PutBucket
PutBucketFlFBlI#Bucket ( A3FERGIA ) . BUEEAYBucketFT7ERIRegionFIA&IXIBEHKAY

EndpointFfr3izAIRegion—E, BucketFiERIEHETFEESS | iZBucket FRIFTAObjectii—EHEF
PHERS R ATHBIX,

iRiBE

PUT /HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

x-0ss-acl: Permission

Authorization: SignatureValue

B
1. FJLAPutiZkHRY x-oss-acl SL3Ei&EBucketiF AR, BRiBucketE =FfifEIAR : public-

read-write , public-readf[Jprivate,



2. MNREKRAIBucketBEFE , HEIBERERFEE , IR[E200 OKBLIN,
3. WNRIEKAIBucketBEFT , BEARIBREFHEERY , IR[E409 Conflict, $EIREG :

BucketAlreadyExists,
4. YNEABRIEAIBucket RMEFETBILTE | IR[E400 Bad RequestEE., $EIRE : InvalidBuc
ketName,

5. MR AFEPUT BucketisKHIRHE |, IRBENBFIIEHER |, 1R[El403 ForbiddenjBE., $HIR
3 : AccessDenied,

6. AR PutBucketfIREAIN LB I bucketEx ABIEEELAT , BRIA104™ , 1R[E]400 Bad Requestid
B, $R15 : TooManyBuckets,

7. BIERIBucket , WIRKBISELIINIR , NIFIALER Private 1R,
=l
iBRRH -

PUT /HTTP/1.1

Host: BucketName.regionid.example.com
Date: Fri, 24 Feb 2012 03:15:40 GMT
x-oss-acl: private

Authorization: OSS q***c:7***=

IREIRH

HTTP/1.1 200 OK

x-0ss-request-id: 5***B

Date: Fri, 24 Feb 2012 03:15:40 GMT
Location: /***

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

1.1.6.2 PutBucketACL

Put Bucket ACLIZOFT&XBucketif[alf R, BERiBucketG =F51a4%BR : public-read-write ,
public-readfllprivate, Put Bucket ACLIZ2{E@IIPutizskply “x-oss-acl” LKIRE., XMRERE
1ZBucketfBIEEEERIRHIT. WNRIBIERT . MIRE200 ; BNHRERBNAERBFIRERER.

iBKigiL

PUT /?acl HTTP/1.1

x-0ss-acl: Permission

Host: BucketName.regionid.example.com
Date: GMT Date



Authorization: SignatureValue

WHDR

1. WNFRbucketfFE , KERTHRISPRMEBRIRA—1F , FEIBKRKIEE EbucketiBBER. %5
RAEHEbucketAE , (BRESEFIUR.

2. YNRFAFARIEPUt BucketiZRAVATR , IR BEANBFIIEER | IR[E403 ForbiddeniHR. (&R
fi5 : AccessDenied,

3. WIRERFIRH , "x-oss-acl” sk, FHiZbucketBFE , HETZEKRERE , W4EHR
buckett{fRAZE,

=l
iBRRH -

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: BucketName.regionid.example.com
Date: Fri, 24 Feb 2012 03:21:12 GMT
Authorization: OSS g***c:K***=

IREIRG

HTTP/1.1 200 OK

x-oss-request-id: 5***B

Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

WRIZIZEHIPRAFE , 51400 Bad RequestiBA :
SESTE RN

HTTP/1.1 400 Bad Request
x-0ss-request-id: 5***9

Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>
<Requestld>5***9</Requestld>
<Hostld>***-test.example.com</Hostld>
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>



</Error>

1.1.6.3 PutBucketLogging

OSSHE{HBucketifia] HERIBRIR T F5{EbuckethBE B IEFFN S Hrbuckethyifa){T A, OSSR
HHIBucketif|a) HEMRBIECE FME—KIHEiER.

BuckethUfIBE R LA/sbucket F BB AEICRIEE. XM INEEFERE . OSSKEBMHCRIBIAX
bucketiERANFMER , FRBAFIEERIMN , LUNTAEAL , BB FA— 1 ObjectBEA
AF1EERIbucket, OSSiEftBucketifin) HEHIEAIRN T 75 {EbucketiUfIEE RN D Hrbucket
AUBEIETA. OSSiIRHEAIBucketiBR HEAMRIECR FE—FKIBIFICR.

iBRIBE

PUT /?logging HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Authorization: SignatureValue

Host: BucketName.regionid.example.com
<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled>
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

i5K7TE(Request Elements)

= 1-13: IBRT=

= iR AU
BucketlLogg HRHERSEENEEEE Bt Fns: =
ingStatus LoggingEnabled 7T : o

LoggingEna HAHHEENSRE. XN TTREABNSRE , XA | &

bled AEE, KA [EFITE : TargetBucket, TargetPref

ix327G& : BucketLoggingStatus

TargetBucket | fEETFINIRIHEHIBucket, KB : FRIFILE - TR |EHRBLIEBEEHEHER
JGZ : BucketLoggingStatus.LoggingEnabled W

TargetPrefix EEREWRFRILR AT, KB F/HFT |8
& : Nonei o= : BucketLoggingStatus.LoggingEna
bled




FitinREECRMobjectar MM
<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

RN , TargetPrefixHFEFERE ; YYYY, mm, DD, HH, MMFOSS% Bl 21% Object BlI3EATAY
FIRMEEFRIE , B, B, /B, 9F0F> (GEENREL) ; UniqueString OSSR FERHIFF
B, — LR TFEEOSSIHIAHEAIObjectZFRGIFANT -

MyLog-oss-example-2012-09-10-04-00-00-0000

LB, "MyLog-" RREFIEEAIObjectalss ; "2012-09-

10-04-00-00" Z1ZObject{BIEERIHIALFATIE ;

“oss-example” EiRbucketfIZFR ;
"0000" ROSSESLEMIFRTE.

LOGI 4=

= 1-14: LOGX 4=

1.1

& BIF ax

Remote IP 119.140.142.11 EREHCRYIPHEE ( ProxyXIRERFEFBA XS]
BESFERZTER )

Reserved - {REB=ER

Reserved - REBFER

Time [02/May/2012:00:00:04 +0800] | OSSIZIEKEIATIE]

Request-URI | “GET /aliyun-logo.png HTTP/ | BFi&ERAJURI(EiEquery-string)

ms)

HTTP Status | 200 OSSIREIFIHTTPIRZSAS
SentBytes 5576 BHFMOSSTHAARE
RequestTime ( | 71 SeRARIERAETE) ( 27D )

S S
Referer http://www.aliyun.com/ IBKAIHTTP Referer
product/oss
User-Agent curl/7.15.5 HTTPAYUser-Agentsk
HostName oss-example.regionid.example |i&FKifEIFHZ
.com
Request ID 505B01695037C2AF032593A4 | FEFM—trmiziaskAIUUID

LoggingFlag

true

REFBTHiREEIEE




=4 BlF ax

Requester 1657136103983691 EREMAERID ; BEZiHas -
Aliyun ID

Operation GetObject BkEE

Bucket oss-example BKiGa8BucketZ =

Key /aliyun-logo.png FFiEkEIKey

ObjectSize 5576 Object K/

Server Cost |17 OSSHRS=EAMEARIRIERATIEAIATIE] ( ZFD )
Time (ms)

Error Code NoSuchBucket OSSIR[EIRIFEIRD

Request 302 FIFIERAIKE ( Byte )

Length

UserlD 1657136103983691 Bucketill§&ID

Delta DataSize | 280 Bucket X/ NI E ; Bi8BTMKHA "

Sync Request

REECDNEIFEXK ; EREA "

Reserved

REBFER

WD

1. jBEBucketf1B#RBucket: BT E— AP,

2. FEFRRSERIEET |
" Fnihla BEICREF AR bucket ;
g, JUR=,

“BucketName” FREFZiHIEIHEICRAbucket ; “TargetBucket
“TargetPrefix" FfFiEihIA)HEIERAYobjectZ = Al

3. IRbucketf] Birbucketa] LUZRE— Bucket , tBaT LA EARREHIBucket ; FEFEREILUS S MYIR
bucketfILOGEMFIZIER— Birbucket® ( BiIEEEARHI TargetPrefix ) ,

4. SKF— 1 BuckethJi[A] ATCRINEER , REAE—TZHIBucketLoggingStatusBlIA] , B
FEAASE TENERRG.

5. FFEPUT Bucket Loggingigki4

A Q
I Epva

2, BIARSHHERAE.

6. UNERPUT Bucket Loggingig K& & A EiRbucket ( iEXKaFIHAIBucketName ) FUIHEZE |
OSSIR[E4034E1RAT :
7. IR EAEbucketANFIE , OSSIR[EEEIRAS : NoSuchBucket,




8. YNERPUT Bucket LoggingigKA#2E A EHfrbucket ( iIEXKRHIFMITargetBucket ) RUHEZE |
OSSiR[a]403 ; YNER BfrbucketA~MEE , OSSIR[EIEIRED : InvalidTargetBucketForLogging,

9. JEBucketflBtRBucketX B TRE— MR , BUIREI40055R | $HIRIG/T : InvalidTar
getBucketForLogging,

10.PUT Bucket LoggingissKFAIXMLAE X , IR[EIEIRFS : Malformed XML,

11.Rbucketf] Bxbucketf] LIZR— Bucket ; FAFEEILUSAREIRYRbucketiLOGERRIFER—
4~Birbucketl (FEEISEA BRI TargetPrefix ) .

12.FBuckettMiIFRAT , XIRIAILoggingHRRIEAGHRZARIPR .

13.0SSLA/INE B4R bucketiBiBIRILog Y | BEH AKX NIRRT IERENCRAEX M
ETRILOGN R , BARREHINAE E— P EE T—1LOGI 4,

14.0SSHERAILog I HE B FNITAY “UniqueString” {XEOSSHEARAIUUID , BFIHE—IRR
1z,

15.0SS&ER—"bucketiiAIAYLog 4 , BEF—IXPUTIRME , FHCREGANZE , BARICR™
FRURE. LOGERSE , PRI LUREREEARIObject RiFFIXELOG 4,

16.0SSBIRIEFIALL "x-" FFkMquery-stringS#] , {BIXMquery-string S HRICRIET
[BLOGH, INRIFEMNEERTHEIAEF , Rr—MFFARRNIEXK , ATLAEURLFRII—
A "x-" FFLEquery-stringS#%, 40 :

http://oss-example.regionid.example.com/aliyun-logo.png

http://oss-example.regionid.example.com/aliyun-logo.png?x-user=admin
OSSR FERMEXR , ERE—HH. BREHELOGH , (FALUBITER "x-
user=admin” , RFEMEMHETIRCAIXMEK.

17.0SSHILOGHRNWHET—NFER |, #ATReHI ", BFRAARAIEES THRERIZFRE

e
18fRIEFRK , OSSHLOGIEIVSRAERERIRIN—LFE , BHAEF ALogtIE TEITEEHRE
MERIIAIRR,

19. 31 AP _E{E7T Content-MD5ERKL , OSS£it&EbodyfContent-MD5HIGE—M , WIERAR
—2 , $iR[ElInvalidDigest{EiRtg

5l
FEbucketiflal BERERTH

PUT /?logging HTTP/1.1
Host: ***.regionid.example.com
Content-Length: 186



Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: OSS g***c:K***=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled>
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MyLog-</TargetPrefix>
</LoggingEnabled>
</BucketlLoggingStatus>

IREIRG -

HTTP/1.1 200 OK

x-0ss-request-id: 5***B

Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

X Hbucketifla ERERRG -

PUT /?logging HTTP/1.1

Host: ***.regionid.example.com
Content-Type: application/xml
Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT
Authorization: OSS g***c:K***=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
</BucketlLoggingStatus>

IREIRH -

HTTP/1.1 200 OK

x-0ss-request-id: 5***B

Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

1.1.6.4 PutBucketWebsite

Put Bucket Website}{Fa] LUE— bucketiZ B AiEHSMubitEE,.
BXKiE

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml

Host: BucketName.regionid.example.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>



</IndexDocument>
<ErrorDocument>
<Key>errorDocument.htmi</Key>
</ErrorDocument>
</WebsiteConfiguration>

{ERTTE ( Request Elements )

F 115 BRTEH

i R b= 2]
ErrorDocument | FrcEKeyfIRTTE &

KA . [E8
L25T6Z : WebsiteConfiguration

i

IndexDocument | FrtZ=SuffixiiRXITZ=.
KA . B8
RJTZ : WebsiteConfiguration

Key IR[E1404551RATEEFARYS 42 BEM
KB FRFER

RI6E : WebsiteConfiguration.ErrorDocument
B - HErrorDocumentiZ&RT , ME

i

Suffix IREIHRURLEHRIIRIERS ISR |, REAT |, BA

EEE"", HIINZESISUHRERIndex.html , MiAHE) :

regionid.example.com/mybucket/mydir/iXt£i5 KRS
(RERIA\EBFE X Fi5ia]regionid.example.com/mybucket/
index.html

KR FFEH
L2752 : WebsiteConfiguration.IndexDocument

WebsiteCon BERESEE
figuration KA . ZE8
RITE o

i

Mo
1. FMBRSMuLZIERTERIMIIE HEFSABER, , SEEFiRHITRIMA | flilJavaScript ;
OSSAZIFH REIFEIRSSHGIERINS , HIZIPHP , JSP , APS.NETS,
2. NR(FBHERE SHRERIBIIETbucketfIERSML , BTLAUBEEKE CNAMESRSCEL, BiRES
BAENS.A4TS : BENXHESIE.
3. FAFS— 1 bucketiR ERFFSMUATEEIR , WAUSERSINE |, FERTUERIZATER,



4. AFE—bucketiR BRFHSMILTEEIRTIURT , EERIZS | NEFEIRNEZ1Zbucket IAY—
object,

5. FEE— M bucketiR ERGEHSMISTEERIUG | XWEHSMIGRIFEAIER A , OSSKEIREIRS|T
H ; MESMIsRISZRIERE , OSSIEIR[EGet Bucket/AER,

6. AR L{£7 Content-MD5iFkk , 0SS£itEbodyfJContent-MD5HIGE—EIE , 1NERA
—5 , %iR[ElInvalidDigestf&iRA3.

=l
imRRH -

PUT /?website HTTP/1.1

Host: oss-example.regionid.example.com
Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: OSS g***c:K***=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

IREIRE -

HTTP/1.1 200 OK

x-oss-request-id: 5***B

Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

1.1.6.5 PutBucketReferer

Put Bucket Refereri&{ERTLAIZE— N bucketfirefererihja) 3B BEFIE R ftiFreferer==R IS 1iE K
ifia], Bucket Refererf5iRsE EL{R I OSSP &4,

BRIEE

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml

Host: BucketName.oss.example.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>


https://help.aliyun.com/document_detail/31869.html

<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >

<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>

</RefererList>

</RefererConfiguration>

i53KTT= ( Request Elements )

& 1-16: iITRTR

=4 A =RYE

RefererCon {RFRefererft ENAND KA | FEEFT M - AllowEmpty P

figuration Refererfis. RefererListP R | I

AllowEmpty IBEEEFreferer=ERATHNIEKIGA., KB  KEFFEE |2

Referer BUE : truedkfalse ERIAE : true RT3 : RefererConfiguration

RefererList {RiFreferen BB ENSEE, KB . REBEQT A : RefererCon |2

figuration FT5& : Referer

Referer 1BE—Krefererifa] BB R, £KB  FHHERXTR : RefererList | BJiE

HB R

1. RBEBucketfSIHBEE A BEA#2Put Bucket Refererigsk , &R [E]403 Forbiddenigi&2, (2R :

AccessDenied,

2. AllowEmptyRefererdi§ENBLE IS Z BIRYAllowEmptyRefererfit & |, iZFERAMEIN , R4
FERIARYAIlowE mptyRefererfic & Atrue,
3. ItHRFIgARefererListhRIRRBIIRBE AR ENBRRYIER , UFAF EERIRefererLis
AR ( A ZRefereriERiTER ) , WRMFEEBECEENARPIIE , BIRRZEIEER

RefererList,

4. ANERAF_L1ET Content-MD5iEKL , OSS&itHEbodyIContent-MD5FHIGE—EYE , SNRAR
—3 , IR[ElInvalidDigest{&ixRtg,

il

A ERefererfiSizRzG

PUT /?referer HTTP/1.1

Host: BucketName.oss.example.com
Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT



Authorization: OSS gq***c:K***=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

& RefererfiERRH

PUT /?referer HTTP/1.1

Host: BucketName.oss.example.com
Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: OSS g***c:K***=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

IREIRG -

HTTP/1.1 200 OK

x-0ss-request-id: 5***B

Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

1.1.6.6 PutBucketLifecycle

Bucketf9#E & AT LAIEIZ Put Bucket Lifecycle3gi& & BucketfiLifecyclefid &, LifecycleFFiE/E |
OSSIHIZIRECE |, EHAE sk SLifecycleINABILEAIObject,

iBRIBE

PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Authorization: SignatureValue

Host: BucketName.oss.example.com
<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>

<Rule>

<ID>RulelD</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>
<Expiration>

<Days>Days</Days>



</Expiration>

<AbortMultipartUpload>
<Days>Days</Days> </AbortMultipartUpload>

</Rule>

</LifecycleConfiguration>

i5RITZ=(Request Elements)

& 117 iBRTE

&

ik

=F VA=)
=Rl

CreatedBef
oreDate

TEEMNTIT 2. HERWTRARMISO8601HY
B, HEREUTCHIZ =, Fia :
2002-10-11T00:00:00.000Z

KR FRFE

RT3 2 : Expirationgl& AbortMultipartUpload

Days#[ICreatedBef
oreDate _i%—

Days

IBEMNENSREEEMETEZDRER.
KR - TPEEH

AT R : Expiration

Days#[ICreatedBef
oreDate _j%—

Expiration

tEEObjectMI MRS HfE 1.

KA NEE

FTm : DaysaCreatedBeforeDate
R Rule

A
=

AbortMulti
partUpload

EERSTRAIPart A9 HRE M.
K Bes
FT5 . . DaysafCreatedBeforeDate

P& S==nd

LR A : Rule

iy

MNME—RYID, RS H255F 548K, MAFREE
F, HEZEATH , OSSENAFPER—ME—
B.

KB R

FHR 7

RF A : Rule

i

LifecycleC
onfiguration

LifecycleBCERIZES , RZAIAZN10005HN,
KA - 558

FT & : Rule

RER T

AN

A

Prefix

EEMNFMERRIRIR. RELERISRAINISR T AIEE
WZMNFrIE, AAIEE.

RE . FfER

fil




2 iR =RYE
FER L
LT A : Rule

Rule FR—HN =
iU N
5= : ID, Prefix , Status , Expiration
R/ : LifecycleConfiguration

Status WNERE{ENENnabled , BBPAOSSSERAHITIZAN ; a0 | 2
B EDisabled , PAOSSEEZIZALN,
KB . R
LR A : Rule
BE : Enabled , Disabled

iR e Dk

il

1. IEBucketffiEE 7 EAFEPut Bucket Lifecycleigk , INIR[E]403 ForbiddeniHE., (&=

59 : AccessDenied,

2. MNRIEHEEIREILifecycle , HHERFREIE— M FRLifecyclefitE ; BN , MBS TRIRIED

&

3. ETLARIObjectiR EITHARIIA) , tBAJLANGPartiR EITHARTIR], IXERIPartisiIELID F L&A E

&, BRERERZIDF.

BRI

PUT /?lifecycle HTTP/1.1

Host: BucketName.oss.example.com
Content-Length: 443

Date: Mon, 14 Apr 2014 01:08:38 GMT
Authorization: OSS g***c:K***=

<?xml version="1.0" encoding="UTF-8"?>
</LifecycleConfiguration>

<Rule>

<|D>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload>

</Rule>

<Rule>

<|D>delete created before date</ID>




<Prefix>backup/</Prefix>

<Status>Enabled</Status>

<Expiration>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z</CreatedBeforeDate>
</Expiration>

<AbortMultipartUpload>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z</CreatedBeforeDate>
</AbortMultipartUpload>

</Rule>

</LifecycleConfiguration>

IREIRE -

HTTP/1.1 200 OK

x-oss-request-id: 5***B

Date: Mon, 14 Apr 2014 01:17:10 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

1.1.6.7 PutBucketTagging

Put Bucket Tagging#& R LAABucketifII—4E17%E. B RILABIIIRES |, XiBucket#{ToEE
B | IirSEENKEER. ListBucketht R Bt A IS EnaSaIBucketss,

IBRIEE

PUT /?tagging HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Authorization: SignatureValue

Host: BucketName.regionid.example.com
<?xml version="1.0" encoding="UTF-8"7>
<Tagging>

<TagSet>

<Tag>

<Key>Tag Name</Key>

<Value>Tag Value</Value>

</Tag>

</TagSet>

</Tagging>

{ERTTE ( Request Elements )

F1-18: BRT=H

& ik RALR
Tagging Bucket Tagh9Z528, =

KA A28
FT5r3 : TagSet
RUR: X

N




B faik ERYS

TagSet RF—4HTaghIE=s , B BucketRZ RIFH 10MRE.

fil

iy BN
F : Tag

QB

TR : Tagging

Tag ERTaghIRIER.

2l

KA . 588
Fr3 ;. KeyakValue
RT3 : TagSet

Key IRERIBIR , 3T E—Bucket , IRERIRE— , KNG

A

Bk , Al =,
KR - TR
Fom T

AN

R/ Tag

Value FRESHOE |, TR — | KNSR | BT,

2l

KR . pGE
FER T

AN

R : Tag

WO

=l

1.

— P BucketExZ SAFFRIEE10MRES, INRAFAIRIFEED TIRE , OSSiR[EHttp 400 Bad
RequestiBR , {81=15 : TooManyTags,

Bucket Tagh9KeyFValue SeiFIF R AR AASCIRBHRHHHHE/INTF 328k E T 127 ZHMUFTE
UTF-8F4F , K/NE8UR, Tag KeyIFERAIKE/I64 , Tag ValueRRIFERAIKE/9128, 1R
Bucket TagiKeyaValue R EFESIXLERINY , OSSIR[E|Http 400 Bad RequestiiE. , $5iRA8 :
InvalidArgument,

Xt FE—"Bucket , BIFEAIFNTag Key A REEE , BUIOSSKIR[EIHttp 400 Bad RequestiH
B, {81215 : RepeatedTags,

aliyun;ZOSSIREBRITRERIZR , Tag KeyABELAaliyuniXMRISRIFL ( K/NEIAH ) , BRIOSS
iR[A]Http 400 Bad RequestiHE , $81=f9 : InvalidArgument,

5. Put Bucket TaggingRB =I5 X , BIFPutiirE s B O BIIRS.
BRI

PUT /2tagging HTTP/1.1




Host: ***.regionid.example.com
Content-Type: application/xml
Content-Length: 86

Date: Thu, 23 Jun 2015 15:39:12 GMT
Authorization: OSS g***c:K***=
<Tagging>

<TagSet>

<Tag>

<Key>Project</Key>
<Value>Project One</Value>
</Tag>

<Tag>

<Key>User</Key>
<Value>jsmith</Value>
</Tag>

</TagSet>

</Tagging>

i E R
HTTP/1.1 200 OK
x-0ss-request-id: 5***B
Date: Thu, 23 Jun 2015 15:39:12 GMT
Content-Length: 0

Connection: close
Server: AliyunOSS

1.1.6.8 GetBucket
Get Bucketi®{ER] Fi3klist Bucket-hFf Objectf{= A,
iBRiBix

GET /HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

iBRkE#(Request Parameters)

GetBucket ( ListObject ) Bt , aJLUEE prefix , marker , delimiterfimax-keysXSlistffRE , IREIED
PER. B, AJLABTencoding-typeXSiREIZ5ERHRIDelimiter, Marker, Prefix, NextMarkerf[

KeyiXLETTRH THRED.

x 1-19: iBRSE

& ik
delimiter B— 1M ATXObjectBFHITHENTFH. AMERFESEENRRES—X

HIdelimiter==/F 2 [afobject/FI—4HTZx——CommonPrefixes,
HUERA . 5
HNME: T




B

ik

marker

IREERMmarkerZ Jai&BHFFRISE— MRk E.
IR - FRFE
BOME : T

max-keys

PRELRIRElobjectiIBRAEY , MNRFZTE , BAIAJ/9100 , max-keysEUEABE
51000,

HIERE . =58

ZAE : 100

prefix

PRIEIREIfTobject keysiRLAprefix{EARISR. iERERprefixEiffT , R[]
BkeyH{BSE S prefix,

HOAEER | YR

HNME: &

encoding-type

IEEMNREINARHI TR |, I5E/mBAIZE

BY. Delimiter. Marker. Prefix, NextMarkerflKeyfEFBUTF-8Z4F , {Bxml
1. OVNEASTIF BT — LA HI=RT | tbascifEMOEI109FRF. T E
Bxml 1.OREARSHFHEHIFRF | AJLABIg I8 Eencoding-typeXdiR[E]
ADelimiter, Marker, Prefix, NextMarkerfIKeyi#H{T4mA2,

HiESRE - =R

NE: T

A% : url

lIRrcEE (Response Elements)

& 1-20: NIRITTE=

&

ik

Contents

{REZEMR[EObject metafIZSEE,
KA [E.
R = : ListBucketResult

CommonPrefixes

WERIERFPIEE T delimiter83] , MFEOSSIREIAIMMN HE
& CommonPrefixesTT&R. 1ZITRIRBEARLL L delimitertERE , HEHRRILR
AJobjectBFREVER.
KR FFEH

A N

QT e : ListBucketResult

Delimiter

B TMNHETFIObjectBFHITHENFR. MR8 SIEElRISESE—
R delimiter==fF Z [EfYobject{Es—2HsZx=——CommonPrefixes,
KE R




B

ik

QT e : ListBucketResult

EncodingType

ERRIREIERPIRIDFERNRE., WREKINS
hIEE T encoding-type , FFEXHREILERF

AYDelimiter, Marker, Prefix, NextMarkerflKeyiXLoZH1T4R1.
KR FFEH

L2751« ListBucketResult

DisplayName

Object FHHMIET.
ESTRE S

R & ; ListBucketResult.Contents.Owner

ETag

ETag (entity tag) TEENObject4E R AIRHE#EBIEER , FIFHRam—"Objectdy
N7, XJFPut ObjectizkEliEAIObject , ETagiE2EREHIMDSE ; X¢
TFHEMFEIERIObject , ETagiEBERERNABMUUID, ETagfERILART
KMEObjectABEBRET. FENFFERETagR{E/HObject I
HIMDSREGE R TR 4,

KR FFE

QT : ListBucketResult.Contents

Bucketifi&ZHIFFID.
KA TR

R A : ListBucketResult.Contents.Owner

IsTruncated

IBRRBMENEREEERE ; “true” BRANXZEIREBIEEE
R "false" XRAREHFRETLIPEER,

KB MEFRER

BYYE : true, false

AR A : ListBucketResult

Key

ObjectfyKey.
KA IR
SZ-I-I—

LastModified

T : ListBucketResult.Contents
ObjectBRfEHERAIRT B,
KA - [E

Ve S= ==

R4 : ListBucketResult.Contents

ListBucketResult

{R1FGet Bucketiz KEERIIA R,

KA A28

FT35 - Name, Prefix, Marker, MaxKeys, Delimiter, IsTruncated,
Nextmarker, Contents

RTI : None




B ik

Marker FRBBIX X Get Bucket ( List Object ) BY#EA.,

KA FTER
R : ListBucketResult

MaxKeys A SRR EIERAVRAEE.

e Sid I ==

RT 2= : ListBucketResult

Name BucketZ=

KR - TR
QT A : ListBucketResult

Owner {RFBucketiliBE{EERISES.

KA A28
FT5/ : DisplayName, ID
LR : ListBucketResult

Prefix RXREBERIFFIARIER.

KR - =GR
QT A : ListBucketResult

Size ObjecttI=F=T#,

S - g

QT : ListBucketResult.Contents

StorageClass ObjectfY7FiE2LE, , HRIRBERE "Standard” 2%,

B FRFER
R A : ListBucketResult.Contents

WD

-—

Objectr AR BEX Imeta , EGetBucketiE kAT A~&IRMA],

SNSRiEIAIBucket NMFE , BUEIRELRIE AR AMEAEEZEAIBucket , IR[E]404 Not
Foundf&ixR , $&i=f5 : NoSuchBucket,

NSRS AlZBucketfIRR , IX[E1403 ForbiddentiiR , $&iRAT : AccessDenied,

WRE Imax-keysBNRETTIA—IR5Thklisting , IREIZERSMIII— 1 <NextMarker> , 274k
#listinga] LALALtL Aamarker, NextMarkerdgg({E{31ElistER 2 5,

EMFMERRT , BMEmarkersEfRfE7 IZRFPAGFE , IREBAFFEmarker=EHEFRI T—
NFHEFTED, SNRmax-keys/NFOZE AF 1000 , #IR([E]400 Bad Requesti&iR, $AIRAS :

InvalidArgument,




6. Eprefix , marker , delimiterS28 A S KEZK , 1R[A]400 Bad Request, $HI=FS : InvalidArg
ument,

7. prefix , markerFABsRSEMD RETHUR | SEEIKELUVNT 1024575,

8. MNEIBprefixi@ATENELE , AT ABFILALprefixFF AU 4 | BNMZSESE FSBI0EE
RIS F 342, QISR B delimiteriRE D / B , IREHEFM RS FTNZSHE RIS | 1230
FTREIF 4RI EFECommonPrefixesifsy , F3 AR FEIFRYSUFFISIERAE ER. 21—

“NoucketfFE="object : fun/test.jpg , fun/movie/001.avi , fun/movie/007.avi, EHIZEPprefix
A" fun/” |, MREI="Mobject ; NRIEINZ Edelimitern “/" , NAREISE" fun/test.jpg” #0
BISR" fun/movie/” ; BPSEIL T S{4RANBLE.

#hlins
fEbucket “my_oss” B4 Mobject , BFD I :

e 0SS.jpg

fun/test.jpg

fun/movie/001.avi

« fun/movie/007.avi
=l
BRI

GET /HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 08:43:27 GMT
Authorization: OSS gq***c:B***=

IREIRG

HTTP/1.1 200 OK

x-0ss-request-id: 5***B

Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<lIsTruncated>false</IsTruncated>
<Contents>



<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot;5***E&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007 .avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot;5***E&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5***E&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0***2</ID>
<DisplayName>***</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>0ss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z</LastModified>
<ETag>&quot;5***E&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0***2</ID>
<DisplayName>***</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

iERTHI(EPrefixSE])

GET /?prefix=fun HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 08:43:27 GMT
Authorization: OSS gq***c:B***=

IREIRH :

HTTP/1.1 200 OK
x-0ss-request-id: 5***B



Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>***</Name>
<Prefix>fun</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<lIsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot;5***E&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0***2</ID>
<DisplayName>***</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot;5***E&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0***2</ID>
<DisplayName>***</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5***E&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<I|D>0***2</ID>
<DisplayName>***</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

iERTH(EprefixFlldelimiter2E]) :

GET /?prefix=fun/&delimiter=/ HTTP/1.1
Host: ***.regionid.example.com
Date: Fri, 24 Feb 2012 08:43:27 GMT



Authorization: OSS g***c:D***=
IRERG

HTTP/1.1 200 OK

x-0ss-request-id: 5***B

Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 712

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmins="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix>fun/</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5***E&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0***2</ID>
<DisplayName>***</DisplayName>
</Owner>
</Contents>
<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>
</ListBucketResult>

1.1.6.9 GetBucketAcl
Get Bucket ACLFESEZRENEF N BucketBYim 10 R,
iBKigiL

GET /?acl HTTP/1.1
Host: BucketName.regionid.example.com
Date: GMT Date



Authorization: SignatureValue

lRi7c2(Response Elements)

= 1-21: RT=

B g
AccessCont FEACLISEEEERA | ZEBART A : AccessControlPolicy
rolList

AccessCont {RTFZGet Bucket ACLEEERAIZSEELAY | REERTHA : None
rolPolicy

DisplayName BucketifiB&MIBFR. (BEIFIID—E)RE  =RFERQT A : AccessCont
rolPolicy.Owner

Grant BucketfYACLIPR, 28! : WEF=FRFEBIYE : private, public-read, public-
read-write32 5 51 : AccessControlPolicy.AccessControlList
ID Bucketifi &R DR | ZFERRTH A - AccessControlPolicy.Owner
Owner (REBucketfiiB &S EMNEEE. £8 . ZERXTA : AccessControlPolicy
S5O

REBucketfYIBEE A BE[FHGet Bucket ACLIXMEO,
Hl
BRI

GET /?acl HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 04:11:23 GMT
Authorization: OSS g***c:C***=

IREIRH

HTTP/1.1 200 OK

x-0ss-request-id: 5***B

Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253

Content-Tupe: application/xml
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>0***2</ID>
<DisplayName>***</DisplayName>
</Owner>



<AccessControlList>
<Grant>public-read</Grant>
</AccessControlList>
</AccessControlPolicy>

1.1.6.10 GetBucketLocation
Get Bucket Location B F&EZEBucketFi/BHIEUERIMIB(SE,
iBKiT;

GET /?location HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

lMRi7c3(Response Elements)

% 1-22: IIRITTER

& ik

LocationConstraint | BucketfT{ERIX 1

KR FRIE

B%UE . oss-cn-hangzhou, oss-cn-gingdao, oss-cn-beijing, oss-cn-
hongkong. oss-cn-shenzhen, oss-cn-shanghai

WS

1. RBEBuckettfiEE 7 Be&EEBucketiJLocation(5E. , HNIR[E403 ForbiddenfEiR , 5IRAS :
AccessDenied,

2. HpilLocationConstraintB%{{& : oss-cn-hangzhou , oss-cn-gingdao , oss-cn-beijing , oss-cn
-hongkong , oss-cn-shenzhen , oss-cn-shanghai , oss-us-west-1 , oss-us-east-1 , oss-ap-
southeast-1 ; DBIXINATUNEIREFL , BEREIEPO , EREIREFO. FBEESLO. R
FEhO. EBHERO. EERESHESRD. XEHSRIEIEHOFMIEK ( #nkK ) #iE+

15,
5l
BRTH

Get /?location HTTP/1.1
Host: ***.regionid.example.com
Date: Fri, 04 May 2012 05:31:04 GMT



Authorization: OSS gq***c.c***=

EiRELOGHINANRE]TH :

HTTP/1.1 200

x-0ss-request-id: 5***B

Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<LocationConstraint xmins="http://doc.oss-cn-hangzhou.aliyuncs.com” >oss-cn-hangzhou</
LocationConstraint >

1.1.6.11 GetBucketinfo
Get Bucket Infol{FFBF&EZbucketfIiBXER. EIFNTHS :
o« GUEERTE
« SMNXNiIBIEIEndpoint
«  HKiaIaIEndpoint
+ bucketfIEEER
» bucketBJACL ( AccessControlList )
iBKRiE;

GET /?bucketinfo HTTP/1.1

Host: BucketName.oss.example.com
Date: GMT Date

Authorization: SignatureValue

IRt 2(Response Elements)

%= 1-23: RT=

=4 ik
BucketInfo {RFBucketEERBHIDEE

iU N

F5R : BucketTim

RER T
Bucket {REBucketBMESEIAE

KA . KEe
QI8 : Bucketinfofi

CreationDate Bucketfl|z2AdE], AYaig= 2013-07-31T710:56:21.000Z




=4 i it
it I 1]
LR35 : Bucketinfo.Bucket

ExtranetEndpoint

Bucketifz[alag5 Mz
KA TR

Ve S===
X

IntranetEndpoint

T = : Bucketinfo.Bucket
EXIFHECSifaBucketf PO RI1E 43
KR FGER

AT e : Bucketinfo.Bucket
Location BucketRTEEIRE YK 13

KA 2R

R¥ A : BucketInfo.Bucket
Name BucketZ=%¢

KE . FRFE

RT = : Bucketinfo.Bucket
Owner BFEBucketiE & EENEES,

SN

AT : Bucketinfo.Bucket
ID BucketfiE&HIFEFID,

KA FRFE

AT E : Bucketinfo.Bucket.Owner
DisplayName BucketiB G HHIEFR (BRIF1ID—E).

KB FIFER
AN

QT2 : Bucketinfo.Bucket.Owner

AccessControlList

FHEACLIEERISES
SN

AT : Bucketinfo.Bucket

Grant

BucketfJACLI R,
KB WEEFRTER

BYE : private. public-read, public-read-write 2T 51

.Bucket.AccessControlList

: Bucketinfo

WS

1. ANERBucketREE , IR[E4045E1R, $£1RA5 : NoSuchBucket,




2. ABBucketiIfIBEEZBEERBuUckethIERE , BNIR[E403 Forbiddent&iz , $EIRAD :

AccessDenied,

3. IERALINEE—OSSHIEndpoint i,
il
BRRH -

Get /?bucketinfo HTTP/1.1

Host: BucketName.oss.example.com
Date: Sat, 12 Sep 2015 07:51:28 GMT
Authorization: OSS q***c: B***=

FXUI3REYBucket(SRANEEIRH :

HTTP/1.1 200

x-0ss-request-id: 5***B

Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive
Content-Length: 531

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7>
<BucketInfo>
<Bucket>
<CreationDate>2013-07-31T10:56:21.000Z</CreationDate>
<ExtranetEndpoint>regionid.example.com</ExtranetEndpoint>
<IntranetEndpoint>regionid-internal.example.com</IntranetEndpoint>
<Location>regionid</Location>
<Name>oss-example</Name>
<Owner>
<DisplayName>***</DisplayName>
<ID>2***3</ID>
</Owner>
<AccessControlList>
<Grant>private</Grant>
</AccessControlList>
</Bucket>
</BucketInfo>

RENATFERIBucket(Z B RYREIRMH] :

HTTP/1.1 404

x-0ss-request-id: 5***B

Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive
Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<Requestld>5***4</Requestld>
<Hostld>nosuchbucket.oss.example.com</Hostld>



<BucketName>nosuchbucket</BucketName>

</Error>

REGSBERPRIGIEAIBucketfE R RNR BTG -

HTTP/1.1 403
x-oss-request-id: 5***C

Date: Sat, 12 Sep 2015 07:51:28 GMT

Connection: keep-alive
Content-Length: 209
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>AccessDenied</Code>
<Message>AccessDenied</Message>
<Requestld>5***E</Requestid>
<Hostld>BucketName.oss.example.com</Hostld>

</Error>

1.1.6.12 GetBucketLogging

Get Bucket LoggingFF&&Bucketfi5n) HEECE BN,

IBRIEE

GET /?logging HTTP/1.1

Host: BucketName.regionid.example.com

Date: GMT Date
Authorization: SignatureValue

I3 (Response Elements)

& 1-24: lIRITTE

= iR
BucketLoggingStatus AR SRS EENEES

it N
FI52Z : LoggingEnabled
RITER : T

LoggingEnabled

HRHHEENSRHE. XN TTREFSHNER | XANAE
KA NE8

FI52Z : TargetBucket, TargetPrefix

2752 : BucketLoggingStatus

TargetBucket

1BEFRIARI B &RYBuUCket,

KA 2

FItER L

276 : BucketLoggingStatus.LoggingEnabled




B g

TargetPrefix IEERZHRFRFIRRBEE
KA FF
FE: L

WD

=l

1. YNERBucketA~FLE , IR[E]404 no contenttEiR. (E1RHY : NoSuchBucket,

2. RBBucketifiEE 7 seEHFBucketVihRIHEEE )

3 : AccessDenied,

3. fNERIFEBucketRigELogging#N , OSSIBFAIREI—PMXMLIBREMA , {BEHHIBucketLogg

ingStatusJcR NS,

BRI -

Get /?logging HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 04 May 2012 05:31:04 GMT
Authorization: OSS gq***c:c***=

EiRELOGHINRNR BTG :

HTTP/1.1 200

x-0ss-request-id: 5***B

Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive
Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmIns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >

<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

FIZELOGHMANREFRME :

HTTP/1.1 200

x-0ss-request-id: 5***B

Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive
Content-Length: 110

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

RJGE : BucketLoggingStatus.LoggingEnabled

, BMIR[EI403 Forbidden$Hig |, $EiR



<BucketLoggingStatus xmIns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
</BucketLoggingStatus>

1.1.6.13 GetBucketWebsite

Get Bucket Websitet2{EFBFE B bucketEa S MuGIEERE,

iBRIEE

GET /?website HTTP/1.1
Host: BucketName.regionid.example.com

Date: GMT Date

Authorization: SignatureValue

lMRi7c3x(Response Elements)

% 1-25: IIRITTER

&

ik

ErrorDocument

FrEKey IR TTE=
et N

R2JTE : WebsiteConfiguration

IndexDocument

FIoESuffixAIRITE
AU 7588
RJTE : WebsiteConfiguration

Key

IR [E14 0455 RATEEFRRISII4 S

A R

RJTZ : WebsiteConfiguration.ErrorDocument
B : ZKErrorDocumentiZBRY , HE

Suffix

REIBRURLEHAIINES IS | A& A=, BAEGE"". flllE
3|3Z4H&E Findex.html , WA : regionid.example.com/mybucket/
mydirIXFEEKAIAHEEAIAEBIE 2 Fi/3iAlregionid.example.com/
mybucket/index.html

KA R

RItZ : WebsiteConfiguration.IndexDocument

WebsiteConfiguration

BKAIAE
KA 7RE8
RTx k&

WP

1. YNERBucket~ELE , IR[E]404 no contentfEiR. $E1R3 : NoSuchBucket,




2. JBBucketiUHBEE T BEEEBucketIFRSMUIEEIRT , BNIR[EI403 Forbiddent&ix , fHIR
3 : AccessDenied,
3. AISERBuUcke CRIZEBAIUIEIEETNAL , OSSRIRMEA4044EIT , $4IRHEA  NoSuchWebs

iteConfiguration,
<l
iBRZH

Get /?website HTTP/1.1

Host: BucketName.regionid.example.com
Date: Thu, 13 Sep 2012 07:51:28 GMT
Authorization: OSS g***c:B***=

BIRELOGHNENREIRE] :

HTTP/1.1 200

x-0ss-request-id: 5***B

Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive
Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<IndexDocument>
<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

FiIZELOGHRNANRE R

HTTP/1.1 404

x-0ss-request-id: 5***B

Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive
Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Code>NoSuchWebsiteConfiguration</Code>
<Message>The specified bucket does not have a website configuration.</Message>
<BucketName>oss-example</BucketName>
<Requestld>5***F</Requestld>
<Hostld>BucketName.regionid.example.com</Hostld>

</Error>

1.1.6.14 GetBucketReferer
Get Bucket Refereri2{EFF&&bucketfYRefereriBX<fc &,



IBRIEE

GET /?referer HTTP/1.1

Host: BucketName.oss.example.com
Date: GMT Date

Authorization: SignatureValue

lRrcEE (Response Elements)

& 1-26: IRITTE

2 iR
RefererConfiguration {R1FZRefererft E N IIE 28

iU N

RER 7%

AN

FT5 52 . AllowEmptyRefererTs

= . RefererListth 2

KA WEFRER
BRUE : true T false
ZNAE : true

R : RefererConfiguration

AllowEmptyReferer IEEEB niFrefererFER T ANEKIAE],

RefererList {RiFrefererfilE B BIIZS S,
KA s
2R : RefererConfiguration

FTH : Referer

Referer IgE—&refererifla g A,
KA 8

Q¥ : RefererList

WHHH

1. WNERBucketNFE |, IX[A40455iR, $E1RRE : NoSuchBucket,

2. O BBucketfiHBE T8eEaEBucketlYRefererftEEE , &

3 : AccessDenied,

N3RE403 ForbiddenfEiR |, iR

3. fNERBucketzRKif#t{TReferertBXBELE , OSSHIR[EIZENIAAYAIloWwEmMptyReferer{EF1=AYRefererLis

t.




L]
BRI

Get /?referer HTTP/1.1

Host: BucketName.oss.example.com
Date: Thu, 13 Sep 2012 07:51:28 GMT
Authorization: OSS g***: B***=

SiRERefererilMAYR BTG -

HTTP/1.1 200

x-0ss-request-id: 5***B

Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive
Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>

FigEHRefererfINAREIRH :

HTTP/1.1 200

x-0ss-request-id: 5***B

Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive
Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

1.1.6.15 GetBucketLifecycle

Get Bucket Lifecycle HF&EZ&BucketfiLifecyclefit&.

GET /?lifecycle HTTP/1.1
Host: BucketName.oss.example.com
Date: GMT Date



Authorization: SignatureValue

WHDR

1. REBucketfIiEE A Be&EBucketiiLifecycleftE , TNRE403 ForbiddentEig |, $EI1RAD
AccessDenied,
2. WNERBucketdfLifecycleAAMFLE , IR[E]404 Not Foundf&iR , 8= : NoSuchBuckets};

NoSuchLifecycle,
=l
iBRZH

Get /?lifecycle HTTP/1.1

Host: BucketName.oss.example.com
Date: Mon, 14 Apr 2014 01:17:29 GMT
Authorization: OSS g***:.c***=

2ik&LifecyclefNiREIRH :

HTTP/1.1 200

x-0ss-request-id: 5***B

Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive
Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

FigHELifecycleR9REIRG

HTTP/1.1 404

x-0ss-request-id: 5***B

Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive
Content-Length: 278

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<BucketName>oss-example</BucketName>
<Code>NoSuchLifecycle</Code>
<Message>No Row found in Lifecycle Table.</Message>
<Requestld>5***9</Requestid>
<Hostld> BucketName.oss.example.com</Hostld>



</Error>

1.1.6.16 GetBucketTagging
Get Bucket Tagging#Z M FISFRENE 1MBucket R EXRIFIAIRE,
iBRiGE

GET /?tagging HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

i53KTc= ( Request Elements )

& 1-27: iFRTTE

AN

R Tag

=4 i ik EEVE
Tagging Bucket TagfIZS2E, =
KA - 588
F R TagSet
RER T
TagSet (RE—HTaglIREs. =
it SN
Fm : Tag
R : Tagging
Tag EAKTaghIRIESES. =
il
FT R KeyagValue
R M : TagSet
Key TRESHIBIR, =
KR - i
FER %
RPEMA : Tag
Value FRESHIE. =
KA . ZHE
FER L




WD

1. WNERIEKAIBucket NMEE , TERFIZEORT , OSSIR[EI404 Not Foundi&ix , $&IRAD :
NoSuchBucket,

2. JNERiZBucket;iRBREXHTIRE , BBAERIZIZEOR , OSSRIREIZHITagSet,
=l
iTRRH

GET /?tagging HTTP/1.1

Host: ***.regionid.example.com

Date: Thu, 23 Jun 2015 15:39:15 GMT
Authorization: OSS g***:C***=

IR

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 23 Jun 2015 15:39:15 GMT
Content-Length: 86

Content-Type: application/xml
Connection: close

Server: AliyunOSS

<?xml version="1.0" 7>

<Tagging>

<TagSet>

<Tag>

<Key>Project</Key>

<Value>Project One</Value>

</Tag>

<Tag>

<Key>User</Key>
<Value>jsmith</Value>

</Tag>

</TagSet>

</Tagging>

1.1.6.17 DeleteBucket
Delete BucketFBFHIERE/ Bucket,
iBKiIT;

DELETE / HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

MR

1. YNERBucketA~FELE , IR[E]404 no contenttEiR. (E1RFY : NoSuchBucket,



2. ATHHILRMBRESAE , OSSAAIFAFMER—MNEZAIBuUCKet,
3. NRIAEMRE—NFIZHIBucket , IR[E]409 ConflicEiR |, $E1RAY : BucketNotEmpty,
4. JBBuckethYBEE 7 8EMIRXNBucket, dNERIXEMIIE—NEBEXIRANPRAIBucket , IR[E]403

Forbiddenf(&iR, $2iRf5 : AccessDenied,
il
BRI

DELETE / HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 05:31:04 GMT
Authorization: OSS gq***.c***=

IREIRG -

HTTP/1.1 204 No Content

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

1.1.6.18 DeleteBucketLogging
Delete Bucket Logging#®{EFSF->%Fbucketis|a] HEICRIDEE,
iBRIGE

DELETE /?logging HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

WD

1. WNERBucket AT , IR[E]404 no contentfiix , $8iRA3 : NoSuchBucket,

2. RBBucketifiBE 7 BEXHBucketiza] HEHICRINEE. MNRHAERIE— M ABTRAYBucket
, OSSiR[a]403 ForbiddentEiR , $21RF5 : AccessDenied,

3. YNERBtrBucketFiRBEFELoggingThgE | HFAREIHTTPIRZSAD 204,

=l
iTRRH

DELETE /?logging HTTP/1.1
Host: ***.regionid.example.com
Date: Fri, 24 Feb 2012 05:35:24 GMT



Authorization: OSS gq***c.6***=
R

HTTP/1.1 204 No Content
x-0ss-request-id: 5***B

Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive
Content-Length: 0

Server: AliyunOSS

1.1.6.19 DeleteBucketWebsite

Delete Bucket Website#2/EFIFX FlbucketiUES ML EEER,
iBRiGi
DELETE /?website HTTP/1.1
Host: BucketName.regionid.example.com

Date: GMT Date
Authorization: SignatureValue

WD

1. YNERBucketA~1ELE , IR[E]404 no contenttEiR , $E1RY : NoSuchBucket,
2. RBBucketfUlBEE T BeXFBucketdIFRSMUIEERT., WMRIXEERIE— N FBETIRN
Bucket , OSSiR[a]403 ForbiddenfEiR , $81=f5 : AccessDenied,

il
BRRH -

DELETE /?website HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 05:45:34 GMT
Authorization: OSS g***:L***=

IREIREG

HTTP/1.1 204 No Content
x-0ss-request-id: 5***B

Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive
Content-Length: 0

Server: AliyunOSS

1.1.6.20 DeleteBucketLifecycle

1®Eid Delete Bucket LifecycleSEiffigEBucketiVAE M EHAELE.,



iERIEE
DELETE /?lifecycle HTTP/1.1
Host: BucketName.oss.example.com

Date: GMT Date
Authorization: SignatureValue

WD

1. AR ERMBRIEREBuUckethIRTERIA S ERBNINI, /S , ZBuckethAR=BObjectts BafiiR.
2. Y15 BucketgfLifecycle~Z{E , IR[E]404 Not Found$giR , $51=A3 : NoSuchBucketa;

NoSuchLifecycle,

3. RBBucketiUifBE 7 geffiERBucketiiLifecyclefitE. MNRIHXEMRE— B F{RAYBucket ,
0OSSiR[a]403 ForbiddenfgiR |, $E1R48 : AccessDenied,

il
ERRH -

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.example.com
Date: Mon, 14 Apr 2014 01:17:35 GMT
Authorization: OSS g***:6***=

IREIRG
HTTP/1.1 204 No Content
x-oss-request-id: 5***B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: 0
Server: AliyunOSS

1.1.6.21 DeleteBucketTagging
Delete Bucket Tagging#z [ FASRMIBRE N Bucket REXHIFT B IR,
BKITE

DELETE /?tagging HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

WD

1. ANEEBucket~FEE , OSSiR[A]404 Not Found$EiR |, $£12R%5 : NoSuchBucket,
2. WNERBucketARKEMHAIRE | 1Z3%O13iIR[E]204 No Content,



=l
TR

DELETE /?tagging HTTP/1.1

Host: ***.regionid.example.com

Date: Thu, 23 Jun 2015 15:39:18 GMT
Authorization: OSS g***c:C***=

iR [E)73 {51

HTTP/1.1 204 No Content
x-0ss-request-id: 5***B

Date: Thu, 23 Jun 2015 15:39:18 GMT
Connection: close

Content-Length: 0

Server: AliyunOSS

1.1.6.22 ListBucketByTagging

List Bucket By TaggingASAEA— N ERIMAGIEOF KK , MEEEBII A GetServiceZOH1E/N
HRSHCEN, AILMRIEAFfEERNTag KeyflTag ValueskListH TS 5&4HIBucket, 1EANAIF
NEEHSHEIT :

x 1-28: &S

& ik

tag-key PRIEIR[EIRYbucket W/EBtag-keyfEERIIRE , BILARNKIE , NRERNAE
RS A,

HIEEE - R

ENE : T

tag-value PREREIRIbucketiEHtag-valuetSERIIRE | i Stag-key—S(FF.
URERE , FNRER , AidiEtag-valuelFR.

HIEEA . 2

HNE L

=l

BRi&test_user—tHF 3 bucket : bucket1 , bucket2 , bucket3 , Efbucket1#lbucket25Tag
key1:value1 , bucket3gTaggkey3:value3, THEIFIFHListHtag-key=key1FFHtag-value=value1
Hbucket :

TR

GET /tag-key=key1&tag-value=value1 HTTP/1.1



Date: Fri, 15 May 2015 11:18:32 GMT
Host: 10.97.188.37
Authorization: OSS n***:C***=

IR [E)73 {51

HTTP/1.1 200 OK

Date: Fri, 15 May 2015 11:18:32 GMT
Content-Type: application/xml
Content-Length: 156

Connection: close

Server: AliyunOSS

x-0ss-request-id: 5***4

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>

<Owner>

<ID>***</ID>
<DisplayName>***</DisplayName>
</Owner>

<Buckets>

<Bucket>
<Location>0ss-cn-hangzhou</Location>
<Name>bucket1</Name>
<CreationDate>2015-05-15T11:18:32.000Z</CreationDate>
</Bucket>

<Bucket>
<Location>0ss-cn-hangzhou</Location>
<Name>bucket2</Name>
<CreationDate>2015-05-15T11:18:32.000Z</CreationDate>
</Bucket>

</Buckets>

</ListAllMyBucketsResult>

1.1.7 KTFObjectAIE(E
1.1.7.1 PutObject

Put ObjectF3F L&,
i5RIgE

PUT /ObjectName HTTP/1.1
Content-Length : ContentLength
Content-Type: ContentType

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

i5KkHeader

Z+ 1-29: i53KHeader

& Hik

Cache-Control TEREIZObjectty FERTHIMITRIEFITH | EIFMEmAIESIRRFC2616,



https://www.ietf.org/rfc/rfc2616.txt

& fii
EETRET
BRAE - %o

Content-Disposition

FEEIZObjectill FHRTHIRTR ; EIFMIEAITSIRRFC2616,
KA . FfFER
BIAE - T

Content-Encoding

IEEIZObjecttl FEATHINSRISIER ; EIFEIRAIESIBRFC2616,
KA . G
HINME : T

Content-MD5

HRIEIMYRFC 18643 HHRARE ( ARFELER ) ItEMDSE3XE 128451
HF , WizEFiH{Tbase644RiE H— NEEHIContent-MD5{E, iZiEKLA]
BFEESEZHHEE (HENBEEESREN— ) . BRIZIEKLER
#&Iﬁ , OSSEN AR ERIZIERLH TIREIRICE.

KA FREE
NE L
PRE : &

Expires

IJHARYE] ; EFEREARIESIRRFC2616,
FRIER
HNE: T
3
= %88 :
OSSAE XX MEFH 1 TBRHIFALEIIE

X-0ss-server-side-
encryption

fexEosstliEobjectiTHIBR S 2RIRINZRIDEI L.
KA . TR
&35(8 : AES256

x-o0ss-object-acl

187 EossBllEobjectAtHIIHIEIR,
KA R
Bi%(E : public-read , private , public-read-write

WO

1. YNERFAF_EET Content-MD53EKL , 0SS2it+EbodyIContent-MD5HEE—2ME , tNERAK
—& , %R ElInvalidDigest{&iRig

2. JNSRIERLFHY “Content-Length” {E/INVFSEFRBERIK ( body ) FEHAIEEIE , OSSIHE
FRINBUEESIAY ; {EObjecth/NRZTF “Content-Length” FREENXAIA/N , EAHIRIGHES.



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

3. WNSHERINRIObjectNEZ A ELFE , HEB IR, IR BEFRIX
%, BINIR[E200 OK,

4. YNREPUtObjectiIRHR , #EmLAx-0ss-meta-ARIERHISEL , NI Suser meta , Lbilx-oss-meta
-location, —NObjectE]LABZMNRURISE]L , (BRTEHJuser metaB K/NABEEIZ 8K,

5. AR HeadF;&E NN Content length£%] , £3R[E]411 Length Requiredf&iz., $BI1R9 :
MissingContentLength,

6. MNFRETKE , BRIKERIXHEEBody , & KERIbody KIVNFEEKX/N |, IRBH#\EE—EH
&5 , Bfltime out , 1X[A]400 Bad RequestEHE., $8I1=f3 : RequestTimeout,

7. NEXERINAIObjectFrTERIBucket RELE , IR[E]404 Not Found$&iR. $&I=A3 : NoSuchBuck
et,

8. WA ERINAIObjectFERIBuUcket;RBIHIAMNIR , IR[E1403 ForbiddenfEiR, $HIRAT :
AccessDenied,

9. WMEFINSEHKERBITSG |, IR[EI5EIREER400 Bad Request, $&IRAT : InvalidArgument,

10.805R{ENBIO0bject keyliKEATF 102375 , IR[E]400 Bad Request, $Hi=fY : InvalidObjectName

11.PUT—/NObjectfIRH{E , OSSIE5 HTTP RFC26161YINERIHeader 2E& : Cache-
Control, Expires, Content-Encoding, Content-Disposition, Content-Type, ¥15R_t
f&ObjectifIRE 7iXEHeader , MiIXNObject# FEAT , HHNAIHeaderlER BN ERLIE
AHYE.

124152 _F{EObjectAt$S5E T x-0ss-server-side-encryption Header , MA/RiRBE{ENAES256 , &
MR [EI400FHEREEIRIZT : InvalidEncryptionAlgorithmError, 15Ei%Headerfg , FENIMN L
th&iRElZHeader , OSSEXT H{ERIObjectiFH I TINZLRIBIFE , 21X NObjecttl FEAT , MWL
S rhf & x-oss-server-side-encryption , {E#KIRERIZObjectiUNNZEL L,

wRIEEE

Content-MD5iHEI A ERIRLA_ HERNABR/"123456789 3215 | iHELXNFFEAIContent-MD5 IE
HHSTEA  InEPENNEEEREANTE 1. SCitEMDSIIZH —HEIERE (128671 ) . 2.
BXXAN i Tbase644Ri3 ( MAERI2MFFRIRD ) .  LAPythonAHIF : IEFHTERK
BA

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())


https://www.ietf.org/rfc/rfc2616.txt

'eB5eJF1ptWaXm4bijSPyxw=="

FEFEIERMIRE : hash.digest() , ITHEHHFIZEE ( 128 ) >>> hash.digest() 'x\x1e*$]i\xb5f
\X97\x9b\x86\xe2\x8d#\xf2\xc7" & MFEIREE X I T E HAI32{(UF BRI Tbase644RiT.,
fgn , $HRAYE : hash.hexdigest() , ITEERIAT WAIS2MIFRFERSRED >>> hash.hexdigest() '
781e5e245d69b566979b86e28d23f2c7' fEIRAIMDS{EH Thaseb4/miB/EHILER : >>> baseb4.
b64encode(hash.hexdigest()) 'NzgxZTVIMjQ1ZDY5YjU2Njk30WI4NmUyOGQyM2YyYzc='

Al
BRRH -

PUT /oss.jpg HTTP/1.1

Host: ***.regionid.example.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;flename=oss_download.jpg
Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS g***:k***=

[344606 bytes of object data]
IREIRA) -

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: 0

Connection: keep-alive
x-oss-request-id: 5***A
x-oss-bucket-version: 1***9

ETag: IIA***2II

1.1.7.2 CopyObject

EN—P1EO0SS LBL 7 EAJobjectili 35— object , AILURIE—PPUTIEREZOSS |, FEPUT
IBERLARINTTE “x-0ss-copy-source” FIEEHENR. OSSEEMFIMTHIXZE—Copyif
15, HFEEAERSSRIVITIZERME. WRENRDD , WiRERTRobjectERLEAF. % EER
FHEIUNF1GBRISE , SN — MK F1GBIISAHRT , wiRfERMultipart Uploadi®{E , BRI
Upload Part Copy,

IBRIEE

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue



X-0ss-copy-source: /SourceBucketName/SourceObjectName

i5kHeader

& 1-30: i5KHeader

BT

ik

X-0SS-Copy-source

SHIRMIE ( WIREEIEER )
KA FRFER

BIME :

X-0SS-Copy-source-
if-match

ANERIRObjectETagEFIFAFIRMHAVETagiES , NIHUTIEIUR(E , FhR
[E]200 ; BFRREI412 HTTPESIRED ( FRAMRESN ) .

KA AR

ZANE -

X-0SS-COpYy-source-
if-none-match

WNRIRObjectIE Tag(EFN A RAIE Tag A MBS , MIHUTEEIUIRE |, FHR
[E]200 ; BNLRE304 HTTPEEIRAD ( FALFRLSENG ) .

KA FFE

NE: L

X-0SS-COpYy-source-
if-unmodified-since

MEMENSE P EETHEMRT SEEMERETE |, NIEEERN
4 , FR[EI200 OK ; FNiR[EI412 precondition failedf&iR,
KA FFE

BAE - T

X-0SS-COpYy-source-
if-modified-since

WNSRIREObjectE MBS ERIRTBILAGHIESGT , NI THEIURIE ; BUR
[B]304 HTTPEIRAD ( FAbIRLLY ) .
KA . fFE

BME :

x-0ss-metadata-
directive

BEYYESNCOPYFIREPLACE, MNERiZ(EIZRACOPY , NF
AJObjectfImetaBBMIEObjectEHITR ; ANERIZAREPLACE |, NIZ2HRFT
BiRObjecttmetald , MRXAAFXXIEKRPIEENmetall ; EABER
[E1400 HTTPSEIRIS, FEIZ(EACOPYHT , JRObjectix-oss-server-side-
encryptionfImeta{BASHITIE N,

KA AR

ZIAE : COPY

B%YE : COPY. REPLACE

X-0ss-server-side-
encryption

gieosstlzZ BFrobjectiT AR S B8 iRBRIDINZE X
KA . fFER
BXE : AES256

x-0ss-object-acl

15 EosstliEobjectRTHYAIEIRR,




B g

KB FFFER

&7%/E : public-read , private , public-read-write

A7t e (Response Elements)

% 1-31: INRITE

B ik

CopyObjectResult Copy ObjectZEERAKE : FRIBEME - &

ETag FhObjectfYETaglE, KA . =FHAITE  CopyObjectResult

LastModified FrObjectEx[EEFATE, KB | =RFEARITE : CopyObjectResult

W

1. LGB 5 R ERSCIZ 2 E B ObjectiimetalE R,

2. ANEREIURIERYIRODjectittitFN B FRObjectittibAHE] , NIFTiex-oss-metadata-directive 9{a]
{8 , B=EEEHRFObjectiImetalSE.

3. OSSxZiFEIRERIMINFIF kTHeader TR HIR , $ERLEES WGet ObjectBR{ERVMTI S
#r.

4. IR FREEBEREXIRObjectHIZINR.

5. JEObjectfIB#RObjecth B FE— &R+ , BNIR[EI403 AccessDenied |, fHIREEN :
Target object does not reside in the same data center as source object,

6. IR AT EBRITEXTIRObjectFrEAIBucketiEIN—R GetiERIREL , HXIBHRObjectFr7EAY
BuckettBII—XPutisOREL , LARBNAIFHTIEFIESE.

7. IUBESREIRGERL , FRELL "x-oss-" FFLAY , FRLABIIANEZ =/,

8. EHEFEINEFRIERE T x-0ss-server-side-encryptioniEXsk , FEIBEKESGIE ( JIAES256

) . MFICIRObject@EFH TII IR SRR INZSRAD , ¥ I Z [FRIBFRObjectEBEH THRSS 27im AN
ZiwtD. FEERERIMmRNSLFSE 2 x-oss-server-side-encryption , {E#FIZE R BEHRObject
RIINZEEE. EXABHRObjectty FEAT , TAELH BB Sx-oss-server-side-encryption , {&
WIREMIZObjectiIIZRE ; FHE N ERIEE -0ss-server-side-encryptionigszk , NIFS
IEIRObject R BB TIH RS 2RinINZMmET , 5N /5AY BFRObjectEB @RI TISARSS sRin INZ R
TEINEERIEE,



9. ¥R {Ehx-oss-metadata-directiveig>kk ICOPY ( ELAE ) B , HAFEIEODbjectfIx-oss-
server-side-encryptionfs , B} H#RObjectZ B TR ain INZImIS ARIECOPY M ERBIEE
T x-0ss-server-side-encryptionigskLIRE,

10. &7 N IR{EHgE T x-0ss-server-side-encryptionig=kk , FHEIEKEIFAES256 , N3R[E]400
FIHENAYEEIRIER  InvalidEncryptionAlgorithmError,

1. 9NER#E WA RNKT1GB |, RIREI400M155RIED : EntityTooLarge,

12373 EABEE BT AppendiBNN_EE A =4 Robject,

13N RB NS HER | RIS,

L]
BRI

PUT /copy_oss.jpg HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 07:18:48 GMT
X-0SS-copy-source: /oss-example/oss.jpg
Authorization: OSS gq***:g***=

IREI3RG

HTTP/1.1 200 OK

x-oss-request-id: 5***1

Content-Type: application/xml

Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<CopyObijectResult xmins="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT</LastModified>
<ETag>"5*"**E"</ETag>

</CopyObjectResult>

1.1.7.3 GetObject
FITF3REEE A Object , HHERFEKFFXZObjectGIEEINR.
iSRG

GET /ObjectName HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue



Range: bytes=ByteRange(FJi%)
iBRZS#(Request Parameters)

OSSHFFFTERXGETIEKAY , ATLAEE X OSSIREIERFI—LHeader , RIRSMFAF A%
FIGETIERETER. X&HeaderB1E :

& 1-32: IFRSH

& ik

response-content-type ®EOSSIRENERAcontent-typesk
KR . EEER

BIANME - T

response-content-language ®EO0SSIRMElE KA content-languagesk
KA R
ZNE -

response-expires REOSSIRMElE A expiressk
KB FEE
AINME :

response-cache-control ®EO0SSIR[ElFKHAIcache-controlsk

=a/fs

KA FRFE
BINE T

response-content-disposition R EBOSSIRElE kA content-dispositionsk
KA . fFER
KANE: T

response-content-encoding ®EOSSIRElFKAIcontent-encodingsk
KA . 2GR
AINME :

i5KHeader

& 1-33: i5KHeader

B ik

Range IBESHERAGEEL. 1, IRE bytes=0-9 , REEF0RFEIX10MNF
.
S =]

BANE - T




B

g

If-Modified-Since

WNSIEERIRT B R FELhRMEATE , MIEFEEEE , FHRMEI200 OK ; &
MiR[E]304 not modified

KA R

NE &

AFIERE= : GMTRYIE , f5U4NFri, 13 Nov 2015 14:47:53 GMT

If-Unmodified-Since

MERMENSEPIEETHEMRT SXHSMEETE |, NIEFEER
%, FHR[E]200 OK ; BNR[E]412 precondition failedf&i=

XA R

NE &

ATERE= : GMTHYIE , f5U4NFri, 13 Nov 2015 14:47:53 GMT

If-Match

ANRENHIERIE TagFlobjectf ETaglHL , MIIEFEEMIIA , FHiREI200
OK ; BMR[E]412 precondition failedf&i=

KR FRFE

NE :

If-None-Match

WNRIENRIETag{EFNObjectiIETagAPLEL , MIIEFEEHSUS , FiR[E]200
OK ; &NI3R[E304 Not Modified
KB FRTER

BANME - T

WD

1. GetObjectiBiIrangeSE AT LISTHFITARERME | X TF LR ARIObjectiEIN EFHZIIRE.

2. NREERLPFEARange2 S ; MREEEFSE SN GHIHKEMOREIRSERE |, 51
g0 : Content-Range: bytes 0-9/44 , FT/RENHKE 44 | IRIREHFEE/0-9, IRARF
BBEREE , WIEEEANYE |, FEAREERT RN Content-Range,

3. 1R "If-Modified-Since” JTEPIRERIMBIAFRFSIE , BERARESUY , FR[EI200 OK,

4. If-Modified-Sincef(lIf-Unmodified-Since FJLARIBI7FE , If-Match#1If-None-MatchtB RJLARIRS 77

.

5. MR B EIf-Unmodified-SinceF EARTFEHE B SIf-MatchHBEAFS , iR[A]412 precondition

failed

6. YIRBZIf-Modified-SinceFBAFTFEEE B ZIf-None-MatchHEARFS , IR[E]304 Not

Modified

7. WERSHEAIFIEIR[E]404 Not Found$EiR, $£I1RF3 : NoSuchKey,
8. OSSAXIFHEERIAIRIGETIERY , BT EKRSEHCREE IREERKheader,




9. EBENXOSSIREIEKFHI—LHeaderflY , RBAIFERLIERT) ( BHR[ER3/92008] ) , OSSH
215 KATheaderZ B AP GETIERSHHEENE.

10.51%Object/Ni TR 2RimAmIBINEF IR , WEGETIERI 2 EMEERELSAF , BT
Mapzskeh | SiR[Elx-oss-server-side-encryption , E{EZXRBEIZObjectViRFB ESimIIZE %,

N.FEBREINEHIT CZIPEFEEHMAIAR . SEAFKAIHeaderh 75U Accept-
Encoding:gzip , OSS&IRIEX{4HIContent-TypeF13{4A/N , FIRrEEREILAFELIGZIP £
TRV, NRRA T GZIPEAEN A =kfetag (58, BHRIOSS3FFGZIPELERIContent-Type
AHTML. Javascript, CSS. XML, RSS. Json , HXK/NEARNF1K,

12 NRSURBVA G SHEE | REIERAFNRS. FH , MLEkFContent-Length, ETag.
Content-Md5 9 BRX4HITTER ; Last-Modified @ B3 HAIFF SHHENRAE ; Bt
FHSHERRITTIER.

13NRRB NS HEE | AFEBIRXEAZFE | iR[E1404 Not FoundfiR, $EIRAD
SymlinkTargetNotExist,

140N RS HER | FEBIRUHREERFSHEE | IX[E400 Bad requestiiix, $HIR
f8 : InvalidTargetType,

L]
BRI

GET /oss.jpg HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 06:38:30 GMT
Authorization: OSS g***:U***=

IREIRG -

HTTP/1.1 200 OK

x-0ss-request-id: 3***1

x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5***E "

Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Rangeigkxfl

GET //oss.jpg HTTP/1.1

Host:***. regionid.example.com

Date: Fri, 28 Feb 2012 05:38:42 GMT
Range: bytes=100-900



Authorization: OSS g***:q***=
IREIRG

HTTP/1.1 206 Partial Content
X-0ss-request-id: 2***9
x-o0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag. "5***E n

Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg
Content-Length: 801

Server: AliyunOSS

[801 bytes of object data]

BEXEEEREAIERTH6 :

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%
20GMT& response-content-type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename %253Dtesting.txt&response-content-encoding=
utf-8&response-content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: ***.regionid.example.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

IREIRG -

HTTP/1.1 200 OK

x-0ss-request-id: 5***1

x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5***E "

Content-Length: 344606

Connection: keep-alive

Content-disposition: attachment; filename:testing.txt
Content-language: 13

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT
Server: AliyunOSS

[344606 bytes of object data]

FSHHEANERTH -

GET /link-to-oss.jpg HTTP/1.1
Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT
Host: ***.regionid.example.com
Authorization: OSS g***:.q***=

IREIRG :

HTTP/1.1 200 OK
Server: AliyunOSS



Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream

Content-Length: 20

Connection: keep-alive
x-oss-request-id: 5***D
Accept-Ranges: bytes

ETag. ll8***7ll

Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-0ss-object-type: Symlink
Content-MD5: g***w==

1.1.7.4 AppendObject

Append ObJectLl EMNBERAR L&Y, BidAppend ObjectiR{EEIERIObjectzREY IAppendable
Object , MiE@IZPut Object_E{EAYObject2Normal Object,

IBRIEE

POST /ObjectName?append&position=Position HTTP/1.1
Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss.example.com

Date: GMT Date

Authorization: SignatureValue

i5KkHeader

+ 1-34: i5KHeader

&

ik

Cache-Control

1EREIZObjecttl FEETHIMTINEFTH ; BiIFMMABESERRFC2616,
KA . 5
NE: T

Content-Disposition

IEXEIZObjectty FERTRIRTR ; EiFMAIBESIRRFC2616,
KR - i
HNE T

Content-Encoding

IBEIZObjecttty FEHATHIABIRIIET ; BiFMAmABSBRFC2616,
KR . AR

BIME : T

Content-MD5

TRIEIINRFC 1864XBENE ( AE4ELER ) ItEMD5{EIXE1 28U (L
HF , WizEiFiH Tbase644RiE3I— MBS M Content-MD5{E, 1ZiEKk1]
FAFEEEZMHRINE ((BERBEREREN— ) . BAZEKLERD
I , OSSEN AP ERZIERLH TIREIHICE,

KR FES

EANME: L



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

B g

PR : I

Expires IS HEAYE] ; EEIFAEIA IS IRRFC2616,
ERY - B
NME : &

x-oss-server-side- | f5xEossBliEobjectitAIBRS 2R imINZmIDEIE.
encryption KA - S
Ek(E : AES256

x-oss-object-acl 15 EosstliEobjectRtHYAEIRR,
KR FEES
&iX{E : public-read |, private , public-read-write

lERiHeader

& 1-35: NIXiHeader

& ik

x-oss-next-append- | 5B T—IRIERM Z12{HATposition, LR EFEEHFIObjectH</E,
position ZAppend ObjectfINiR(E] , . EFE positionF1Objecti<EAILEMS [#2
AI40955IRAT , 2B S ltkheader,

KA - e4{EER

x-0ss-hash- XBHObjectU64 ICRCIE, %64 \ICRCHRIEECMA-182FMEITEBH,
crc64ecma KR - pAfrEERY
EMIRERXR

1. A 8E3d—"3FAppendable Objecti#{TAppend Objecti®fE. fli , BEFHE—REZNormal
Objectlt , Append ObjectiEFEIR[EI409 , $&iRIEObjectNotAppendable,

2. JW—/EBRFERIAppendable ObjectififTPut Objecti®{E , BBAi1ZAppendable Object&tETAY
ObjectBas , XA ANormal Object,

3. Head Objecti/E£iR[A]x-0ss-object-type , A FZRAFObjectdyZEEY, ¥3FAppendable Object
iR |, iZ{E9Appendable, XtAppendable Object , Head Objectti&iR[E]_EiRfIx-0ss-next-
append-positionf[]x-oss-hash-crc64ecma,

4. Get Bucket ( List Objects ) ERAIMM XML , £4EAppendable ObjectfTypeiR/
Appendable


https://www.ietf.org/rfc/rfc2616.txt
http://www.ecma-international.org/publications/standards/Ecma-182.htm

5. FfEfEACopy Object3i#N—  Appendable Object , tEARBEXKZSEHIRS SEmINZREM. o
LAfsEFCopy Objectki IR BENXTTER.

WO

1. URLE&#appendfpositiontsFCanonicalizedResource , EBESESZH,

2. URLRIZHW /B Zappend , FIRIEEXZE—Append ObjectiZ{F.

3. URLEIISEHIAL/RE Sposition , EfEIEEMNTLBITIEMN. BENRIEINHE{ERYposition#sZR/30

, [RERE MR ERpositionZObjectlIHEIKE. FIa0 , —IRXAppend ObjectizZKiExEposition
{E90 , content-lengthi265536 ; BBA , 82— XAppend ObjectEEIgTEposition965536, &KX
EERING |, THRELERx-0ss-next-append-positiontl SFRBE T—/XIB INAYposition,

4. WNRpositionAHEFNZBIObjectHIKEA—E , OSSRIREI4095HIR , tHiIRAT/IPositionNo
tEqualToLength, &4 _EIREIRAT , BRI LUBIS A SLERx-0ss-next-append-position3E{5Z T
—Rposition , FHEIRIHITIEK.

5. XPositionfEIO0RT , ANER;ZEERAppendable Object , EiEEZAppendable Objecti<E A0

,1ZIEKAT ; BB /9PositionF1Objecti EAILECAIIEHZ

6. YPositionfE A0 , HiZBERBObjectiZE , BAAppend Objecta] LAFIPut ObjectiEk—#E , &
Ei&x-oss-server-side-encryptionZ 2915k Header, 1IX—rafInitiate Multipart Upload2—
FERY. ANERTEPosition90RJIEKAT , IO T IEHERIx-0ss-server-side-encryptionsk , APASSEEHY
Append ObjectlifzsLEZptE & S x-oss-server-side-encryptionsk | E{ERBINZEL. B0
REZEE K meta , AJLAERCopy ObjectiER,

7. BTFHERXE , BIfEERFBpositiondY{EIRZ I T x-oss-next-append-position , IZIEKKAATEE
&l 5PositionNotEqualToLengthfi 5<%,

8. Append ObjectF=4JObjecti< ERRFIFIPUt Object—¥E,

9. &)RAppend ObjectEf B HZObjectdER /S IEBATIE.

10.7Eposition{EIEHHRIBIR T , JIEF/EAIAppendable ObjectENI—MRENORIRNE | IZIFEAR
S ObjectiPIRE.

CRC64f9ITEH
Appendable ObjectiiCRCRFIECMA-182krAE , FIXZATESL—*+E. FBoost CRCIEHRAYS
REMNE :

typedef boost::crc_optimal<64, 0x42FOE1EBAQEA3693ULL, OxffffffffffffULL, OxfrffffuLL,
true, true> boost_ecma;

uint64_t do_boost_crc(const char* buffer, int length)

{


http://www.ecma-international.org/publications/standards/Ecma-182.htm

boost_ecma crc;
crc.process_bytes(buffer, length);
return crc.checksum();

}
a2 HPython cremodfYA A -

do_crc64 = crcmod.mkCrcFun(0x142FO0E1EBAQEA3693L, initCrc=0L, xorOut=0xfffffffffffffffL,
rev=True)

print do_crc64( “123456789" )

il
BRRH -

POST /oss.jpg?append&position=0 HTTP/1.1

Host: BucketName.oss.example.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT
Content-Encoding: utf-8

Content-Disposition: attachment;flename=oss_download.jpg
Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS g***:k***=

[1717 bytes of object data]
IR[EIRA -

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "0***0"

Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-0ss-hash-crc64ecma: 14741617095266562575
x-0ss-next-append-position: 1717
x-0ss-request-id: 5***1

1.1.7.5 DeleteObject
DeleteObjectFHTFMIBRE/ Object,
BKRIEE

DELETE /ObjectName HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

WD

1. DeleteObjectEKIFiZObjectEG SR,



2. INREMRIFRAIObjectAFE , OSSHIREMAZEE204 ( No Content )
3. WIERBucket/~F{E , iX[A]404 Not Found,
4. IR FFSHEE | RRRFFSEEES.

Bl
BRI

DELETE /copy_oss.jpg HTTP/1.1
Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 07:45:28 GMT
Authorization: OSS g***:z***=

IREIRG -

HTTP/1.1 204 NoContent
x-0ss-request-id: 5***1

Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

1.1.7.6 DeleteMultipleObjects

Delete Multiple Objectsi{EsziFF @I — MHTTPIEKMERE—BucketJZ Object,
Delete Multiple Objectst®{ExziF—IRIE RN ERZMIFR1000Object , FHEHMMIREIHET : 13F4H(
verbose iR AIE B (quiet iR, :

« FEL | OSSIREIRYEERFTEESE— MHFRObjectiIZER.
« BEBRL | OSSIREIRIERAT R B SMFRIFEF HIERIObjectER ; AIRATEMIBRERRIIATY
5, MREHEIE,

iBKiE:

POST /?delete HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Content-Length: ContentLength
Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>key</Key>
</Object>



</Delete>

iBRkES#I(Request Parameters)

Delete Multiple Objectsfit , ATLUEIT encoding-typeXTiREI4E R FHIKeyiH1T4RAS.

#* 1-36: iIBRSE

& ik

TN

encoding-type | IEEXNREIRIKeyiH T3 , BRIIFUrRiS. KeyfEFAUTF-8FFF , {Bxml
1. OVVEAR ST — LEizH=F |, tgNasci{fBMOEI10MFRF. X FKey+E
Bxml 1OFRERIFINEHZR |, ATLABIdiEEencoding-typeXdiREIIKeyi#t T

HiEEA . FF8
KNE: L
AJI%(E : url

53R IcE=(Request Elements)

& 1-37: ITRTE

2 ik
Delete {R7FDelete Multiple ObjectifFkKAIA 2L,
it N
FHR : — P EE Objectsts , AlEAYQuietTTER
LR 2 : None
Key HAIBRObjecttI 2=,
KB FRFER
RT3 - Object
Object {RF— 1 ObjectS BRI S,
it N
FM : key
R A : Delete
Quiet 17 "E8" iR,
KA . EFRER
BERUE : true, false
BRINE : false
R A : Delete




lMRi7c3(Response Elements)

& 1-38: MIRITTE

B faik
Deleted R TIMBRATObjectiY SRR,

KA RE8
FHR : Key
RY5 A : DeleteResult

DeleteResult {R#ZDelete Multiple ObjectifsREEERAVIESSE, %
B 8%

FT R : Deleted
LR A : None

Key OSSHITIHFRIRIERIObjectZ =,

KR - =GR
R : Deleted

EncodingType ERRREIER P RADERRIEE., WMRBERAISEPISE T encoding-

type , ABREINERSIIKeyiHITHRID,
KR - FGER
R A

WO

1.

o o > ©

Delete Multiple ObjectsigkwZiEContent-Lengthf[IContent-MD5=FEE, OSSEIRIEIXLL=ES
IFKEIRSERARIESN , 24 SHITRIBRIE(E.

4Rk Content-MD5FERRAS 1% | BE15CiEDelete Multiple ObjectiE kKABKRITMDSINZRGEE]—
M2 ; BT 15 4EAbaseb4BiERID ; RE1EEINFRFERIZCContent-MD5F
BARS.

Delete Multiple Objectsig=KEAIARiF 4 (verbose )&,

#Delete Multiple ObjectsiEKAilBE— N ATFERIObject , {HFAIASIZAINN.

Delete Multiple ObjectsHIiHEMRRAIF2MBHIAZE , #Bid2MB£IR([EIMalformedXMLEEIRED,
Delete Multiple ObjectsiE kiR FiF— X MIBR 1000 Object ; #BiZ 1000/ Object&iR[E]
MalformedXMLEEIRAT,

YRR LT Content-MD5iFkk , OSS&itEbodyfJContent-MD5HIGE—E!M4 , LIRA
—5 , ¥iR[ElInvalidDigesti&izRig,




=l
iTRRH

POST /?delete HTTP/1.1

Host: ***.regionid.example.com

Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length:151

Content-MD5: 0***==

Authorization: OSS g***:+z***=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test.jpg</Key>
</Object>
<Object>
<Key>demo.jpg</Key>
</Object>
</Delete>

IREIRE -

HTTP/1.1 200 OK

x-0ss-request-id: 7***7

Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length: 244

Content-Type: application/xml
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmins="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Deleted>
<Key>multipart.data</Key>
</Deleted>
<Deleted>
<Key>test.jpg</Key>
</Deleted>
<Deleted>
<Key>demo.jpg</Key>
</Deleted>
</DeleteResult>

imREGIN

POST /?delete HTTP/1.1

Host: ***.regionid.example.com

Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length:151

Content-MD5: o***A==

Authorization: OSS g***c:W***=

<?xml version="1.0" encoding="UTF-8"?>



<Delete>

<Quiet>true</Quiet>

<Object>

<Key>multipart.data</Key>

</Object>
<Object>

<Key>test.jpg</Key>

</Object>
<Object>

<Key>demo.jpg</Key>

</Object>
</Delete>

IREIRG

HTTP/1.1 200 OK

x-oss-request-id: 5***1

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

1.1.7.7 HeadObject

Head ObjectFIREIENObjectimetalEE , MREIMFARZS.

IBRIEE

HEAD /ObjectName HTTP/1.1
Host: BucketName/regionid.example.com

Date: GMT Date

Authorization: SignatureValue

i5KkHeader

& 1-39: i5KHeader

&

ik

If-Modified-Since

YR ERYAT B R FSEFMERATE] , MIR[EI200 OKF1Object Meta ; &N
1R[E]304 not modified ZEBY : FFEREINE : TS

If-Unmodified-Since

MERENSE PRI RS TS E MR T304 SChrMEaTE) , MIRE200 OK
#1Object Meta ; T/MIR[E]412 precondition failed$&iRZEEY | =588 BIA
B:7%

If-Match

WRENHFERIE TagFlobjectiy ETaglLEL , MiR[E]200 OKFIObject
Meta ; ZNiR[E412 precondition failedfSiREEY | =/FHE BINME : T

If-None-Match

WNRIENHIETag{EFIObjectiIE TagASILEL , MR[E]200 OKFIObject
Meta : ZZNRE304 Not Modified 258! - =588 BRAME : T




WD

il

1.1

1. NEIEFIR[EI200 OKIARIEIEEIRE] , Head ObjectEfFRETE B,

2. HeadObjectﬁ%E%EPiﬁfEIf-Modified-Since, If-Unmodified-Since, If-Match , [f-None-Matchf

FJia%EM., BAFINIEES T GetObject RSN AN, WNRIZHIEH , IR[EI304 Not Modified,
3. tll]%}EHF'?:EPutObjectE’\JET_HE‘é{?)\L‘,{x-oss-meta-?yﬂ%ﬂ’ﬂuser meta , Lb&lx-oss-meta-location
REERES XLuser meta,
4. WNERNHAFIERE404 Not Foundi&iR,
5. HIZObject/IBHTIRSS BRIHIERISINZETZEN , WEHeadiERIARELSF , RiR[Elx-oss-server-
side-encryption , E{EZRABIZObjectiIiRZe5imINE &£,

6. ANIRAELNFFSHEE , MRS FContent-Length, ETag. Content-Md5 1379 B#R34HITT

{8 ; Last-Modified 2 B3 HHIFF SHHENEAE ; Bt ARFS#ETER.

7. SNRHSBN TSR  FFEBIRSUEAEFIE | iR[E]404 Not FoundigiR. $HIRES :
SymlinkTargetNotExist,

8. WIEHARI SIS  FE BRI S S5  IRE400 Bad requestii®, (8
3 : InvalidTargetType,

BRRH -

HEAD /oss.jpg HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 07:32:52 GMT
Authorization: OSS g***:J***=

IREIRG

HTTP/1.1 200 OK

x-0ss-request-id: 5***1

x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "f***8"

Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

.7.8 GetObjectMeta

Get Object MetafsEFRENE M Bucket FHUE /N ObjectiE AmetafS 2 , EiFiZObjecttYETag.
Size ( 34K/ ) . LastModified , FARNREIEAZA.



iERIgE
GET /ObjectName?objectMeta HTTP/1.1
Host: BucketName.regionid.example.com

Date: GMT Date
Authorization: SignatureValue

WS

T

1. TICIERIRENEZEIEIEFEIRE] , Get Object MetatyRNIREHEAE.,

2. Get Object MetaFE SobjectMetaimi k&2 , BNZFERGet Objectiz=xK,

3. WIS AFAEIR[E404 Not Found$gix,

4. Get Object MetatfttHead ObjectFEREE , (MIREHEEObjectiI PEE A metaflER , BiFIZ
ObjectfYETag. Size ( M{4A/N ) . LastModified , ElfrSize ISk Content-LengthBIEEZ
ae

5. NRNHRBHFSHEHE | ROfFSHHEESER.

il
iBRZH

GET /oss.jpg?objectMeta HTTP/1.1
Host: ***.regionid.example.com

Date: Wed, 29 Apr 2015 05:21:12 GMT
Authorization: OSS q***c:C***=

IREIRG

HTTP/1.1 200 OK

x-0ss-request-id: 5***1

Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5***E"

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS

1.1.7.9 PutObjectACL

Put Object ACLIZIFATHEK Objectfi AR, BRIObjects =Fia/afYER : private, public-read
, public-read-write, Put Object ACLIR{E@IIPutiz=k+HY “x-oss-object-acl” LEIZE , XMRIE
HBBucket OwnerB S fRHIT. WNREAEMIN . WIRE200 ; ENREHENASSRIGIHERMER.



IBRIEE

PUT /ObjectName?acl HTTP/1.1
x-0ss-object-acl: Permission

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

Object ACLEENX

2= 1-40: Object ACLEENX

2 iR

private ZACLEIEENObject2FAEEE , AIRBIZ
ObjectiJOwnerfiIZObjectiNEEIR , Efth
RIS BN PRIZ/EIZObject

public-read ZACLZRBAFE A Object@ A HsEsER |, BIE

Object OwnerRBi1ZObjectAYisENIR , MObject
Ownerffi51%ObjectiiIEENBR

public-read-write

ZACLEREFEAObjectRATEERIE , BB
B EXHZObjectiIiES R

default ZACLZRBBE N Object 218 EBucketiEE S RAY
=R , BIBucket2+ABUR , Objectifi AR
PR
iR Rk

1. ObjectBIEER/EGIE : GetObject , HeadObject , CopyObjectflUploadPartCopysHi%tsource

objectiJiE ; ObjectYSER{FRLE

PutObject

» PostObject

« AppendObject

o DeleteObject

« DeleteMultipleObjects

« CompleteMultipartUpload

+ CopyObjectXI#HAIObjectii S

2. x-oss-object-acl P PRANEL/RTE_ DIRSFMPRF, SREARBET LIAFPRINR , 0SSiX[E400

Bad RequestiB R , $&1=43 : InvalidArgument,




3. APAMXETLAEE PutObjectACLEZRIZEObject ACL , IRRJLAFEObjecttIEH#ERT , FEIFEK
SLrh#s Fx-oss-object-acl3EiZEObject ACL , RIER 5PutObjectA ACLZE, fFlaNPutObjectAt7E
iHERL T _Ex-0ss-object-aclE] LAFE _E&—ObjectiIEATIREFNObjecttJACL,

4. JHEA Object;ZEIPRAIA IR M Objectfy , OSSiX[A] 403 Forbiddenid2. , $HixES :
AccessDenied , 27 : You do not have read permission on this object.

5. IENObjecttEBE BRIV SR ObjectAt , OSSiR[E] 403 ForbiddeniHE |, &1RF5 :
AccessDenied , #273< : You do not have write permission on this object.

6. JHFBucket OwnersZ It RIEFPutObjectACLIE(EXiZBucket 3/ NObjectHJACL, IEBucket
Owner@FHPutObjectACLET , OSSiR[E] 403 ForbiddeniHE , $81=A3 : AccessDenied , 187 :
You do not have write acl permission on this object.

7. Object ACL{L5 e =T Bucket ACL, f5laNBucket ACLEprivatefly , fObject ACLZpublic-read
-writefld , MHIEXObjectd , Fc¥I#rObjectiACL | Fﬁl«‘lﬁﬁﬁﬁﬁ)ﬂ%BTﬁiﬁiX’PObjectE’\ﬁE@
PR , BNfEXBucketZprivate bucket, JNREMObject ARIRIREIIACL , NHIAIIRE
Bucket ACL.,

L]
BRI

PUT /test-object?acl HTTP/1.1
x-0ss-object-acl: public-read

Host: ***.regionid.example.com

Date: Wed, 29 Apr 2015 05:21:12 GMT
Authorization: OSS gq***c:K***=

REIRE -

HTTP/1.1 200 OK

x-0ss-request-id: 5***1

Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

1.1.7.10 GetObjectACL
Get Object ACLFIRIRENI 1 Bucket FRIE M Objectilizat R,
BEKiEE

GET /ObjectName?acl HTTP/1.1
Host: BucketName.regionid.example.com
Date: GMT Date



Authorization: SignatureValue

lRi7c2(Response Elements)

= 1-41: RIT=

=4 iR
AccessControlList FEACLIEEMEES

i A

R M : AccessControlPolicy
AccessControlPolicy {R1EGet Object ACLEERAIA S

KA . REE

A2 : None
DisplayName Bucketfi§&1I2FR. (BEIF1ID—E)

it IR =2

L2275 /1 : AccessControlPolicy.Owner
Grant ObjectfJACLIYR,

KB TR

BYE : private , public-read , public-read-write X551 :

AccessControlPolicy.AccessControlList
ID Bucketfii§&BIAFID

LR . R

R/ : AccessControlPolicy.Owner
Owner {RFBucketfiE EEENAEE.

KA . REE

A2 R : AccessControlPolicy

B

1. REBucketfJfiEE 7 BEFEREGetObjectACLIXMEFRENZBucket FEENObjectAJACL , 3E
Bucket Ownerf@Ei%iZORT , R[A]403 ForbiddeniBE., $81=AY : AccessDenied , #£7<xYou do

not have read acl permission on this object.
2. NEMNFESEIIENObjectiZBITACL , NTAFAGetObjectACLAT , OSSIR[EIAYObjectACLE:
Edefault , ZBBiZObject ACLiBfEBucket ACL, B : #15RBucketZprivatefd , MiZobjectth 2

privatefly ; #15RiZobjectEpublic-read-writefly , NliZobjecttEpublic-read-writefy,




L]
BRI

GET /test-object?acl HTTP/1.1
Host: ***.regionid.example.com
Date: Wed, 29 Apr 2015 05:21:12 GMT
Authorization: OSS g***c:C***=

IREIRH -

HTTP/1.1 200 OK

x-0ss-request-id: 5***1

Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253

Content-Tupe: application/xml
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" 7>
<AccessControlPolicy>
<Owner>
<|D>0***2</ID>
<DisplayName>0***2</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

1.1.7.11 PostObject

Post ObjectfEFAHTMLERE _H{&E3{FEiExEbucket, PostfEAPUtERE , AEETNIEes &
4 Zoucketfl /Ir]EE. Post ObjectiiHRLANEIT ZERPEMET ( multipart/form-data ) 4#H3 , &
Put ObjectR{EhSEEIHTTPIERLEE , TEPoSHRIEFSHNEIEESLIRPRIRBIHERR,

IBRIEE

POST /HTTP/1.1

Host: BucketName.regionid.example.com

User-Agent: browser_data

Content-Length : ContentLength

Content-Type: multipart/form-data; boundary=9431149156168
--9431149156168

Content-Disposition: form-data; name="key"

key

9431149156168

Content-Disposition: form-data; name="success_action_redirect"
success_redirect

--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
attachment;flename=o0ss_download.jpg

9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"
myuuid

9431149156168



Content-Disposition: form-data; name="x-oss-meta-tag"
mytag

9431149156168

Content-Disposition: form-data; name="OSSAccessKeyld"
access-key-id

--9431149156168

Content-Disposition: form-data; name="policy"
encoded_policy

9431149156168

Content-Disposition: form-data; name="Signature"
signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg"
Content-Type: image/jpeg

file_content
--9431149156168
Content-Disposition: form-data; name="submit"
Upload to OSS
--9431149156168--
=l
F 1-42: £l
=4 i WS
OSSAccessKeyld | Bucket 5 &Access Key Id, r=p-las
KA FIEE 9
EOANE : T

PRl . ZbucketiEpublic-read-writeEE 2 7 policy ( B¢ Signature
) REPIEET , WIIRAZRERSE,,

policy policyfliE 7B KAIFRBEEHNEZME. FEEpolicyRBIHANEKRE |BRMG
INIRERIBK , FEREEHApublic-read-writefiJbucket, EIFH | HY
HARESHE85.7.4.1 Post Policy,

KA FES

EANE :

FRH : ZbucketiEpublic-read-writeE &2t T OSSAccessKeyld
( B¢Signature ) FREBIEHAY , WIHRENZREE.

Signature IR1EAccess Key Secretfllpolicyit ENEREE , OSSIKIEZER |B5E
SEMMIGIEZPostiE kI E £ M, Y
KA FITER
NE : T

FRH : ZbucketiEpublic-read-writegE 24t T OSSAccessKeyld
( Bpolicy ) FREALRT |, HIURAHZREALE,

Cache-Control RESTiE:L , EZAYSE M Put Object, Flpvi
, Content- i e =]

Type, Content ANE: &




= et B
-Dispositio
n, Content-
Encoding,
Expires
file XHEHNARE , WRRRBPHRE— M. NSHESEMRE |0
XAEKBIRIGE Content-Type , 2@BE=FAFRIEE,. 0SS—XREAE
13,
KA . FiFE
BIME : I
key EESHRJobjectZFR, UIRFBEFERAR LERISUFZFRIE WA
7Jobject® , {EFES{filename}EE, a0 : MNRAF EE T
{4b.jpg , MkeylHAHEIRE f/user/a/${filename} , FFERAobject?Z
Aluserlalb.jpg, WIRIXHBZEIMEEE , MEBRHBFRIIRE | B
NP &7 SX4alblc/b.jpg , MIBNEZ Ab.jpg , EkeylHAIER
B7luser/a/${filename} , Bx#&fJobjectZ f/user/alb.jpg
KA =5
BINME :
success_ac HERINEEFiRBEERIRURL , SNRFKISEZREE , REZLR |7k
tion_redirect Fisuccess_action_statusZREIHIEE, NS EELLM , OSSIR[ELE
=B, FAHITEE,
HA . R
BHINME :
success_ac FRIETEsuccess_action_redirectZREAIAT , iZFREBEIHISTE 7 LIERKT | Bli%
tion_status SRELAZ FIHEORTSIG. EE/200, 201, 204 (EKIA ) . MR
IZIHAYE92008% 204 , OSSIRE—MEALFIHERATAZSES, 4N
RiZEHAVEIRE201 , OSSIREI—PXMLIHFI20 RS, AR
HERREHEFRER—MEAE , OSSIREI—MTIAEF1204K7
o,
KA . FEE
BIME : I
x-oss-meta-* FAFfEER user meta{B, OSSARMGEIHEEFHXIE. B35
KA T
BINE : I
x-oss-server-side | {5EEOSSBIEobjectBtHIPRSS fRimIIZ RIS E . Tl

-encryption

KA R
&k : AES256




B 1

& WA

x-oss-object-acl | #g§xEosstliEobjectATAYAIAINR, Epvi
KA FFEH

&i%(E : public-read |, private , public-read-write

X-0ss-security- ERRBARERSTSIGIHERG R , NEEIEEZIN Elpvic
token J3SecurityTokenf{H , EIRTOSSAccessKeyldEEFRB S 2 BiXTH
GRFAccessKeyld , iItEEZRT , SEREEAccessKeyld&EZ 5T,
—.
KR TR
HNE: T
lWRHeader

& 1-43: WRIHeader

&

ik

X-0ss-server-side-
encryption

WNERIEKISTE 7 x-0ss-server-side-encryption(@gmis , NI Headerd
BAETIZLES , I5RTAERNIIESE. K8 FREH

lRIrcEE (Response Elements)

& 1-44: lIRITTE

&

ik

PostResponse

{RIFPostiEREERAISES.
e SN
FT5 53 : Bucket, ETag, Key, Location

Bucket

BucketZ#R,
s

QLI 1 PostResponse

ETag

ETag (entity tag) £ NObject4ERAIRHRMEBIZE , PostiBRKElzE
AJObject , ETaglERiZO0bjectABHIuuid , AT EIZObject IEE
BERET.

KA . FRTER

QA58 : PostResponse

Location

#BlIEObjectiYURL,
KR =S




iR

B

B

N
4

T2 : PostResponse

WD

1. H1TPostR{EE R tbucketE EIIR , {15 bucketIpublic-read-write , BJLAR HEESRE(S
B, BNEKINZIREHITEBIIE. SPut{EARR , PostiE{FEEFIAccessKeySecretiipolicy
BRI EHEZFRBEASignatureZREIFAYE , OSSRIIEZENMAMEZNEIE

8

2. FitbucketE& Apublic-read-write , —B _F{£0SSAccessKeyld, policy, SignatureZREig AT
B, UBADRBEALIEI , TRAEFOSSRIREIEIRIG : InvalidArgument,

3. postE{EIRAZREBIRIBIIN "multipart/form-data” , BlheaderdiContent-Typey

multipart/form-data; boundary=xxxxxx

XHFAIZE. , boundary MIARFRTER,
4. 1RAZFREMIURLIbucketiHZEE] , REEAURLFIEEobject, BIERITE
POST /HTTP/1.1
, TEESHL
POST /ObjectName HTTP/1.1
5. policyfITE TiZRPostiERPRBEFINEIAE , OSSHtRIEpolicy HIRHEKRIGAM |, IRAE
EZRIRESIRES : AccessDenied, fEfEEpolicyGiAMERT , policy RS RAVRREARITI
=,
6. R FpolicyRERUTF-8483 , policy HEITUTF-84RIE Ibase644RE3HIJSON,
7. PostiExkh A LABSESMURERL] , OSSERIEpolicy \iX LR B IEIG BT &AM,
8. WNERAF &7 Content-MD5iE3K3k , OSSitEbodyfIContent-MD5FHHEE—EE , ARA
—3 , $iRElInvalidDigestt&iRf,
9. MNRPOSTIERFEEHeaderEREREHURLERER , OSSAEXM B IMILE.
10.4NRiERFHETLAx-0ss-meta- WRIZRAIZRE , NI 9user meta , Lkilx-oss-meta-location,
— A ObjectAJ LA ZNEIURISEL , (BATERIuser meta/Z K/NAEEEEIT 8k,
11.Postizkibody SHKEARIFHBITSG, BHXHKEIT K , 2IREKEIRES : EntityTooLarge,
12482 _H{E4EE T x-0ss-server-side-encryption Headerig=Kis, , MG BE{ENAES256 , BN
£IR[E400F15EIRED : InvalidEncryptionAlgorithmError, 3§EiZHeaderf5 , FENRLHESIRE



ZHeader , OSS&XY_E{ERIObjectiH TINZRLRADTEE |, X Objectif FEAT , MELFEE
Bx-oss-server-side-encryption , {E#IZ &IZObjectiIIZEL X,
13.RBIFAKNERGED , (BERFRBFAWEN K/ NEBUREY.

il
BRRH -

POST /HTTP/1.1

Host: ***.regionid.example.com

Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168
9431149156168

Content-Disposition: form-data; name="key"
luser/a/${filename}

--9431149156168

Content-Disposition: form-data; name="success_action_status"
200

--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
content_disposition

9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"

uuid

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"
metadata

9431149156168

Content-Disposition: form-data; name="OSSAccessKeyld"
44CF9590006BF252F707

9431149156168

Content-Disposition: form-data; name="policy"
eyJleHBpcmF0aW9uljoiMjAxMyOxMiOwMVQxMjowMDowMFoiLCJjb25kaXRpb25zIjpbWy
Jjb250ZW50LWxIbmd0aC1yYW5nZSIsIDASIDEwWNDg1NzYwXSx7ImJ1Y2tldCI6ImFoYWhh
In0sIHsIQSI6ICJhIN0seyJrZXkiOiAiQUJDIN1dfQ==
9431149156168

Content-Disposition: form-data; name="Signature"
k***0+d***k=

9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt"
Content-Type: text/plain

abcdefg

--9431149156168

Content-Disposition: form-data; name="submit"

Upload to OSS

--9431149156168--

IREIRE -

HTTP/1.1 200 OK

x-oss-request-id: 6***e

Date: Fri, 24 Feb 2014 06:03:28 GMT
ETag: 5**E

Connection: keep-alive
Content-Length: 0



Server: AliyunOSS

Post Policy

PostigxkHIpolicy=REUFATIIEBKAGIEMY .  policy I—EREZITUTF-8F1base644mASHIJSONIZ
A, AT PostiBRWAE/ERIFRMF. BAXI T public-read-writeRbucket EAZRT , postzRERIEIA]
BTN , A IR RN E ISR IR FIPostiBE K,

Policy7r{5l

{ "expiration": "2014-12-01T12:00:00.000Z2",
"conditions": [

{"bucket": "johnsmith" },

["'starts-with", "$key", "user/eric/"]

]
}

Post policy? W44l & expirationflcondtions,

Expiration

ExpirationITiE5E 7 policyf0igEARYE , LAISO8601 GMTHRTEIFE R, 40" 2014-12-01T12:00:00.
000Z" #EXE T Postis kiR EE2014F12H 1812 2.

Conditions

Conditions@—MII3k , BILAFTF1EEPostiERAIRBEHIISIAE, iR | REEXYNAYEEGRE
policyZ [FHHTH & , Bt , policy iR ERIFREIRAIS I AEN AN N T BZRIRREHAE. A
N, WNRIKEkeyFRE I Huser/usert/${filename} , FAFPBIS{EHZ H9a.txt , MPost policy i/ iR &
B[ “eq” , “$key” , “user/useri/\${filename}’ |, MIAZ[ “eq” , "$key” , “Skey” , “user/
usert/a.txt” ], Policyd3z#EHconditionsIil 5k :

Z& 1-45: Conditions

B ik
content-length-range HEHRISR/INIRKR TSR/, iZconditionsz$Fcontion-

length-rangeICEZ/5 =,

Cache-Control, Content-Type, |HTTPiEkLk, iZconditionziFrEHaPtEiFstarts-withPCEZFS
Content-Disposition, Content- | 2,
Encoding, Expires

key _HESHBYobjectBFR, Zconditionsz 5 ITE I starts-with
PLEe 5=k,
success_action_redirect HEMINEEIEEEURLIBIE, Zconditionsz iSSPt starts-

withPLEE A=,




B

ik

success_action_status

FiEEsuccess_action_redirectft , _HERKINEHNREMAZSHD,
iZconditionSZ i FEfAILECFOstarts-withILEE /5 =X,

x-0ss-meta-*

HFiEEmuser meta, iZconditionz IS s ITEFstarts-with
Uiy Ea

AR PostiERFPESHEMAIFRRL, , AJLUSXLEEIMIFREEINAZEpolicyAJconditionsH
conditionsfNiE KRR BIHIEASHITE ZMIEE.

ConditionsICEe 5=t

ConditionsICEEA 5t 1

FaffRITHe FERIGAVEV TSR ITECconditions R A BRRY
B, WigEkeyRBEFAYEL N a : { "key” :
"a" YEHEERILAEA - [ "eq” , "$key” , "a
"1

Starts With RGBS EETAR. HlaniEEkey
BOE L userluser1 FFES [ “starts-with” |
"$key” , “luserfuser1” ]

BESFR/N IEERTFOF &R s AR/ N RN KN |, 51
AFCFRISAHR/INA1EI10=75 : [ “content-
length-range” , 1, 10]

BN FH

FE Post policy # § FREE , FTLUNRERIA $ , TEMEAENFAS. RILZ5 , JSON #5534
—LFRRITEE Y. TEIEIAT Post policy Y JSON FREEZEHITEE LAIFHT.

& 1-46: B M FT

HENFH i
v FHT
\ [FHT
\" e,
\$ ETF
\b T
\f 107y




HENFE g

\n T

\r k3

\t IKFHIRRT
\UXXXX Unicode FfF

Post Signature

X FIRIERIPostiERK , HTMLEREAFWRE SpolicyF1SignaturefSE. policytZEHliERHALER D

Y, iTESignaturefIEATRIES

1. BllEE—A UTF-8 4mi5RY policy.,

2. 15 policy i##1T base64 ¥wf3 , BRI/ policy REIHIZIEANNE , BZBIFABESENFR
==R

3. {3 AccessKeySecret WESBNFHEHITER , &R A ESHeadPERBIITE A
@ (BEERFFREEE) policy BIF ) .

1.1.7.12 PutSymlink
Put Symlink B FRIZERFSHEE.
BxKiT;

PUT /ObjectName?symlink HTTP/1.1
Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue
x-0ss-symlink-target: TargetObjectName

i5KkHeader

& 1-47: i55KHeader

B faik
x-0ss-symlink-target SRR B R,

KR - T
BiLE : EIEREObject

WD

1. TargetObjectName[EObjectName—#£ , ZZEURL encode,



2. FFSTHEBIRRERRENTTSIEE.

3. BlEfTShkE

- MREERTNUHESEFHE
« FREETRHRERSS
< AMEEEFRHEEENRIEE

LAEHEE | ERHEREIGetObjectE R E IR BARHHIAPI,
4. NRAEFIMAIMHEZFE , ARBNENIR. FRINRSMHSBEERENY |, AIhiRE
200 OK,
5. ANER7EPUtSYmIinkAIRTHZE |, T LAx-0ss-meta- HBIZEAIS S , M Iuser meta , Eilix-oss-
meta-location, —°Objecta] LAEZ M ELAISEY |, (BFFERYuser metaS K/NABEBIZ 8K,

L]
BRI

PUT /link-to-oss?symlink HTTP/1.1

Host: ***.regionid.example.com

Cache-control: no-cache

Content-Disposition: attachment;flename=o0ss_download.jpg
Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS g***:k***=

x-oss-symlink-target: oss.jpg

IREIRG -

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive
x-oss-request-id: 5***5

ETag: "0***6"

1.1.7.13 GetSymlink
TR SHEE | R FERAFXNZAFSHEHEE IR,
iERIBE

GET /ObjectName?symlink HTTP/1.1
Host: BucketName.regionid.example.com
Date: GMT Date



Authorization: SignatureValue

lWRZHeader

& 1-48: W Header

=4 A
x-oss-symlink-target FEEIE RN ERSUS.

KA FITE

M5B

WMNRFFSHEREATFIEIR[EI404 Not FoundfEiR, 51=E5 : NoSuchKey
=l

BRI

GET /link-to-oss.jpg?symlink HTTP/1.1
Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 06:38:30 GMT
Authorization: OSS g***:U***=

IREIRG

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5***A

x-0ss-symlink-target: oss.jpg

ETag: "A***2"

1.1.8 XxFMultipartUploadBE(E
1.1.8.1 @&

PRTBIEPUT Objectiz_EAESMHEIOSSLAS) , OSSIRRME T oM E&HET—Multipart
Upload, AAFRILAEAI FRINFIZSRA (BAXRTIL ) | £RMultipart Upload E&#&EZ , 40 -

© BERMTR EE,

o _EERBIT100MBANGIST I,

o MEBEMHRE , TNOSSHIMRSS 28 Z BIRVSERZ BT,
o HEXHZED  FERE LIESUFRIAN,



1.1.8.2 InitiateMultipartUpload

fEFBMultipart Uploadi&E=UEHIEIRERT , MRS RIZEEOSKEBXI0SSHIIAt— MMultipart Upload
B4, ZEOSIRE—MOSSIREELIEIEBMHE—IUpload ID , BFHRAZAXMultipart Upload
=Y, BPTLMRIEXNDRARHERAVIRE , a0shiEMultipart Upload, ZifMultipart Upload

&=
=Jo
iBRIBE

POST /ObjectName?uploads HTTP/1.1
Host: BucketName.regionid.example.com
Date: GMT date

Authorization: SignatureValue

B RS (Request Parameters)
Initiate Multipart UploadRt , BILAEIZencoding-typedHR B4R FHIKeyiHH 1 T4RAD.

& 1-49: iITRSH

2 iR
encoding- IEEXNREIKeyiH{T4R15 , HRISZiFurldmil, Key(SFBUTF-8=%F |, {Bxml 1.0%R
type TEARSTAERIT— L= | thtNasciifE M OE 1094, It FKeyhEExml

1.0FREARSTHFRIEFIZRF | TLABIIIEEencoding-typeXtiR BIIKeyif {1 T47AS.
HURED . =FEH

EANE: T

B]%E(E : url

& 1-50: i5KHeader

B ik
Cache-Control IEEIZObjectily FEHATHIMITRIZFATA ; BiF

MR IESHIRRFC2616,

KA FFER

BANE : &
Content-Disposition TEEIZObjectily FEHATHIRR ; BIFMHHAIFTES
HRRFC2616,
KA FRFE
BANE : T
Content-Encoding IEEIZObjectily FEETHIR BRI, ; FiFM

RIS ZSRBRFC2616,



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

=4 A
KA FEH
EINME :
Expires ISHAATE ( milliseconds ) ; EiFMEHGHA TSR
RFC2616,
KA B
BINME : T

x-0ss-server-side-encryption

BRI INZ RIS TIRAE.
KR . 2GR
L8 - AES256

lRrcEE (Response Elements)

% 1-51: INRTXE

=41 i
Bucket B — MMultipart UploadZE{4-AYBucketZFR,

it I =2
2R ¢ InitiateMultipartUploadResult

InitiateMultipartUploadResult

{F7FInitiate Multipart UploadiEé5 RIS L.
KA _eg

FT5R1 : Bucket, Key, Uploadld

A2 : None
Key ¥Ieatk— MMultipart UploadZ5{4HI0bjectZ R,
it IR =2
LT : InitiateMultipartUploadResult
Uploadld E—FRRLttRMultipart UploadZ5441D,

SR Sy
AN

AT /A InitiateMultipartUploadResult

EncodingType

1SR EIZERPIRISFEARIEE, NREKRISETIEE
Tencoding-type , ABREIRIERSXIKeyiHITIRID.

KA fFER
REHE B

18R Ef&iZO0bjectE Mpartid {EEFBRIIRSS 23im N
BIRISEIE , OSSENS EAERIE M partRAIRSS



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

WD

il

1.1

ZIERE SRS ZHIEHE , NN “?uploads” ZEJCanonicalizedResourced,

. ¥1%atMultipart UploadiBsk , STIFUN THRAERHTTPESK:L : Cache-Control , Content-
Disposition , Content-Encoding , Content-Type , Expires , LAKLL “x-oss-meta-" FFLRIFHEF
BEXHeaders, B{REXESIPUT ObjectiZ[.

. #lgatEMultipart UploadiEsk , HASRINELFERESobject,

- IRSSEEWEIFIsAEMultipart UploadiEskfg , SIREI—MXMUETLRNERER, ZERERE=D
JTER : Bucket , KeyflUploadID, IBIiCR FEFHIUploadID , LARTELERIMultipartiE X {E.

5. {Jta{EMultipart UploadiEskiT , BHIRE T x-oss-server-side-encryption Header , NfENmAZSL

theiRElZHeader , FEE LERIENpartl] , IRSine B IS partdH TEMmSIIZTF

fi , BRIOSSARSS #8im RSZiF256 (SR INENE ( AES256 ) , FEERMMMERIREI400F048M

AUSEIRIER © InvalidEncryptionAlgorithmError ; £ _H{E& N partBt A Bilx-oss-server-side-

encryption iF3kk , HIEEIZIERLNOSSSIREI400FIFERNAVEEIRIE | InvalidArgument,

iBRRH -

POST /multipart.data?uploads HTTP/1.1
Host: ***.regionid.example.com

Date: Wed, 22 Feb 2012 08:32:21 GMT
Authorization: OSS q***4=

IREIRG

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive
x-0ss-request-id: 4***8

Date: Wed, 22 Feb 2012 08:32:21 GMT
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmins="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket> multipart_upload</Bucket>
<Key>multipart.data</Key>
<Uploadld>0***D</Uploadld>

</InitiateMultipartUploadResult>

.8.3 UploadPart

ea— MMultipart UploadZ 5 , ATLARIEIEREAIObjectBZFIUpload IDE3ER ( Part ) H{EEUE.
F— HEPPartEE— MRREHSES ( part number |, SEEIE1~10,000 ) , XFFFE—  Upload



ID , I SEMERE—RRIX—REEE , PR T XREEER N ERIEINE. WRIRBEE—
NpartSHB , EETHRVEYE | BBAOSS LEARIXNSHBHPartsiE#EE. FRT&RE—RPart
LASE , EfttAYpart&R/\/9100KB ; BRfa—iRPartiRE K/INRHl.

iTKiG;

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.regionid.example.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

WO

il

1.

BRiZiEO _HEPartHuERT , WA Initiate Multipart UploadiEZd , 3REN—NOSSHIRSZSEMA
AYUpload ID,

Multipart UploadZ2KERERfG—"PartlA7h , EfttiIPartAK/NEREXF100KB, {EZEUpload
PartiEZOHARIBIRLES EEPartiIA/N ( EAFRMBEERENRE—R ) ; RBZComplete
Multipart UploadfIBHEA 2425,

0SS RS #RimI R PartBUERIMDSERIEE Tagsk IR EILS FF .

PartSHOREERZ1~10000, WNSREHIXNEE , OSSKIR[EInvalidArgumentfJsEiRiD.

Z AR nitiate Multipart Upload#Z[ORT , 1855 7 x-oss-server-side-encryptionigkk , ME&XG &
MIPartif{TINZ4RS , FFfEUpload Partlifizsk iR [E]x-oss-server-side-encryptionsk , E{EZRAA
ZParttRSS S8in Nz E% | Btk MInitiate Multipart UploadiEz[, 6.5 7{REEUREM LGS
BHRAHIER , BRAIXEBEKRET R Content-MD5 , OSS&ITE_HIEAUERIMDS SRR L&
FIMD5{EEE , SNERA—EURElInvalidDigestfHiRig,

iBRRH -

PUT /multipart.data?partNumber=1&uploadld=0***6 HTTP/1.1
Host: ***.regionid.example.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS g***I=

[6291456 bytes data]

IREIRE -

HTTP/1.1 200 OK
Server: AliyunOSS
Connection: keep-alive
ETag: 7°**9
x-oss-request-id: 3***a



Date: Wed, 22 Feb 2012 08:32:21 GMT

1.1.8.4 UploadPartCopy

Upload Part Copyi@id \—NEIZERIObject i MR _E{E—Part, @37 EUpload Partiigk
E’ﬂ%ﬁ&tt?JIJ—/|\Header:X-OSS-COpy-sourceﬂ%ﬂﬁ%%‘%lﬂo HEN—MNAT1GBAISART |, /R
f§EAUpload Part Copyfy/5 Ui T N, aIRBE T B MEIERE I/ NF1GBRISY |, BJLAS*E Copy

Object,
iTRIBE
PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.regionid.example.com
Date: GMT Date
Content-Length: Size
Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName
X-0SS-copy-source-range:bytes=first-last

i5KkHeader

R T @FRYiEkHeader , Upload Part CopyigskHiBid FiAHeaderfExE# IMAYIEObjectitbi-FT#E I
e,

& 1-52: i§KHeader

B ik

X-0SS-Copy-source SHlFREIE ( IRERHERER )
KB FRAE

BIME :

X-0SS-COpYy-source- JRObjectfUE B, U , IZ%E bytes=0-9 , TREIXFE0FIFEHX 10D
range ., LENBNEREObjectit AEE %S KHeader,

i ¢l

EINME : T

TiRiEkHeader{EFFx-0ss-copy-sourcetgEHIIRObject,

& 1-53: i5KHeader

& ik

x-0ss-copy-source-if-match | 4N EObjectiETAGIEFNIFIFIRIHAVETAGHES , MTHENE
£ ; BNREI412 HTTPEEIRTD ( FRCIESENY )
XA . FRFER




B ik
BOME -

X-0SS-copy-source-if-none-
match

WIRIFObjectE MBS ERIRTBILAGEUS BHIERUT , N THE
DUR(E ; BNREI412 HTTPESIRED ( FUEIEARR ) .

KA FRFEB

HANE: &

X-0SS-Copy-source-if-
unmodified-since

WNERENSEFRIRY BE T E R T SUFLFRMEXETE , NIEFEE
B34, FR[E200 OK ; B/RiR[E]412 precondition failedf&iR,
KA R

BME :

X-0SS-Copy-source-if-
modified-since

WEREObjectEEMRBFIEE
€ ; BNIREI412 HTTPEEIRED
KA R

ANE &

ROBTIELVSHRIERGT | MU T2 iR
0 (FRAMEE ) .

lRrcEE (Response Elements)

= 1-54: WRI7cEE

&

X-0ss-copy-source-if-match

ik

WNSRIRObjectiIETAGEF A FIRIAVETAGHES |, MfTHE IR
£ ; BNREI412 HTTPEEIRD ( FRCIESENY )

LR . TR

HNE : T

X-0SS-Ccopy-source-if-none-
match

WRIFObjectE M FISERIRTBILUSEIS BHRIERUY , N1THE
DUR(E ; BNIREI412 HTTPEEIRED ( TR ) .

XA FRIER

NE: T

X-0SS-Copy-source-if-
unmodified-since

WNRENSEPRIR BEF & T SUESEFME AT B , NIEFEE
BN, FREI200 OK ; BNR[E]412 precondition failedfgiz.
KR TR

HNME: L
X-0ss-copy-source-if- WNERIRObjectE MFIFTEERIBTRILAUGHIEENY , MIHITHE R
modified-since € ; BNIREI412 HTTPEEIRED ( bRy ) .

KB FRFE

VN




WD

il

1. EARZEO_LEPart#iERT , #/UERInitiate Multipart UploadiZM , SREX—N OSSR 2aMUA

AYUpload ID,

. Multipart Upload EKREzF— MPartbAsh , EfttA9Part K/NEFEKTF100KB, {B2ZUpload

PartiZzOHASIZRIREE _ EEPartiI K/ ( BAFRIEREI&RE—HR ) ; REZHComplete
Multipart UploadfdRHEA &5,

. INExEx-0ss-copy-source-rangeiE kLAY , RFE I ENRObject, HIEEIZIFRLAT , MR
EERFSE BN FIHKEFMIXFEINASTEE | fI40 : Content-Range: bytes 0-9/44 , 3
REEANMKE 944 |, R TRSEE0-9, BIEERSEEAR TS EENbTER , NHE INEEANL
%, FEAEEREFIEK Content-Range,

. &EHInitiate Multipart Upload#z[RY , $8%E 1 x-oss-server-side-encryptionig>k=k , M&Xt HE
MIParti{TINZE4RAS , FFfEUpload Partlifizsk AR [E]x-oss-server-side-encryptionsk , E{EZRAA
ZPartfpRSaRImINE H% , BfARInitiate Multipart UploadiZ M.

- ZIREABEE BT AppendiBIN_ L& =4 Aobject,

iBRRb

PUT /multipart.data?partNumber=1&uploadld=0***6 HTTP/1.1
Host: ***.regionid.example.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS q***I=

X-0SS-Copy-source: /oss-example/ src-object
X-0Ss-copy-source-range:bytes=100-6291756

IREIRG -

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 3***a

Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5***E"</ETag>

</CopyPartResult>

1.1.8.5 CompleteMultipartUpload

BB EIEPartEB L {E5SmkE , WA Complete Multipart Upload APISRFEREEANSHRY
Multipart Upload, EHTIZIRIERT , P /RMHrEERHIEEIRPartiY5 3R ( BiEpartSH3F0



ETAG ) ; OSSWEIFFIRRZRIPartfIZRG , £ F—WIEB N EIEPartlIBER . HFEHIEEEPart
WIRETfE , OSSKEIEX g EpartB & — 1 5T EAIO0bject,

iBKiG;

POST /ObjectName?uploadld=Uploadid HTTP/1.1
Host: BucketName.regionid.example.com

Date: GMT Date

Content-Length: Size
Authorization: Signature

<CompleteMultipartUpload>

<Part>

<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

Q}CompleteMuItipartUpIoad>

iBRZS#(Request Parameters)

Complete Multipart Uploadhd , BJLUEIZencoding-typeXtiREl4ERHHIKey#H{T4RA3.,

& 1-55: iITRSH

&

ik

encoding-type

IBEMIREIRIKeyH1T4RED , BRisSurfmE. KeyfERRUTF-8=%F , {Bxml
1.OFREAR TSR —LAZHI= 5T |, tetNascifEMOZEI10M9FRF. X FKeyHE
Bxml 1. ONEARSHFIIEHZR | ALUBIZfEEencoding-typeXtiR[ERIKeyi#H 1T
4mtL,

HUERE . 5

HNE: T

B]E(E : url

53Kt = (Request Elements)

& 1-56: ITRTRH

B

ik

CompleteMultipartUpload | {RZComplete Multipart UploadiEs kI ABHIE =S

KA . A%
Fr  — P EE M ParttE
RER: %

A

ETag

PartpkIh_H1&fE ., OSSIR[EIIETag(E.
KR - i




=4 g
RT3 Part
Part (RFER L{EPart(S2RISEE,
KA A
FT5 5 : ETag, PartNumber
LT InitiateMultipartUploadResult
PartNumber PartZ(H.
SR ;B
RF R Part
lIRrcEE (Response Elements)
= 1-57: IIRTTER
=4 fEid
Bucket BucketiZFR.
KA R
LT - CompleteMultipartUploadResult
CompleteMultipartUpl | {f7FComplete Multipart UploadiBk45 RIS 28,
oadResult KA - 7588
S5/ : Bucket, Key, ETag, Location
TR : None
ETag ETag (entity tag) fEENObjectE RAAHER BIZE , BFix
T—"NObjectlYNZE. Complete Multipart UploadigKEllzE
AIObject , ETaglERHERNZAHIVUUID, ETagERILIFFIEEODjectNE
BARETW,
KA FEH
LT e - CompleteMultipartUploadResult
Location FrelEObjectiYURL,
KA FREEH
LT - CompleteMultipartUploadResult
Key #FreliEObjectI &=,
KB FEER
R R . CompleteMultipartUploadResult
EncodingType IEBRREIERTRISERNEEL, MFRBKAISLPIEE T encoding-
type , BRIREINGEREITKey 1 T4RID,
KA




=4 i
RER : B8
B
1. Complete Multipart Uploadiy , SFBIARRRE—REAINFEHREIA/NES KT 100KB , HIEER

il

FiRzZiYPartlisthpIE— 1 PartSTEflEtag, ATLATE L{EParthy , ZEFinkR 7 R ERICRPartSHE
Hb , RRECREX EfEPartiIhfE , IR EFIREIRIETaglE,

OSS4tE Complete Multipart UploadigskEt , 2 —ERAIE. EXRITER , NREFimi]
OSSZIRIIHEENTE , OSSIBEMELIEERMTT.

FAF#ERMPart Listd , PartSTERJLARNELRY, AIaNE—RAPartSIEE1 ; ERAYPartS
1EES.

OSS4hFEComplete Multipart UploadiEskmIhfg , iZUpload IDFEZERTTRL.

E—NObjecta] LARRHABARBHIUpload Id , Z4Complete—{ Upload IDf5 , i%ObjectfyE itk
Upload IDA~ N,

A Initiate Multipart Upload# R , I§XE 7 x-oss-server-side-encryptionigskk , 7E
Complete Multipart Uploadfdiazskdr | &R[E]x-0ss-server-side-encryption , E{EXRBEIZ
ObjectlIiRSS ERim NN E A,

SNERAF L€ Content-MD5iEkk , OSS&1tHbodyAIContent-MDSFHAEE—EE , IR~
—3 , iR ElInvalidDigest{&iRf3,

=5,
=/

BRRH -

POST /multipart.data? uploadld=0***4 HTTP/1.1
Host: ***.regionid.example.com

Content-Length: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMT

Authorization: OSS g***0=

<CompleteMultipartUpload>

<Part>
<PartNumber>1</PartNumber>
<ETag>"3***9"</ETag>

</Part>

<Part>
<PartNumber>5</PartNumber>
<ETag>"8***A"</ETag>

</Part>

<Part>
<PartNumber>8</PartNumber>
<ETag>"8***2"</ETag>

</Part>




</CompleteMultipartUpload>
IRERG

HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml
Connection: keep-alive
x-oss-request-id: 5***e

Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>

<CompleteMultipartUploadResult xmins="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Location>http://***.regionid.example.com /multipart.data</Location>
<Bucket>o0ss-example</Bucket>
<Key>multipart.data</Key>
<ETag>B***D-3</ETag>

</CompleteMultipartUploadResult>

1.1.8.6 AbortMultipartUpload
ZEO T LARIE A FRHAYUpload IDFIEEIIRAIMultipart Upload={4, 25— {™Multipart Upload
HHFEPLIEE |, BABERERIXNUpload IDMYHEIRIE , B4 LIEHIPartE iRt SR MR,
5KiE;

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.regionid.example.com

Date: GMT Date

Authorization: Signature

WHHR

1. FriE—{"Multipart UploadZE{48Y , WNSRELFTBRIFLEPart{BPATE EE | BRARH LRI
EMERIXLEPart, FRLANSRFEFRIBERER . AT HEREMOSS LY=SE) , TERA/LR
Abort Multipart UploadiZ[,

2. NRHAHIUpload IdARTFHE , OSSKIR([EI404581R |, FHIRES/9 : NoSuchUpload,

Bl
BRI

Delete /multipart.data?&uploadld=0***E HTTP/1.1
Host: ***.regionid.example.com

Date: Wed, 22 Feb 2012 08:32:21 GMT
Authorization: OSS gq***I=

IREI3HG

HTTP/1.1 204
Server: AliyunOSS



Connection: keep-alive
x-oss-request-id: 0***d
Date: Wed, 22 Feb 2012 08:32:21 GMT

1.1.8.7 ListMultipartUploads

List Multipart UploadsA] LAZ S G HTREIMultipart Upload=8{4 , BIEE#HANIAAIMultipart
Upload{B2# CompletegiZ AbortfIMultipart Upload=4, OSSIREINBFIERIRESEES

1000/™Multipart UploadfER. MIERIEHEEOSSIREIBFILERMMultipart UploadfE/BAI%KE , BILL
EEKFRImax-uploads241, B4 , OSSIREBFIZERPHIIsTruncated TTEIRIBEBIF G HAt
AYMultipart Upload,

IBRIE;

Get /?uploads HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: Signature

iBRE#(Request Parameters)

#* 1-58: iIBRSE

=4 i s

delimiter B HTXIObjectBFHITOENZER. FrERFEAiIEErIESE—RE
Idelimiter=#F 2 [@Yobject{EI—2B7cZ——CommonPrefixes,
KA . T

max-uploads | fRELRIREIMultipart UploadsSH4HIERAEIE , INRFKE , EOA
791000 , max-uploadsEY{EAREAT 1000,
XA RSB

key-marker | Supload-id-marker&#{—RIfEARIEEREIZERIERME. | A1 upload-id-
markerS#RIRE , EIRERPEE | frBObjectB FRIFHF A Fkey-markers
#HERIMultipartS={F, | WRupload-id-markerS¥UHIRE , EIRERFER : Fr
BObjectBZFHFEE K Fkey-markerS#{ERIMultipartS4-F1ObjectZ FF
Fkey-marker£22{2 , {H2Upload IDLbupload-id-marker&#{EARIMultipart
UploadsZE14,
KA . FIEE

prefix FREIR[EfJobject keyi il Aprefix{EABIZR. F={EAprefixEiAnTt , IREIATkeyH
B Eprefix,
e e et




B A

upload-id- | Skey-marker&#—R{EFARIEEREIERATEIAME. | W1Rkey-markerS#]
marker KIZE , NOSSZRZupload-id-marker2#, | AR key-markerSHHKIRE , &
HERFES | i ObjectBFHIFELF A Fkey-markerS#{ERIMultipartS{4-
F1ObjectZFETFkey-marker&#{E , {E2Upload IDEYupload-id-marker&#{EX
AYMultipart UploadsZ14,

KR . IFE

encoding- IEEXNREIRNASHTRED |, IEEmBAIER

type BY, Delimiter, KeyMarker, Prefix, NextKeyMarkerflKey{FHUTF-8=

FF , Bxml | OWREARSTFRIT—LizHI 4T | tbilascifEM0F 108974,
XFEExm! 1.0FNERSHFAYEHIZR , AILUEdfEEencoding-typeXdiR[aE]
HDelimiter. KeyMarker, Prefix, NextKeyMarkerflKeyif{T4mH3.
HIEER | 5

BINME : T

A7t e (Response Elements)

% 1-59: RITE

=4 ik
ListMultipartUploads | {®#FList Multipart UploadiEkEERIIESEE,
Result KA - NE8

FT5 M : Bucket, KeyMarker, UploadldMarker, NextKeyMarker,
NextUploadldMarker, MasUploads, Delimiter, Prefix, CommonPrefixes,
IsTruncated, Upload

/\-l+£

TR : None

Bucket BucketZ#FR,
KA FIEER
R ListMultipartUploadsResult

EncodingType EEAREIERPIRISFEFAZEE, NRBEKAY
SHPIEE T encoding-type , ARIREIRIZERE

XJDelimiter, KeyMarker, Prefix, NextKeyMarkerf[IKeyiXLo&iH1T4R
3.

KA FFTER

R/ : ListMultipartUploadsResult

KeyMarker FIZRANEEIRObject (&,
KR . PRFE
R/ ;- ListMultipartUploadsResult




B

ik

UploadidMarker

FIZRAYEEIEUpload D&,
KA FFEH
R : ListMultipartUploadsResult

NextKeyMarker

MRARLBREIEHER | MAEKPEE ENextKeyMarkerstE , A
FirBAEE T RiIEKAIKeyMarker(E,

KR . IFE

R/ ;- ListMultipartUploadsResult

NextUploadMarker

MBREARREIREIEIPLER |, IWAISKFIEE 2 NextUploadMarkerst
= , BFtRBBIE T RIEKAIUploadMarker{E,
KA . FFER

R A : ListMultipartUploadsResult

MaxUploads

IR[ERIERAUpload#yH.
SRR - B
L2752 ¢ ListMultipartUploadsResult

IsTruncated

RS AXIREIRIMultipart Upload{ERFIFRMERT. “true” FTRAR
RERMAIEELER ; "false” FrRARBEIRE T 2EER.

KA TR

BHE : false. true

ZRIAE : false

R A : ListMultipartUploadsResult

Upload

R#FMultipart Upload S BHE S,
KA - 588

FT5 52 : Key, Uploadld, Initiated
R/ : ListMultipartUploadsResult

Key

¥Ita¢Multipart UploadZ{4#0bjectiZ =%,
KA FRIEH

/\-0-0—5

TR : Upload

Uploadid

Multipart UploadZ5{4£31D,
KA FE
AL275R2 : Upload

Initiated

Multipart UploadZ{4-#0%a ¢ BIRTIE],
27 HEA
R : Upload




MISTHh

1. "max-uploads” £#E&KX{E/81000,

2. 1EOSSHIRMEIARETIRIRObjectBRFFHFTFAEY ; XTFRE—Object , NHIRARAIERF , F+
FrHESN.

3. AJLAREHEERprefix2EXtbucketWAJobjectifH{ THHEETE ( SHUSUFAITIRE ) .

4. List Multipart UploadsiEkSz4E5fEKES4] : prefix , marker , delimiter , upload-id-marker#[]
max-uploads, EFXLSHAIES , TLUREEIIMultipart UploadsSE{4RIFINY , SREHEAZERY
HHER,

L]
BRI

Get /?uploads HTTP/1.1
Host:***.regionid.example.com

Date: Thu, 23 Feb 2012 06:14:27 GMT
Authorization: OSS g***Y=

IREIRG -

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive
Content-length: 1839

Content-type: application/xml
x-oss-request-id: 5***a

Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmins="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>o0ss-example</Bucket>
<KeyMarker></KeyMarker>
<UploadldMarker></UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadldMarker>0***F</NextUploadldMarker>
<Delimiter></Delimiter>
<Prefix></Prefix>
<MaxUploads>1000</MaxUploads>
<lIsTruncated>false</IsTruncated>
<Upload>
<Key>multipart.data</Key>
<Uploadld>0***8</Uploadld>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>
</Upload>
<Upload>
<Key>multipart.data</Key>
<Uploadld>0***5</Uploadld>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>
</Upload>
<Upload>
<Key>o0ss.avi</Key>
<Uploadld>0***F</Uploadld>



<Initiated>2012-02-23T06:14:27.000Z</Initiated>

</Upload>

</ListMultipartUploadsResult>

1.1.8.8 ListParts
List Partsag SR LAZ 7 HiEEUpload IDFFERIFTE B4 L1&ERIhPart,

iBRIBE

Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.regionid.example.com

Date: GMT Date

Authorization: Signature

iBRZS#(Request Parameters)

% 1-60: IFRSH

=4 ik
uploadld Multipart UploadZ{4a3ID,
KA IR
EINE -
max-parts RETEOS SR PRI APartEH.
AU . B
ZRIAE : 1,000
part-number- 1EREListVStaiE , RBPart NumberfB A F1ZzE&EHIPart= 71 H.
marker KR - B

FUME - T

encoding-type

EEXNREINAEHITRD |, IEEmBIIRE, KeyERUTF-8FFF , {Exml
1. OFVEAR SIS — L= 7F |, tbilascilEM OB 10M9FR, 3T Keyh
Bxml 1 OWREARSHRIESIZR | AJLABIdfEEencoding-typeXfiR[EHIKeyitt
1748,

HUEXA . =R

HNME: T

BJE(E : url




lMRi7c3(Response Elements)

& 1-61: NIRITTE

=4 i iR
ListPartsResult {R1FList Partiz k&5 RIS,
iU BN <
FT5 51 : Bucket, Key, Uploadld, PartNumberMarker, NextPartNu
mberMarker, MaxParts, IsTruncated, Part
RER T
Bucket BucketZ#FR,

KR =GR
QT A : ListPartsResult

EncodingType

BEEXREIERHITRISERNEE, NREKNSHIEE
Tencoding-type , BBEXIREILERFRIKeyH THRED.
KB FIEER

AN

QT e : ListPartsResult

Key

ObjectZFR,
KB FRFER
R : ListPartsResult

Uploadid

UploadZ4ID,
KA R

R & : ListPartsResult

PartNumberMarker

AR ListeEERAYPart Numberiiai s,
KA - BEH
R e : ListPartsResult

NextPartNumberMarker

MRRRZBIREIEHER |, MAASKPIEE

4 NextPartNumberMarkerstz , BFiREBE FRiEK
AYPartNumberMarker{g,

AL ;B

RT3 2 : ListPartsResult

MaxParts

BEBRPHAAIPartHE,
SR B

R A : ListPartsResult

IsTruncated

IR A ARIREIRIList PartZERFIRMEMT. "true” RRARIZBIR
[EEERER ; "false” RRARBLRE T EEBER.
KRB BT




B ik

BE : true. false
R A : ListPartsResult

Part (RiFPart(SERISES.

KA R

FT5 51 : PartNumber , LastModified , ETag , Size
R/ : ListPartsResult

PartNumber toRPartfy28=.
KA - B

AT & : ListPartsResult.Part

LastModified Part_-{ERIAE],
KA - HHA

L2753 : ListPartsResult.part

ETag B L{EPartIAHIETag.
KA - =T
QT H : ListPartsResult.Part

Size B2_{&EPart X/,
KA - BREY

AT A : ListPartsResult.Part

i RER A L

1. List PartsSz#Fmax-partsflpart-number-markerfifiE k44,
2. max-partsSEERA(E/91000 ; EAEH 91000,
3. EOSSHYIREIZERIZEEPartSHEHFHES.,

4. BTRBIERTTREREE | FRLAAHEF AList ParttHSkAV45ER ( Part NumberfIETaglE ) SRAERKER
feComplete MultipartfJPartFl3k,

=l
iBRRH -

Get /multipart.data?uploadld=0***5 HTTP/1.1
Host: ***.regionid.example.com

Date: Thu, 23 Feb 2012 07:13:28 GMT
Authorization: OSS q***8=

IREIRE -

HTTP/1.1 200
Server: AliyunOSS



Connection: keep-alive
Content-length: 1221

Content-type: application/xml
x-oss-request-id: 1***c

Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListPartsResult xmlns=" http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>multipart_upload</Bucket>
<Key>multipart.data</Key>
<Uploadld>0***5</Uploadld>
<NextPartNumberMarker>5</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<lIsTruncated>false</IsTruncated>
<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z</LastModified>
<ETag>&quot;3***9&quot;</ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z</LastModified>
<ETag>&quot;3***9&quot;</ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z</LastModified>
<ETag>&quot;7***9&quot;</ETag>
<Size>1024</Size>
</Part>
</ListPartsResult>

1.1.9 IBIRFEHS

1.1.9.1 i’éjﬁ
Bl RIRH = (CORS)AFWEBIHHI N AR LR A B T AHAYRIR. OSSR T CORSSIFLS
{EFIFHOSSH AR RENWEBR FTER., OSSIEMHEOAEF AZISHIEEIHANZ TR,

1.1.9.2 PutBucketcors

Put Bucket corsi{EIS7EISERIbucket HIRTE— NSRRI Z(CORS)AIHMNY , GNEREFEANFFFEN
BRI,

BRIEE

PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml

Host: BucketName.regionid.example.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>



<CORSRule>
<AllowedOrigin>the origin you want allow CORS request from</AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>
<AllowedMethod>HTTP method</AllowedMethod>
<AllowedMethod>...</AllowedMethod>
<AllowedHeader> headers that allowed browser to send</AllowedHeader>
<AllowedHeader>...</AllowedHeader>
<ExposeHeader> headers in response that can access from client app</ExposeHeader>
<ExposeHeader>...</ExposeHeader>
<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeconds>
</CORSRule>
<CORSRule>

</CORSRule>

Q}CORSConfiguration >

iEXKTTE ( Request Elements )

% 1-62: IFRTTE

& ik EEUR

CORSRule CORSHIMIEYZSESE , B bucketFRZ 110N
iU N <
752 . CORSConfiguration

2]

AllowedOrigin  [$5REIFHESIRKIEXRARIR | RIFFERZ N TTERRIEES IR |2
BRIR. RFERHREZ— " BEf. WREEN ™ WE
RIS AT BRRIRRIE IR IE K.

A FRFE

275/ : CORSRule

AllowedMet |18 EIFRIBIEIEKAIE.
hod S47 : #73 ( GET,PUT,DELETE,POST,HEAD )
R¥5 A . CORSRule

2l

AllowedHea #EI7EOPTIONSTRENFE S FrAccess-Control-Request-Headerssk
der FigERheaderEE 7BiF. fEAccess-Control-Request-
HeadersH15ERIENheadergfiifEAllowedHeaderd 5 —5%
MR, FERRZ— " BERT

XKH : FRIER

L2755 : CORSRule

iy

ExposeHeader | {8/ FRIFP MR BFERFHARIAIMRASL ( Fl0—
“NavascriptfIXMLHttpRequestXdi5R, ) R ER " B
KA FATER

T = : CORSRule

Il

X Bk R




=4 A BEYRm
MaxAgeSeco |ERERIMSEERTHSEREMITAEN ( OPTIONS ) iSREEGERIVER | 5
nds HE , B AR, —NCORSRuleEERSZAFHIT—,
SR - TR
LT : CORSRule
CORSConfig [BucketfJCORSHINIZSEE =
uration KA . 7558
RER T
B

Al

1. ERiAbucket@AFFHZCORSINEE , FrERYESIEHIERAoriginES A SeIF.

. AT HENFRERFEACORSIIEE , LI —www.a.comAIRHEEID R 5 HIXMLHttpReq

uestDIRERIAIEIOSS , FEBEEAEOF AN LECORSHNIKFFE. ZMUEBXMLIEKI A,

- B buckethICORSIRTERH S CORSMNIFEER] , B bucketlxZSIF10FMN , EERT

XML HHERZ FeiF16KB A/,

. HOSSIEI— M ESIFIEK ( B EOPTIONSIEK ) , 2iEENbucketXIMAICORSHIN |, AEHIT

HENAPRICE. OSSSMRISET MM |, RS —KITHAIMNIR SFERFHREIXT AT
header, YNERFIEMNIEBILEKMNAKIINEAICORSIEXAIheader,

- CORSHINPCECAINZHRE="5M4 , B5% , IBRAYOriginJAPLEL—IAllowedOriginIil , H

REKINAE (MGET , PUTSE ) 8i& OPTIONSIEXAYAccess-Control-Request-Methodsk
SR A T A RPCEL—IRAllowedMethodIl , £f5 , OPTIONSiEkHJAccess-Control-Request-
Headers3L 8895 Nheaderg&f i RPLE—InAllowedHeaderI,

. YNERAF E£7T Content-MD5iEkKL , OSSLit&bodyfContent-MD5FEE—E14E , WNIRA

—5 , ¥iR[ElInvalidDigesti&izig,

AsiNbucketEStgILEERMMRE -

PUT /?cors HTTP/1.1

Host: ***.regionid.example.com
Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: OSS gq***A=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod>



<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>Authorization</AllowedHeader>

</CORSRule>

<CORSRule>
<AllowedOrigin>http://www.a.com</AllowedOrigin>
<AllowedOrigin>http://www.b.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-test1</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>

</CORSRule>

</CORSConfiguration >

IREIRG

HTTP/1.1 200 OK

x-oss-request-id: 5***F

Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

1.1.9.3 GetBucketcors

Get Bucket corstE{EFBTF3EBUETEAIBucket BRIEICORSHLMI,

IBRIEE

GET /?cors HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

lRrcEE (Response Elements)

& 1-63: IRITTE

&

ik

CORSRule

CORSHINIAIZSES , & bucketFzZ fIF105&HIN
KA N8
L2 R . CORSConfiguration

AllowedOrigin

IEEAITIBEIERINKER , RIFHERS T ITRKIEES M ITRIRIR. SFHE
B&EZ—1 "™ B, WREEN ™ WRRATFITERIRIFRRISEIEK.
KRB FfFER

R : CORSRule

AllowedMet
hod

BEAFNEEERSGE.
AU ; #74¢ ( GET,PUT,DELETE,POST,HEAD )
RT3 : CORSRule




B g

AllowedHea EHIFEOPTIONSTREFE S FAccess-Control-Request-HeaderssL F15E

der Mheader@& 7iF. EAccess-Control-Request-HeadersHfgERIE SheaderE)
WRTEAllowedHeader P E—RINAYIR, ARIFERRS— " BB

KA FEE

R : CORSRule

ExposeHeader | 15701 AP MR FRFERFFIERIINERSL ( Fln—
“NavascriptfXMLHttpRequestid5, AAIHFER " B,
KA FFEE

LT/ : CORSRule

MaxAgeSeco |ISENLSSEXHFEEBAITAEY ( OPTIONS ) isKIREILLRVETZRTE |, BAIH
nds #, —NCORSRuleEERZAIFHI—,
A ER

LTI : CORSRule

CORSConfig |BucketfJCORSHINIZEE

uration KA - 7588
R T
W5

1. YNERBucketA~FELE , IR[E]404 no contentfEiR. $E1RFY : NoSuchBucket,

2. JBBucketiJBEEABHBRENCORSHIN , BNR[EI403 Forbiddenf&iR , $H1=A3 : AccessDeni
ed,

3. ANERCORSHIMATZLE , iR[E]404 Not Found$EiR |, $5i1RFENoSuchCORSConfiguration,

=l
iBRRH -

Get /?cors HTTP/1.1

Host: ***.regionid.example.com

Date: Thu, 13 Sep 2012 07:51:28 GMT
Authorization: OSS q***w=

BiXECORSHNAYREZHY :

HTTP/1.1 200

x-0ss-request-id: 5***F

Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive
Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>



<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration>

1.1.9.4 DeleteBucketcors

Delete Bucket corsFiFkiAiEEBuUcketXI N AICORSINEEF  B=FrE .

BRIBE

DELETE /?cors HTTP/1.1

Host: BucketName.regionid.example.com
Date: GMT Date

Authorization: SignatureValue

WD

1. YNERBucketA~FLE , IR[E]404 no contenttEiR , $£1RF3 : NoSuchBucket,

2. RBBucketfHEZE 7 geffifRBucketXI M AICORSHIN, MNRIXEIRIF— M ET/RAYBuUcket ,
OSSjR[a]403 ForbiddentEiR , $E1R13 : AccessDenied,

L]
BRI

DELETE /?cors HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 05:45:34 GMT
Authorization: OSS g***g=

IREIRH :

HTTP/1.1 204 No Content
x-oss-request-id: 5***C

Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive
Content-Length: 0

Server: AliyunOSS

1.1.9.5 OptionObject

NSRS RIEBIRIE K Z AIaKRIE—MpreflightiEk ( OPTIONS ) Fs ERFERISRIRE, , HTTPA
i header(EBHA0SSLURERE RIXHIEANEK. OSSHILAEIPut Bucket corsiERFFF



BucketfJCORSIz$F , FFISCORSINEEZ 5 , OSSTEU RIS 2R preflightiE KAt SFRIEIR EHIFNIIT
HMEBATFRREK, WRADIFHECORSINALEEFE , IR[E]403 Forbidden,
BxKIE

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.regionid.example.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

i5KkHeader

& 1-64: i5KHeader

=4 iR

Origin BREEE , ARiREESEK,
KR - T8
ZINE : &

Access-Control-Request-Method | {R{ELIRERPIGESHEIN G E.
KA I

RNE:
Access-Control-Request- FELNE KPS AEIRR T EELERZ FMIheaders,
Headers KA . TR

NME &

lWRZHeader
Z& 1-65: IiHeader
B iR
Access-Control-Allow- BEXRPEEMOrigin , INRARIFFNEEAB F1ZLE0.
Origin KA . FRFER
Access-Control-Allow- FFBEKHTTPAE , IRAITFZIEK , WAB21ZLE0.
Methods KA . FER
Access-Control-Allow- FeFEkETheaderfY%3R | ANRIEBKRPEARBFITF
Headers fheader , WABEIZLER , iEKBIGEHIEL.,
KA . R

Access-Control-Expose- B EE PimJavaScriptieFHihaidheadersfy713E,
Headers KA - TR




B ik

Access-Control-Max-Age | #3884 1F preflightL BRAVATE] , BRI AFD,
KA - EEAY

L]
BRI

OPTIONS /testobject HTTP/1.1

Host: ***.regionid.example.com

Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test

IREI3RG

HTTP/1.1 200 OK

x-oss-request-id: 5***C

Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

1.1.10 OSS{&iIR MR

SAFIBIAEIOSSHIEEIRAT , OSSRIREILSRAFENAERIBIERER . FTHFEMIE , 7
MBS AR E,

OSSRYHIRIMMAET

HRFBEI0OSSHERT , OSSRIRELEAF— 1 EIERI3XX , AxxEESXXHIHTTPIRES ; LAR—1
application/xmi&UATEEK,

i RAE RSB F -

<?xml version="1.0" 7>

<Error xmins="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Code>

AccessDenied

</Code>

<Message>

Query-string authentication requires the Signature, Expires and OSSAccessKeyld parameters
</Message>

<Requestld>

1D842BC5425544BB

</Requestld>

<Hostld>



regionid.example.com
</Hostld>
</Error>

FrEERAYE B ARPEEIELATILANTE -

« Code : OSSIR[EI4SAFHIEIRS.

« Message : OSSZSHEANEMEIREE.

* Requestld : FFHE—RRIZKIEKRIUUID ; HRTTERRRAZAT , TLAEX I Requestld>kiE
SKOSSTF & TF2IMRIASEN.

 Hostld : FBFFHRRIAAANOSSERE , SAFEKATFERAYHost—E],

Hit N ERE R T RE S B MEKRNEARNE.

OSSHIEIRD

OSSHYEIRIBYIRAT -

% 1-66: OSSHYIEIRES

$HIR03 faid HTTPIRZSHES
AccessDenied bi=EizzWall=] 403
BucketAlreadyExists BucketB & 1FE 409
BucketNotEmpty BucketR A= 409
EntityTooLarge SK/SUY N 400
EntityTooSmall SO/ 400
FieldltemToolLong Postigsk PRI K 400
FilePartInterity Xi&PartE i Z 400
FilePartNotExist {4PartANMFE 400
FilePartStale XA4PartiSAT 400
IncorrectNumberOfFil PostiE kSN EEEL 400
esInPOSTRequest

InvalidArgument SEIRTER 400
InvalidAccessKeyld AccessKeyldREE 403
InvalidBucketName FToBIBucketB=F 400
InvalidDigest TR 400




RS A HTTPIRZSES
InvalidEncryptionAlgorithmErro | 18I EmIEIIZ SRR 400
r
InvalidObjectName ToHAIObjectB = 400
InvalidPart FoPart 400
InvalidPartOrder Fo B part|li 7 400
InvalidPolicyDocument TP olicy A 400
InvalidTargetBucketForLogging | Loggingi®#/Er BT3B B R | 400
bucket
InternalError OSSHERAREEIR 500
MalformedXML XMLERIEE 400
MalformedPOSTRequest PostiEkfIbody &= % 400
MaxPOSTPreDataLength PostiER EEXHRBZHMY 400
ExceededError bodyid X
MethodNotAllowed RS 405
MissingArgument s 411
MissingContentLength BORBEEKE 411
NoSuchBucket BucketANMFEE 404
NoSuchKey YEARTFE 404
NoSuchUpload Multipart Upload IDANZEIE 404
Notimplemented T BB % 400
PreconditionFailed FAMIBEEIR 412
RequestTimeTooSkewed KECERAIRTEFARSS25AdE) | 403
HBH 154
RequestTimeout EkEaaT 400
RequestisNotMultiPartContent | Posti&skcontent-typedEiZ% 400
SignatureDoesNotMatch B2ER 403
TooManyBuckets FAFHIBucket# B BIZRH 400




OSSAZIFHNEIE
AR ELAOSSA TR ERIBIAFEASEIR , 1R[E]405 Method Not Allowed{giz,
EERIERZHB -

ABC /1.txt HTTP/1.1

Host: bucketname.regionid.example.com
Date: Thu, 11 Aug 2016 03:53:40 GMT
Authorization: signatureValue

IREIRE -

HTTP/1.1 405 Method Not Allowed

Server: AliyunOSS

Date: Thu, 11 Aug 2016 03:53:44 GMT

Content-Type: application/xml

Content-Length: 338

Connection: keep-alive

x-oss-request-id: 57ABF6C8BC4D25D86CBASADE

Allow: GET DELETE HEAD PUT POST OPTIONS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>MethodNotAllowed</Code>

<Message>The specified method is not allowed against this resource.</Message>
<Requestld>57ABF6C8BC4D25D86CBASADE</Requestld>
<Hostld>bucketname.regionid.example.com</Hostld>
<Method>abc</Method>
<ResourceType>Bucket</ResourceType>

</Error>

5B :
WNERIFIEHIRIRRE /bucket/ , ResourceTypefiZEbucket , {15 EIRE /bucket/

object , ResourceTypeli/iZEobject,
OSSIMESTHHESH A TIFRIIRIE

WNRAEOSSEIZHIEREF |, HINT OSSAIFHISEN ( FIUNEPUTHIRTE , AIAIf-Modified-Since
£#0) , 0SS£i&R[A]400 Bad RequestiEiz,

HHiRERZH -

PUT /abc.zip HTTP/1.1

Host: bucketname.regionid.example.com

Accept: */*

Date: Thu, 11 Aug 2016 01:44:50 GMT
If-Modified-Since: Thu, 11 Aug 2016 01:43:51 GMT
Content-Length: 363

IREIRE -

HTTP/1.1 400 Bad Request



Server: AliyunOSS

Date: Thu, 11 Aug 2016 01:44:54 GMT
Content-Type: application/xml
Content-Length: 322

Connection: keep-alive

x-oss-request-id: 57ABD896CCB80C366955187E
Xx-0ss-server-time: 0

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>Notimplemented</Code>

<Message>A header you provided implies functionality that is not implemented.</Message>
<Requestld>57ABD896CCB80C366955187E</Requestld>
<Hostld>bucketname.regionid.example.com</Hostld>
<Header>If-Modified-Since</Header>

</Error>

1.1.11 S3 APIFEZE 141508
OSSR TS3 APIRTFRAMY , ATLALERIEIEMAmazon S3TEETREIFMEROSS E. MAmazon

EFBZEIOSSE , MPBPAT LAFERIS3 APIBIEIOSS |, (XEEXISIAE Fim i A T ™ E)

1. FRENOSSFEMKEsF M EHIAccessKeyldFlAccessKeySecret , FHIEFERANZEFiRFISDKAED

ERHiERYAccessKeyld 5AccessKeySecret,

2. GEEFIRIEERendpoint/JOSS endpoint,

FIZISHS3 APLAEOSS

MS3TFRBEIOSS/T , &FEFS3 APIiFaIOSSHY , EEFELAT/LA ¢

Path stylef[Jvirtual hosted style

Virtual hosted style2fg#5Bucketifi \host headerf¥ifial/5,, OSSETFZREEE , (N
Fvirtual hostedifsialA =t , FRLATES3ZIOSSIERIE . BFIHMNAREHITHENMZE. 2BHS3T
BEGAGERPath style , thFEHITIEHNEE , BUATESHOSSHEEE LTI,
OSSXIRUIRIIEN 5S3AR5=e—5 , 0SS{N#FS3Hfprivate. public-readfpublic-read-
write=Ffficanned ACLIRR, TBENEERE , alXIRIRH#ITEN AR, —ENFEXSIS
E&K 1-67: 0SS5 SIHIRE X IILL,

% 1-67: 0SS5 S3AIREN XL

FOE S Amazon S3#{R Amazon S3 fIEEZ=O0SS

Bucket READ #Bbuckethllistt R | X3 Fbucket FRIFTE
object , #NERFobject
iZBigEobjectty
PR , MiZobjectaliE



http://docs.aws.amazon.com/AmazonS3/latest/dev/VirtualHosting.html

POE

Amazon S38UR

Amazon S3

fIEZ= 0SS

WRITE

Bucket FEYObjecta]
EYNEZ

- XJFbucket FAHE
£HJobject , AIE

A - X Fbucket FF
Efobject , tNERiZ
objecti&FiZ Eobject
PR , MiZobjecta]
B - oIl Ainitiate
multipart upload

READ_ACP

1ZEHYbucket ACL

iEHbucket ACL , {¥
bucket ownerfl#ZtY
FIKSHB LR

WRITE_ACP

1z Ebucket ACL

& Ebucket ACL , {¥
bucket ownerfIiZ
FKSHE LR

Object

READ

ObjectaisE

ObjectTliE

WRITE

N/A

Objectr] LAt B =

READ_ACP

1EEHVobject ACL

iEEEXobject ACL , {¥
bucket ownerFI#Fl
FKSHE LR

WRITE_ACP

& Eobject ACL

igBobject ACL , (¥
bucket ownerkI#SiR
FIKSHB LR

- fRiEE

OSS3Z#FitE ( Standard ) . {RSAIE ( IA ) FNIFHTFRE ( Archive ) =FfFiEsEEY

Amazon S3#AYSTANDARD, STANDARD_IAFIGLACIER,

, 73 BRI L

5Amazon S3REHIE , OSSAHHE L fEobjectiT EIEISEIZIEERY | objectiU7FiEEEIR
bucketiIfFiEXEUER. OSSIUFFAE. (STFIAMIRI=FBucket AL , ObjectiFHEKANE
FILAEIS lifecycleit{TiEHA,

| HE B objec TN Al , B4cffEFARestoreiERIHITHRIRIEIE. 5S3AE , OSSR
B&S3 APIFRIBRAREIRE | RIRSEONSEN R , AP ATLIEKEIREZ7X , Zf5 . ObjectX

[EEFRET AL R,
« ETag




= XFPUTAR LERJobject , OSS objecthiYETag5Amazon S3EA/NS EBXF], OSSHK
5, mS3ANE., IREFinBXTETagiiikls , BRA/NS.
= XF9H_EfEMobject , OSSHIETagitE S 5S3AME.

50ss3ikEERIS3 API
o Bucketi®2{F :

= Delete Bucket

= Get Bucket ( list objects )
= Get Bucket ACL

= Get Bucket lifecycle
= Get Bucket location
= Get Bucket logging
= Head Bucket

= Put Bucket

= Put Bucket ACL

= Put Bucket lifecycle
= Put Bucket logging

» Object}®{E :

= Delete Object
= Delete Objects
= Get Object

= Get Object ACL
= Head Object

= Post Object

= Put Object

= Put Object Copy
= Put Object ACL

o Multiparti®{E :

= Abort Multipart Upload

= Complete Multipart Upload



= [nitiate Multipart Upload
= List Parts
= Upload Part

= Upload Part Copy

1.2 SDK&F

1.2.1 Java-SDK

1.21.1 805

SDK T&;
« Java SDK FRBE#HMA 2.5.0 : aliyun_java_sdk_20170222.zip
« github tBiIE : hitps://github.com/aliyun/aliyun-oss-java-sdk

&N
+ OSS Java SDK 1&AF JDK 6 RLAEART ;

ARIHEFEESNE 0SS Java SDK fyLsE. (FRANEREIN ;
HERSEEEKFHETREZ 0SS RS , HEliET AccessKeyld 1 AccessKeySecret,

REME
33TF 2.x.x FFl SDK :

- EO . ®&S

- BETE : FE
XFF 1.0.x &%l SDK :
- O RSB
- BETE  FERE
2.0.0 hRAHBER 1.0.x hivAsHh Table Store #8XMUR3 | EBELEHE , IGERFR com.aliyun.
openservices.* 5 com.aliyun.openservices.oss.* B9 com.aliyun.oss.*,
1.2.1.2 T3
WEES
EATF JDK 6 KLAERRA,


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32008/cn_zh/1487744807750/aliyun_java_sdk_20170222.zip?spm=5176.doc32008.2.1.Dc5Oqd&file=aliyun_java_sdk_20170222.zip
https://github.com/aliyun/aliyun-oss-java-sdk

ZEAN
J5z0— : 7£ Maven T E FIONFIRIR ( #5750 )

£ Maven T#2H{#HA OSS Java SDK RFEAE pom.xml FRAINAERKIREIRT, LA 2.5.0 R4S/
f5 , £ dependencies IR&ERIIANTASE :

<dependency>
<groupld>com.aliyun.oss</groupld>
<artifactld>aliyun-sdk-oss</artifactld>
<version>2.5.0</version>
</dependency>

A= : 7 Eclipse IIE$FSAN JAR &
LA 2.5.0 kA9 , ZBAITF

1. & Java SDK FFRBIRAS aliyun_java_sdk_20170222.zip ;

2. BEZIRE ;

3. WERIERE SIS aliyun-sdk-oss-<versionld>.jar LA lib S-S FHOFTE ST MRS
IRE ;

4. 7f Eclipse FkiZRAVTFE , fAdiProperties > Java Build Path > Add JARs ;

5. IEPIEESE=SE NG JAR XX,

RSP ESLE |, A LATE Eclipse TIE A OSS Java SDK,
THIEE

OSS Java SDK 2t TEF Maven, Ant BU7RBITHE , BT LAEAKIRSE LRFETRAITIE. &
A LALIRG TRRAEMIT &SRR,

« Maven =S THE : aliyun-oss-java-sdk-demo-mvn.zip

o Ant M5 T2 : aliyun-oss-java-sdk-demo-ant.zip

15888 :
. RiFE1TRI , 158 HelloOSS java # endpoint/accessKeyld/accessKeySecret/bucketName
NENESLER ;
« TRERYRFETHE , S8I1EBRT README.md,
B2

0SS Java SDK IAEEHRHIFER , HERFSESHEEGER. LB LA TRMAIREUR
BIFERE :


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32009/cn_zh/1487744919301/aliyun_java_sdk_20170222.zip?spm=5176.doc32009.2.1.g8cDto&file=aliyun_java_sdk_20170222.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32009/cn_zh/1487744991654/aliyun-oss-java-sdk-demo-mvn.zip?spm=5176.doc32009.2.2.g8cDto&file=aliyun-oss-java-sdk-demo-mvn.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32009/cn_zh/1487745017497/aliyun-oss-java-sdk-demo-ant.zip?spm=5176.doc32009.2.3.g8cDto&file=aliyun-oss-java-sdk-demo-ant.zip

« github BB TE, , OSS Java SDK github RY src/samples JARHFER

+ T% OSS Java SDK F&H , 8 aliyun_java_sdk 20170222.zip , #IEG
aliyun_java_sdk_20170222/samples JI7~GIFER

THIBEUTAS

ISt T~HIRE
GetStartedSample.java BrRTERRNLE, TERAZE
SimpleGetObjectSample. | B~y MAETEMEE

Jjava

ListObjectsSample.java B 7 HE S EE
DeleteObjectsSample java | @7~ 7 #tEMIBRSHFRIRIE
AppendObjectSample.java | @7~ 7B L&A

ObjectMetaSample.java

X4 TTE BRI

CreateFolderSample.java

BN SRRIRIE | OSSIARANFMRAFIESE K

UploadSample java T REe HERAE

DownloadSample.java BT ESHE T ERAEE

ImageSample.java BrTERIRSHREE

PostObjectSample.java JE7R 7 PostObjectfI % | 1ZSLINAMKE T Java SDK

GetProgressSample.java

BT LfE. THHEFRRAE

CallbackSample.java B 7 HEREEE
CRCSample java FBR7T L&, TECRCREGRIFE

BucketOperationsSample.
Jjava

BRTEETREENRZL , BESR. £aE. BFE. BE
f%& CORSZ

Java

MultipartUploadSample. FMAD F EEEOSSINFAR EE | EFEEERMTREHUE TE (
java uploadFile )

ConcurrentGetObjectS FFSEE T ESEIFA R T , IEFEEERITREE TE (
ample.java downloadFile )

UploadPartCopySample. | &R T K43 R ERIRRIE



https://github.com/aliyun/aliyun-oss-java-sdk?spm=5176.doc32009.2.4.vLyqWw
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32009/cn_zh/1487745047954/aliyun_java_sdk_20170222.zip?spm=5176.doc32009.2.5.vLyqWw&file=aliyun_java_sdk_20170222.zip
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetStartedSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/SimpleGetObjectSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/SimpleGetObjectSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ListObjectsSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/DeleteObjectsSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/AppendObjectSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ObjectMetaSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CreateFolderSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/UploadSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/DownloadSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ImageSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/PostObjectSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetProgressSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CallbackSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CRCSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/BucketOperationsSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/BucketOperationsSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/MultipartUploadSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/MultipartUploadSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ConcurrentGetObjectSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ConcurrentGetObjectSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/UploadPartCopySample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/UploadPartCopySample.java

1.2.1.3 {18a1
OSSClient 2 OSS fR55RY Java iR , BARMAERME—FRSIS 0SS #7REREEO , BTFE
. #BEEMEZSIE) ( Bucket ) FISX4 ( Object ) Z 0SS &R, £ Java SDK ki2 OSS i5K , &
FEYIHAN— OSSClient L , HIRIEEE(EM ClientConfiguration FIZMIAELS IR,

fifiz€ Endpoint

Endpoint AILABLAT LR, -

=l yiz1:): |

http://oss-***.aliyuncs.com LAHTTP ¥, 2~kia1ali XiaaY9 Bucket

https://oss-***.aliyuncs.com LAHTTPS ¥ , ARSEEHEERXIERY Bucket

http://my-***.com LAHTTP thi¥Y , BERAFBENESE ( CNAME
) 13[E4FE Bucket

HeE=iH

EFEANTEZ 0SS , BEERE—NEE Access Key ( B35 AccessKeyld F1 AccessKeySecret
) AR TERINIE.
$XEX AccessKeyld 1 AccessKeySecret Zf5 , BMERILURIRIA TS BHITHIEL.

#fiE OSSClient
{EF OSS 12 OSSClient

$EE— OSSClient fLEBIITF :

/I endpointLAMFuN 7l , EftbregioniBSRLPREIIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
Il accessKeyla& Fhttps://ak-console.aliyun.com/#EE&E
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 BIFEOSSClient3Lf7

OSSClient client = new OSSClient(endpoint, accessKeyld, accessKeySecret);
/I sEFi/(a)0SS

/1 X Aclient

client.shutdown();

iRhg
o BITRBTLAIESZ 0SSClient , tBE]LARE— OSSClient :

« OSSClient ATLAF AR ;
» OSS 3245 https , BIFWLLERESHT , AJLAER https ;




« OSSClient.shutdown Zf5/8¢E{E.
FERBEENIHEZ ( CNAME ) #3# OSSClient
TEARRSLLZFiREER CNAME 58 0SS RS.

String endpoint = "<yourEndpoint>";

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

I BliZClientConfigurationSLfyl , FRERIGHIFEEIEBENASEL
ClientConfiguration conf = new ClientConfiguration();

Il FFIESZ3FCNAMEIELR

conf.setSupportCname(true);

/1 B3 OSSClientzLfl

OSSClient client = new OSSClient(endpoint, accessKeyld, accessKeySecret, conf);
Il fEFEIR]0SS

Il XKAclient

client.shutdown();

g :
55/ CNAME R37CiZf#ERE ListBuckets 1%,

{EEF IP #17& OSSClient

HUbtmE R (L&A ) T |, F5E IP HHES endpoint, OSS Java sdk 2.1.2 RUAGAR
K, 2EHENE 1P ik , 7AEEHEEA setSLDEnabled i858 ; 0SS Java sdk 2.1.2 L GTHINR
K, IP HHE AT R IR E setSLDEnabled , {XA340TF :

/| TEHRARSLFRIPIES

String endpoint = "http://10.*.*.10";

Il accessKeyla& Fhttps://ak-console.aliyun.com/#EE&E
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

Il BliEClientConfigurationSLfyl , IRERIGHIFZEIESENASEL
ClientConfiguration conf = new ClientConfiguration();

I FFBZI5Z5A0SS , BARHE
conf.setSLDEnabled(true)

/1 RlIE2OSSClientsLA|

OSSClient client = new OSSClient(endpoint, accessKeyld, accessKeySecret, conf);
I {ER3AIRI0SS

/I KiFclient

client.shutdown();

{§8F8 STS FhzE OSSClient
{EF8 STS #FEE— OSSClient {LHBINT :

Il endpointLAiu 961 , EfthregioniBEiZLirEiES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
I/ IEAF kS accessKeyld/accessKeySecret/security Token
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";



String securityToken = "<yourSecurityToken>";

1 BlE2OSSClientsL{l

OSSClient client = new OSSClient(endpoint, accessKeyld, accessKeySecret, securityToken);

Il {£F81518]0SS
Il XFclient
client.shutdown();

fictE&® OSSClient

WREFE(E OSSClient BI—LBIAERE |, iB1EHEIE OSSClient RIBHEIEN ClientConfiguration
3Cf3l,  ClientConfiguration /& OSSClient RYBCESS , JECEE. EEHER,. RRNERSESE
#®id ClientConfiguration JLAIE BRISEI T

8 (B =R ). BAS
50000 =7

S8 ik Bk

MaxConnections TR HTTP &34, ClientConfiguration.setMaxConn
BRIAD 1024 ections

SocketTimeout Socket E{EEIEEEATEBRTAT ClientConfiguration.setSocketTimeout

ConnectionTimeout

ST REROERATRTIE) ( B
) . BAIAJ9 50000 =Fb

i

ClientConfiguration.setConnect
ionTimeout

Connection
RequestTimeout

MESZ PSR AEBRT AT
B (B : 2R ) . BUAAEERS

ClientConfiguration.setConnect
ionRequestTimeout

IdleConnectionTime

SNER=SRAT AT L S AR
ElE , WXAEE (B : 2
) . BIAJ 60000 ZFP

ClientConfiguration.setldleCon
nectionTime

Agent 3L, EXAA aliyun-sdk-
java

MaxErrorRetry BEkEMERKHNEIRRE., Bt |ClientConfiguration.setMaxErrorRetry
TN 3R

SupportCname BEE X CNAME {E/ Endpoint | ClientConfiguration.setSupportCname
, BRIASZHF CNAME

SLDEnabled EEFRE"%ia% ( Second ClientConfiguration.setSLDEnabled
Level Domain ) RUiBAA=, , B
INAFHE

Protocol i&EHE 0SS FrRARIIMY ( HTTP/ | ClientConfiguration.setProtocol
HTTPS ) , BRA HTTP

UserAgent BFPAIE , 38 HTTP A9 User- ClientConfiguration.setUserAgent




o faik Bk

ProxyHost RIBEARSSEE b ClientConfiguration.setProxyHost
ProxyPort RIERSE SRR ClientConfiguration.setProxyPort
ProxyUsername RIERSSEESUINAEFEZ ClientConfiguration.setProxyUsername
ProxyPassword RIEIRSSERISUFAYZERD ClientConfiguration.setProxyPassword

{#F ClientConfiguration iZ& OSSClient 2B T -

/1 endpointLAtuM A1 , EftbregioniEiZSLhRERES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeyig&Rhttps://ak-console.aliyun.com/#/&EE
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 8ZEClientConfigurationSLfl

ClientConfiguration conf = new ClientConfiguration();

/1 1R B OSSClientSF ARG RIEIEET , EAA1024
conf.setMaxConnections(200);

I EIERERIATE , ERIAS0FD
conf.setSocketTimeout(10000);

INEBERMIEKREIRIRE , BIAIR
conf.setMaxErrorRetry(5);

/1 BljFZ0SSClientzLf

OSSClient client = new OSSClient(endpoint, accessKeyld, accessKeySecret, conf);
Il fEFBAIRIOSS

Il XFOSSClient

client.shutdown();

1.2.1.4 REAIT]
ATSEIEERINTRIEER OSS Java SDK , FERUHIURIE  MNGIRTRHESIAL _EAEXTH, TE
s,

#ta4k OssScClient
[ 0SS &KiE(E— HTTP i5KZHI , Wi5etlEE—1 OSSClient 3L :

/I endpointLAtTu 1 , HftbregioniEH&LIREIRIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeyis & sehttps://ak-console.aliyun.com/#E&
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 B3 OSSClient3Lfl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

Il {EF3iRIRIOSS
Il XFossClient



ossClient.shutdown();
gUiZEBucket

F6E=S8) ( Bucket ) 2 OSS £F@mE=IE , HAETEUENSES , JLRMEET UL ( Object )
LA ERAAFTE— Bucket :

ossClient.createBucket("<bucketName>");
Lf% Object
LA R &304 ( object ) & OSS :

String content = "Hello OSS";
ossClient.putObject("<bucketName>", "<key>", new ByteArraylnputStream(content.getBytes()));

15888 :
« Java SDK i&iZ InputStream _E{& Object Z0SS,
T#Object
AR ERA{A3REY Object I ANZ :

OSSO0Object ossObject = ossClient.getObject("<bucketName>", "<key>"));
InputStream content = ossObject.getObjectContent();
if (content != null) {
BufferedReader reader = new BufferedReader(new InputStreamReader(content));
while (true) {
String line = reader.readLine();
if (line == null) break;
System.out.printin("\n" + line);

content.close();

}

58P

« M 0SSClient.GetObject IR[E]—4 OSSObject 3Ll , IZLHIBSNHRBRETTER
(meta),
« &R OSSObject.GetObjectContent FRENSZIHBNIGR , AIERBATREERNS , BRZE

KHAREXANTR.



5% Object

H5ER—HR L& Object #Fig , OIREREEE Bucket TERML Object, LA TNBRRITS!
ZEE Bucket A Object :

ObjectListing objectListing = ossClient.listObjects("<bucketName>");
for (OSSObjectSummary objectSummary : objectListing.getObjectSummaries()) {
System.out.printin(" - " + objectSummary.getKey() + " " +
"(size =" + objectSummary.getSize() + ")");
}

JAF3 OSSClient#listObjects 1R[A] ObjectListing L7 , IZEHIE SR listObject iEXKANIREIZS
B8R , A& ObjetListing#getObjectSummaries $XKEXFAE Object HUEHIASE.

i58BB :
« _EERIKIEERIAFIZE 100 4 object,
fHIE& Object
LATHRIERUNEFRERE Object :

ossClient.deleteObject("<bucketName>", "<key>")

58P

« OSS Java SDK i#{EREINSERERT | iRERENY | BEESX ; MBS EiRIBIEIERK | 1A
IREIRIERTEH ;
o TEMRILBESE : GitHub,

1.2.1.5 518 Bucket

8% Bucket
&B]LA{#AE OSSClient.createBucket Blli& Bucket, SN NASERUMT#HEE— Bucket :

/Il endpointLATu 961 , EftiregioniEELinEIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeyis & sehttps://ak-console.aliyun.com/#E&
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 8172 0SSClientsL{7l
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

Il €llEEbucket
String bucketName = "<your-oss-bucket-name>";
ossClient.createBucket(bucketName);


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetStartedSample.java

Il ZFclient
ossClient.shutdown();

1588 :
« BucketIZFE2L2RBHE—HRY , FILUEFTE(RIEBucketZBFRASHIAEE.
LEREEIEERbucket , NIREFABIES. tliZbucketBIATLIIEEbUckettNIR , AN TAIRGUTES -

CreateBucketRequest createBucketRequest= new CreateBucketRequest(bucketName);

1 & EbuckettSfR
createBucketRequest.setCannedACL(CannedAccessControllList.PublicRead);
ossClient.createBucket(createBucketRequest);

53¢ Bucket

e A{EF OSSClient.listBuckets FIxsiEE A RAY Bucket,
EEN e

AR R AER AR S TS 28 E R RY Bucket FUK :

/Il endpointLATu /961 , EftiregioniBEizLiniEiES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeylg& R=https://ak-console.aliyun.com/#/&E%&E
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 RlIEE2OSSClientsLA|
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

/1 5I|ZEbucket

List<Bucket> buckets = ossClient.listBuckets();

for (Bucket bucket : buckets) {
System.out.printin(" - " + bucket.getName());

}

/I FKAclient
ossClient.shutdown();

LFERIHBERZ REERE 100 4 bucket , BERERHERFAIE K. 5% bucket BY , BITISE
prefix, marker, maxkeys £%{ , BJLAUZIE bucket 513k , SCHIREAIEIAITIEE,

24 €M

prefix PRAEIREIRY bucket name #AZRLA prefix fEARISR , AILARIRRE , FMRERA
TERISEE

marker RELERM marker Z [5iFHHEFNE— N FARE , TLAREE , A&
ERTMLTFFIRIRIE]




28 €M

max keys FRIELLRIR[E] bucket BIERAZEL , ANRAFIRTE , EXIAJS 100 , max-keys BE
ABEAF 1000
ISERIZETZE

ListBucketsRequest listBucketsRequest = new ListBucketsRequest();
listBucketsRequest.setPrefix("<yourBucketPrefix>");
for (Bucket bucket : ossClient.listBuckets()) {

System.out.printin(" - " + bucket.getName());

}
18XE max keys 71z

ListBucketsRequest listBucketsRequest = new ListBucketsRequest();
listBucketsRequest.setMaxKeys(500);
for (Bucket bucket : ossClient.listBuckets()) {

System.out.printin(" - " + bucket.getName());

}
HES Bucket
#RaT {8 OSSClient.deleteBucket & Bucket, LA TRCAEERANEMIE— Bucket :

/I endpointLAu 961 , EfthregioniEizsLiriEtiES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeyig&Rhttps://ak-console.aliyun.com/#/&EE
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

I BZEOSSClientsLfl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

I lBRbucket
ossClient.deleteBucket("<bucketName>");

Il & Fclient
ossClient.shutdown();
BB :

© MREHEZERNZE (FETEPEXXHEED R EEER ) | WEESETTERER ;
« WIRSHBREREETRIRTE XSS | FiESE RERIOMIRR.



¥IiF Bucket EBTFE

1&eJLA{#FA OSSClient.doesBucketExist 2 [0¥ifiZ Bucket EBEFE. LA TMUBERINEFIETE
7E Bucket ERFE :

/I endpointLATTUMN 91 , EftbregioniBZLfREIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;

Il accessKeyla& Rhttps://ak-console.aliyun.com/#/&EE&E

String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";

I/ BIEEOSSClientStfl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

boolean exists = ossClient.doesBucketExist("<bucketName>");

Il ZFclient
ossClient.shutdown();

iZ 8 Bucket ACL

Bucket i ACL §8&8=2% : Private ( fJABIEE ) . PublicRead ( AHEEFABE ) . PublicReadWrite
( AHEE ), SaJLUEIE OSSClient.setBucketAcl i85 bucket BIRR.

PR Java SDK ¥JR{E

hEES CannedAccessControlList.Private

N =SET v =)= CannedAccessControlList.PublicRead
~HFES CannedAccessControlList.PublicReadWrite

AURBRERAMAEIR & Bucket AITR :

Il endpointLATuN 61 , EftbregioniEH&LinEIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
Il accessKeyiaahttps://ak-console.aliyun.com/#/&%E
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

I/ BlFEOSSClientsLfl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

/1 iZEbucketti R

ossClient.setBucketAcl("<bucketName>", CannedAccessControlList.Private);

Il FFclient



ossClient.shutdown();
3REY Bucket ACL

&R LAIEIT OSSClient.getBucketAcl $KEX bucket BIRPR., LA TR ERIN{ESKEY Bucket A9 ACL

/I endpointLATu /961 , EfthregioniBEizSLiriEiES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;
Il accessKeyig&Rhttps://ak-console.aliyun.com/#/&EE
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 RIEEOSSClientsLA|
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

AccessControlList acl = ossClient.getBucketAcl("<bucketName>");
I buckettfR
System.out.printin(acl.toString());

/I KAclient
ossClient.shutdown();

3XEY Bucket Location
Bucket Location B[} Bucket Region,

REJLLEIT OSSClient.getBucketLocation FXEX bucket BIRPR., LA TAIBERIN{AFAE Bucket B

Location :

/I endpointLATu /961 , EfthregioniBEiZLiriEiES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;
Il accessKeylgaehttps://ak-console.aliyun.com/#/8&
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

11 BIEEOSSClientsLAl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

String location = ossClient.getBucketLocation("<bucketName>");
System.out.printin(location);

/I FKAclient
ossClient.shutdown();

3%BY Bucket Info

Bucket Y Info ©3F Location, CreationDate, Owner RIEZEEE, LU TKBERUIIFEE
Bucket B9 Info :

/l endpointLATu /961 , EftregioniEi&LinIEIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
Il accessKeyig& Rhttps://ak-console.aliyun.com/#/&EE&E
String accessKeyld = "<yourAccessKeyld>";



String accessKeySecret = "<yourAccessKeySecret>";

/1 BIFEOSSClientzLAFl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

BucketInfo info = ossClient.getBucketinfo("<bucketName>");

/l Location
info.getBucket().getLocation();

/I Bl B AR
info.getBucket().getCreationDate();
/I owner
info.getBucket().getOwner();

/1 1BR

info.getGrants();

/I &Fclient
ossClient.shutdown();

1.2.1.6 EEXHH

LERR

£ 0SS 1 , PR FRIBALIRERITEX M ( Object ) . OSS Java SDK R 7 FEAIIF L%
#Z0 , TTLUBE LA ey

« ML

« X EfE

< IBINEfE

« DREE

o WTREMELE

R e, LS. BN EfEA93Y ( Object ) BRAABERRIL 5 GB, M ART , BERD A

£f& , o R EEXHRINAREERT 48.8 TB, MimaRte L& , STFHA. MiREfE. BEXNTHXK
N, BTREER D A EEERFINGE. S Rl mERtE.
(SN <

IV LfE, X EEFREER EE, V& | (R InputStream {F9 Object HUEIR ; 34 EA&(E
FAAHSZ4HF /9 Object #iEIR.

58P
B8 _HERTERBIES®E | GitHub

el

1RETLA{#F OSSClient.putObject H{ESHISURETRE OSS,


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/SimpleGetObjectSample.java

LIEFTH

/I endpointLAtTUN 91 , EftbregioniEZLiREIRIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";

/] accessKeyiaahttps://ak-console.aliyun.com/#/&%E

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 B2 OSSClientsL{l

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
Il EEFFrER

String content = "Hello OSS";

ossClient.putObject("<yourBucketName>", "<yourKey>", new ByteArraylnputStream(content.
getBytes()));

/1 K iAclient

ossClient.shutdown();

1€ byte &0

/I endpointLATu /961 , EfthregioniBEizSLiriEiES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

Il accessKeyig&Rhttps://ak-console.aliyun.com/#/&EE

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 B3 OSSClientsLfl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld,accessKeySecret);
Il k1&g

byte[] content = "Hello OSS".getBytes();
ossClient.putObject("<yourBucketName>", "<yourKey>", new ByteArraylnputStream(content));
I XKAclient

ossClient.shutdown();

LERILETR

/I endpointLAtM A1 , EftbregioniEiZSLiRERIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

Il accessKeyig & Rhttps://ak-console.aliyun.com/#/&EE

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 BlIE2OSSClientsLA|

OSS{;Iient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I/

InputStream inputStream = new URL("https://www.aliyun.com/").openStream();
ossClient.putObject("<yourBucketName>", "<yourKey>", inputStream);

/1 KAclient

ossClient.shutdown();

LEXHTR

/I endpointLAMu 61 , EfthregioniEiZsLiriBEtiES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

Il accessKeyigaRhttps://ak-console.aliyun.com/#/&EE

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

I RlFROSSClientsLf|

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
Il EAESTIHR



InputStream inputStream = new FilelnputStream("localFile");
ossClient.putObject("<yourBucketName>", "<yourKey>", inputStream);

Il XFclient

ossClient.shutdown();

&AM

/1 endpointLAFTLM /951 , ElftbregioniBiZsLinE/RIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;
/I accessKeyig&Rhttps://ak-console.aliyun.com/#/E&
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 RIEEOSSClientsLA|

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

Il e

ossClient.putObject("<yourBucketName>", "<yourKey>", new File("localFile"));

Il ZFclient

ossClient.shutdown();

RETTER

SHETEASE ( Object Meta ) , EIFAFI_HEF] OSS HUSTHRIEMGE | 0GR : HTTP /R
{ ( HTTP Headers ) %] User Meta ( FIFEIENITEE ) . XHTHESEESHAR S (7
5. STHEEMS, BIIEE. DB S Biags ) | SENHRHTEE, TEEERRA/N

SRR .

IR EHttp Header

0SS IFRAFBENX Hitp header, Http header iI5&%&RFC2616, JL/NEFBHY hitp header 15BR4N

T
=i iR EiINE
Content-MD5 | SUHEUERES |, IRE T 1%/EE 0SS KBRS MD5 | T

1256 , FBERMAAY MD5S 534 MD5 LEER , A—H=H

HiER

Content-Type

SRS MIME |, X RIS I TUERAD | IRTEN S
Bt A, HARSEEsE. INRAFREEEN
HRIE Key BB RRER , INRIET REBNIEE
NME

application/octet-
stream

PrE

Content- 187~ MINME AP AR /B NeSs | FTHET 7T
Disposition &, EXEBIR
Content-Length | HERISUHRIKE , TR SUFIIKESENT , RENX | R/ SUBTEKE



https://tools.ietf.org/html/rfc2616

& ik RRIAE

Expires RIFISEARTIE) , OSS KER , IEUEEMEIGHTIE ( GMT | I
)
Cache-Control | #87EiZ Object # NERTRIMTIRIEFITH 7c

/1 endpointLAFUM A , EfttregioniBiZLiMERIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

/Il accessKeysi; ﬁ%https /lak-console.aliyun.com/#/8&

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

String content = "Hello OSS";

/1 72 _E{EObjectiIMetadata

ObjectMetadata meta = new ObjectMetadata();

I8 EENHRE

meta.setContentLength(content.length());

112 E EEMD51REE

String md5 = BinaryUtil.toBase64 String(BinaryUltil.calculateMd5(content.getBytes()));
meta.setContentMD5(md5);

% E& HERERE

meta.setContentType("text/plain");

/1 B2 OSSClientsL{l

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I EAE3 4

ossClient.putObject("<yourBucketName>", "<yourKey>", new ByteArraylnputStream(content.
getBytes()), meta);

Il ZFclient
ossClient.shutdown();

1588 :

» ObjectMetadata 2HE Y HTTP Header BYIRE , EEUl Content-MD5, Content-Type .
Content-Length, Content-Disposition , Content-Encoding . Expires, x-oss-server-side-
encryption £ ;

 {§FH ObjectMetadata.setHeader(String key, Object value) & Header,
HAREEXTER
0SS X#FAFBENX Object AITTER , XJ Object B{THEIA,

/' endpointLAMTUN A , EftbregioniSREFREIIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
I accessKeyi; ﬁ%https /lak-console.aliyun.com/#/&%&
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";
String content = "Hello OSS";

/1 872 O0SSClientsL{jl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
/] 8J# F{&0bjectfiMetadata

ObjectMetadata meta = new ObjectMetadata();
I1EEBENTTERnamef{EImy-data



meta.addUserMetadata("property”, "property-value");
Il B3I

ossClient.putObject("<yourBucketName>", "<yourKey>", new ByteArraylnputStream(content.
getBytes()), meta);

Il KiAclient

ossClient.shutdown();

1588 :

- ELEARBF , BREEXT—1&FR/ "property” , {E/9 "property-value” RITTIER ;
o HRITTIEEEILUEIT OSSClient.getObjectMetadata FXEX ;

o TESUHRIRY , XHRITTERE SRR TE ;

« —AXHEILBEZNTTER  BA/INVREEET 8 KB,

BURRIRHSI4 S

0SS BIRBAXHEIGXMESH] , FiEt=E02LA Object SkFENE, BIRBEHIEGEAR ERIRE
BIERT— size 3 0 B9 Object, XIJFIX/ Object AILA EETE , REEHIGEXILL /" EEN
Object LISEFAI AL ER.

/I endpointLATu /961 , EfthregioniBEizLiriEiES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

Il accessKeyig&Rhttps://ak-console.aliyun.com/#/&EE

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

Il RIEOSSClientsLA|

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
final String keySuffixWithSlash = "parent_directory/";
ossClient.putObject("<bucketName>", keySuffixWithSlash, new ByteArraylnputStream(new
byte[0]));

Il XKAclient

ossClient.shutdown();

ENNLfE

R :
SRR AR ERRECRE T — N RFLL " ERAI .
SFF XN REHEF AT EETE , REEFIESXIL 1" SRANGL UGBS R,
2% B ROERE—RENTT , tban dir1/dir2/dir3/ , BlE dir1/dir2/dir3/ BIE]T , dir1/, dir1/dir2/ A=
FECE,

B, R LT, MimE EfE | BlEZATIObjectERENormalsiE! | iXFfObjectE HAEERZ /G
REMZEER , REEEE , FREK. WMRObjectABAET M , REEEH LIZERAIObject



FBHEZHHIRE , XBEOSSHIEBXHRFERII— I EAXS, [ERXHMHE , EREM

RS TRRASE , HEINSRRE, SUNERIUES , MR SCRI BRI,

OSSRt T BFEBITEN_E(E ( Append Object ) FIFFTE— Object/SHELESE
XA STV FRIObjectiIZEEE J9Appendable Object , MIALEAIS T LIZAIObject2 B JINormal

Object, BRIBIN_H{EHIEIREERREIZRIRT AT,
1=a]AsEFHOSSClient.appendObjectiE N &3 14,

AppendObjectResult appendObject(AppendObjectRequest appendObjectRequest)

AppendObjectRequesta[iRBESHUNT :

£ {EF BiE
BucketName bucketZFR setBucketName(String bucketName)
Key objectZ R setKey(String key)
InputStream FFENNAINS , InputStream/File— | setinputStream(InputStream
Cirg inputStream)
File FHEINRIAZ |, InputStream/File— | setFile(File file)
Vv
ObjectMetadata ISEODbjectiTTISE , F—XBIN |setMetadata(ObjectMetadata
EX metadata)
Position ObjectiBINE setPosition(Long position)

AppendObjectResult lISEENT :

88 aX Bk

nextPosition BRI T —RiE kN iR itHposition, 3EfR_E | Long getNextPosition()
HEZRIObjectHKE,

objectCRC64 ObjectdJ64{i/CRCIH, %64 CRCIRHzE String getObjectCRC64()
ECMA-182irETEEH

g :
BN EEREAIEIES®E | GitHub

Il endpointLAtTu /9l , EftbregioniBHRLFREIIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

I accessKeyuz_.f'é%https /lak-console.aliyun.com/#/8%&
String accessKeyld = "<yourAccessKeyld>";

INARZEAITHEE.



http://www.ecma-international.org/publications/standards/Ecma-182.htm
http://www.ecma-international.org/publications/standards/Ecma-182.htm
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/AppendObjectSample.java

String accessKeySecret = "<yourAccessKeySecret>";
String content = "Hello OSS";
Il RlIEEOSSClientsLA|
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
AppendObjectRequest appendObjectRequest = new AppendObjectRequest("<yourBucket
Name>",
"<yourKey>", new ByteArraylnputStream(content.getBytes()));
/I E—IXRIENN
appendObjectRequest.setPosition(0L);
AppendObjectResult appendObjectResult = ossClient.appendObject(appendObjectRequest);
I BRIEDN
appendObjectRequest.setPosition(appendObjectResult.getNextPosition());
appendObjectResult = ossClient.appendObject(appendObjectRequest);
I E=IRIENN
appendObjectRequest.setPosition(appendObjectResult.getNextPosition());
appendObjectResult = ossClient.appendObject(appendObjectRequest);
/I KiFlclient
ossClient.shutdown();

BB :

o BINEERREISBIRE] , XK/ EBRAISGB, BANHEERD FLE ;
« IBNNEEERYSH(Append ObjectyE R A sz3FcopyObjectifE,
[Cif=tedil i

L EERSUHRT , INRMNEARERERFR S  WEN LEREM Y. BRTERELS

R, XEHMAMURERR , ENEFMEENBERT , FEElSRER T ETR L&, BT

OSsSClient.uploadFile¥EZSRSCHIMTREHE L& , ©#U2UploadFileRequest , iZIEKBLATS

%5( :

* bucket FETEEF , MikSEH , BIWELERE

* key E{&ZZIOSSHObjectZF , Mi%SE , BEWIELXRE

« uploadFile fF EERAMIG , WikSE) , BIdMIETGASisetUploadFileiR &

+ partSize 5 HK/\ , M100KBEI5GB , BB{iIEByte , AIIESEL , BAIA100K , BT setPartSizei
=1

« taskNum 3 EEFHERE , FIESEL, BOAA1 |, BidsetTaskNumigE

« enableCheckpoint HERBFEMTRERME | AIESEL , BUAMREEINREXA] | BT
setEnableCheckpointiZ &

+ checkpointFile FFEMTREAERT , FEGEAMICR D H LEER , MR EEEW , TRAS
HEBERIINS R | ANESE , BASF LENAMSXHREBR , AuploadFile.ucp , BILAE
idsetCheckpointFileig &

\

+ objectMetadata , ObjectfIcEUE , ANi%S 4L , FHFRILAEId setObjectMetadataiR &



o callback EERINERVENAE , vlikSE , R LAE I setCallbackiRE.

HIONFRERRE LN HDRET D R o5 B . &EFEDR# EERE | FTlEN
XN, EEENTEPRICRER LERHEER (iBRfEcheckpoint> 49 ) | WNR L&
SRR —S B HEEN , R EERSMcheckpoint )X HIERAI LR HE, XEKRBIXIEA
RrEiEES _LRERERIcheckpoint3 4, EfE5ERk/E , checkpointSX 4= #HER.

/I endpointLAMUN/af , EftbregioniSREPREIIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";

Il accessKeyla& Fhttps://ak-console.aliyun.com/#E%&E

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

Il RIEEOSSClientsLA|

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I BT RERMETFR

UploadFileRequest uploadFileRequest = new UploadFileRequest("<yourBucketName>", "<
yourKey>");

/I 3ETE _EAERIA 14

uploadFileRequest.setUploadFile("<yourLocalFile>");

I 1E7E _EA&F R EAEEL

uploadFileRequest.setTaskNum(5);

I 3EE EAERID R

uploadFileRequest.setPartSize(1 * 1024 * 1024);

Il FAIETRERtE
uploadFileRequest.setEnableCheckpoint(true);
Il W& L&
ossClient.uploadFile(uploadFileRequest);

Il KAclient

ossClient.shutdown();

1588 :
- WImZHMERD A LEREEME , RN EESCIY ;

o NHRKEMEINERER , #EFERDH LE
. BiREEZISIEREObjectMetadata , 3255 E1&5epkEfEcallback,

PhRLE

SHFAXE LS , LIS EE. BRPYLUENTHRARSEN (BMUETL ) |, RS
& ( Multipart Upload ) #&=t,

o FESMALEE,

o _H1EBIT100MBA/NIISE,

o MBEMARE  MOSSHIIRS S Z ANVHEEEERITT.
o HESUHZED  FTEHE LRSI,

3k _Ef& ( Multipart Upload ) 5980 R3NP



o WA —1D B LEESS ( InitiateMultipartUpload )
BASHITEED F ( UploadPart )
Sef5 FEfE ( CompleteMultipartUpload ) aEBE S AL {&(AbortMultipartUpload)

S E5ERMultipart Upload

58P
oA EERTERBIES®E | GitHub

a4 Multipart Upload

fEEFMultipart UploadtiEEHEURERT , WARSTEFOSSHIIAH— MMultipart UploadZE{4, iZIR{E
2RE—PMOSSIRS S BIEASBE—AYUpload ID , BFHmRAXMultipart Upload=5{4, FIFTET
LIARIEX N DRAFSIEEHRIE , tNshLEMultipart Upload. ZifIMultipart UploadZ%,

B OSSClient.initiateMultipartUpload ¥4t — N B 1S4 -

/I endpointLAMuN /9l , EftbregioniBRLPREIIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";

Il accessKeyia& Fhttps://ak-console.aliyun.com/#EE&E

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucketName = "<yourBucketName>";

String key = "yourKey";

/1 BlI32OSSClientsLfl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest(bucketName, key

)1
InitiateMultipartUploadResult result = ossClient.initiateMultipartUpload(request);
String uploadld = result.getUploadId();

1588

« FlInitiateMultipartUploadRequestfgxe (&SRR FFIFTEFiE=SIE) ( Bucket ) ;
 fEInitiateMultipartUploadRequestd , &t AT LLIZ B ObjectMeta ;
« initiateMultipartUpload BSREIEERFEHUploadld , EEX S H HESEHIE—RR |,

HYERERBRZIE.
LiERH
ek — MMultipart UploadZ f5 , ATLAIRIEIEERIODbjectZ#1Upload IDES H ( Part ) _E{EEUE.
5 LERPartEfE— MR ERNSERE—o /S ( part number , SEEIZE1~10,000 ) . XIFE
—Upload ID , iz A SMEE—IRRIX—REEE , tBinR 7 X REGEEERERAN SUFRRIERIE.
MERAE— M FERE , HETHNEUE | BBA0SS LEAIXIMN Y AEIRSHES. BTR


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/MultipartUploadSample.java

[a—RPartLAgh , EfttiIpart&z/\/9100KB ; &fe—HRPartiREA/NRE. MDA AFERINT L
& , EEAILIEAEHIE. AEWRE L EE , OSSRIRIRD A SHEFRAM AN

JAFOSSClient.uploadPart L&D :

List<PartETag> partETags = new ArrayList<PartETag>();
InputStream instream = new FilelnputStream(new File("<localFile>"));
UploadPartRequest uploadPartRequest = new UploadPartRequest();
uploadPartRequest.setBucketName(bucketName);
uploadPartRequest.setKey(key);
uploadPartRequest.setUploadld(uploadid);
uploadPartRequest.setinputStream(instream);

IEED AR, BRRE—19 R, Bt REAXTF100KB
uploadPartRequest.setPartSize(100 * 1024);

I&ED RS , SEER1~10000 ,

uploadPartRequest.setPartNumber(1);

UploadPartResult uploadPartResult = ossClient.uploadPart(uploadPartRequest);
partETags.add(uploadPartResult.getPartETag());

i58EB :

« UploadPart 75iAZEKRRE— 1 PartbAyh , BftAIPartA/NEBERTF100KB, {ERZUpload
PartiEOHASIZAIMRE EEPartiI /N ( EATMERE TG —IR ) ; REZComplete
Multipart UploadfiRHE A S1356

« OSS&ERSSRImILEIPart#HEAIMDSEREE Tagsk IR BILS .

o ATIRESIREMSEEETRETAHIER , SDKEBZIREContent-MD5 , OSS&itE HE
#FUERIMD5{ES SDKITERAIMDS{ELE , S1RA—EURElInvalidDigesti&iRAD,

 PartSIBATEEIRZ1~10000, fNEREHXEE , OSSKiRElInvalidArgumentiI§EiREL,

« BR fEpartitEBEIERERIRIR EERFFLFRAIRIAIAE.,

« B8R EfEpartZf5 , OSSHIRMEILEREEE— PartETag 315 , fth2 LERAIETag SRS (
PartNumber ) B94BE ,

- ERESENS R EENESBRYSBIE  BRRIIFESEFRFER. —BRARI1ExLY
PartETag XAS{RFEIListF,

SRk H k(&

a5 R EtesemfE , FEREAComplete Multipart UploadsREepEE NI HiIMultipart Upload, £

PUTIZIR(ER , FERHFEBEINS RFIR ( BES RSO RETAG ) ; OSSWEIRARS F

JIRE  RF—WIESNM Y RIVERME. SEREIEParItiERIYE , OSSIEEXLS HEERK

—/NEEAJObject,



B OSSClient.completeMultipartUpload>emis B 1%

Collections.sort(partETags, new Comparator<PartETag>() {
@0Override
public int compare(PartETag p1, PartETag p2) {
return p1.getPartNumber() - p2.getPartNumber();

)%
CompleteMultipartUploadRequest completeMultipartUploadRequest =

new CompleteMultipartUploadRequest(bucketName, key, uploadld, partETags);
ossClient.completeMultipartUpload(completeMultipartUploadRequest);

%A :

o FERBHEY partETags FEFHT7 F LEFHREFNpartETaghyy % , BV RERD FSHF
HER
o SRALUERNESN,

BiHS F LS

ZEO T LARIEUpload IDALEXSRIAIMultipart UploadE5{4, 24— MMultipart UploadZ5{44a1E
& , ABER{EEX"Upload IDYEEHRIE , B& LIERIPartEiRth MR,

JEAPOSSClient.abortMultipartUploadBE D H _E(&ZE44 -

/I endpointLAMTu 961 , EftbregioniE&LinIEIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeyia&zhttps://ak-console.aliyun.com/#/&%&E
String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";
/1 8172 O0SSClientsL{jl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
Il _EfEFFrER
String content = "Hello OSS";
ossClient.putObject("<yourBucketName>", "<yourKey>", new ByteArraylnputStream(content.
getBytes()));
I BGES B E1& , E¥uploadld&HFinitiateMultipartUpload
AbortMultipartUploadRequest abortMultipartUploadRequest =
new AbortMultipartUploadRequest("<yourBucketName>", "<yourKey>", "<uploadld>");
ossClient.abortMultipartUpload(abortMultipartUploadRequest);
Il KiAclient
ossClient.shutdown();

REE HERND R
SR _HER99> T LAB %I HigEUpload IDFRERIFFEESR HIERRIINS B, BILUER
OSSClient.listParts

REEAN LESHFRBE LIED R, listPartshIAIRBRISELIT !



28 3] Bix

Uploadid Upload Id , initiateMultipartUploadj&[a] |ListPartsRequest.setUploadld(String
HOZERIKREN, uploadld)

MaxParts OSSIf IR APart#H , BI9TRAT | ListPartsRequest.setMaxParts(int
F—RHPart#iE. maxParts)

PartNumber |ig%EListhUiciafii& , }BPart Number | ListPartsRequest.setPartNum

Marker MEXFZSHEParte w5 E, berMarker(Integer partNumberMarker)

fEEpFIEE

/I endpointLAtTU 61 , HftbregioniEH&LiREIRIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
Il accessKeyis & sehttps://ak-console.aliyun.com/#E&
String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";
11 BIEEOSSClientsLAl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
Il 528 _HERIS A, EbuploadldsEE FinitiateMultipartUpload
ListPartsRequest listPartsRequest = new ListPartsRequest("<yourBucketName>", "<yourKey>",
"<uploadld>");
PartListing partListing = ossClient.listParts(listPartsRequest);
for (PartSummary part : partListing.getParts()) {
RS, HERHRIEE
part.getPartNumber();
I 53 REER AN
part.getSize();
/I Parti9ETag
part.getETag();
Il ParthiIERfS{E _EE
part.getLastModified();

}
Il &Fclient
ossClient.shutdown();
5B
o BANBRT , IREFE=EFIS F EESHEIEEAT 1000 , MR S1R[E]1000/MMultipart
Upload{S& , BiR[EI%Z5ERF IsTruncated ffalse , FHR[E] NextPartNumberMarkerfE N IHIEE
EXAURE AR,
o WMREERMEBAEATEN &SR |, ATLARBES IR 5 1.
RFBELESH
FABRT | listParts REEFIZE1000N D, MRS FEEKRT1000 , FIEMBED FEESEN TR
fil,

/I endpointLAtuH A1 , HitbregioniSiZSLiMERIES



String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeylg& R=https://ak-console.aliyun.com/#/&E&E
String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";
/1 B3 OSSClientsLfl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
Il IR FEE LENS R
PartListing partListing;
ListPartsRequest listPartsRequest = new ListPartsRequest("<yourBucketName>", "<yourKey>",
"<uploadld>");
do {
partListing = ossClient.listParts(listPartsRequest);
for (PartSummary part : partListing.getParts()) {
NahRS , HERHEsE
part.getPartNumber();
1153 REER AN
part.getSize();
Il PartfJETag
part.getETag();
Il PartER/S1E L&
part.getLastModified();

}
listPartsRequest.setPartNumberMarker(partListing.getNextPartNumberMarker());
} while (partListing.isTruncated());
Il K Aclient
ossClient.shutdown()

PTGRE RS A
BIANMBRT | listParts—XFIZ£10001053 H , EHEAY
REFFEE L&D A

BESRI—FMFHKIER , §R10001M0H. RFTEEEEND AIHE , BI—R7IENSHE
£, BEEELUTHE.

=,
/I endpointLATU /961 , EfthregioniBEizLiriEIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;
Il accessKeyig & Rhttps://ak-console.aliyun.com/#/&EE
String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";
/1 B3 OSSClientzLfl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I 3TAFVEEE LD H
PartListing partListing;
ListPartsRequest listPartsRequest = new ListPartsRequest("<yourBucketName>", "<yourKey>",
"<uploadld>");
/1 gT1001MD A
listPartsRequest.setMaxParts(100);
do{
partListing = ossClient.listParts(listPartsRequest);
for (PartSummary part : partListing.getParts()) {
N3RS, HEREE
part.getPartNumber();
I 53 REHEAR /N
part.getSize();
I PartiETag



part.getETag();

/I ParthIE/EfEe_EA&
part.getLastModified();

¥
listPartsRequest.setPartNumberMarker(partListing.getNextPartNumberMarker());
} while (partListing.isTruncated());

/1 FAclient

ossClient.shutdown();

REFEZ RN D A LIES M

HEEs B EESEH LS FIHREHRITRIS F EES 4 | IELYIRHATIE R CompletegiE
Abortf973 i L&, 5IE5 A EERIANRERISEUIT

SHKRIRE , NOSSZBZUploadldMa
rker8%, ANEKeyMarkerSEHIS
B, EWERPES : FiiSObjectiE
FHFEF AT KeyMarkerSEHEH
ObjectZF%FKeyMarkerS#{EH
Upload IDEtUploadidMarkerS#{&k
B9 EIESEH,

£ R Bi&

Prefix FREIRBIRIS44 (object) i ZmLA ListMultipartUploadsRequest.setPrefix(
Prefix{ERRIE, iTE{FEMAPrefixaig | String prefix)

R, IREIRISZ {442 (Object) RSB E
Prefix,

Delimiter HATFXIObjectB = T0HIN=FHT. ListMultipartUploadsRequest.setDelimiter(
FrEaFaaIEERISESE— XY | String delimiter)
ldelimiter=fF2Z [@Jobject/EA—4H
JTE.

MaxUploads| [REIRIRE S B EEEERIGRAEL | ListMultipartUploadsRequest.setMaxUplo
B , BIA1000 , MaxUploadsBYEA | ads(Integer maxUploads)

BEAF1000,

KeyMarker |FrBObjectE =R KT ListMultipartUploadsRequest.setKeyMarker
KeyMarker&#{EMultipartZ{4, 1] | (String keyMarker)
LA5UploadldMarker&#—[E){sEFE
IEEREIERIEIRAIE,

UploadldMa [ 5KeyMarker&#—E{EAEIEEIR |ListMultipartUploadsRequest.setUploadl

rker EIZERARIANE, WNERKeyMarker | dMarker(String uploadldMarker)

JAFOSSClient.listMultipartUploads3kENTEiE @ H L&,




mERFES R LIESH

/I endpointLAtu 9l , EftbregioniSZLiREMIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
/] accessKeyiaahttps://ak-console.aliyun.com/#/&%E
String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";
String bucketName = "<yourBucketName>";
/1 B3 OSSClientzLfl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I B0 R EESE4
ListMultipartUploadsRequest listMultipartUploadsRequest = new ListMultipartUploadsRequest(
bucketName);
MultipartUploadListing multipartUploadListing = ossClient.listMultipartUploads(listMultip
artUploadsRequest);
for (MultipartUpload multipartUpload : multipartUploadListing.getMultipartUploads()) {
// Upload Id
multipartUpload.getUploadId();
/I Key
multipartUpload.getKey();
/I Date of initiate multipart upload
multipartUpload.getinitiated();

}
Il ZFclient
ossClient.shutdown();

1588 :

o FOABRT , MREFHEHFHD F EESHEHIEEAT 1000 , RESIRE1000M4E , HiIR
E14558 5 IsTruncated 7 false , IR[E] NextKeyMarker 1 NextUploadldMarker {E/5 T /RIEENAY
eI =

o WMREERMEAEATEN EESEM , ATLARBS 725,

SIE2ap LM

/I endpointLATTUMN 91 , EftbregionBZLfREIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;
Il accessKeyig & Rhttps://ak-console.aliyun.com/#/&EE
String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";
String bucketName = "<yourBucketName>";
/1 RIEEOSSClientsLA|
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I BVEE  EEEH
MultipartUploadListing multipartUploadListing;
ListMultipartUploadsRequest listMultipartUploadsRequest = new ListMultipartUploadsRequest(
bucketName);
do{
multipartUploadListing = ossClient.listMultipartUploads(listMultipartUploadsRequest);
for (MultipartUpload multipartUpload : multipartUploadListing.getMultipartUploads()) {
// Upload Id
multipartUpload.getUploadld();
/Il Key
multipartUpload.getKey();
/I Date of initiate multipart upload



multipartUpload.getlnitiated();

}
listMultipartUploadsRequest.setKeyMarker(multipartUploadListing.getNextKeyMarker());
listMultipartUploadsRequest.setUploadldMarker(multipartUploadListing.getNextUpl

oadldMarker());

} while (multipartUploadListing.isTruncated());

/1 KAclient

ossClient.shutdown();

DTGNS LIESH

MBS T | listMultipartUploads—X5&51000 L& , EEAIVVIESEE LESHRESTRH—
FHSPATEI , §0100010 51, WRFEEEENSFHIHE , B—XFIENSEHHE |, B5EU
TR,

/1 endpointLAFLM /91 , EftbtregioniBiZsLinE/RIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
Il accessKeylg& R=https://ak-console.aliyun.com/#/&%&
String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";
String bucketName = "<yourBucketName>";
/1 B2 OSSClientsL{jl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I B e
MultipartUploadListing multipartUploadListing;
ListMultipartUploadsRequest listMultipartUploadsRequest = new ListMultipartUploadsRequest(
bucketName);
IR =L TEs (!
listMultipartUploadsRequest.setMaxUploads(50);
do {
multipartUploadListing = ossClient.listMultipartUploads(listMultipartUploadsRequest);
for (MultipartUpload multipartUpload : multipartUploadListing.getMultipartUploads()) {
// Upload Id
multipartUpload.getUploadid();
I/l Key
multipartUpload.getKey();
/I Date of initiate multipart upload
multipartUpload.getlnitiated();

¥
listMultipartUploadsRequest.setKeyMarker(multipartUploadListing.getNextKeyMarker());
listMultipartUploadsRequest.setUploadldMarker(multipartUploadListing.getNextUpl

oadldMarker());
} while (multipartUploadListing.isTruncated());

Il ZFclient
ossClient.shutdown();

Post k(&

0SS Java SDKHEATE A FFPost_Ef&Object , R~ T PostObjecti~BIFER: |, AT LAE RS
sk B RBIER HE8 |, i5&% PostObjectSample, iHETEIEME LI Post Objectidf2H iR,
ZEin) , iBEEJAVAIRH)PostObjectZkE £ OSS,


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/PostObjectSample.java
https://yq.aliyun.com/articles/30346?spm=5176.team4.teamshow1

LE#HESR

OSS Java sdk>zisttESRINEE , a7 LG/ THEYHE. TEAMEBLLOSSC lient.putObject/y
B, BEEERESRINEERYER.

BB :
HEHERNTERLDIES®E « GitHub

static class PutObjectProgressListener implements ProgressListener {
private long bytesWritten = 0O;
private long totalBytes = -1;
private boolean succeed = false;
@0Override
public void progressChanged(ProgressEvent progressEvent) {
long bytes = progressEvent.getBytes();
ProgressEventType eventType = progressEvent.getEventType();
switch (eventType) {
case TRANSFER_STARTED_EVENT:
System.out.printin("Start to upload......");
break;
case REQUEST_CONTENT_LENGTH_EVENT:
this.totalBytes = bytes;
System.out.printin(this.totalBytes + " bytes in total will be uploaded to OSS");
break;
case REQUEST _BYTE_TRANSFER_EVENT:
this.bytesWritten += bytes;
if (this.totalBytes !=-1) {
int percent = (int)(this.bytesWritten * 100.0 / this.totalBytes);
System.out.printin(bytes + " bytes have been written at this time, upload progress: " +
percent + "%(" + this.bytesWritten + "/" + this.totalBytes + ")");
}else {
System.out.printin(bytes + " bytes have been written at this time, upload ratio:
unknown" + "(" + this.bytesWritten + "/...)");
}
break;
case TRANSFER_COMPLETED_EVENT:
this.succeed = true;
System.out.printin("Succeed to upload, " + this.bytesWritten + " bytes have been
transferred in total");
break;
case TRANSFER_FAILED_EVENT:
System.out.printin("Failed to upload, " + this.bytesWritten + " bytes have been transferre
dll);
break;
default:
break;
}

public boolean isSucceed() {
return succeed;

}

public static void main(String[] args) {
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
String accessKeyld = "<accessKeyld>";
String accessKeySecret = "<accessKeySecret>";
String bucketName = "<bucketName>";
String key = "object-get-progress-sample";


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetProgressSample.java

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
try {

I IR ER

ossClient.putObject(new PutObjectRequest(bucketName, key, new FilelnputStream("<

yourLocalFile>")).
<PutObjectRequest>withProgressListener(new PutObjectProgressListener()));

} catch (Exception e) {

e.printStackTrace();

ossClient.shutdown();

}

ihg
+ putObject/getObject/uploadPart&BszpH L INEE ;

« uploadFile/downloadFile A3z ¥R E SR INEE,
LfEER

OSSTE HESUHFERAIRHERT LASRMLENA ( Callback ) (5N AAIRSSER. AR RBEAKRIXLS0SS
AOEKETIERNAYCallbackS£] , BREsCINEIRE, IFESZiFCallBackfyiEA : PutObject,
PostObject, CompleteMultipartUpload,

LEEEN—MHRNVBHRESENGE =S LERRER , ERinfE LIEXHEIOSSHIRHEERE
FIRRSSEIHAIENRE , HEFIRAY_ EEESEOSSHITREEZ /G | OSSR RSS2 im Ak
HTTPIEE TR |, iXEARSS 28 imat A LA TS 2] _EAE5eAaU@B A AT A LASSRGE NEE =S 2T
FIME | BEEEREKEIIRS SR Z [F0SSA SRR ELEE Fif.

TELAPutObject95iBE _HERIVERIFEIE,

g :
HEEFERNEAIEIES®E | GitHub

/I endpointLAu 61 , EfthregioniEiZLirBEtiES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

Il accessKeyigaRhttps://ak-console.aliyun.com/#/&E%E

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucketName = "<yourBucketName>";

Il RO EERARSZ S8 HbAE | Whttp://oss-demo.aliyuncs.comakhttp://127.0.0.1:9090

String callbackUrl = "<yourCallbackServerUrl>";

/1 B2 OSSClientsL{l

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

String content = "Hello OSS";

PutObjectRequest putObjectRequest = new PutObjectRequest(bucketName, "key",
new ByteArraylnputStream(content.getBytes()));

Il EfEEIESE

Callback callback = new Callback();

callback.setCallbackUrl(callbackUrl);


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CallbackSample.java

callback.setCallbackHost("oss-cn-hangzhou.aliyuncs.com");
callback.setCallbackBody("{\\\"mimeType\\\":${mimeType},\\"size\\\":${size}}");
callback.setCallbackBodyType(CallbackBodyType.JSON);
callback.addCallbackVar("x:var1", "value1");
callback.addCallbackVar("x:var2", "value2");
putObjectRequest.setCallback(callback);

PutObjectResult putObjectResult = ossClient.putObject(putObjectRequest);
I ER EERERERNBEERE

byte[] buffer = new byte[1024];
putObjectResult.getCallbackResponseBody().read(buffer);

Il —EEclose , BN SIEMIEERIRtRE
putObjectResult.getCallbackResponseBody().close();

Il Kiflclient

ossClient.shutdown();

BB :
. HERBERELEE—EEcclose , BNSEMEESIEIER.

1.2.1.7 &3S

FaAR
0SS Java SDK 1247 FEATHE FEET , FIFTLUBTILT/Z0M OSS fFaizs
. WRTH
. TEREAMH
. WERSHE TR,
. EETH
R T
FEHTASIH TEA | FEARE—RIMELHNE | MEREARMANE | —RIE—HH

=
o

58P
R FEHATERIBIBES®E | GitHub

/I endpointLATu /961 , EfthregioniBEizLiriEiES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

I/ accessKeylg&3https://ak-console.aliyun.com/#/8%&

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucketName = "<yourBucketName>";

11 BIEEOSSClientsLAl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
OSSObject ossObject = ossClient.getObject(bucketName, "yourKey");
I/ EEObjectAA

System.out.printin("Object content:");


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/SimpleGetObjectSample.java

BufferedReader reader = new BufferedReader(new InputStreamReader(ossObject.getObjectC
ontent()));
while (true) {

String line = reader.readLine();

if (line == null) break;

System.out.printin("\n" + line);

reader.close();
Il &Fclient
ossClient.shutdown();

BB :

*  OSSObjectsLBIBEARTERITFIEZSIA ( Bucket ) . SUHAIRFR. Object MetadatalAR—1
BN

o BETHEERMARE SRR SIENE IS4 EHENFH. MObject Metadataf ZETag. HTTP
Header& HEMAITTIER ;

« OSSClient.getObjecBAENIR—EE R Rclose , BNSIERZEMEE ;

OSSObject ossObject = ossClient.getObject(bucketName, key);
ossObject.getObjectContent().close();

o [RUNFEMNOSSHRTVIEEN64KBRIEHE | 1B5FERIN TSRS RIEE , BESEEN64KBaEE X4
5T -

byte[] buf = new byte[1024];
InputStream in = ossObject.getObjectContent();
for(intn=0;n!=-1;){
n = in.read(buf, 0, buf.length);
}

in.close();
AR NI

byte[] buf = new byte[64 * 1024];

InputStream in = ossObject.getObjectContent();
in.read(buf, 0, buf.length);

in.close();

FEZ , RICEN—RA—EREERI £ EPEUE | IFMREBIES % InputStream.read ,
THEEIAith ST
IBObjectINA FEREWEEIIAMI . MNRIEEN A A FENSHE.

/I endpointLAtiiM Al , EftbregioniEZSLiRERIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeyia & https://ak-console.aliyun.com/#/&&
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";
String bucketName = "<yourBucketName>";


https://docs.oracle.com/javase/7/docs/api/java/io/InputStream.html

/1 B3 OSSClient3L{l

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

11 T object®I3Z{4

ossClient.getObject(new GetObjectRequest(bucketName, "<yourKey>"), new File("<yourLocalF
ile>"));

/1 KiAclient

ossClient.shutdown();

CET#H

gNEROSSXMIRK , HFERFEEST—HOEIE , ILIEREE T , THEE eEEdE. A
SFISERNTESEERO - 100 , MIREIFE0FISE100NFHHIEHE | BIEFE 1001 , H101FT5R9EK
#& , B[O, 100], ANRISEAVEEITTH , WEIEEN .

/I endpointLAMuN 7l , EftbregioniBSiRLPREIIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeyla& Fhttps://ak-console.aliyun.com/#EE&E
String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";
String bucketName = "<yourBucketName>";
/1 B2 O0SSClientsL{jl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
GetObjectRequest getObjectRequest = new GetObjectRequest(bucketName, "<yourKey>");
/I 3RERO~1000= 155 YR , B14E0F01000 , 1001 NFT5HIEHE
getObjectRequest.setRange(0, 1000);
I SEE T E,
OSSObject ossObject = ossClient.getObject(getObjectRequest);
/] EENEE
byte[] buf = new byte[1024];
InputStream in = ossObject.getObjectContent();
for (intn=0; n!=-1;){
n = in.read(buf, 0, buf.length);

}

Il InputStream#BURBIETTRE , —EZEclose , BN SIEMERE TR
in.close();

Il ZFclient

ossClient.shutdown();

1588 :
o WNERIEERIRange LA (ELANFHAME. ERMEATE , KFUEKRD) , WS TEEANY ;

« BUIFENOSSHTVIEEEN64KBRIZE |, IBEBII FRIA NS IRIEEN , BEEEN64KBaE 14
gZR

byte[] buf = new byte[1024];
InputStream in = ossObject.getObjectContent();
for (intn=0; n!=-1;){
n = in.read(buf, 0, buf.length);
}



in.close();
AU IR

byte[] buf = new byte[64 * 1024];

InputStream in = ossObject.getObjectContent();
in.read(buf, 0, buf.length);

in.close();

FRZR , MVE R A—EReERIEEPEUR | 1FHRRIES*® InputStream.read
B SHETE

HTEASHR , NRMBRSEREEFHER T  WEBENTHHMAN T, BRAMEARELS

Xk XEMAMUREERR  ANSTRENER T , FEEXSRERT AT T, Bl

OSSClient.downloadFileiZ LI msHED B & , £#EDownloadFileRequest , iZi&kE

LTS48

* bucket FHEZEIEF , MIESE , BIWELFRE

* key TEE|OSSHIObjectBF , MIXSH , BIMWIETARE

+ downloadFile 314 , TEELZIUY , AIESEL , BAiAREkey , BIIHEIETT A8k setDownloa
dFileig&

« partSize DA/, M1BZI5GB |, BiiZ2Byte , ANESEL , BRHIA100K | i@idsetPartSizeiZ &

« taskNum R FEFFAE , AliESE , BAA1 | BT setTaskNumiRE

« enableCheckpoint FHERTEMTREME , AESE , BIAMTREEEIIEXRE | B
setEnableCheckpointiZ &

« checkpointFile FFEWTREHERT , FEERMICRO R THER | IRTHEM , TFAF<H
THELKINNS F |, alikSEL , Bl SdownloadFileEBER , AdownloadFile.ucp , BILAE

1dsetCheckpointFileiR &

HI IR REE N ERIObjectE TN AR 8I TE , REAMED RES FEEINE , Tl
BN TE. £ FaTREFSICRIAR FMRIHERER (iICRfEcheckpointX 4 ) FIET
HDF , MR TEHIRFE—D R TEHEY , BRTEHASMcheckpoint S 4FHIBRAIRAET
. XEXRBXEBNEEES DXEERcheckpointX 4, T &G/ . checkpointS 424K

Il endpointLAUM 51 , EftbregioniBiZLbRIEIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

Il accessKeyig&Rhttps://ak-console.aliyun.com/#/&EE

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";
String bucketName = "<yourBucketName>";


https://docs.oracle.com/javase/7/docs/api/java/io/InputStream.html

/1 B3 OSSClient3L{l

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I FEIEK , 10MESFH R T , Ballimsetg

DownloadFileRequest downloadFileRequest = new DownloadFileRequest("bucketName", "key
downloadFileRequest.setDownloadFile("downloadFile");
downloadFileRequest.setTaskNum(10);
downloadFileRequest.setEnableCheckpoint(true);

I 8

DownloadFileResult downloadRes = ossClient.downloadFile(downloadFileRequest);
/I TEBRINET , SIREIERITTER

downloadRes.getObjectMetadata();

I XKAclient

ossClient.shutdown();

PREFRMGTH

TR | AILUSE— T EES MRERM  HERERMIT T , NHERIiRE , & FEXU4.
AILAERRIPRERMAT ¢

88 i5B8

If-Modified-Since WNRIEERYAY B R FSChMERATE , NIIEEE
%=, BUREEIR,

If-Unmodified-Since WRENSE PRI BT e & i T SESLhRE
AYE] , WIEEER G ; FUREEIR.

If-Match ANRENEAERIE TagFlobjectiy ETaglTEe , NI
EEEH ; BNIREEIR,

If-None-Match WNRIENBIETag{EFNObjectiIETagALLEL , M
EEEH ; BUREEIR,

58P

* WNERIf-Modified-SinceiRERIRIEIAFFEE , EERREIE , FiR[E200 OK ;

« If-Modified-Since#{If-Unmodified-Since A LARRITFFE , If-Match&If-None-MatchtB e] LAEIRS 77
=,

« WRBZI-Unmodified-Since H BAFGEE B 2If-MatchHBARFFS , iR[E]412 precondition
failed ;

. SIERBAEI-Modified-SinceF BT EEE R EIf-None-MatchHEAHE , IR[EI304 Not
Modified,

Il endpointi IS , EftregionBiRSChRERIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

/I accessKeylg&ehttps://ak-console.aliyun.com/#/8&
String accessKeyld = "<yourAccessKeyld>";



String accessKeySecret = "<yourAccessKeySecret>";

String bucketName = "<yourBucketName>";

/1 8172 OSSClientsL{jl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
GetObjectRequest request = new GetObjectRequest(bucketName, "<yourKey>");
request.setModifiedSinceConstraint(new Date());

Il N objectZI3 {4

ossClient.getObject(request, new File("<yourLocalFile>"));

/I K iAclient

ossClient.shutdown();

1588 :
« ETagfyERLABITOSSClient.getObjectMetadataikEY ;
« 0OSSClient.getObject , OSSClient.downloadFile&BSZHFRE S

TEGHES
0SS Java sdk>ZFAHERINGE | Ioa L&/ TEHRIHE. TEAIABLIOSSC lient.getObject/y
B, BREEAESRINEERYER.

1588 :
TEHHEFNTERLBESE . GitHub

static class GetObjectProgressListener implements ProgressListener {
private long bytesRead = 0;
private long totalBytes = -1;
private boolean succeed = false;
@Override
public void progressChanged(ProgressEvent progressEvent) {
long bytes = progressEvent.getBytes();
ProgressEventType eventType = progressEvent.getEventType();
switch (eventType) {
case TRANSFER_STARTED_EVENT:
System.out.printin("Start to download......");
break;
case RESPONSE_CONTENT_LENGTH_EVENT:
this.totalBytes = bytes;
System.out.printin(this.totalBytes + " bytes in total will be downloaded to a local file");
break;
case RESPONSE_BYTE_TRANSFER_EVENT:
this.bytesRead += bytes;
if (this.totalBytes = -1) {
int percent = (int)(this.bytesRead * 100.0 / this.totalBytes);
System.out.printin(bytes + " bytes have been read at this time, download progress:

n +
percent + "%(" + this.bytesRead + "/" + this.totalBytes + ")");
} else {
System.out.printin(bytes + " bytes have been read at this time, download ratio:
unknown" +
"(" + this.bytesRead + "/...)");
}
break;

case TRANSFER_COMPLETED_EVENT:


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetProgressSample.java

this.succeed = true;
System.out.printin("Succeed to download, " + this.bytesRead + " bytes have been
transferred in total");
break;
case TRANSFER_FAILED_ EVENT:
System.out.printin("Failed to download, " + this.bytesRead + " bytes have been
transferred");
break;
default:
break;
}

public boolean isSucceed() {
return succeed;

}

public static void main(String[] args) {
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
String accessKeyld = "<accessKeyld>";
String accessKeySecret = "<accessKeySecret>";
String bucketName = "<bucketName>";
String key = "object-get-progress-sample";
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
try {
I R T
client.getObject(new GetObjectRequest(bucketName, key).
<GetObjectRequest>withProgressListener(new GetObjectProgressListener()),
new File("<yourLocalFile>"));
} catch (Exception e) {
e.printStackTrace();

ossClient.shutdown();

i58EB
 putObject/getObject/uploadPartEBsz i E SR INEE ;
+ uploadFile/downloadFile NSz E S INEE.,

1.2.1.8 EENHE
fEOSSH , AR RILABIE— R IR O EIRFiE=SA (Bucket) FEISI {4 (Object) , b,
UNSetObjectAcl , GetObjectAcl , ListObjects , DeleteObject , CopyObject , DoesObjectExistZ, Objectty

ZF X FRH9keyskobject key,
Object2HBTFE

1BIZ OSSClient.doesObjectExistFIHS {4 ( object ) EHFE.

/I endpointLAtTUN 91 , HftbregioniEZLiREIRIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
Il accessKeyigaaxhttps://ak-console.aliyun.com/#/&%&E
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 B2 OSSClientsL{jl



OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
Il Object2EB1FE

boolean found = ossClient.doesObjectExist("<bucketName>", "<key>")

Il FFclient

ossClient.shutdown();

Object ACL

ObjectE U4 R : Default ( BAIA ) , Private ( FABIEE ) , PublicRead ( AHIEFAEE ) |
PublicReadWrite ( ALHES ) , XU :

BUR iR

LN ObjecRiEEBucketiUEESINIR , BIBucket2+AIXPR , Objectii2tAN
R , ObjectBIZAIAIR

FNEES Object2FABRIR , BIRBZObjectfIOwnerfiBiZObjectiNEENIR , H

bR IR B I BRIE(FiZ Object

>
>

i
=
it
I

Object@ AR , BIFEObject OwnerRBObjectfUisEAR , MObject
Ownerifif5iZObjectiiE SR

>
\

R
et
dr

Object@AHIEERIR , RIFrEAFHHBEX1ZO0bjectiNEENR

ObjectiITBRILSTHR =T Bucket, fliNBucketZEprivatefly , MObject ACLELILES , MIifEIX
NObjecthd , ScFI¥TObjecthIACL , FrEFIFEHARIX 1 ObjecttViEAA IR , BI{HEXMBucketE
private, UIRENObject \FZIREITACL , MiHafREEBucket ACL,

& E&Object ACL

AT LAiE@IZ OSSClient.setObjectAcli& B ObjectiItR,

BUR Java SDKYJRi{E

FABIES CannedAccessControlList.Private

N =SET Y =)= CannedAccessControlList.PublicRead
NIES CannedAccessControlList.PublicReadWrite

TEEBIObjectiZEACL :

/I endpointLATUMN 91 , EftbregioniBiEZLbREIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";

I accessKeyi; ﬁ%https /lak-console.aliyun.com/#/&%&

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

11 BIEEOSSClientsLAl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

/1 1R & ObjectiN R

ossClient.setObjectAcl("<bucketName>", "<key>", CannedAccessControlList.PublicRead)



Il XFclient
ossClient.shutdown();

$REXObject ACL
& LAiBIZ OSSClient.getObjectAclFREN ObjectHIFFR,

Il endpointLATuN /9l , EftbregioniBiRLFREIIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

Il accessKeyia & https://ak-console.aliyun.com/#/&&

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 B2 O0SSClientsL{jl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
/EEEY Object ACL

ObjectAcl objectAcl = ossClient.getObjectAcl("<bucketName>", "<key>");
System.out.printin(objectAcl.getPermission().toString());

Il KiAclient

ossClient.shutdown();

SRENS 4TS 2 (Object Meta)

XA4TTER (Object Meta) , EXFFAF _EEZIOSSHISIHRYEIE A | AR - HTTPARERME (
HTTP Headers ) flUser Meta ( BFEENTTER ) . XHTERITUERMS LIEEENR
AT TIRE,

SRESHETTE B AT LA 0SS lient.getSimplifiedObjectMetad;0SSClient.getObjectMetadata,
getSimplifiedObjectMeta RBEFRENSAAIETag. Size ( 4K/ ) . LastModified ( ERfEEXAT
[ ) ; getObjectMetadataBE3REX S RIS ERTTEUE. getSimplifiedObjectMetalBiZE, HIR,

/1 endpointLAtiuM A1 , EftbregioniEiZSLhRERIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;

Il accessKeyigaRhttps://ak-console.aliyun.com/#/&%&E

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 BlIE2OSSClientsLA|

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

I SRESAHRIER D TTER

SimplifiedObjectMeta objectMeta = ossClient.getSimplifiedObjectMeta("<bucketName>", "<key
>||);

System.out.printin(objectMeta.getSize());

System.out.printin(objectMeta.getETag());
System.out.printin(objectMeta.getLastModified());

I KRB 2 ERITER

ObjectMetadata metadata = ossClient.getObjectMetadata("<bucketName>", "<key>");
System.out.printin(metadata.getContentType());
System.out.printin(metadata.getLastModified());
System.out.printin(metadata.getExpirationTime());

Il XiFiclient



ossClient.shutdown();

SULFEESEARRYSL it

L@ 0SSClient.listObjectsFllHbucketEEfJObjects, listObjectsTE = £ S#UE, :

« ObjectListing listObjects(String bucketName)

» ObjectListing listObjects(String bucketName, String prefix)

« ObjectListing listObjects(ListObjectsRequest listObjectsRequest)

BIFZSTRAEERSZE | &ZiR[A11005%0bject , S#prefix 25 EIREIObjectiVRISR, RiG—KR(Ht

ZMITIETNEE

, IS RIS EITIRE.

ObjectListingdI&2anT -

e ax BiE
ObjectSumm| fREIR[E]AY0object meta, List<OSSObjectSummary>
aries getObjectSummaries()
Prefix RREHERIFHIARR, String getPrefix()
Delimiter B—THTFTXIObjectB=HITHHIN=FERT. String getDelimiter()
Marker FRBAIX R List ObjectffC ., String getMarker()
MaxKeys  |IHRERAIREISERIIRAEE. int getMaxKeys()
NextMarker | T~—)XList ObjectfJfCra, String getNextMarker()
IsTruncated |iEBBESFIEHNEREESIRME], boolean isTruncated()
CommonPrefl {NRIEKFIEE T delimiter£#y , MHR[EIAY | List<String> getCommonPrefixes()
ixes B 5 CommonPrefixesTt. %It tREELL

delimiter#5fE , FAHERIZATobjecthIEE

PAN

Ho
EncodingTy |15RRIR[EISER P IRIBERRIZEEL, String getEncodingType()
pe

BB :

listObjectsHISTEAIBIESE : GitHub

[EIL=STE=

HllZ=HBucket FAYObject , x5 1005%o0bject,

/I endpointLAFT 7911 , EftiregioniBIRsLhREMIES



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ListObjectsSample.java

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
Il accessKeylg& R=https://ak-console.aliyun.com/#/&E&E
String accessKeyld = "<yourAccessKeyld>";
String accessKeySecret = "<yourAccessKeySecret>";
/1 B3 OSSClientsLfl
OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
/1 BIZEObject
ObijectListing objectListing = ossClient.listObjects("<bucketName>", "<KeyPrifex>");
List<OSSObjectSummary> sums = objectListing.getObjectSummaries();
for (OSSObjectSummary s : sums) {
System.out.printin("\t" + s.getKey());

}
/I FFclient
ossClient.shutdown();

FzEHBucket FAYIERERIZRAYODbject , &x%51005%0bject,

ObijectListing objectListing = ossClient.listObjects("<bucketName>", "<KeyPrifex>");
List<OSSObjectSummary> sums = objectListing.getObjectSummaries();
for (OSSObjectSummary s : sums) {

System.out.printin("\t" + s.getKey());

}
iEiZListObjectsRequestFl| 3744

AJLUBIZ % EListObjectsRequesfISEELIN B F RIERIEIRINEE, ListObjectsRequesfIaIiRERY
S50

28 e Hix

Prefix FREIR[EIAobject keyWA iRl Aprefix{ERISR, setPrefix(String prefix)

Delimiter | 2—METFXIObjectEFHITHHENFR. FTERFE |setDelimiter(String
BISENRIREE— X I delimiter=fF 2 [Afobject/E | delimiter)
J9—4B755%—CommonPrefixes,

Marker | iRTEfERMmarkerZ Jeie=BHIFRISE— 1 FFRIRME. | setMarker(String marker)

MaxKeys |BRIEIRiIR[ElobjectiIERAZL , ANERFIRE , BAIAS100 | setMaxKeys(Integer

, max-keysBBEABEATF 1000, maxKeys)
Encoding Ty IEKIa R+ ObjectZFREBRYRIS AT, , BRIsHFurl |setEncodingType(String
pe o encodingType)
HEERKIREIFRE

/I endpointLAMFUN 7l , EftbregioniBSRLPREIIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";

Il accessKeylg& Fhttps://ak-console.aliyun.com/#EE&

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 BIFEOSSClientsLf7

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
final int maxKeys = 200;



/1 52 O0bject
ObjectListing objectListing = ossClient.listObjects(new ListObjectsRequest("<bucketName>").
withMaxKeys(maxKeys));
List<OSSObjectSummary> sums = objectListing.getObjectSummaries();
for (OSSObjectSummary s : sums) {
System.out.printin("\t" + s.getKey());

}
Il ZFclient
ossClient.shutdown();

IREHEERIZAYobject
BRZIR[E]100%%,

final String keyPrefix = "<keyPrefix>"
ObjectListing objectListing = ossClient.listObjects(new ListObjectsRequest("<bucketName>").
withPrefix(keyPrefix));
List<OSSObjectSummary> sums = objectListing.getObjectSummaries();
for (OSSObjectSummary s : sums) {
System.out.printin("\t" + s.getKey());
}

MIEEODbject/FiEE]
AEIEIEEMObject , 52%2IR[E]100%%,

final String keyMarker = "<keyMarker>"
ObjectListing objectListing = ossClient.listObjects(new ListObjectsRequest("<bucketName>").
withMarker(keyMarker));
List<OSSObjectSummary> sums = objectListing.getObjectSummaries();
for (OSSObjectSummary s : sums) {
System.out.printin("\t" + s.getKey());

}
3 TERENERE Object
S TRFAEN R Object , MmaxKeyss&Object,

final int maxKeys = 200;
String nextMarker = null;
do {

objectListing = ossClient.listObjects(new ListObjectsRequest("<bucketName>").withMarker(
nextMarker).withMaxKeys(maxKeys));

List<OSSObjectSummary> sums = objectListing.getObjectSummaries();

for (OSSObjectSummary s : sums) {

System.out.printin("\t" + s.getKey());

}
nextMarker = objectListing.getNextMarker();
} while (objectListing.isTruncated());

93 TERBY R B EObject[GhIO0bject
S IRE B 15 EObject/5RYO0bject , B maxKeyss&Object,

final int maxKeys = 200;
String nextMarker = "<nextMarker>";



do{
objectListing = ossClient.listObjects(new ListObjectsRequest("<bucketName>").withMarker(
nextMarker).withMaxKeys(maxKeys));
List<OSSObjectSummary> sums = objectListing.getObjectSummaries();
for (OSSObjectSummary s : sums) {
System.out.printin("\t" + s.getKey());

nextMarker = objectListing.getNextMarker();
} while (objectListing.isTruncated());

S RFRAREEERISEAIObject
S IATBIRBYEERISRAYODject , EBTumaxKeys5zObject,

final int maxKeys = 200;
final String keyPrefix = "<keyPrefix>";
String nextMarker = "<nextMarker>";
do {
objectListing = ossClient.listObjects(new ListObjectsRequest("<bucketName>").
withPrefix(keyPrefix).withMarker(nextMarker).withMaxKeys(maxKeys));
List<OSSObjectSummary> sums = objectListing.getObjectSummaries();
for (OSSObjectSummary s : sums) {
System.out.printin("\t" + s.getKey());

}
nextMarker = objectListing.getNextMarker();
} while (objectListing.isTruncated());

fEEObjectE F4mh3

SNERObjectZBFRBRIATH , ' " & <> X F , FEH(TRIDEH., OSSHRISZurl f§
S,

final int maxKeys = 200;

final String keyPrefix = "<keyPrefix>";

String nextMarker = "<nextMarker>";

ObjectListing objectListing;

do{
ListObjectsRequest listObjectsRequest = new ListObjectsRequest(bucketName);
listObjectsRequest.setPrefix(keyPrefix);
listObjectsRequest.setMaxKeys(maxKeys);
listObjectsRequest.setMarker(nextMarker);
I $EREObjectZ FREmAE
listObjectsRequest.setEncodingType("url");
objectListing = ossClient.listObjects(listObjectsRequest);
// Objectf#rg
for (OSSObjectSummary objectSummary: objectListing.getObjectSummaries()) {

System.out.printin("Key:" + URLDecoder.decode(objectSummary.getKey(), "UTF-8"));

}

/I CommonPrefixeffFhg

for (String commonPrefixes: objectListing.getCommonPrefixes()) {
System.out.printin("CommonPrefixes:" + URLDecoder.decode(commonPrefixes, "UTF-8

");

}
/I NextMarkerfiZf3
if (objectListing.getNextMarker() != null) {
nextMarker = URLDecoder.decode(objectListing.getNextMarker(), "UTF-8");

}



} while (objectListing.isTruncated());
RRIASZHRINRE

OSSEIZFBEXHIXNMEERT , FrBTRERLAObjecttkIF ., BIREHIIIEAR R 2013
T—"size/90AYObject, XFTFIXObjectAJLA EETEL , RAZREHIGEXILL /" FERAYObjectlAX
HRAT5UETR.

1&aTLUEIT Delimiter 0 Prefix SERVECSEAHSASEINEE, Delimiter 1 Prefix FYA SR ERIX
=

« YNSRIE Prefix IRATENMERSE , BRI LADFILALE Prefix FFSLAISMH |, BHZI4SR RIS FRIFT
BRIHFIEE (BR ) . XH&EContentsH R,

« UNERFBIE Delimiter IREJS /" B , IRBWEMRBINZ R TRIMAMF XK (BR ) 1%
XEETHFEE ( BF ) IREITE CommonPrefixes #5%5 , F34E T BIRRISUAFIS 4K

MR,

B :
o BIESHRITEIBIES®E © GitHub,

BRiZBucketdhF4134 : oss.jpg , fun/testjpg , fun/movie/001.avi , fun/movie/007.avi
;1 RN RE D bR, TERYRFIRR 7 A aRISUS S IEE.

SILTFE=SRIRFRE X
LA IREIRE S A FRIFTA ST, ATLAXES -

Il #33EListObjectsRequestizK

ListObjectsRequest listObjectsRequest = new ListObjectsRequest(bucketName);

/1 5| HObject

ObjectListing listing = ossClient.listObjects(listObjectsRequest);

/] 18[AFrEObject

System.out.printin("Objects:");

for (OSSObjectSummary objectSummary : listing.getObjectSummaries()) {
System.out.printin(objectSummary.getKey());

}

/1 18 A& CommonPrefix

System.out.printin("CommonPrefixs:");

for (String commonPrefix : listing.getCommonPrefixes()) {
System.out.printin(commonPrefix);

}
i -

Objects:
fun/movie/001.avi
fun/movie/007 .avi


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CreateFolderSample.java

fun/test.jpg

0SS.jpg
CommonPrefixs:

BIFLERTRE
HATTLUBETIRE Prefix SEIRBERNER ( fun/ ) TETERINH

/] ¥3i&ListObjectsRequestig=k

ListObjectsRequest listObjectsRequest = new ListObjectsRequest(bucketName);

listObjectsRequest.setPrefix("fun/");

/1 )37 Hfun B R FRORE S

ObjectListing listing = ossClient.listObjects(listObjectsRequest);

Il ‘BB Object

System.out.printin("Objects:");

for (OSSObjectSummary objectSummary : listing.getObjectSummaries()) {
System.out.printin(objectSummary.getKey());

}

/1 i@ CommonPrefix

System.out.printin("\nCommonPrefixs:");

for (String commonPrefix : listing.getCommonPrefixes()) {
System.out.printin(commonPrefix);

}

i -

Objects:
fun/movie/001.avi
fun/movie/007 .avi
fun/test.jpg
CommonPrefixs:

FIHBERTHXEHNFER
x Prefix # Delimiter Z5&889ER T , JLASIHER (fun/ ) FEIXUEFIFER :

/] ¥31&ListObjectsRequestig=k

ListObjectsRequest listObjectsRequest = new ListObjectsRequest(bucketName);

111" 793RI bR

listObjectsRequest.setDelimiter("/");

/1 5l Hfun B 3= SRIFE SHFISESR

listObjectsRequest.setPrefix("fun/");

ObjectListing listing = ossClient.listObjects(listObjectsRequest);

/I & FfE Object

System.out.printin("Objects:");

for (OSSObjectSummary objectSummary : listing.getObjectSummaries()) {
System.out.printin(objectSummary.getKey());

}

/1 i@ CommonPrefix

System.out.printin("\nCommonPrefixs:");

for (String commonPrefix : listing.getCommonPrefixes()) {
System.out.printin(commonPrefix);



}
i -

Objects:
fun/test.jpg
CommonPrefixs:
fun/movie/

BB :

o IREIYERF , ObjectSummaries FYFIFRHLEHAVEunBER RIS
« 0 CommonPrefixs A%z HAIZRunB R TAIFFEF3XEE. ATLAEH fun/movie/001.avi
, fun/movie/007.avi BANGFHEBEHFILER , RBAEINIETFun3EEZ TamovieBR.

iz et
TR ERANSL

RELAiBIT OSSClient.deleteObjectIFREANSI {4,

/I endpointLATu /961 , EftiregioniBEizLiriEIES
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;
Il accessKeyig&Rhttps://ak-console.aliyun.com/#/&EE
String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 B3 OSSClient3Lfl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
/1 HIB&RObject

ossClient.deleteObject("<bucketName>", "<key>");

Il XKAclient

ossClient.shutdown();

MpRZ N4
&R LAEIF OSSClient.deleteObjectsit EMIFR ST,

public DeleteObjectsResult deleteObjects(DeleteObjectsRequest deleteObjectsRequest)
BREZMIFR1000Object , FHEHFFHREHET : 140 (verbose L& B (quiet iR\

o FAET  IREIRRINMIERObjectiY45ER |, BDeleteObjectsResult.getDeletedObjects , ZRIAFR
=®;
- EEED | RERBREFESHEERIObject?EER |, BlDeleteObjectsResult.getDeletedObjects,

DeleteObjectsRequestE[iRESEUIT :



£ R BiE

Keys FEMIFRATIObjects setKeys(List<String>)

Quiet RERER , BOAFELS ; true | setQuiet(boolean)
fEEatRT, | falsel AR

EncodingType EEXHRERIKey#H1T4RES , B | setEncodingType(String)
AISZHFurl

DeleteObjectsResultiISEWNT -

S8 aX Bix

deletedObj | MIPREEER |, I EMET AT R IOMBRAYobjects , falERtR | List<String> getDeletedObjects
ects AT IBRMATobjects ()

EncodingTy| deletedObjectsKeyfiH{TRIE , AiRBMRIE | getEncodingType()

pe

/1 endpointLAUMN 51 , EftbregioniBHZLbREIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

Il accessKeyig & Rhttps://ak-console.aliyun.com/#/&EE

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 B3 OSSClient3Lfl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
/1 HHIB&Objects

List<String> keys = new ArrayList<String>();

keys.add("key0");

keys.add("key1");

keys.add("key2");

DeleteObjectsResult deleteObjectsResult = ossClient.deleteObjects(new DeleteObje
ctsRequest("<bucketName>").withKeys(keys));

List<String> deletedObijects = deleteObjectsResult.getDeletedObjects();

/1 KAclient

ossClient.shutdown();

g :
HEMRSHHITERBIES® © GitHub
EUXH

FER—NRIE (Fi 5, BB% ) T, STLUEObject\—BucketEHIZISB M — " Bucket, &

A LABITOSSClient.copyObject,

« CopyObjectResult copyObject(String sourceBucketName, String sourceKey, String destinatio
nBucketName, String destinationKey)

« CopyObjectResult copyObject(CopyObjectRequest copyObjectRequest)



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/DeleteObjectsSample.java

F—NAiEIEEREBucket/KeyF1BtREBucket/Key , BfrobjectilINBFIIcEURESFobjectilE , #R
HEREN, FANEERTFHEEBRXXENREEEE. AiFEEE NABRHISE. WNREIRE
AUTEObjectitEiFN B FRObjectitbiitiEE , NIEEEHEIRObjectiImetal5 A,

CopyObjectRequestFliRESEUNT :

s 3] Hi&

sourceBucketName | JRObjectEFfEAIBuUcketfiYZFR setSourceBucketName(String
sourceBucketName)

sourceKey JEObjectiyKey setSourceKey(String sourceKey)

destinatio B#RObjectRi{ERYBucketdJZFR | setDestinationBucketName(String

nBucketName destinationBucketName)

destinationKey

B#RObjectfiKey

setDestinationKey(String destinatio
nKey)

newObjectMetadata

B#RObjecthITTER

setNewObjectMetadata(ObjectMeta
data newObjectMetadata)

matchingET
agConstraints

EINAIRHIZRM | ANRIRObject
FETAGEFHEHAIETAGHE
%, WHITENRE ; FURE]

setMatchingETagConstraints(List<
String> matchingETagConstraints)

SinceConstraint

[ElF&iR

FPRIRTIE)SE Tl i T X4 SRR
{E2EtiE) , MIEERER ; BUR

Hix
nonmatchin AR EISZE , tNSRIRObject | setNonmatchingETagConstraints(List<
gEtagConstraints FIETAGEFIAFRHAYETAGA | String> nonmatchingEtagConstraints)
B, NhiTE IRE ; SR
EIEES
unmodified ERIPRHIZE |, tNERENESZEL | setUnmodifiedSinceConstraint(Date

unmodifiedSinceConstraint)

modifiedSi
nceConstraint

HiR

FEIRIBRBIZFRM , NSRIRObject
B MRS EILUSHIER
o, MHFATIENERE ; SNRE

setModifiedSinceConstraint(Date
modifiedSinceConstraint)

CopyObjectRequestfISENT :

o

aX

Kk

etag

OSS ObjectfE—4trE

String getETag()




28 ax Bi&

lastModified ObjectEx[5{& XAt E] Date getLastModified()
1588

« FAFPEEBIRObjectiURIESIR , BNSTIETTHIRIE.
o IZIBEASEERegionEIUEWE, HUAN : ANSTIFEHUNBucket BAYObjectE M EIFT 3.
o ZIERESTIFRIER A Object K/NA1GB,

EEFE N

/I endpointLAtru /96l , EfttregioniSiZLiREES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;

Il accessKeyis & sehttps://ak-console.aliyun.com/#E&

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 812 O0SSClientsL{jl

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

/Il ¥ Object

CopyObijectResult result = ossClient.copyObject("<srcBucketName>", "<srcKey>", "<
destBucketName>", "<destKey>");

System.out.printin("ETag: " + result.getETag() + " LastModified: " + result.getLastModified());
/1 KAclient

ossClient.shutdown();

1813 CopyObjectRequestiz Il
WeJLAEIE CopyObjectRequest SCHIObjectAY#E N :

/1 endpointLAFTLM /951 , ElftbregioniBiZsLinE/RIES

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;

Il accessKeylg& R=https://ak-console.aliyun.com/#/&%&

String accessKeyld = "<yourAccessKeyld>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 RIEEOSSClientsLA|

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

I/ Bll#ECopyObjectRequestyig:

CopyObjectRequest copyObjectRequest = new CopyObjectRequest(srcBucketName, srcKey,
destBucketName, destKey);

I ‘R E#FHHIMetadata

ObjectMetadata meta = new ObjectMetadata();

meta.setContentType("text/html");

copyObjectRequest.setNewObjectMetadata(meta);

/I E%Object

CopyObjectResult result = ossClient.copyObject(copyObjectRequest);
System.out.printin("ETag: " + result.getETag() + " LastModified: " + result.getLastModified());
/1 X Aclient



ossClient.shutdown();

B

CopyObjectRgEcopy/NF1GBRIS 4 , AR EFERAS F# W (Upload Part Copy). 3RS

=%
. HIMAKS B IESZ0SSClient.initiateMultipartUpload ;

* 9 RENOSSClient.uploadPartCopy , BRERE—N A5 , EithHIS F A/ VEBEAT100KB ;
« 1B39 F#EEES0SSClient.completeMultipartUpload.,

58P
D HENRTERBIES® | GitHub

String sourceBucketName = "<sourceBucketName>";
String sourceKey = "<sourceKey>";
String targetBucketName = "<targetBucketName>";
String targetKey = "<targetKey>";
I 1521474 Wobject A/
ObjectMetadata objectMetadata = ossClient.getObjectMetadata(sourceBucketName,
sourceKey);
long contentLength = objectMetadata.getContentLength();
I 5By, 10MB
long partSize = 1024 * 1024 * 10;
I ItESREE
int partCount = (int) (contentLength / partSize);
if (contentLength % partSize != 0) {
partCount++;

System.out.printin("total part count:" + partCount);
I ¥IgaEE TESS
InitiateMultipartUploadRequest initiateMultipartUploadRequest = new InitiateMultipartUpl
oadRequest(targetBucketName, targetKey);
InitiateMultipartUploadResult initiateMultipartUploadResult = ossClient.initiateMultipartUpload(
initiateMultipartUploadRequest);
String uploadld = initiateMultipartUploadResult.getUploadId();
Il 3R
List<PartETag> partETags = new ArrayList<PartETag>();
for (inti = 0; i < partCount; i++) {
I TTEEANDERATAN
long skipBytes = partSize * i;
long size = partSize < contentLength - skipBytes ? partSize : contentLength - skipBytes;
/1 8lZUploadPartCopyRequest
UploadPartCopyRequest uploadPartCopyRequest =
new UploadPartCopyRequest(sourceBucketName, sourceKey, targetBucketName,
targetKey);
uploadPartCopyRequest.setUploadld(uploadid);
uploadPartCopyRequest.setPartSize(size);
uploadPartCopyRequest.setBeginindex(skipBytes);
uploadPartCopyRequest.setPartNumber(i + 1);
UploadPartCopyResult uploadPartCopyResult = ossClient.uploadPartCopy(uploadPart
CopyRequest);
I 'ER[EIPartE TagiREZIListsh
partETags.add(uploadPartCopyResult.getPartETag());


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/UploadPartCopySample.java

}
I 1Ry R NESS
CompleteMultipartUploadRequest completeMultipartUploadRequest = new CompleteMu
ItipartUploadRequest(

targetBucketName, targetKey, uploadld, partETags);
ossClient.completeMultipartUpload(completeMultipartUploadRequest);

3
|:| 588 :
o SHEENR , sTLUBEBfRobjectiIrTER |, @i InitiateMultipartUploadRequestiSiE ;

s PDRENHSHFRESH | BT UploadPartCopyRequestigiE,

1.2.1.9 $F051H
RS TSIRSSIAER

NE

OSSHLUBIME=STSARS | ImAt#EH 71210, FIEZRSTS (Security Token Service) 2 A1t

BRGNS HEWebRSS. ®WISTS , EALUASE=ANASEHAF ( BRSHHBE

B8 ) MA— ) BEXRRFIRRIGRIEIE. =755 A AP LAERIZSaEIEE

ERARMERmAP , & ERNERmiRAtAISDKRILEI R mAP,

o EBATEEEREAIKHIZH(AccessKey SR8 =70 , REEENR—MAASEFESHEZSE
SB=TINFERPE]. X hERSIEA R B R PRER T LA B E M.

o BARFREXONPREEEERR |, iHa<ShEE e B R,

LIAPPRIAE A , REIRIZUITE :

2.7 % AssumeRole

1. App il p B & (6 Ui R fo i M o i)
> mezmp . | 5TS
App R/ i ClientApp M ASTS L1z #HATAK 3. MSTS iz A
Eﬁ&
5. A% e M STS SLA2 ¥p 5T i A7 it 650SS AP K
0SS

PRES:NIES U I S

1. AppFIFE R, AppBFPBHEXZFECERE, EPULIBEENSHEERRS , thaJLUFAIMNE
WeblicSaOpenID, IFTFENEIAIAppAFER , AppServer2 o] LARfIEE X HEMAppF
FRYSINAIEIGR,



2. AppServergkSTSIREZIKIN—1NZL2 S hE ( SecurityToken ) , FEJARSTSZEI , AppServer®E
EHEEArPFBFRIES/NTIAAYER ( FPolicyiEEf A ) LURIEARATS BARYE), AEEEEASTS
A9AssumeRole ( ITEAE ) MOFRBZ 2.

3. STSiREEAppServer— MERRIHIRIEIE | GIE—1%2<hE ( SecurityToken ) | IIEESIAE)E
%8 ( AccessKeyld, AccessKeySecret ) LAKZIS BAAT A,

4. AppServerfginaEiEiRELSClientApp. ClientApp Al LAEFXANMEIE. SFEUESRIET
ClientAppFEZE[FAppServerBiEFTHIBRILIAIEIE, tLal , NRIFEIEEREIA1/N\T , BBA
ClientAppRJ L3053 #hmAppServeriE K EFTIHIAFILL.

5. ClientAppfEFAHEFANLRIFEIELIBKAlyun Service APl, ZIRSZ2BFNSTSIHAIEIE |
RIS TSIRSSKIGUETA)EIE , FIEFIANAFIEXK.

KR WASTSIRSS Z M AssumeRoleERENEXUAIAFEIUERIA., tBAJLAEZAFEASTS SDKKEH
%735
{EFSTSEIMEERITK

AR clientin2ZISTSIGRTRUES |, BT E T2 (SecurityToken) AR IGAT5R12548 (
AccessKeyld, AccessKeySecret)4OSSClient, LA_E{&EObject/9f7 :

String accessKeyld = "<accessKeyld>";

String accessKeySecret = "<accessKeySecret>";
String securityToken = "<securityToken>"

1 LATTUH 7945

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";

OSSClient client = new OSSClient(endpoint, accessKeyld, accessKeySecret, securityToken);
{ERURLEZIERILE
HRE B URL
B EEZURLAVF RIS AP — MERtRYIEIEIURL, EERRURLET , ST LUEREURLITHARY
BtE) , MTOPREIFAF<ATIENAIE,
Epi— 1 ERRURL
RIBaT :

String bucketName = "your-bucket-name";
String key = "your-object-key";

11 iR EURLISHRRTE]/91/)\e
Date expiration = new Date(new Date().getTime() + 3600 * 1000);

Il EFRURL



URL url = client.generatePresignedUrl(bucketName, key, expiration);
HRAIURLEGALIGETARIAE |, Xt , AR EEBEENRESHEEXAE,
AERHEtiHttpF iEAIURL

ANREAB TR IGEH TEAIRIE ( Lban L% | MIBRObject ) , PIRERESZHLHTEAIURL
A0

I EEREPUT /3 AAIURL
URL url = client.generatePresignedUrl(bucketName, key, expiration, HttpMethod.PUT);

BITfEA HttpMethod.PUT £48 , AFATLAER4AAIURL L{£Object,
FIMARBEX S84 ( UserMetadata )

RGBS BAIURLIE _EfEODbject , FigEUserMetadata , Content-TypeELER , ATLUXEE
5

Il BIRIER
GeneratePresignedUrIRequest generatePresignedUrIRequest = new GeneratePresignedUrl
Request(bucketName, key);

/I HttpMethod IPUT
generatePresignedUrIRequest.setMethod(HttpMethod.PUT);

Il &INUserMetadata
generatePresignedUrIRequest.addUserMetadata("author", "baymax");

/] #INContent-Type
request.setContentType("application/octet-stream");

/I EREERAJURL

URL url = client.generatePresignedUrl(generatePresignedUrlRequest);

EETENE  DAIERREEMTEZHURL |, B{3EEErequest headerdhifmetafiJS &,
ALSETERRE,
(FERASZURLEIESK

1Ejava SDK3ZHFput objectfllget objectmF S TAIURLE R IBEK.
{EAURLEZ /YA getobject

1IBRSS BRimAE AU & 7 5

OSSClient Server = new OSSClient(endpoint, accessld, accessKey);

Date expiration = DateUtil.parseRfc822Date("Wed, 18 Mar 2015 14:20:00 GMT");
GeneratePresignedUrIRequest request = new GeneratePresignedUrlRequest(bucketName, key
, HttpMethod.GET);

/KBS HRRTE]

request.setExpiration(expiration);

I £ URLESZ (HTTP GETiEXK)

URL signedUrl = Server .generatePresignedUrl(request);



System.out.printin("signed url for getObject: " + signedUrl);
/12 P {EFRE A& FHRAEEK

OSSClient client = new OSSClient(endpoint, accessKeyld, accessKeySecret);
Map<String, String> customHeaders = new HashMap<String, String>();

Il i70GetObjectizzksk

customHeaders.put("Range", "bytes=100-1000");

OSSO0bject object = client.getObject(signedUrl,customHeaders);

{ERURLE R/ putobject

/AR5 e8imAE PRur & & =5
OSSClient Server = new OSSClient(endpoint, accessKeyld, accessKeySecret);
Date expiration = DateUtil.parseRfc822Date("Wed, 18 Mar 2015 14:20:00 GMT");
GeneratePresignedUrIRequest request = new GeneratePresignedUrIRequest(bucketName, key
, HttpMethod.PUT);
IS AR ()
request.setExpiration(expiration);
/& & Content-Type
request setContentType("application/octet-stream");

Il i DMNuser meta
request.addUserMetadata("author", "aliy");
Il ERRURLESZ (HTTP PUTIEK)
URL signedUrl = Server.generatePresignedUrl(request);
System.out.printin("signed url for putObject: " + signedUrl);

IIE P in{E R RS F B &IXER

OSSClient client = new OSSClient(endpoint, accessKeyld, accessKeySecret);
File f = new File(filePath);

F|IelnputStream fin = new FilelnputStream(f);

Il A IAPutObjectiFsksk
Map<String, String> customHeaders = new HashMap<String, String>();
customHeaders put("Content-Type", "application/octet-stream");
/1 i70user meta
customHeaders.put("x-oss-meta-author", "aliy");
PutObjectResult result = client. putObJect(3|gnedUrI, fin, f.length(), customHeaders);

1.2.1.10 £ FHIEE
S s EHERER

OSSHMFFAFXIBucke iR B REEANIA , LEESRSHREAT | FaThEasia. SRR
SEOSTiE , FPEIERRES SN, —SANaE

« MWD, ATFRR—FAN , FEESE
« ZRMWASERIS , LN R ER TS RISRAI 4
« JHARIE) , B=MISESR

1. IEEIEX RS IESAI BN HH

2. iEEHEIEUERIRISI R , ZfRrI g



3. IBEERANE XTI , IEBRZ GRS B SIEE] | MAECHRIREIEN
RS, AHERF(ER.

« BEEN

T ERGSERNIRS BB L ZASUEE. BF@EduploadPart EEHD R, tBETLAUREISHEARIN.
MultipartfiLifecycleFISFRISE | ITHARGAISZIF1. 2F3FD , ANSZ4E3 , 482 L Ainit Multipart
uploadBIRTIE 0.

IR BRI
BT OSSClient.setBucketLifecyclesRiZ B4 45 EHBHIN :

SetBucketLifecycleRequest request = new SetBucketLifecycleRequest("bucketName");

I B IEBRIGITHA

request.AddLifecycleRule(new LifecycleRule(ruleld0, matchPrefix0, RuleStatus.Enabled, 3));

/I F5E B BAFSISHA

request.AddLifecycleRule(new LifecycleRule(ruleld1, matchPrefix1, RuleStatus.Enabled,
DateUtil.parselso8601Date("2022-10-12T00:00:00.0002")));

/1 e B HARTBIEERY ST A

LifecycleRule rule = new LifecycleRule(ruleld4, matchPrefix4, RuleStatus.Enabled);

rule.setCreatedBeforeDate(DateUtil.parselso8601Date("2022-10-12T00:00:00.000Z"));

request.AddLifecycleRule(rule);

/Il Multipart3X 513 HA

rule = new LifecycleRule(ruleld2, matchPrefix2, RuleStatus.Enabled);

LifecycleRule.AbortMultipartUpload abortMultipartUpload = rule.new AbortMultipartUpload();

abortMultipartUpload.setExpirationDays(3);

rule.setAbortMultipartUpload(abortMultipartUpload);

request.AddLifecycleRule(rule);

I 5xE B ERRTRIMUltipartiHA

rule = new LifecycleRule(ruleld3, matchPrefix3, RuleStatus.Enabled);

abortMultipartUpload = rule.new AbortMultipartUpload();

abortMultipartUpload.setCreatedBeforeDate(DateUtil.parselso8601Date("2022-10-12T00:00:00

.000Z2"));

rule.setAbortMultipartUpload(abortMultipartUpload);

request.AddLifecycleRule(rule);

ossClient.setBucketLifecycle(request);

=g = sl
BT OSSClient.GetBucketLifecyclesR & E A 75 EIHAFMAY

List<LifecycleRule> rules = ossClient.getBucketLifecycle("bucketName");
for (LifecycleRule rule : rules) {
System.out.printin(rule.getld());
System.out.printin(rule.getPrefix());
System.out.printin(rule.getExpirationDays());



}
=i 3 b G
BIF0SSClient.DeleteBucketLifecycleig BS54 apEHEAFN

ossClient.deleteBucketLifecycle("bucketName");

1.2.1.11 BlEREHE=E
Bl IRIL= (CORS) ¥ webifHIR TR FFhIN B T A EA0EIR. OSSIEHEOSEFRE RS
B IAIAR.

IRECORSHIM

BidsetBucketCors J5i X EEMNFETA LR E— NS ZREZECORSAIMN , ARFEMNIEF
ENEZEN, EAREINEEETCORSRuUleEHITEETE, RBINT :

SetBucketCORSRequest request = new SetBucketCORSRequest();
request.setBucketName(bucketName);

/ICORSHIMIAYZES . B/ "bucketixZZ FLiF 105K
ArrayList<CORSRule> putCorsRules = new ArrayList<CORSRule>();
CORSRule corRule = new CORSRule();

ArrayList<String> allowedOrigin = new ArrayList<String>();
IREESSITESIRIE AR

allowedOrigin.add( "http://www.b.com");

ArrayList<String> allowedMethod = new ArrayList<String>();
IKEESFRVEE RS K5 & (GET/PUT/DELETE/POST/HEAD)
allowedMethod.add("GET");

ArrayList<String> allowedHeader = new ArrayList<String>();
IKHITEOPTIONSTRENIE S HAccess-Control-Request-HeadersSk g ERIheader2 & 7B1F.
allowedHeader.add("x-oss-test");

ArrayList<String> exposedHeader = new ArrayList<String>();
IFEEFIFRF MM FBAE i el Ay A2k
exposedHeader.add("x-oss-test1");
corRule.setAllowedMethods(allowedMethod);
corRule.setAllowedOrigins(allowedOrigin);
corRule.setAllowedHeaders(allowedHeader);
corRule.setExposeHeaders(exposedHeader);

IFETEN S BE X4 E B IRAITAE (OPTIONS B KR BIEE RAVETRTE) , BALARD,
corRule.setMaxAgeSeconds(10);

li=eZinaul=SIL

putCorsRules.add(corRule);

request.setCorsRules(putCorsRules);

oss.setBucketCORS(request);

BB :

- BOERETERE RREER 105N,
* AllowedOriginsflAllowedMethodsEBRESS R S iF— MIBECH. T TATERIERIFEEER
1REDHE.



 TMAllowedHeadersF]ExposeHeaders A~z :HBELTT.
SREXCORS#M
IS EFE=BIRICORSHINY |, @id GetBucketCorsf7i%, UAZANT :

ArrayList<CORSRule> corsRules;
IFRBCORSHINIFIZE
corsRules = (ArrayList<CORSRule>) oss.getBucketCORSRules(bucketName);
for (CORSRule rule : corsRules) {
for (String allowedOrigin1 : rule.getAllowedOrigins()) {

IBRISFVTISIIB IR
System.out.printin(allowedOrigin1);

}

for (String allowedMethod1 : rule.getAllowedMethods()) {
BRI FVFISIBIE KT IE
System.out.printin(allowedMethod1);

}
if (rule.getAllowedHeaders().size() > 0}
for (String allowedHeader1 : rule.getAllowedHeaders()) {
BRI TVFLERAIR
System.out.printin(allowedHeader1);

}

if (rule.getExposeHeaders().size() > 0) {
for (String exposeHeader : rule.getExposeHeaders()) {

IBRIGTEUFLER

System.out.printin(exposeHeader);

}
if ( null '=rule.getMaxAgeSeconds()) {
System.out.printin(rule.getMaxAgeSeconds());

}
}

HIERCORSRIM
T XAt e EEiE= B R AICORSHIBZFIE N,

I 5ZSbucketfICORSHIN
oss.deleteBucketCORSRules(bucketName);

1.2.1.12gEihEB~E
48

OSSAFAFIIBucketiRBIFIRIHEICR , iIREZEXTFBucketfUinRISKICRABEE . BEFE
0SS FHHAFfEERBucket |, SUHAIETA :

<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString
HrhTargetPrefix HAAFIEE. BEHNHELIT2IAER, :

 target_bucket , I HE{EHAIBuUcket



« target_prefix , (RFAA B EIHRISE
FHEBucketBE
1BIZOSSClient.setBucketLogging>kFig HEIHEE -

SetBucketLoggingRequest request = new SetBucketLoggingRequest("sourceBucket");
request.setTargetBucket("targetBucket");

request.setTargetPrefix("targetPrefix");

ossClient.setBucketLogging(request);

BEBucketBEIRE
BT OSSClient.getBucketLogging kR &EEHEIRE :

BucketLoggingResult result = ossClient.getBucketLogging("sourceBucket");
System.out.printin(result.getTargetBucket());
System.out.printin(result.getTargetPrefix());

XHABucketBE
1812 OSSClient.setBucketLogging3x4] HEINEE :

SetBucketLoggingRequest request = new SetBucketLoggingRequest("sourceBucket");
request.setTargetBucket(null);

request.setTargetPrefix(null);

ossClient.setBucketLogging(request);

1.2.1.13 §Fp5SMubitEs
0SS RFRAFEE CHIE R IEROSSIRSSAIMENE, XA GRMtEAIREEAIRTHE |, SCFR E2ES
iBJOSSHIBucket, XTIl , TWEFSEBE X ( index ) FHEETA ( error ) HBIFIRAIBucketHRAISL
==

REIEETE

BITOSSClient.setBucketWebsite SRR BEITETRE :

SetBucketWebsiteRequest request = new SetBucketWebsiteRequest("bucketName");
request.setindexDocument("index.html");

request.setErrorDocument("error.html");

ossClient.setBucketWebsite(request);

BEEERE
1812 0SSClient.getBucketWebsite R EEEILE AH :

BucketWebsiteResult result = ossClient.getBucketWebsite("bucketName");
System.out.printin(result.getindexDocumenty());



System.out.printin(result.getErrorDocument());
iPRMTETE
{812 0SSClient.deleteBucketWebsite S &&iEETRHE :

ossClient.deleteBucketWebsite("bucketName");

1.2.1.14 Btk
AT HHLERFPEOSS EAYEIEHEMAZSE , OSSIFETFHTTP headershzRkFERrefererfIfHR
PERE.

iZERefererR R
BiY FEBIZERefererAF A

OSSClient client = new OSSClient(endpoint, accessld, accessKey);
List<String> refererList = new ArrayList<String>();

/I Zsf0refererIi

refererList.add("http://www.aliyun.com");
refererList.add("http://www.*.com");
refererList.add("http://www.*.aliyuncs.com");

Il FtiFreferer=ER AT , FikEBucket RefererdlZR

BucketReferer br = new BucketReferer(true, refererList);
client.setBucketReferer(bucketName, br);

588 :
Referer&#7+FBECATF0 2 .

$XENRefererg B

/1 RENBucket Refererdl|Z&

br = client.getBucketReferer(bucketName);

refererList = br.getRefererList();

for (String referer : refererList) {
System.out.printin(referer);

}

AR
http://www.aliyun.com
http://www.*.com"
http://www.?.aliyuncs.com

5% RefererE B8
RefererB B2 BABEEZ AT , REBBTEFNREREBE ZRIAVHLNI,

OSSClient client = new OSSClient(endpoint, accessld, accessKey);
1| BTt FrefererF B A= , BrefererBE B A,
BucketReferer br = new BucketReferer();



client.setBucketReferer(bucketName, br);

1.2.1.15 BERXIHZSE

BXESHREARROSSEIEFTOAIBucketBF]. REMEHIObject , ELREXSRBucket FRIRISR
HMEh (. B=. MRS ) ASEIBfRBucket, ZINAEREBRIFAIIRHBuUcket EXIFAKEL
WEAFEIESEHINERX. BirBucketh RIS EIRBucket P XISAUSHHEIA , BNIEEHERR
MRE. TTEIEURAE (590, elEZatE, AEE. BREXAITTEYE. Object ACL, MRAR

F).

FREXIHSH

BIT0SSClient.addBucketReplicationFF /B X i EH

AddBucketReplicationRequest request = new AddBucketReplicationRequest("bucketName");
request.setReplicationRulelD("ruleld");

request.setTargetBucketName("targetBucketName");
request.setTargetBucketLocation("oss-cn-gingdao");
ossClient.addBucketReplication(request);

158 :
FREXIHES , BMASRLHEEIE. WRAFAEERLZHEEYE , fFAAJdBucketReplication
Request.setEnableHistoricalObjectReplication(false)Z LE SR EHER L .

EEEXINSH

1@IF0OSSClient.getBucketReplication&Ebucket EFFEHE XIS H

List<ReplicationRule> rules = ossClient.getBucketReplication("bucketName");

for (ReplicationRule rule : rules) {
System.out.printin(rule.getReplicationRulelD());
System.out.printin(rule.getTargetBucketLocation());
System.out.printin(rule.getTargetBucketName());



}
R XIS H

1B1FOSSClient.deleteBucketReplicationflif EFBRIEXIHES! , MRS BEirbucketflobject{fsA
7=

ossClient.deleteBucketReplication("bucketName", "ruleld");

EEERISHHE

SRHESNHLEERSHE. THEERLSHE. HLAENREABS SRR | 200.80%
AT 80% , (TR T HEEUERSHIBucketERy. SLRTEURRIS AFH B AR ERE

™, X AR Z BIREUE S RE TRk.
1B1ZOSSClient.deleteBucketReplicationE & IE XS HiHE :

BucketReplicationProgress process = ossClient.getBucketReplicationProgress("bucketName”", "

repRulelD");
System.out.printin(process.getReplicationRulelD());

I REFFRT hLHIERLS

System.out.printin(process.isEnableHistoricalObjectReplication());

/I A SEETRRILHE

System.out.printin(process.getHistoricalObjectProgress());
/| SERSEERI S HE
System.out.printin(process.getNewObjectProgress());

=E = =o't e
1812 OSSClient.getBucketReplicationLocationkEYBucketFrEAIEEE G el FIERIRIEEEL) -

List<String> locations = ossClient.getBucketReplicationLocation("bucketName");
for (String loc : locations) {
System.out.printin(loc);

}

1.2.1.16 B /{418
OSSEIR4ME , ROSSHIIMEHATEERE. R2. R4S, SURNERL. BFRERGE R LER
72I0Ss |, @idfEERaY RESTul #20 , fEEARSE. HtR. HUERMIRE EXEREHTLE
H, BRGERMEROERD  BR CEEEREERO. BTOSSERWE , BRALIFEEE
CHIE R 2RSS

E R IR Rt EE

OSSE R AIRRMHLATINEE -

« REERER



- BERETVER
- BERYEN. #EE. het
« EREER

- BERAIER. X7, ENGEGKED
- BEXBERGEED , EEfEERLE > #NERPEN
- BERERIEERZNME A ERTRE

B R iB{ER

E R AR ERRER) HTTP GET IB3RKinia) , AR ESERRISE URL FAIQueyString,

EZihE

SNERE 31 ( Object ) RILIEMFREZ 2HiE |, ATRFAIR , WETLABERGRE R RS .

Buckett¥R

ObjectiXfR

NHIFFABE ( public-read ) B¢
public-read-write )

/,

S (

ZXIA ( default )

SR

AHIFFABEE ( public-read ) SAEES ( public-
read-write )

BTN SR =R ERHEE 4

http.//bucket.<endpoint>/object?x-0ss-process=image/action,parame_value

* bucket : FAFPBITFEZSIE ( bucket ) BFR

« endpoint : FAFFEZEIFTEEGEH ORTAIRIER
« object : FAF_EZEOSS LB R34

« image : B RNEREBIRER

« action : FAFXE F#AURIE , WN4emR. &E. hekE

« parame : FIFXE R HEGRIERTXIRIAIS 2L

flan -

http://image-demo.oss-cn-hangzhou.aliyuncs.com/example.jpg ?x-0ss-process=image/resize,

w_100

BEMER , RN TEHN=RERERNEERE

http://bucket.<endpoint>/object?x-0ss-process=x-0ss-process=style/name

- style : AP BEXEXRFREIRST




« name : BENHEREMR , BMFlaE A #inlE
flan -

http.//image-demo.oss-cn-hangzhou.aliyuncs.com/example.jpg ?x-oss-process=style/oss-pic-style-

w-100

BITRERGLE | ATLAXS—SKE FIRFRSEiE 2 MEME | 18TV T
http.//bucket.<endpoint>/object?x-0ss-process=image/action,parame_value/action,parame_value

/...

flan -

http.//image-demo.oss-cn-hangzhou.aliyuncs.com/example.jpg ?x-oss-process=image/resize,

w_100/rotate,90

B R IRSBBSEHTTPSIAR |, 540 :

http.//image-demo.oss-cn-hangzhou.aliyuncs.com/example.jpg ?x-oss-process=image/resize,

w_100

Yl l=]

XTFABIPRAYSIY ( Object ) , AITFERATRAVNIR , MBS A BeminIE HARSS .
BucketiBR ObjectilR

FAEIES ( private ) BRIAKBR ( default )

EENR FABIETS ( private )

SRS ZHIE FAERURLISEBANT -

String endpoint = "<endpoint, f5l#http://oss-cn-hangzhou.aliyuncs.com>";

String accessKeyld = "<accessKeyld>";

String accessKeySecret = "<accessKeySecret>";

String bucketName = "<bucketName>";

private static String key = "example.jpg";

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);

I B RRb IR

String style = "image/resize,m_fixed,w_100,h_100/rotate,90";

I/ iISEARS A 10555

Date expiration = new Date(new Date().getTime() + 1000 * 60 * 10 );

GeneratePresignedUrIRequest req = new GeneratePresignedUrIRequest(bucketName, key,
HttpMethod.GET);

req.setExpiration(expiration);

req.setProcess(style);

URL signedUrl = ossClient.generatePresignedUrl(req);

System.out.printin(signedUrl);

58P



o EUHESZE BEXEN. HTTPS, JREXLIE
« IBEIdHART Bl (R Date expiration = DateUtil.parseRfc822Date("Wed, 21 Dec 2022 14:20:
00 GMT");

SDKif[a]

XITHESAUPRAIE R34, EJLAE R SDK iniaE A, #HTAbE.

BB :

- BERGERNEAEIESE : GitHub
* SDKAMEEIS 43R BEXE. HTTPS, REXLLE

EifiRE
E R IEEIRFEE | SRINERER. SR M. #E. hefk. TR, KENS.

String endpoint = "<endpoint, f5#http://oss-cn-hangzhou.aliyuncs.com>";
String accessKeyld = "<accessKeyld>";

String accessKeySecret = "<accessKeySecret>";

String bucketName = "<bucketName>";

String key = "example.jpg";

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I FERY

String style = "image/resize,m_fixed,w_100,h_100";
GetObjectRequest request = new GetObjectRequest(bucketName, key);
request.setProcess(style);

ossClient.getObject(request, new File("example-resize.jpg"));

I #%58

style = "image/crop,w_100,h_100,x_100,y _100,r_1";

request = new GetObjectRequest(bucketName, key);
request.setProcess(style);

ossClient.getObject(request, new File("example-crop.jpg"));

I TiEk

style = "image/rotate,90";

request = new GetObjectRequest(bucketName, key);
request.setProcess(style);

ossClient.getObject(request, new File("example-rotate.jpg"));

11 $7i4%,

style = "image/sharpen,100";

request = new GetObjectRequest(bucketName, key);
request.setProcess(style);

ossClient.getObject(request, new File("example-sharpen.jpg"));

11 7XED

style = "image/watermark,text SGVsbG8g5Zu-54mH5pyN5YghiQ";
request = new GetObjectRequest(bucketName, key);
request.setProcess(style);

ossClient.getObject(request, new File("example-watermark.jpg"));
/] 18T B

style = "image/format,png";

request = new GetObjectRequest(bucketName, key);
request.setProcess(style);

ossClient.getObject(request, new File("example-format.png"));

IBRER


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ImageSample.java

style = "image/info";

request = new GetObjectRequest(bucketName, key);
request.setProcess(style);

ossClient.getObject(request, new File("example-info.txt"));
ossClient.shutdown();

BEXHER

String endpoint = "<endpoint, f5l#http://oss-cn-hangzhou.aliyuncs.com>";
String accessKeyld = "<accessKeyld>";

String accessKeySecret = "<accessKeySecret>";

String bucketName = "<bucketName>";

String key = "example.jpg";

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I BRENFL

String style = "style/oss-pic-style-w-100";

GetObjectRequest request = new GetObjectRequest(bucketName, key);
request.setProcess(style);

ossClient.getObject(request, new File("example-new.jpg"));
ossClient.shutdown();

RERALTE

String endpoint = "<endpoint, ff|#http://oss-cn-hangzhou.aliyuncs.com>";
String accessKeyld = "<accessKeyld>";

String accessKeySecret = "<accessKeySecret>";

String bucketName = "<bucketName>";

private static String key = "example.jpg";

OSSClient ossClient = new OSSClient(endpoint, accessKeyld, accessKeySecret);
I RERAETR

String style = "image/resize,m_fixed,w_100,h_100/rotate,90";
GetObjectRequest request = new GetObjectRequest(bucketName, key);
request.setProcess(style);

ossClient.getObject(request, new File("example-new.jpg"));
ossClient.shutdown();

ERGETH

o AIAE BT BimageStyleViever , BILABMAIEZIOSSE A RILER
« OSSERF4bERYINEE. EREDR INE

1.2.1.17 FELE
JAFOSSClientzZ AVHEXEZORT , MIRMMERRE |, NFRIBRIEXY | SNIRIERKIN. 0
SER | BHHEEREIETEY, 0SS Java SDKESHERE , —LERESHHE
#OSSException , B—(E2& ik ClientException , B394k EHRuntimeException,

SELIERG

try {
// Do some operations with the instance here, such as put object...
client.putObiject(...);
} catch (OSSException oe) {
System.out.printin("Caught an OSSException, which means your request made it to OSS, "


https://gosspublic.alicdn.com/image/index.html
https://promotion.aliyun.com/ntms/image01.html

+ "but was rejected with an error response for some reason.");
System.out.printin("Error Message: " + oe.getErrorCode());
System.out.printin("Error Code: " + oe.getErrorCode());
System.out.printin("Request ID: " + oe.getRequestid());
System.out.printin("Host ID: " + oe.getHostld());

} catch (ClientException ce) {
System.out.printin("Caught an ClientException, which means the client encountered "

+ "a serious internal problem while trying to communicate with OSS, "

+ "such as not being able to access the network.");

System.out.printin("Error Message: " + ce.getMessage());
} finally {
if (client != null) {
client.shutdown();

}
}

ClientException

ClientExceptionZRRE Fin=it FOSSKIXIE KN BIBRERITBRINSE., Fli0 , ZaXiEKaT
MZEIEEATTFERY , NS ClientException ; H_EEXHITAEIORER , thatttClientExce
ption,

OSSException
OSSExceptionigfiRSZ=8imtaIR , ©RETIRSZSSHEREEMMENT , ©30SSaiR[ALE AN
FEIRIBIEIRER , FTFHRFPEMER , FHHESAIE,
OSSExceptioniBFEG LA TEIRER
« Code : OSSIR[EIZEFEFHIFEIRS.
» Message : OSSIEMATFHAEIREE.
» Requestld : AFHE—RRIZIERAIUUID ; HEToERERERAS , LA MRequestld3RiFHK

OSSH & TFZIMHYESED,

+ Hostld : FBFRRIGIRAIOSSERE , SHFIEKRAERAIIHost—EL,

OSSHEMHIREI
Hixhg g HTTPIRZSES
AccessDenied 54iHa) 403
BucketAlreadyExists BucketB&1FE 409
BucketNotEmpty BucketfR A= 409
EntityTooLarge SKVSU/N 400
EntityTooSmall SCRID /N 400
FileGroupToolLarge VL=l NN 400




§EIRE3 faid HTTPIRZSHS
FilePartNotExist A4Part AMEE 400
FilePartStale X{4Partid B 400
InvalidArgument SRR 400
InvalidAccessKeyld AccessKeyldANFEE 403
InvalidBucketName FTBIBucketZ = 400
InvalidDigest TR 400
InvalidObjectName FoHIObjectZ =2 400
InvalidPart TR HgPart 400
InvalidPartOrder Fox B part/lifz 400
InvalidTargetBucketForLogging | Logging#&{/EdE T30 B tRbucket | 400
InternalError OSSHERAREHEIR 500
MalformedXML XMLIERAEE 400
MethodNotAllowed RS E 405
MissingArgument s 411
MissingContentLength HORBEKE 411
NoSuchBucket Bucket~MF7E 404
NoSuchKey YEARTFE 404
NoSuchUpload Multipart Upload IDAFIE 404
Notlmplemented ToE R AR 501
PreconditionFailed FkbEREEIR 412
RequestTimeTooSkewed KBRS IRSS sSATEEH | 403
1553%
RequestTimeout ST 400
SignatureDoesNotMatch BHER 403
InvalidEncryptionAlgorithmError | i8R IBINIEZE AR 400




1.2.1.18 =l a2
s
WNERIRIE(EEOSS Java SDKAT , RENI TSRS

Exception in thread "main" java.lang.NoClassDefFoundError: org/apache/http/ssl/TrustStrategy
at com.aliyun.oss.OSSClient.<init>(OSSClient.java:268)
at com.aliyun.oss.OSSClient.<init>(OSSClient.java:193)
at com.aliyun.oss.demo.HelloOSS.main(HelloOSS.java:77)
Caused by: java.lang.ClassNotFoundException: org.apache.http.ssl. TrustStrategy
at java.net.URLClassLoader$1.run(URLClassLoader.java:366)
at java.net.URLClassLoader$1.run(URLClassLoader.java:355)
at java.security.AccessController.doPrivileged(Native Method)
at java.net.URLClassLoader.findClass(URLClassLoader.java:354)
at java.lang.ClassLoader.loadClass(ClassLoader.java:425)
at sun.misc.Launcher$AppClassLoader.loadClass(Launcher.java:308)
at java.lang.ClassLoader.loadClass(ClassLoader.java:358)
... 3 more

&

Exception in thread "main" java.lang.NoSuchFieldError: INSTANCE

at org.apache.http.impl.io.DefaultHttpRequestWriterFactory.<init>(DefaultHttpRequestWr
iterFactory.java:52)

at org.apache.http.impl.io.DefaultHttpRequestWriterFactory.<init>(DefaultHttpRequestWr
iterFactory.java:56)

at org.apache.http.impl.io.DefaultHttpRequestWriterFactory.<clinit>(DefaultHttpRequestWr
iterFactory.java:46)

at org.apache.http.impl.conn.ManagedHttpClientConnectionFactory.<init>(ManagedHit
pClientConnectionFactory.java:82)

at org.apache.http.impl.conn.ManagedHttpClientConnectionFactory.<init>(ManagedHit
pClientConnectionFactory.java:95)

at org.apache.http.impl.conn.ManagedHttpClientConnectionFactory.<init>(ManagedHit
pClientConnectionFactory.java:104)

at org.apache.http.impl.conn.ManagedHttpClientConnectionFactory.<clinit>(ManagedHtt
pClientConnectionFactory.java:62)

at org.apache.http.impl.conn.PoolingHttpClientConnectionManager$InternalConnectionFactory
.<init>(PoolingHttpClientConnectionManager.java:572)

at org.apache.http.impl.conn.PoolingHttpClientConnectionManager.<init>(PoolingHtt
pClientConnectionManager.java:174)

at org.apache.http.impl.conn.PoolingHttpClientConnectionManager.<init>(PoolingHtt
pClientConnectionManager.java:158)

at org.apache.http.impl.conn.PoolingHttpClientConnectionManager.<init>(PoolingHtt
pClientConnectionManager.java: 149)

at org.apache.http.impl.conn.PoolingHttpClientConnectionManager.<init>(PoolingHtt
pClientConnectionManager.java: 125)

at com.aliyun.oss.common.comm.DefaultServiceClient.createHttpClientConnectionManager(
DefaultServiceClient.java:237)

at com.aliyun.oss.common.comm.DefaultServiceClient.<init>(DefaultServiceClient.java:78)
at com.aliyun.oss.OSSClient.<init>(OSSClient.java:268)

at com.aliyun.oss.OSSClient.<init>(OSSClient.java:193)

at OSSManagerimpl.upload(OSSManagerimpl.java:42)

at OSSManagerimpl.main(OSSManagerimpl.java:63)

SN TRETREEE PR, [RER , 0SS Java SDKfER T Apache httpclient 4.4.1 , BB TI2{ER
75 Apache httpclient 4.4.1722f9Apache httpclient@dicommons-httpclient, BEEHNTIER



RTHAT "mvn dependency:tree” , BEETEFERNERRA. W LAREERNTIER |, £
T Apache httpclient 4.3 :

[INFO] --- maven-dependency-plugin:2.2:tree (default-cli) @ maven-demo ---
[INFO] com.aliyun.oss:maven-demo: jar:0.1.1-SNAPSHOT

[INFO] +- junit:junit:jar:4.10:test

[INFO] | \- org.hamcrest:hamcrest-core:jar:1.1:test

[INFO] +- org.apache.httpcomponents:httpclient:jar:4.3;compile

[INFO] +- org.apache.httpcomponents:httpcore:jar:4.3:compile

[INFO] +- commons-logging:commons-logging:jar:1.1.3:compile

[INFO] \- commons-codec:commons-codec:jar:1.6:compile

[INFO] com.aliyun.oss:aliyun-sdk-oss:jar:2.2.1:compile

[INFO] +- org. jdom: jdom: jar:1.1:compile

[INFO] \- net.sf.json-1lib: json-1lib:jar:jdk15:2.4:compile

[INFO] += commons-beanutils:commons-beanutils:jar:1.8.0:compile
[INFO] +- commons-collections:commons-collections:jar:3.2.1:compile
[INFO] += commons-lang:commons-lang: jar:2.5:compile

[INFO] \- net.sf.ezmorph:ezmorph:jar:1.0.6:compile

BIPRBLUTRIERTT I -

o (FRFEIRA. MRENTIZEFRSApache httpclient 4.4 1HSSHRRA | B ER4.4.1h%
K, Epom.xmiFKigEbhRAAIApache httpclientfk#f, NSRRI TFE[FEF T commons-httpclient
W RTEEEEZR |, i5ZKFRcommons-httpclient,

o fEIMKENTR, WMRERNTIEEMSZSNE=HE , MBE =SB XK ERARIApache
httpclient , SR TEBESBMEUTS |, iBFERexclusionfiZlk, 1FMHIEESE maven guides,

0SS Java SDKIKHLA TRARIE , iF5ERDEShttpclients&IL , AEEIE.

[INFO] com.aliyun.oss:maven-demo:jar:0.1.1-SNAPSHOT

[INFO] +- junit:junit:jar:4.10:test

[INFO] | \- org.hamcrest:hamcrest-core:jar:1.1:test

[INFO] \-|com.aliyun.oss:aliyun-sdk-oss:jar:2.2.1:compile
+- org.apache.httpcomponents:httpclient:jar:4.4.1:compile
| +- org.apache.httpcomponents:httpcore:jar:4.4.1:compile
| +- commons-logging:commons-logqging:jar:1.2:compile

| \- commons-codec:commons-codec:jar:1.9:compile
+= org. jdom: jdom: jar:1.1:compile
\- net.sf.json-1lib:json-1lib:jar:jdk15:2.4:compile
+- commons-beanutils:commons-beanutils:jar:1.8.0:compile
commons-collections:commons-collections:jar:3.2.1:compile
commons=-lang:commons=-lang:jar:2.5:compile
net.sf.ezmorph:ezmorph:jar:1.0.6:compile

s
HEFRASEITOSS Java SDKIRUIREEIR ¢

Exception in thread "main" java.lang.NoClassDefFoundError: org/apache/http/auth/Credentials
at com.aliyun.oss.OSSClient.<init>(OSSClient.java:268)
at com.aliyun.oss.OSSClient.<init>(OSSClient.java:193)
at com.aliyun.oss.demo.HelloOSS.main(HelloOSS.java:76)


https://maven.apache.org/guides/introduction/introduction-to-optional-and-excludes-dependencies.html

Caused by: java.lang.ClassNotFoundException: org.apache.http.auth.Credentials
at java.net.URLClassLoader$1.run(URLClassLoader.java:366)
at java.net.URLClassLoader$1.run(URLClassLoader.java:355)
at java.security.AccessController.doPrivileged(Native Method)
at java.net.URLClassLoader.findClass(URLClassLoader.java:354)
at java.lang.ClassLoader.loadClass(ClasslLoader.java:425)
at sun.misc.Launcher$AppClassLoader.loadClass(Launcher.java:308)
at java.lang.ClassLoader.loadClass(ClasslLoader.java:358)
... 3 more

17

Exception in thread "main" java.lang.NoClassDefFoundError: org/apache/http/protocol/
HttpContext
at com.aliyun.oss.OSSClient.<init>(OSSClient.java:268)
at com.aliyun.oss.OSSClient.<init>(OSSClient.java:193)
at com.aliyun.oss.demo.HelloOSS.main(HelloOSS.java:76)
Caused by: java.lang.ClassNotFoundException: org.apache.http.protocol.HttpContext
at java.net.URLClassLoader$1.run(URLClassLoader.java:366)
at java.net.URLClassLoader$1.run(URLClassLoader.java:355)
at java.security.AccessController.doPrivileged(Native Method)
at java.net.URLClassLoader.findClass(URLClassLoader.java:354)
at java.lang.ClassLoader.loadClass(ClasslLoader.java:425)
at sun.misc.Launcher$AppClassLoader.loadClass(Launcher.java:308)
at java.lang.ClassLoader.loadClass(ClassLoader.java:358)
... 3 more

17

Exception in thread "main" java.lang.NoClassDefFoundError: org/jdom/input/SAXBuilder
at com.aliyun.oss.internal.ResponseParsers.getXmIRootElement(ResponseParsers.java:
645)
at ... ...
at com.aliyun.oss.OSSClient.doesBucketExist(OSSClient.java:471)
at com.aliyun.oss.OSSClient.doesBucketExist(OSSClient.java:465)
at com.aliyun.oss.demo.HelloOSS.main(HelloOSS.java:82)
Caused by: java.lang.ClassNotFoundException: org.jdom.input. SAXBuilder
at java.net.URLClassLoader$1.run(URLClassLoader.java:366)
at java.net.URLClassLoader$1.run(URLClassLoader.java:355)
at java.security.AccessController.doPrivileged(Native Method)
at java.net.URLClassLoader.findClass(URLClassLoader.java:354)
at java.lang.ClassLoader.loadClass(ClassLoader.java:425)
at sun.misc.Launcher$AppClassLoader.loadClass(Launcher.java:308)
at java.lang.ClassLoader.loadClass(ClasslLoader.java:358)
... 11 more

KRR | IR TIEERA 0SS Java SDKEFHIEITWMAIE. 0SS Java SDKIKEI T

@ 4

« aliyun-sdk-0ss-2.2.1.jar

hamcrest-core-1.1.jar

jdom-1.1.jar

« commons-codec-1.9.jar

httpclient-4.4.1.jar



« commons-logging-1.2.jar
e httpcore-4.4.1.jar
o log4j-1.2.15.jar

Hep |, log4j-1.2.15 jarZrliEhY , FEEATINREARTIINZE. EttEEHELAATDH.,
fRRNE - 1B TIEPEIAOSS Java SDKIKIAIE , IIAFENT :

« MREHNTEREclipse, 155% Java-SDKFERFA , &3 > BN : EEclipseliBRSATL
BB ;

. WBREHTIEEANt, BIEOSS Java SDKIKERHIE , A TIZIbER ;

« WIREEEFERjavac/java , iB{#H-classpath/-cpiEEOSS Java SDKIKFRAVELERTE , SHEOSS
Java SDKIKEFIE I classpathi&4E

B
1&170SS Java SDKIEFHIHIN T FE -

com.aliyun.oss.ClientException: SocketException

at com.aliyun.oss.common.utils.ExceptionFactory.createNetworkException(ExceptionFactory
Jjava:71)

at com.aliyun.oss.common.comm.DefaultServiceClient.sendRequestCore(DefaultSer
viceClient.java:116)

at com.aliyun.oss.common.comm.ServiceClient.sendRequestimpl(ServiceClient.java:121)

at com.aliyun.oss.common.comm.ServiceClient.sendRequest(ServiceClient.java:67)

at com.aliyun.oss.internal.OSSOperation.send(OSSOperation.java:92)

at com.aliyun.oss.internal. OSSOperation.doOperation(OSSOperation.java: 140)

at com.aliyun.oss.internal.OSSOperation.doOperation(OSSOperation.java:111)

at com.aliyun.oss.internal. OSSBucketOperation.getBucketinfo(OSSBucketOperation.java:
1152)

at com.aliyun.oss.OSSClient.getBucketinfo(OSSClient.java:1220)

at com.aliyun.oss.OSSClient.getBucketinfo(OSSClient.java:1214)

at com.aliyun.oss.demo.HelloOSS.main(HelloOSS.java:94)
Caused by: org.apache.http.conn.HttpHostConnectException: Connect to oss-test.oss-cn-
hangzhou-internal.aliyuncs.com:80 [oss-test.oss-cn-hangzhou-internal.aliyuncs.com/10.84.135.
99] failed: Connection timed out: connect

at org.apache.http.impl.conn.DefaultHttpClientConnectionOperator.connect(DefaultHtt
pClientConnectionOperator.java:151)

at org.apache.http.impl.conn.PoolingHttpClientConnectionManager.connect(PoolingHtt
pClientConnectionManager.java:353)

at org.apache.http.impl.execchain.MainClientExec.establishRoute(MainClientExec.java:380)

at org.apache.http.impl.execchain.MainClientExec.execute(MainClientExec.java:236)

at org.apache.http.impl.execchain.ProtocolExec.execute(ProtocolExec.java: 184)

at org.apache.http.impl.execchain.RedirectExec.execute(RedirectExec.java:110)

at org.apache.http.impl.client.InternalHttpClient.doExecute(InternalHttpClient.java: 184)

at org.apache.http.impl.client.CloseableHttpClient.execute(CloseableHttpClient.java:82)

at com.aliyun.oss.common.comm.DefaultServiceClient.sendRequestCore(DefaultSer
viceClient.java:113)



.. 9 more

[RERendpointiGiREk EHMEARE , R BEEFKLEIR. BFEAOSSProbe TE1E
M, OSSProbe A HHATREAVEEIRIRA.

org.apache.http.NoHttpResponseException: The target server failed to respond

1z170SS Java SDKIEFHIHII TRE -

com, alfyun. oss.Cl{entException: Unknown -
at com. aliyun.oss. common. utils. Ex ceﬁ:uq-r-:actorg createNetworkException(ExceptionFactory. java:68) ~[aliyun-sdk-0s5-2.1.0. jar :na]
at com. aliyun. 055 CORSON, Coms, Dc"au ts er\h:cchrr‘t sendtequ q's-L(oﬂ'(D-:‘fauN*‘er\-h:e(”erl ava: ].I?rJ [ahwr‘ sik-05 1- ‘ .1.0. jar :na)
at com. aliyun.oss. common. comm, Servicec]ient. sendrequest Impl (ServiceClient. java:12 1% aliyun- cu ~03 .1.0, jar:na)
at com. aliyun.oss.common, comm, serviceclient. sendrReques Ic:mr riceCiient. 44 wa:67) ~[a 1kun sdk-0% «le o ]Ar na)
at com.aliyun. 055, internal, ossoperation, und{c soperation. java:92) ~[aliyun- sdk-055-2. 1.0, jar r~a]
at com.aliyun.oss. internal.0ssoperation. dwprruionEo's.,a;peratlm ava: 14 % ~[aliyun-sdk-0s2-2.1.0. far:na
at com.aliyun.oss. internal.ossoperation. dooperation(ossoperation. ;.na 1111 aliyun-sdk-055-2.1.0. Jar:na
at com, J"yw‘ 035, internal. os2eultipartoperation, ln!tlatcﬂbh‘DarlLDload{ﬁ"!\-’u'lt‘wr(l)nera'llor‘ java:208) ~[aliyun-sdk-035-2.1.0. jar:na)
at com. aliyun.oss.ossClient. inftiavemulitipartupload(ossclient. java:763) ~[aliyun-sdk-o05s- &ar r'A]
at com, tacbao. agoo. dusp. client.0ssTools. . mulripartupload(ossTools. ].na 79) =[agoo-dump- :Hrrt 0-5SMAPSHOT. jar u]
at com. Taobad. agoo. dusp. biz. sanager. 'raskhcur.owanaqerS\.ploaduﬂ rn.r‘{!'ask[ Cu:orvanager Ja\a ll ) - agoo du'p biz-2.0.0-SNAPSHOT. jar: nal
at java.util.concurrent. ExecutorsSrunnableadapter. call(Executors. jav A 471) [na:l
at java.util.conturrent. ruturrTa;k run{FutureTask. java:262) [na:l. _51)
at java.util.concurrent. ThreadPoolExecutor, rnrmc-rkrr(nrufm-o!ne:.n.tor Java: :1453 [na:l.7.0.51]
at Java.util.concurrent. rrreadpoolhuumriaorktr run{ThreadroolExecutor. java:615) [nal.7.0.51)
at java.lang. Thread.run(Thread. java:744) [naz1,7.0 HJ
caused by: org.apache.http, NoWTTpResponsetxception: [ The Target Server Talled to respond |
at org.apache.http. impl. conn, Def aulthttpResp poriseParser. java:141) ~[httpelient-4.4, jar.u.-I]
at org.apache.http. fepl. conn. befauhnttpad:,ponuwr:or p.\r eHead{Def aultHt tplto pcnwhr:.or Java:sT) [P'Ltchtr't .-.jar .4]
at org.apache.http. ispl. 1o, AbstractMessagerarser, par:.t(.aba.:raut'ﬂ.:.aquJ ser.javac2él) = hltpcorr 4.4, jar
at org.apache.http. ispl. Defiunmnu;x'lurtco-me:twr rect-hwu.pomthnder(oehu]tzvupc fentConnection. ]J\..‘I 1653 ~[httpcore-4.4. jar:4.4]
at org.apache.http. ispl. conn. CPoolProxy. receiveResponseneader (CPoolProxy. java:167) -~ [r'mehcrt ar:d.4
at org.apache.http.protoco]. HitpRequestExecutor . doReceiveResponse(HETpRequestExecutor, java:272) ~ htthorc 4.4.jar:4.4]

FERZ : EREEMERIEEESEN , SHNEEERSSHLREIR, ZAfZApache
httpclient 4.488bug , FERHTTPCLIENT-1609 , 4.4 1R LAGARAEE, Java SDK 2.1.2BIR9ARA
EFBRIEApache httpclient 4.4 , TZFE_LIR[ASR ; Java SDK 2.1 2R LUGSHIERA | FEAKNEApache
httpclient 4.4.1 , EE 7z, MBLMZIDFSHROSS Java SDKE2.1.28 LAIGhRES.

iEFHOSS Java SDKF51{E
JAFIOSS Java SDKZF5{(hang) , i@idjstack -| <pid>E&EHE , SEMTRINE :

"main" prio=6 tid=0x000000000291e000 nid=0xc40 waiting on condition [0x0000000002dae000

]
java.lang.Thread.State: WAITING (parking)

at sun.misc.Unsafe.park(Native Method)

- parking to wait for <0x00000007d85697f8> (a java.util.concurrent.locks.AbstractQu
euedSynchronizer$ConditionObject)

at java.util.concurrent.locks.LockSupport.park(LockSupport.java: 186)

at java.util.concurrent.locks.AbstractQueuedSynchronizer$ConditionObject.await(AbstractQu
euedSynchronizer.java:2043)

at org.apache.http.pool.PoolEntryFuture.await(PoolEntryFuture.java: 138)

at org.apache.http.pool.AbstractConnPool.getPoolEntryBlocking(AbstractConnPool.java:306)

at org.apache.http.pool.AbstractConnPool.access$000(AbstractConnPool.java:64)

at org.apache.http.pool.AbstractConnPool$2.getPoolEntry(AbstractConnPool.java: 192)

at org.apache.http.pool.AbstractConnPool$2.getPoolEntry(AbstractConnPool.java: 185)

at org.apache.http.pool.PoolEntryFuture.get(PoolEntryFuture.java:107)

at org.apache.http.impl.conn.PoolingHttpClientConnectionManager.leaseConnection(
PoolingHttpClientConnectionManager.java:276)

at org.apache.http.impl.conn.PoolingHttpClientConnectionManager$1.get(PoolingHtt
pClientConnectionManager.java:263)

at org.apache.http.impl.execchain.MainClientExec.execute(MainClientExec.java:190)

at org.apache.http.impl.execchain.ProtocolExec.execute(ProtocolExec.java: 184)

at org.apache.http.impl.execchain.RedirectExec.execute(RedirectExec.java: 110)

at org.apache.http.impl.client.InternalHttpClient.doExecute(InternalHttpClient.java: 184)

at org.apache.http.impl.client.CloseableHttpClient.execute(CloseableHttpClient.java:82)


https://issues.apache.org/jira/browse/HTTPCLIENT-1609

at com.aliyun.oss.common.comm.DefaultServiceClient.sendRequestCore(DefaultSer
viceClient.java:113)

at com.aliyun.oss.common.comm.ServiceClient.sendRequestimpl(ServiceClient.java: 123)

at com.aliyun.oss.common.comm.ServiceClient.sendRequest(ServiceClient.java:68)

at com.aliyun.oss.internal. OSSOperation.send(OSSOperation.java:94)

at com.aliyun.oss.internal. OSSOperation.doOperation(OSSOperation.java: 146)

at com.aliyun.oss.internal.OSSOperation.doOperation(OSSOperation.java:113)

at com.aliyun.oss.internal. OSSObjectOperation.getObject(OSSObjectOperation.java:229)

at com.aliyun.oss.OSSClient.getObject(OSSClient.java:629)

at com.aliyun.oss.OSSClient.getObject(OSSClient.java:617)

at samples.HelloOSS.main(HelloOSS.java:49)

FE : EEShRERSIGR , TALRHAO0SSClient getObject , {BRIREXA. BREEMNER , B
(RSEERR, SHET :

I 1EEBX Object

OSSObject ossObject = ossClient.getObject(bucketName, key);
/1 {£FObjectContentF1ObjectMetadata

...

Il (EFA5EEEfE , —EZclose
ossObject.getObjectContent().close();

ConnectionClosedException: Premature end of Content-Length delimited message body ...
ANERAETEERIOSSClient.getObjectfT , RN TFEZLEEIR -

Exception in thread "main" org.apache.http.ConnectionClosedException: Premature end of
Content-Length delimited message body (expected: 11990526; received: 202880

at org.apache.http.impl.io.ContentLengthlnputStream.read(ContentLengthlnputStream.java:
180)

at org.apache.http.impl.io.ContentLengthinputStream.read(ContentLengthlnputStream.java:
200)

at org.apache.http.impl.io.ContentLengthinputStream.close(ContentLengthlnputStream.java:
103)

at org.apache.http.impl.execchain.ResponseEntityProxy.streamClosed(ResponseEntityProxy
java:128)

at org.apache.http.conn.EofSensorlnputStream.checkClose(EofSensorlnputStream.java:228)

at org.apache.http.conn.EofSensorinputStream.close(EofSensorlnputStream.java:174)

at java.io.FilterlnputStream.close(FilterInputStream.java: 181)

at java.io.FilterInputStream.close(FilterinputStream.java:181)

at com.aliyun.oss.event.ProgressinputStream.close(ProgressinputStream.java: 147)

at java.io.FilterlnputStream.close(FilterInputStream.java: 181)

at samples.HelloOSS.main(HelloOSS.java:39)

JRE : FREEEHEERITEREIE 19910, OSSEXAEET 1 0B AXZNEIERIERE. RE
RN BRI | IEEER D SR RS — SR IEEE | BAEEURRIREIAEE.

RTFIEE

AFOSS Java SDKHVRER , iIzfT—ERITEI(BEWSE |, JUNHREILRAS) EREESEE, BERREF
SHIR , StTRFERER. R Eclipse Memory Analyzer(MAT) , EF373AN, 8EF8 MAT
BHTHEERE ST, ARDHTLEERSUTE , PoolingHttpClientConnectionManager 596 %I
=


http://www.eclipse.org/mat/downloads.php?
https://www.ibm.com/developerworks/cn/opensource/os-cn-ecl-ma/
https://www.ibm.com/developerworks/cn/opensource/os-cn-ecl-ma/

~ Biggest Top-Level Dominator Classes (Overview)

(a) 2.3 GE

[ JEY) org.apache.http.impl....
|

\:(cl 58.3 ME () java.lang.Class
®) 33.1ME

() Rernainder

Total: 2.4 GB

~ Biggest Top-Level Dominator Classes

Label Numniber of Objects  Used Heap Size Retained Heap Size  Retained Heap, %

I i 1 ingH! i nectionM I 112,701 3,606,432 2,517,081,408 96.33%

ISy VE R TR 6,562 60,792 34,679,768 1.33%
: 2 @ h 667, 351,761,

Z Total: 2 entries 119,263 3,667,224 2,551,761,176

[REA : B gEZRnew OSSClient , {B2i&BIEFOSSClient.shutdown , IERRIRItR. =75
new OSSClient—EEF10SSClient.shutdownpiXS{sE .

A OSSClient.shutdownil R & InterruptedException
JAPFAOSSClient.shutdownifltl FRE :

java.lang.InterruptedException: sleep interrupted
at java.lang.Thread.sleep(Native Method)
at com.aliyun.oss.common.comm.ldleConnectionReaper.run(ldleConnectionReaper:76)

JR& : OSSClientfF&%4:#EIdleConnectionReaper , BRIt XA EIER. |dleConnectionReapers:
T21Esleephy , @MAshutdown , FisHbE EEAIFE. OSS Java SDK v2.3.0B&EE1ZIA-, &)
AEFBAN TS |, RRIZFH

ty{
serviceClient.shutdown();

} catch(Exception e) {
}

1.2.2 Python-SDK
1.2.2.1 T
HHXER
« githubIiiE
« SDKAPIXZH : FrERYEO , LARSRRIET


https://github.com/aliyun/aliyun-oss-python-sdk
http://aliyun-oss-python-sdk.readthedocs.org/

« PyPiETR
« RAER

73T

IthRAHIPython SDKI&FFPython 2.6, 2.7. 3.3, 3.4, 3.5iRA, ESLiBIRIE0ythonERKISIS:
RIEAIERIPYythonhR AR,

LHEYFPython/g :
» fELinux ShellEB3§IFPythonkR 7S :

$ python -V
Python 2.7.10

TERSHRBIEE LTINS 7 Python 2.7.10hR A,
« Windows CMDIftE FIGIUEPYthonkRAs :

C:\> python -V
Python 2.7.10

LEREEIHRBIGTERINLSE T Python 2.7 10hA, IR "FEAFEIMNBES" 1B
SERE "MREE" - "Path” |, HEIIPythonAI%IRIERE. WE :

r SRR . e S |

— - S —
TEEZW: Path
ZERE®: WwsPowerShell\vl. O\|C:\Python27.[:\P

[ ®mE || B8

e

FIESDK
- BEpip%i
pip install 0ss2
o RRRE
Mgithub FEAERIRARISDKE |, BRERHANER , FIABR T Hsetup.pyiX N3

python setup.py install

< IouE


http://pypi.python.org/pypi/oss2
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/CHANGELOG.rst
http://www.python.org/
https://github.com/aliyun/aliyun-oss-python-sdk

B7cinS1THIApythonHEIZE | 1EPythonIftE FEESDKARRA :

>>> import 0ss2
>>> 0ss2.__version__

'2.0.0'

L EEHRBGEE LIS TR ERAAIPython SDK ( IXELARA2.0.0/941 ) .

ENEESDK

BB pipENE -

pip uninstall oss2

Bz

Python SDKEY7RAIN IS EexamplesBRT , #UER GitHub . HIBIELUITAS :

IS

HIRE

object_basic.py

R T UHBRRIEARL | 815 L. T
eI

object_extra.py

B T XHRXHBRAE , HX. RERF
BEMTTER. B, BINEEE

upload.py R T XM LIRRBRAE | AT REE L&,
ThEfEE
download.py R 7N ERIAE T E SBET

. WTREMETEE

object_check.py

R T _EAE T HRIEIERISRIAE , BIEMDS
FCRC

object_progress.py

R T HERIERIAL  8F LEHERIT

object_callback.py

T EAERIERIAE

object_post.py

7R T PostObjectiYFHi% , PostObjectRYSCIIA
#&%fiF Python SDK

sts.py

&7 STSHIAE% | BiEfeniEREaIT A
AR, FERIGRYRFRYERILEOSS

live_channel.py B/~ T Live Channelf9FEi%
image.py BT B RIRSHEE



https://github.com/aliyun/aliyun-oss-python-sdk/tree/master/examples
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_basic.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_extra.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/upload.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/download.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_check.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_progress.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_callback.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_post.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/sts.py
https://yq.aliyun.com/articles/57895
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/live_channel.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/image.py

GRib At HIRE

bucket.py [B7R T Bucket EIR2{ERURSE | EUNGUE.
BR. FlZEBucketF

RSERRZS

ItEhRZAIPython SDKFEELTIRFTHI0.4 MR A ZAFREBHIFTE . FHWSITIRosscmdtBRFEA IR
IR %7,

1.2.2.2 RIEANIT]
48

HEABTEIBMROSS EAMES: , WBucket, Object. Endpoint, AccessKeyldfJAccessKeySecret
%,

TENEIMEEROSS Python SDKKILAIOSSHRSS , BfEEEBucketdlIR , L&, TEHX
%, BEENMIIRE., HAXLEFESE—MHAXMHE | BEPythoniEFrILIT. #H . /&
EAF AR T RIERIBIF. BRI LIEXLERFRENEE] Python R BIMEHITIRIE,

%A :
IBAE AL BucketiX I A SEHAIGIF .

BEBucketFlFE

# -*- coding: utf-8 -*-
import 0ss2

auth = oss2.Auth(‘f&AYAccessKeyld', "14H9AccessKeySecret')
service = 0ss2.Service(auth, &AJEndpoint’)

print([b.name for b in oss2.Bucketlterator(service)])
FEAE AT

o 0ss2 AuthXS&E: T AFHRAIESE. , BlAccessKeyldfIAccessKeySecretss ;
« o0ss2.ServiceXtS AT IRFEXANIRIE , BRIFERKSZBucket ;
« 0ss2.Bucketlteratorfdg 22— NI LUEH FAFBucket{S B AUEM S



https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/bucket.py

FhiEbucket
AN XigFETE— 1 NABBucket :

bucket = 0ss2.Bucket(auth, 'http://oss-cn-hangzhou.aliyuncs.com', #&fbucket?3")
bucket.create_bucket(oss2.models.BUCKET_ACL_PRIVATE)

Hrhoss2.BucketfsRFBTF &, T#. MERNS |, iREBucketZMEES.
&S
HEAMIZtlocal txt L {EFIOSS , Object? AAremote.txt

bucket.put_object_from_file('remote.txt', 'local.txt")

TESH
HBOSS_ERYObject FEEIA S
bucket.get_object_to_file('remote.txt', 'local-backup.txt')
FUEESTiY
FlIZEBucket FHI10N3Zf4

from itertools import islice

for b in islice(oss2.0bjectlterator(bucket), 10):
print(b.key)

HrPoss2.ObjectlteratorX R E— MRS , BRILUGFEREMER—HEFERE.
HHIBRSZ{F
bucket.delete_object('remote.txt')

1.2.2.3 {liak

Python SDKJL T RTERIR{EERRi@IT0ss2.Service, 0ss2.Bucketif# T, IXE , H1LFMiA
AMETHIIAM IR,

ffixEEndpoint
B A A RIS X TR AT EE X AR EE D |, EFEndpointtEXAIEES:.
Endpointa] LIBLA LM :



il 58

http://oss-cn-hangzhou.aliyuncs.com LAHTTPHY , ARiaEaiu XigAIBucket
https://oss-cn-beijing.aliyuncs.com PAHTTPStY , 22REEH bR XIFAYBucket
http://my-domain.com PAHTTPINY , BISFAFBENXEE ( CNAME

) A3 NBucket

XFCNAMEEZFTENE -

» 0ss2.Service RZFIECNAMERJENdpoint

« BENIgEZmy-domain.com CNAMEZIFZ40 http.//<my-bucket>.oss-cn-hangzhou.aliyuncs.com
XFERYIE S

TERAIKBIREO0SSHYIAEEZ IENdpointS2]

# -*- coding: utf-8 -*-

import oss2

auth = oss2.Auth("fZ&fJAccessKeyld', 1R AAccessKeySecret')

endpoint = 'http://oss-cn-hangzhou.aliyuncs.com' # {Ri&Bucket@bFH)h X1
bucket = 0ss2.Bucket(auth, endpoint, “&fBucket?Z')

BATLAREFERBE NS

# -*- coding: utf-8 -*-

import oss2

auth = oss2.Auth("f&fJAccessKeyld', 1BAYAccessKeySecret')
cname = 'http://my-domain.com' # {BRiZZ Y382 /amy-domain.com

O

bucket = oss2.Bucket(auth, cname, "#&fJBucket?®’, is_cname=True)
IREEEER

BILEER]%Econnect_timeSRiQEIEEHEITESE) , LIV ARRL, TEAMTIBIHBAL— oss2.
ServiceXI5R , FHEEEHEATATENR /9308 ( 0ss2.BuckethI#IIRILRRIIAY ) -
# -*- coding: utf-8 -*-

import oss2
auth = oss2.Auth(‘f&fYAccessKeyld', 1 H9AccessKeySecret')



service = 0ss2.Service(auth, 'http://oss-cn-hangzhou.aliyuncs.com', connect_timeout=30)

1.2.2.4 STEFEETE
FiE=i8) ( Bucket ) ROSSEHMmATIE , tB2iTEE. SIREHl. HECRESRINEEETEL
X,

BEBBucket
BT oss2.Bucketlteratora] LU A RYIBucket :

# -*- coding: utf-8 -*-
import 0ss2

auth = oss2.Auth(‘&fYAccessKeyld', 14HAccessKeySecret')
service = 0ss2.Service(auth, EHYEndpoint’)

print([b.name for b in 0ss2.Bucketlterator(service)])
Hep |, oss2.Service KA "OSSIRSS" #EXAIXE , BRIRZANRFIE AR #YBucket,
gli#EBucket
BidtEEEndpointflBucket® , FIF BRI LATEISERIX i BlIE#THIBuUckKet

bucket = oss2.Bucket(auth, "#AYEndpoint’, 1ZAIBuckets")
bucket.create_bucket()

Evan |, $BEndpointi& http://oss-cn-beijing.aliyuncs.com , FiETLATE LR XIF B3 — M Bucket, %
FEndpoint, KIFREXIMKER , LAKBuckethIarZHIE , iI55H0SS EFHES .

BUZRNIARTLAFEEBuckethIR IR |, 2N T EIAVCESEIZE— AL AT EAIBuUCket :

bucket.create_bucket(oss2.BUCKET_ACL_PUBLIC_READ)
fHBRBucket

A TNERTAMIBR— T ZSEIBucket :

try:
bucket.delete_bucket()

except oss2.exceptions.BucketNotEmpty:
print('bucket is not empty.")

except oss2.exceptions.NoSuchBucket:
print('bucket does not exist')

WERBucketIE= , BIIRE S ITHIID F EfE |, BBARTIAMIER . SDK&HHBucketNotE
mptyS &, MR , BucketRZEE , MHH NoSuchBucketHE,



8 :
« —HBEBucket#flf% , BucketBZ AJgESHE B RIE.

 XJFIE=Bucket , AILABITIASESAOMER ( XTFH0 R LENRLRIE B ) BI75i%E=Bucket
=, R,

B EBucketih[AHBR

print(bucket.get_bucket_acl().acl)

i EBucketiBIItR
1BBucketfVIE A PRIRAFAS :
bucket.put_bucket_acl(oss2.BUCKET_ACL_PRIVATE)
1.2.2.5 LEXH
OssEZM EERT | AR EES R HERNEIE X/ NMEA—F, Sl EfE ( PutObject ) |
IENN_L& ( AppendObject ) B% REg_ HEINFEHEFETS5GBRISY ; Mo A LEB N2 RElLix

FI5GB , EHERIN4REISIAT48.8TB, BN BEE LE , B FRRMRHEEUERIRMTS
I\, BI75iEPRY data 241, Efth HEROBXIIRIdata2 8 , FHEIA.

BiE L&

81T Bucket.put_object 737% , AJLA E&E—NEEI 4.
FEFFFER

EERFHRIFRE

# -*- coding: utf-8 -*-

import 0ss2

auth = oss2.Auth("#&fAccessKeyld', 1 fAccessKeySecret')
bucket = 0ss2.Bucket(auth, EHYEndpoint’, 1ZABucket?")
bucket.put_object('remote.txt', '‘content of object')

A LAfEE LERIRbytes
bucket.put_object('remote.ixt', b'content of object')
B EIEE Hunicode :
bucket.put_object('remote.ixt', u'content of object')

B3 I, oss2.Bucket.put_objectiUE NS EL ( S8 Adata ) JLURSZRMPSEBRIN=FRE ¢



 bytes : ¥ (&
* unicode : BT AUTF-84RAEHbytesiH{T L&

&R

with open('local.txt', 'rb") as fileob;j:
bucket.put_object('remote.txt', fileobj)

XL EAEFFFERRINED | iTRREUESHEIILAR T/ , A LIRXERIMAXIR ( file object
).

58P
WA RSB A RFTF S | RARESSEEEME G RIF T3,

Python SDKiE$RAt T — MBS AT EERITAE :

bucket.put_object_from_file('remote.txt', 'local.txt')
L ERILRIR

import requests
input = requests.get(‘http://www.aliyun.com')
bucket.put_object(‘aliyun.txt', input)

requests.getiREIFIIE—PMEIEXISR (iterable ) , ItEAFPython SDKZEIZ Chunked Encoding/5
X &,
REHE

result = bucket.put_object('remote.txt', 'content of object’)
print('http status: {0}'.format(result.status))

print('request_id: {0} .format(result.request_id))
print('ETag: {0} .format(result.etag))
print('date: {0}.format(result.headers['date']))

BOSSIRS R EAIMNERBHREM :

o status : HTTPIR[EIES
+ request_id : i&KID
« headers : HTTPgzSLER

etaglllZput_objectREHERFEHIEM.

1588 :
BKIDE—TRR T —RiEK | i@zt eE AREFREEN—3PD.



INEE

M EERIRBIETLURIL . Python SDK LAETTARILMESZ SFEBRNENIER  XEEETTHE=HH
requestsfE, NE—T , MIAZUE ( data2#y ) JLABUTLRSEEY !

* bytesFfFER

« unicodeZFfFER : BRI ANUTF-84RIGHbytesiH T L&

« XI5 ( file object ) : WMRLAZHBIGZTATH (40" rb” &)

o ENEAIIS (iterable ) : LAChunked EncodingfuA =t EE

w8 :
XTI |, NRERT Lseekftellly , BBASMNEHBIVETIA LE , BRINU4LER.
Ei e

HFE HENARNEREXR , siNBIREAEIEE |, FESEI EERIRIEHmMAM 7. thd , 2R
XEE HENEIRESEM LE |, BURZEE , NG TNEEIR. Python SDKIgM T — 2RO
oss2.resumable_upload , FRFBrrEHEARICILE -

oss2.resumable_upload(bucket, 'remote.txt', 'local.txt’)

HREREME YK EXTHET o1ESE multipart_threshold B , i 7o B E(E. 1

iY , 27 EHOMEBR T3 .py-oss-upload B , FHEHRIHAERGFER THEANXEH. BFRtE
FLUES ali%S#store S KIEEIREHEN B R,

THEE— N EEFIREIF

oss2.resumable_upload(bucket, 'remote.txt', 'local.txt',
store=0ss2.ResumableStore(root="/tmp'),
multipart_threshold=100*1024,
part_size=100*1024,
num_threads=4)

aXE
» ResumableStore 1SEIEHEIRFR /tmp/.py-oss-upload BRT
« multipart_threshold 8B REI (L EAR/NF100KBREEH1TH H L&

+ part_size 2EEINEHFA/N100KB, WNRIEKK , BBAS HA/IMBEIEES KT 100KB
+ num_threads 2§U5EH A HIEXFEE N4

%A :



« 1548 oss2.defaults.connection_pool_size & AT THFETHLIZE.
o E3K 2.1.0 RLUGHRTA,

ShRLE

KAD R EE , BRALRS LEMENEEES. XERTEITRSEAREN AN, FRL
&, BEMIIREESnR. —XRDHh LETUSH=ALE

» #J%A1L ( Bucket.init_multipart_upload ) : $£#§Upload ID
o &5 F ( Bucket.upload_part) : IX—SALFAHT
« SERkL1E ( Bucket.complete_multipart_upload ) : §F90H , 0SS

BRFIFINTE

import os
from oss2 import SizedFileAdapter, determine_part_size
from oss2.models import Partinfo
key = 'remote.txt'
filename = 'local.txt'
total_size = os.path.getsize(filename)
part_size = determine_part_size(total_size, preferred_size=100 * 1024)
# 0ate s A
upload_id = bucket.init_multipart_upload(key).upload_id
parts =[]
#ZN L&D R
with open(filename, 'rb') as fileobj:
part_number = 1
offset =0
while offset < total_size:
num_to_upload = min(part_size, total_size - offset)
result = bucket.upload_part(key, upload_id, part_number,
SizedFileAdapter(fileobj, num_to_upload))
parts.append(Partinfo(part_number, result.etag))
offset += num_to_upload
part_number +=1
# SeRko A EfE
bucket.complete_multipart_upload(key, upload_id, parts)
# 3UF—T
with open(filename, 'rb') as fileob;j:
assert bucket.get_object(key).read() == fileobj.read()

Hrp .

« determine_part_size2—MNFRIED A A/ NIFE BN REL,
 SizedFileAdapter(fileobj, size)S4m— NEYfile object |, A RIBIIRM:—E , (BERZ RAE

EERYsize K7\,

1588 :
=ANTBHRRINIRE (key ) —E ; EED R EEFEIUpload IDXR—E.



IENN_L(E
AL AiBidBucket.append_object/TiEHITIBIN L :

result = bucket.append_object(‘append.txt', 0, 'content of first append')
bucket.append_object('append.txt’, result.next_position, 'content of second append')

BEVR LERYRFEE ( position£%Y ) 1890, MRNXHELFE , B
o RETLEMXH , M ObjectNotAppendable RE ;
o Z2ANENNHE , MNRENRBFIGZHEHKEARS |, T PositionNotEqualToLengthRE.

WNERAZREXREME , FJLAEIIBucket.head_object/5iEs, EIREINREIERINext_positionElE |, 15
FRFESEL.

IREHTTPL
HERT , LB headersS & BOSSHIFIYHTTPLER , #iContent-Type :

bucket.put_object('a.json’, '{"age": 1}', headers={'Content-Type": 'application/json; charset=utf-8

REBEXTTER
BIFE \x-oss-meta-ARIERAIHTTPLER , AILUANMHHREBENTTER
bucket.put_object('story.txt', 'a novel', headers={'x-oss-meta-author": 'O. Henry'})
HES

HEEOERM T %S Eprogress_callback , FIsRESEISCHLHESRINEE. THEAIASLABuUCKet.
put_object9f5l| , SEI T —NMERAIGR ST FEOHERRINEE ( FiFF—1 PythonifESX4 ) -

# -*- coding: utf-8 -*-
from __ future__ import print_function
import o0s, sys
import 0ss2
auth = oss2.Auth("#f9AccessKeyld', 1EfAccessKeySecret')
bucket = 0ss2.Bucket(auth, "AIEndpoint’, "{&fJBucket?Z")
def percentage(consumed_bytes, total_bytes):
if total_bytes:
rate = int(100 * (float(consumed_bytes) / float(total_bytes)))
print(\r{0}% '.format(rate), end=")
sys.stdout.flush()
bucket.put_object('story.txt', 'a*1024*1024, progress_callback=percentage)

58P

o MIEHIES HERISURIKER |, progress_callbackfI5E =/ N&34 ( total_bytes ) FINone,



- HEFRNTERIBESE GitHub .
L(EEIR

put_object. put_object_from_file, complete_multipart_uploadi2t2Mt T _HEEETHEE, TERY
{XABLABucket.put_object/afill , SCHL 7 — MBI ERRY_LAEBIETHEE

-*- coding: utf-8 -*-
import json
import base64
import os
import oss2
auth = oss2.Auth("f&fJAccessKeyld', 1B AJAccessKeySecret')
bucket = 0ss2.Bucket(auth, ‘HIEndpoint’, #EABucket®')
# EEEESE
callback_dict = {}
callback_dict['callbackUrl"] = 'http://oss-***.aliyuncs.com:23450'
callback_dict['callbackHost'] = 'oss-***.aliyuncs.com’
callback_dict['callbackBody'] = 'filename=%{object}&size=${size}&mimeType=${mimeType}'
callback_dict['callbackBodyType'] = 'application/x-www-form-urlencoded'
# EFSEREjsontEx , HEFEbase644wt5
callback_param = json.dumps(callback_dict).strip()
base64 callback_body = base64.b64encode(callback param)
# [E[ES RIS Eheaderh{&450ss
headers = {'x-oss-callback': base64 callback body}
# _EAEFENE
result = bucket.put_object('story.txt', 'a*1024*1024, headers)

R :
o _HERBEREMREIESE HERE .
o HERBENFERICBIEESE GitHub .
1.2.2.6 T&EIH
Wiy
Python SDKIZ{HETRNMEARN TEHZO :

« Bucket.get_object : BHIREHER—MNEAXIS ( file-like object ) , RIRMEE—NAIEART
% (iterable )

» Bucket.get_object_to_file : BiE FEEIAHSEF
oh , B T — NS AMEEO

+ o0ss2.resumable_download : FEIFEFHITRImEUE. FHITFE,


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_progress.py
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_callback.py

T E
TEAGIF—IRESEEOSSI |, FHTENHkK

# -*- coding: utf-8 -*-

import oss2

auth = oss2.Auth("f&AYAccessKeyld', 12 AJAccessKeySecret')
bucket = 0ss2.Bucket(auth, "AIEndpoint’, "{&fJBucket?")
remote_stream = bucket.get_object('remote.txt')
print(remote_stream.read())

EERARISUNIR |, Bl THATLATSBRYE R — LR S, AT EE A

import shutil

remote_stream = bucket.get_object('remote.txt’)

with open('local-backup.txt', 'wb') as local_fileob;j:
shutil.copyfileobj(remote_stream, local_fileobj)

BATFIREENY E— M aNERRSR , LA LUBERIANHENEI5S— M Object :

remote_stream = bucket.get_object('remote.txt")
bucket.put_object('remote-backup.txt', remote_stream)

TEEI A
TEAMKIBIEOSS Eiremote txt3Z4 , TEEI24818 R FHllocal-backup.txt,

bucket.get_object_to_file('remote.txt', 'local-backup.txt')

BT AJES4] byte_range , BILUFERE FEHATEE. byte_rangeE—Muple , FBERIELEF
T, TEAAES FEET00MNFHRIEEE

remote_stream = bucket.get object('remote.txt', byte range=(0, 99))

58P
byte_rangeZFr~HIBFHRBENIAXE , FHREBMNOFFIELT. (0, 99)FXTMNEINFT5E!
FINFT (BIEA ) , HH100MFTTRIEUE.

THEHEORRM T ONESE] progress_callback , FASRESEISCINAE £XT08E. TEAMCAESCI 7 —1
BRNHSIT TR ESRIIEE ( FiiE— A PythonfExXf4 ) -

-*- coding: utf-8 -*-
from _ future__ import print_function
import os, sys
import 0ss2



auth = oss2.Auth("fZfJAccessKeyld', 1&AJAccessKeySecret')
bucket = 0ss2.Bucket(auth, HIEndpoint’, #&EABucket®')
def percentage(consumed_bytes, total_bytes):
if total_bytes:

rate = int(100 * (float(consumed_bytes) / float(total_bytes)))

print(\r{0}% '.format(rate), end=")

sys.stdout.flush()
bucket.get_object _to_file('remote.txt', 'local-backup.txt', progress_callback=percentage)

BB :

o BEEFHTTPIMAELERRE Content-LengthsLAY , progress_callbackfY58 _1NE24 ( total_bytes
) 79None,

- HEFNTERIEESE GitHub .
HiRLEE

HEETHAARLK , SNBIRRABIEE | FETHEPEHREN Y. MR TREL , 5%
BEH M, ISIREEFTEE. Ot , Python SDK 12T — 1 "Z B4 oss2.resumable_
download FAFRmEEE,

TEAMCBIEOSS X f4remote. txt FEEIAMHEIEHR , HEMA Hlocal.txt,

oss2.resumable_download(bucket, 'remote.txt', 'local.txt')
W RERERNT AT -
1. FEARMBIE—MERSUY | XS RIRESUGE N E— N EAYEERER ;
2. BIHHEEHTTPIEKM Range 3k , IRASTEIEZENOSSI | H#EAEGR U4 EENAAIE ;
3. PHEEMZ/E , 1BIRR X HER I BRI,
FELiridiEd | MiiER  ELTHAVEEFHER | SRFENMI#EE E. REAEMRAT
BT REERANRTE , ISEBERER | ARR TEREAIERS .,
TR TEEHMHFIF

oss2.resumable_download(bucket, 'remote.txt', 'local.txt',
store=0ss2.ResumableDownloadStore(root="/tmp"),
multiget_threshold=20*1024*1024,
part_size=10*1024*1024,
num_threads=3)

BaNE
» ResumableDownloadStore I§EIET RS E{R1FR /tmp/.py-oss-download BR T

« multiget_threshold 583K EA/NF20MBRY |, BRI TEE T


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_progress.py

* part_size AR TE10MB, WMEIMHAK , BBALFRHIBESATIEEE

* num_threads 1EEFHA TELFEEI3

{(ERZRENL TN T -

o NREERRENG. BinXE  BREZNMER (%R ) BINERZRE. RARERSE#E L
BREE , SRS SRR,

o ERERXNTEE (2F ) | Bl part_size 2EREIT/ , BINKTFEHZET oss2.defaults.

multiget_part_size ,

- MRBTXHEEFE , PBAZRBSBEULULT.

1588
+ 51 oss2.defaults.connection_pool_size &M AT EETHFEEL,

« BK2.1.0 RLVShRAR.

1.2.2.7 EEBEXH
iBigPython SDK , FEILABS. Mifs. HISIH , EIEENMHER | BEUETERS.

B
Python SDKiRMHt 7T —HRFIRINENES , BTSN, DR EES.
BERSF
FIZEBucketEBA10N ST

# -*- coding: utf-8 -*-
import oss2
from itertools import islice
auth = oss2.Auth("#&fAccessKeyld', 1 fAccessKeySecret')
bucket = 0ss2.Bucket(auth, EHYEndpoint’, 12ABucket?")
for b in islice(oss2.0bjectlterator(bucket), 10):

print(b.key)

RAIRSY
REFIEimg-HIEFE 4

for obj in 0ss2.0bjectlterator(bucket, prefix='img-'):
print(obj.key)

TSI RINRE



OSSHIfFfiE=SIE] ( Bucket ) ABRRFEIR , FHRBEXMREB RIS, BRRTLIBI X
BEINRERI MR, EFIEREHR , WEiREdelimiter24) ( BROWRAT ) A, FEIRS
A RHEIR" FHMTRE K.

SHRBR THFEAE

for obj in 0ss2.0bjectlterator(bucket, delimiter="/"):
if obj.is_prefix(): # {43
print('directory: ' + obj.key)
else: # 3
print(‘file: ' + obj.key)

BB :
RIS SIS MEEEC R , AERINEER.

IR EBEE
1BIZ object_exists #IMTMAERBRFE. IREWEA true XHFTE , /I false UEFATFIE.

exist = bucket.object_exists('remote.txt')
if exist:

print(‘object exist')
else:

print(‘object not eixst')

HBRS
FRMBRERANSTAS
bucket.delete_object('remote.txt’)

BATLARIBRZ NS ( ABERBIE 10001 ) . THEAMCEEMIBR=/1N2U , RBSFTEDRIOABRAISZ4
Z:

result = bucket.batch_delete_objects(['a.txt', 'b.txt', 'c.txt'])
print(\n'.join(result.deleted_keys))

IS
EBucketfZ fysrc-bucket FHIsource. txtiZ N 2|24 FiBucketiitarget. txt3Z {4,

bucket.copy_object('src-bucket’, 'source.txt', 'target.txt')

B

SMMEERARY , EERD ARG ITEN , ATLABRENAEAATEN. 5 AERMD
R EfERI, TRR=2 -



1. #J4A1K ( Bucket.init_multipart_upload ) : 8% Upload ID
2. FEM5 K ( Bucket.upload_part_copy ) : ISESCHHHI—ER AL EARSIHHI— 9 B
3. ek F ( Bucket.complete_multipart_copy ) : 5ok el , £ BERNE

525 TEAA

from oss2.models import Partinfo
from oss2 import determine_part_size
src_key = 'remote.txt'
dst_key = 'remote-dst.txt'
bucket.put_object(src_key, 'a' * (1024 * 1024 + 100))
total_size = bucket.head_object(src_key).content_length
part_size = determine_part_size(total_size, preferred_size=100 * 1024)
# e s H
upload_id = bucket.init_multipart_upload(dst_key).upload_id
parts =[]
#ZN o RER
part_number = 1
offset =0
while offset < total_size:
num_to_upload = min(part_size, total_size - offset)
byte_range = (offset, offset + num_to_upload - 1)
result = bucket.upload_part_copy(bucket.bucket name, src_key, byte range,
dst_key, upload_id, part_number)
parts.append(PartInfo(part_number, result.etag))
offset += num_to_upload
part_number += 1
# e A B
bucket.complete_multipart_upload(dst_key, upload_id, parts)

EXHER
BERAFPEENTTER

bucket.update object_meta('story.txt', {'’x-oss-meta-author': 'O. Henry'})
bucket.update_object_meta('story.txt', {'’x-oss-meta-price": 100 dollar'})

SFEFBEMNTTEE ( x-oss-meta-NRIEMIHTTPLER ) |, BREARLSLBEL EINE. HLAm
BB , 8 RERBERR E2MIBR T x-0ss-meta-authorX PN BEMNITER.

AT LAE ¥ Content-TypeZ(SA. -
bucket.update_object_meta('story.txt', {Content-Type'": 'text/plain'})
ERRRBRAMNMEER T Content-Type , MEIBFRTIRENAFBENTEREEER T .
BEXHFLER

print(bucket.get_object_acl('story.txt").acl)

1588 :



ARG IRRBRE IUFT © default ( BRIA ) . private (FABIEES ) . public-read ( AFLEFAH

5 ) . public-read-write ( 2AHHES )

IREXHHEINER

EXHRIRHIRBRIR AN ET :

bucket.put_object_acl('story.txt', 0ss2.OBJECT_ACL_PUBLIC_READ)

BB :

M EIBIARE IUFT - default (BRIA ) . private (FABIEES ) . publicread ( AHHEAEE ) .

public-read-write ( ANHIES ) |, DBIRIAL

0ss2.0BJECT_ACL_DEFAULT
0ss2.0BJECT_ACL_PRIVATE
0ss2.0BJECT_ACL_PUBLIC_READ
0ss2.0BJECT ACL_PUBLIC_READ_WRITE

1.2.2.8 BH0UA1E
EEAEE T

X FFABBucket , BILAERFAETEHE ( XA "E&RURL" ) HAFIGE

-*- coding: utf-8 -*-

import oss2

auth = oss2.Auth("f&AYAccessKeyld', 1ZAJAccessKeySecret')
bucket = oss2.Bucket(auth, #&HIEndpoint’, "#&HIBucketZ")
print(bucket.sign_url('GET", 'object-in-bucket.txt', 60))

LERIRBSITENE—MAGHEE , TLIEIEHED ZLEMAR | BEEANRERREE wgetZ 35HY
TETH., XMHEREEMRZ A0 RERL.

{EFSTSBRSS ImAT=HN

OSSHFHLUBIIMEZ=STSARSS ( Security Token Service ) #H{TIGRRHERGAE],

{EFASTSHHBRIA TS BIHLT

1. EEMEHISRIEFIKS.

2. FEMIEHIACIESTSAEHIR FFIKSh ERENIIR.

3. FEEFWEHAccessKeyld/AccessKeySecret[@STSHIiElfEATtoken,
4. fFERIERtokenPRSIAIESEREIE StsAuth 5L,



5. {#F3 StsAuth ZESLIFIEA Bucket E3L41,
TEENGEE—NEINGF. BhTEEHBPython STSE i :

$ pip install aliyun-python-sdk-sts

TR, B STSIRSZIRENIMATIEN, THEMAIBHAY end_point, bucket_name, access_key
_id, access_key_secret, role_arn FERFIRELIRER , IHEERNE. HERMRE &
nENABES LIEEHRIRY.

Hdh role_arn EAGHNEIRIEIAR.

-*- coding: utf-8 -*-

from aliyunsdkcore import client

from aliyunsdksts.request.v20150401 import AssumeRoleRequest

import json

import oss2

endpoint = 'oss-cn-hangzhou.aliyuncs.com'

bucket_name = '<#FiAa]AYBucketz>"

access_key_id = '<FlKkSAccessKeyld>'

access_key_secret = '<Flk-SAccessKeySecret>'

role_arn = '<ABIIRIFRIARP

clt = client.AcsClient(access_key_id, access_key_secret, 'cn-hangzhou')

req = AssumeRoleRequest.AssumeRoleRequest()

# AT ENITE , XEiRBIREDuration, Policy% , BZHTIIESERAM, STSRYHEIKIM.

req.set_accept_format(json') # IREIREIEIET/IJSON

req.set_RoleArn(role_arn)

reg.set_RoleSessionName('session-name’')

body = clt.do_action(req)

# AT ETE | IRBHMLEIRE

token = json.loads(body)

# ¥R StsAuthsLf

auth = 0ss2.StsAuth(token['Credentials']['AccessKeyld"],
token['Credentials']['AccessKeySecret'],
token['Credentials']['SecurityToken')

# ¥%a{4BucketsL/Fl

bucket = oss2.Bucket(auth, endpoint, bucket_name)

# _EE—FrrER

bucket.put_object('object-name.txt', b'hello world")

58P

« lEEftokenRE—RATAEEES , XMEEEZAIATZY , EFiikEltoken , 7R E oss2.Bucket
SPHY auth BLRZEEIFHT StsAuth,

« EK 2.0.6 RLAShRA.

« STSHAENTRIASIEESE GitHub .


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/sts.py

1.2.2.9 FFESMUSIEE
FAFATLA@IZ Python SDKIBE 2aYBucketfit & ARSIt ERT, BCEERME , JLABOSSIE
F—ANESRuSSEHITIAE |, FHEEEEFIkEERIZRE | TSR,

IREFHFSMISITE

THEHRCEHGEEHSMEHEERI | FHERS |IWEIRE Nindex.html , $HIRTIHE ( 4041H ) IREN
error.html :
-*- coding: utf-8 -*-

import 0ss2
from oss2.models import BucketWebsite

auth = oss2.Auth("#f9AccessKeyld', 1 fAccessKeySecret')
bucket = 0ss2.Bucket(auth, EAYEndpoint’, 1ZABucket?s")

bucket.put_bucket website(BucketWebsite('index.html', 'error.html’))
AV ERSMUSITERE

try:

website = bucket.get_bucket_website()

print('Index file is {0}, error file is {1}'.format(website.index_file, website.error_file))
except oss2.exceptions.NoSuchWebsite as e:

print('Website is not configured, request_id={0}".format(e.request_id))

FRRINESMEFEEEISEFEET |, get_bucket website=HHENoSuchWebsite R &,

KAEFSMISIEER

bucket.delete_bucket website()

1.2.2.10 EasFHIEE
AR

FAFEILA B CRIBucketiR B4 MEHANIN , SRETERSPA. BAl . Al LUEIT AN SkApR

HEPCECAIS M, BEMNEBHINTILANERDER,

« FUID , AFRA—FAN , RAETLAFBIRRNES

* ObjectEFRAIS , RBLEIZBILRAIObject A IERXMIN, BISkZBIAEEER , 4 /home F /
home/user EA5iARY. ENRIEZEENRIS

- BF, BP&HEXTERIObjectFTHATRIERLE.

- THARHE , EEIEN M ERERERS DX Sk

. BEEH



1588 :
EREESREIMEREFEEE | S MFEFSEER |, FEMiXBucket EHITIRIER , BEE
7=Bucket{EFg,

R B R
LU RARE T RS

o FIN— : LAIDZrule ; Big%Etests/ ; IRSERA ; ITHIXRELE 356K ;
o HNZ : LNIDRZrule2 ; BigEElogging- ; IREEXA ; THIREZEIK ;

# -*- coding: utf-8 -*-

import 0ss2

from oss2.models import LifecycleExpiration, LifecycleRule, BucketLifecycle

auth = oss2.Auth("f&#AccessKeyld', 12 HJAccessKeySecret')

bucket = oss2.Bucket(auth, ¥HIEndpoint’, ‘HIBucketss’)

rule1 = LifecycleRule('rule1’, 'tests/',
status=LifecycleRule.ENABLED,
expiration=LifecycleExpiration(days=356))

rule2 = LifecycleRule('rule2', 'logging-',
status=LifecycleRule.DISABLED,
expiration=LifecycleExpiration(days=1))

bucket.put_bucket_lifecycle(BucketLifecycle([rule1, rule2]))

IRENEaR FHAFRM

lifecycle = bucket.get_bucket_lifecycle()
for rule in lifecycle.rules:
print('id={0}, prefix={1}, status={2}, days={3}, date={4}'
format(rule.id, rule.prefix, rule.status, rule.expiration.days, rule.expiration.date))

AR AEas FIRAFR M
TBRBucketFrBRIAAREHRINY , RIXIA4E s EHATRE

bucket.delete_bucket_lifecycle()
# E/AX“ER?JEﬂMHjE%

Ilfecycle bucket.get_bucket_lifecycle()
except oss2.exceptions.NoSuchLifecycle:



print('lifecycle is not configured')

1.2.2.11 BlsEHts
CORS7tiFwebinlI R FIfEFRIAAE T AEAEIE. OSSIRHEOSEF AEEHEEERAIY
PR

IBTECORSHIM
THEAMIZIZE T —5CORSHIN :

# -*- coding: utf-8 -*-

import oss2

from oss2.models import BucketCors, CorsRule

auth = oss2.Auth("#H9AccessKeyld', 1 fiAccessKeySecret')

bucket = 0ss2.Bucket(auth, "AIEndpoint’, "{&fJBucket?Z")

rule = CorsRule(allowed_origins=["*"],
allowed_methods=['GET', 'HEAD'],
allowed_headers=[""],
max_age_seconds=1000)

bucket.put_bucket cors(BucketCors([rule]))

FRENCORSHIM

try:
cors = bucket.get_bucket_cors()
except oss2.exceptions.NoSuchCors:
print(‘cors is not set')
else:
for rule in cors.rules:
print(‘AllowedOrigins={0}'.format(rule.allowed_origins))
print('AllowedMethods={0}".format(rule.allowed_methods))
print('AllowedHeaders={0}'.format(rule.allowed_headers))
print('ExposeHeaders={0}'.format(rule.expose_headers))
print('MaxAgeSeconds={0}.format(rule.max_age_seconds))

HIERCORS M

bucket.delete_bucket cors()

1.2.2.12 g HiBABE
HEESEA

RFALIEIT IR EBucketiYiLIE HEECE , {EXIiZBuckethIifIa) & RFIEFEERIBuUcketd , LIfH
[E4ra95 . IBa BB R R ETISERBucketd , B/NITRER— N AXYE, XHE
AURSTUS

<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

HrTargetPrefix iR EBCEFIEE.



HEECERIN a2 4HR :
« TargetBucket : BtrBucket® , kI HEHSIRFENX M Bucket,
« TargetPrefix : HESMHERIK . JLARZ,
FREBETIEE
TEHNEFEESIE  BIEASRFEZRIBucket , BEH-ERIZ S logging/

# -*- coding: utf-8 -*-

import 0ss2

from oss2.models import BucketLogging

auth = 0ss2. Auth("f&9AccessKeyld', " HJAccessKeySecret')

bucket = 0ss2.Bucket(auth, #EHIEndpoint’, 1&ABucket?")
bucket.put_bucket logging(BucketLogging(bucket.bucket name, 'logging/'))

EEH%RE

logging = bucket.get_bucket logging()
print('TargetBucket={0}, TargetPrefix={1}'.format(logging.target_bucket, logging.target_prefix))

XHABEYEE

bucket.delete_bucket_logging()

1.2.2.13 Btk
OSSERFAWZERIIRS . A THLEAFTEOSS ERIUER R ASHE | OSSIFFETHTTP
headerspZRLFErefererfUfh &t /714,
R ERhEHE
-*- coding: utf-8 -*-

import 0ss2
from oss2.models import BucketReferer

auth = oss2. Auth('‘f&f9AccessKeyld', '1&AJAccessKeySecret')
bucket = 0ss2.Bucket(auth, AJEndpoint’, "{&fIBucket?Z")

bucket.put_bucket_referer(BucketReferer(True, ['http://aliyun.com’, 'http://*.aliyuncs.com']))
LFERIABRIIITE |, BhERRYECEWT

o F—1 2% allow_empty_referer ATrue~iFTHIReferer ; BR]LURIBELIAHRE |, 1”L

False,

» RefererBREA hitp://aliyun.com , BXBENLIBEChttp.//*. aliyuncs.com,


http://aliyun.com

IRENBh AR B

config = bucket.get_bucket_referer()
print('allow empty referer={0}, referers={1}'.format(config.allow_empty_referer, config.referers))

KIAIPh S HE
BEXAPhEENEE , REIREM T Refererifiin) , LIKIETRefererH B,
bucket.put_bucket_referer(BucketReferer(True, []))
1.2.2.14 Hia4-18
V1]

HEFRIETEREP , NRBFSER , Python SDKEMEENIFE. —HE=X%E : ClientError
. RequestErrorf1ServerError , B{|J&BRE0ssErrorfyF3E, XEFEEBToss2.exceptionsFHERH
TEN.,

OssError—&EERINRTEWUNT -

o status : int3EBY, XFServerErrorfi2HTTPIRSD ; XWFBINFRERE | ZENEEE.
« request_id : str3&8), XJFServerErrorfiR2OSSIRSERIRENEXKID ; W FBINRERE |, ZEN

FIRFER.
+ codefllmessage : str388Y, HREOSSHIFEIRIEMNIEEAYCodeFIMessage - MXML TagHaIZ
7,
ClientError

ClientErrorEFEFHFPIEIANGIRE [#2AY. bl , Bucket.batch_delete objects XU EIZTRIS{ER

FIRET , BiefiHiZEE., ClientErrorXigstatus(ER2EERJoss2.exceptions.0SS_CLIENT
_ERROR_STATUS,

RequestError

UEENHTTPENIHSER , Python SDKEIGEER ARequestError, XLEFEIIEAstatus(E

EEERoss2.exceptions.0SS_REQUEST_ERROR_STATUS,

ServerError

HOSSHRSE 2R [EAxxESXXAIHTTPEEIRISHT , Python SDKEIFOSS ServerfJNuiziEia g
ServerError, A THEFER , tRiEstatusflcode , IRRGEH 7 —L6F3E -



=l

REX MRRIHTTPIASES | OSSHEIRES =i
NotModified 304 = RBIEN
AccessDenied 403 AccessDenied iB4EiAIa)
NoSuchBucket 404 NoSuchBucket BucketR~Z1E
NoSuchKey 404 NoSuchKey YIHEBAEFE
NoSuchUpload 404 NoSuchUpload o hE HERTFE
NoSuchWebsite 404 NoSuchWebs BSMIGIEEREE
iteConfiguration
NoSuchLifecycle 404 NoSuchLifecycle S EEREIR KA E
NoSuchCors 404 NoSuchCORS CORSKEE
Configuration
BucketNotEmpty 409 BucketNotEmpty BucketdE=
PositionNotEqualToLe |409 PositionNotEqualToLe | Appendf9fiEBFNS{4
ngth ngth KRR
ObjectNotAppendable |409 ObjectNotAppendable | A<E0NHENNS {4

B, FrE404REIERIF FEEENotFoundiIF2E ; ATB409RSHBRIRFEERR ConflictiyF2X,

58P

ARMBRIOSSHERIBEEMNNEE. BRIRENX T HRERI—L.,

TEAIRBRER T FE— UG, AR BARFERIBH, | FFTEDHHTTPIRZSABAERK

ID :

# -*- coding: utf-8 -*-

import oss2

auth = oss2.Auth("f9AccessKeyld', 1EAAccessKeySecret')
bucket = 0ss2.Bucket(auth, &

try:

HYEndpoint’

except oss2.exceptions.NoSuchKey as e:

YR
) 0N

AYBucket£3'")

stream = bucket.get_object('random-key.txt')




FR3Z

print('status={0}, request_id={1}.format(e.status, e.request_id))

1.2.2.15 FAXZFNAd[E

RNTIHCRYER] | FoxIBE AR R TREMRA

2i3 ik

str PythonfREHIFFFEEEEY, Python 2.xFh2bytesz:A! ; Python 3.xH 2
unicodeZ&EY

bytes FOR , EKEMEFHE. W b3 (KEEVEATRD , iR IEUTF-84%
1B, Wre

unicode unicodeifi , EKERFAEL , 11 X BIKER 2

B, BHSEEEOE

Python SDKRFE=RIGANSH :

WASE EIVE S &iE

0SS 144 str WNEREbytes , NEKZUTF-84mA5
AR str, unicode gnSREbytes , MEREUTF-847H
ENZIER bytes #MBucket.put_objectf] data &%

Hrh "AMISZHEE" 1502 NBucket.get_object_to_file BAIAIIS4-EZ S,

Python SDKixERZEkIH :

itk E-Sic]
FRTXMLISZIRIZ, str
TEHARAS bytes

H XML R RIS 21EUBucket.list_objects, Bucket.get_bucket_lifecycleZFiE15%!

ROLESR PR,

F3FPython SDKERIAIA JobytesKBIRLZFUTF-84REERY | iSHR{RPythoniE 4B RUTF-84%13

Bd.
HEDEREL

Python SDKIRMHt T =REL , BN HESEEEHR |




ERE iR

to_bytes {BunicodeZ BN UTF-84RISHbytes ; Elfth
ER | NRERE

to_unicode BUTF-84mfBRbytesiEiaAunicode ; Hfth
B NRERE

to_string Python 2.xF#H25Fto_bytes ; Python 3.xfH2
Fto_unicode

S]]

Python SDKSIEMBRSS 2R EHIRT BB F TR EBELHR Unix Time , B) B19708F1B1HUTCER
LASERORDES, EhanBucket.get objecttEERAflast_modified i 2 — NntZEEUAIUNix Time,

AR SR datetime.datetimelXtFAIZREY | ATLAEIS datetime.datetime.fromtimestamp ()& 5 i%4%

.

1.2.2.16 B
OSSERAE , ROSSYIMEHINER. T2, KA. SUENERLIBRS. FFRERIRER
HERFRIOSS | i@idfEEaY RESTul 20 , FE(HARTE). {Hattea, HUEBEMIRE EXTE i
TR, B RANIRIRME FEED |, BR HESER L EEO. EFOSSERAME , BFELUE
EECHERANIERSS.

B R EEINEE
OSSE F bR AL TINGE -

< REERER

- BRIV

- BEREI. #EL. hEdE

- ERFER

- ERAINER. XF. ENGEAKED

- BEXERGEEL , ErEH B RLE > #NERTEN
- BSRERIEERSZNE R ETRE

B IR {E

B IRERFERT HTTP GET iBXkKiNE , iRt IESERWEBE URL AYQueyString,
EZin]



https://en.wikipedia.org/wiki/Unix_time

WNEREF 34 ( Object ) ANAABIRE A3LE , N FRATRANIR , METLAERGRE RRSS.

BucketiX[R Objecti{fR

NHFFABE ( public-read ) BATE | BRIA ( default )
5 ( public-read-write )

ERR NHIFFABE ( public-read ) &
NIES ( public-read-write )

BTN SR =SB ER N E 4

http://bucket.<endpoint>/object?x-oss-process=image/action,parame_value

* bucket : FAFPBITFEZSE ( bucket ) BFR

« endpoint : FAFFEZSEFTEEUE - ORYEIEEE

« object : FIF_EE7EOSS ERIE R34

+ image : BB REBIRERT

« action : FAFXIERHMAMERE , (0480, B, EEF
« parame : FIFXIE R AT ERTRI RIS ]

fhian

http://image-demo.oss-cn-hangzhou.aliyuncs.com/example.jpg?x-oss-process=image/resize,
w_100

BENXHEI , RSN =gEERHRERE
http://bucket.<endpoint>/object?x-0ss-process=x-oss-process=style/name

 style : BRPBEXHRRRBIRERT
« name : BEXHREBIR , BEHIEE X80 N3



fian

http://image-demo.oss-cn-hangzhou.aliyuncs.com/example.jpg?x-oss-process=style/oss-pic-
style-w-100

BT RERALIE | ATLARS—3KE R IRFRSEhES MNMEF |, #8zUa0T -

http://bucket.<endpoint>/object?x-oss-process=image/action,parame_value/action,parame_val
ue/...

fan -

http://image-demo.oss-cn-hangzhou.aliyuncs.com/example.jpg?x-oss-process=image/resize,
w_100/rotate,90

B R RS BSIFHTTPSIARE] , Fi40

https://image-demo.oss-cn-hangzhou.aliyuncs.com/example.jpg?x-oss-process=image/resize,
w_100

B8]
XIFAEIUPRAIS S ( Object ) , SITRATAIIR , LINEBIIENA BEHEE HARSS.

Bucketi¥JR ObjectiXfR
FABIEE ( private ) ERARR ( default )
ERPR FABIES ( private )

ERTHFERIE R EAIURLCHBANT

# -*- coding: utf-8 -*-

import 0ss2

endpoint = '<endpoint, {fllillhttp://oss-cn-hangzhou.aliyuncs.com>"'
access_key id = '<access_key_id>'

access_key_secret = '<access_key_secret>'

bucket name = '<bucket name>'

key = 'example.jpg'

# BlEBucketXI5R , FrEObjecttEXAYE BRI LUEIE Bucket XIS RiFt 1T
bucket = oss2.Bucket(oss2.Auth(access_key_id, access_key_secret), endpoint, bucket_name)
# LEERPIE R

bucket.put_object_from_file(key, 'example.jpg')

# R EZAIURL | iTHARTIE 1094

style = 'image/resize,m_fixed,w_100,h_100/rotate,90'

url = bucket.sign_url('GET", key, 10 * 60, params={'x-0ss-process". style})
print(url)

1588 :
o BEUAASEE BEXHIN. HTTPS | FREXLIE,



* sign_url JHERRTEIEAALERD,
SDKif|a]

MTHESRIRAIE R3S , #RTLAEZER SDKipaE ., #TRE.

w8 :
- BERFWIEEABIBESE © GitHub
« SDKAMEEFSH371F BEXE#N. HTTPS | REXACIE.

EifiRE
E R EERR RS  SKINERER. SR, . #EL. hek. TR, KENZF,

# -*- coding: utf-8 -*-

import os

import 0ss2

endpoint = '<endpoint, {FlIhttp://oss-cn-hangzhou.aliyuncs.com>'
access_key id = '<access_key id>'

access_key_secret = '<access_key_secret>'

bucket name = '<bucket name>'

key = 'example.jpg'

new_pic = 'example-new.jpg’

# Bl BucketXy5R , FiObjecttBXAYEOERA] LAREIE BucketX S5 K13H1T
bucket = oss2.Bucket(oss2.Auth(access_key id, access key secret), endpoint, bucket name)
# _CERBIB A

bucket.put_object_from_file(key, 'example.jpg')

# Bl R 48

style = 'image/resize,m_fixed,w_100,h_100'
bucket.get_object_to_file(key, new_pic, process=style)

# Bl R R

style = 'image/crop,w_100,h_100,x_100,y_100,r_1'
bucket.get_object _to_file(key, new_pic, process=style)

# B R ek

style = 'image/rotate,90'

bucket.get_object to_file(key, new_pic, process=style)

# B Al

style = 'image/sharpen,100'

bucket.get_object _to_file(key, new_pic, process=style)

# B R inSZ=77KED

style = 'image/watermark,text_ SGVsbG8g5Zu-54mH5pyN5YqghiQ’
bucket.get_object to_file(key, new_pic, process=style)

# B R iRTliE R

style = 'image/format,png'

bucket.get_object _to_file(key, new_pic, process=style)

# BRI A

bucket.delete_object(key)

# iBRRA S

os.remove(new_pic)

BB :


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/image.py

get_objecttBsziFE R AMETINRE.
BEXHER

-*- coding: utf-8 -*-
import 0os
import 0ss2
endpoint = '<endpoint, {fllillhttp://oss-cn-hangzhou.aliyuncs.com>"'
access_key_id = '<access_key_id>'
access_key_ secret = '<access_key_secret>'
bucket name = '<bucket _name>'
key = 'example.jpg'
new_pic = 'example-new.jpg’ N
# BEEBucketyd5 , FTAObjectiBXAYZEERAI LB Bucket it Skt T
bucket = oss2.Bucket(oss2.Auth(access_key id, access_key_ secret), endpoint, bucket name)
# CERBIB A
bucket.put_object_from_file(key, ‘example.jpg’)
# BEMET
style = 'style/oss-pic-style-w-100"'
# B R abiE
bucket.get_object_to_file(key, new_pic, process=style)
# MR PIE A
bucket.delete_object(key)
# iEPRANMESS

os.remove(new_pic)

A8 :
get_objectth37#5E HF b EINEE.

BRI

# -*- coding: utf-8 -*-

import os

import oss2

endpoint = '<endpoint, {fl4llhttp://oss-cn-hangzhou.aliyuncs.com>"'
access_key id = '<access_key id>'

access_key_secret = '<access_key_secret>'

bucket name = '<bucket_name>'

key = 'example.jpg'

new_pic = 'example-new.jpg’

# BlEEBucketXI5R , FTBObjecttEXAIEZOEBRT LUEIT Bucket XSS K1 T
bucket = oss2.Bucket(oss2.Auth(access_key id, access key secret), endpoint, bucket name)
# HERBIE R

bucket.put_object_from_file(key, 'example.jpg')

# RERRLIE

style = 'image/resize,m_fixed,w_100,h_100/rotate,90'

# B FabiE

bucket.get_object_to_file(key, new_pic, process=style)

# MR~ BIE A

bucket.delete_object(key)

# EbRANI S

os.remove(new_pic)

58P



get_objectttSTIFEI HAMETAE,

ERLETE
. TULERLNETE ImageStyleViever , FIENIIIEFIOSSE R AMBALER,
. OSSERLMENIIEE. HFIET R

1.2.3 Android-SDK

1.2.3.1 8I5
RIHEEBNLEOSS Android SDKRIZZEFER. AXIEHRIREGEETE T WEZOSS ik
%, FoliE T AccessKeyld F1AccessKeySecret, XHHJID 15H9EAccessKeyld , KEY 1589
FAccessKeySecret, INRIEIRZBFHEHEILA 7 HROSS |, iIBEROSSF mETRIEZHIE
Bf.

IMRER

*  Android RFEhRA @ 2.3%LALE
o RINEMBAlyun.comFFIKF , HFFIBOSSHRSS.
SDKTF&

 Android SDKFFA&f(2016-09-15) hixA<S 2.3.0 : aliyun_OSS_Android_SDK_20160915
o githubdtbilt : EFEE

o samplelttllt : SFEE

* javadocibllt : AEEE

1.2.3.2 &5
B3I jarl

HIETE T 0SS Android SDK 89 zip B/ , IHTLATEEE ( XFAndroid studio &¢# Eclipse #fi&
) :
« EEMTH sdk &
o fBES1E% jar & , BRIEHE aliyun-oss-sdk-android-2.3.0.jar, okhttp-3.x.x.jar § okio-1.x.x.jar
o BLLE3Njar BEA libs HR

Mavenf{&#fi

<dependency>
<groupld>com.aliyun.dpa</groupld>
<artifactld>oss-android-sdk</artifactld>


https://gosspublic.alicdn.com/image/index.html
https://promotion.aliyun.com/ntms/image01.html
http://www.aliyun.com/product/oss
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32172/cn_zh/1473953085381/aliyun_OSS_Android_SDK_20160915.zip
https://github.com/aliyun/aliyun-oss-android-sdk
https://github.com/aliyun/aliyun-oss-android-sdk/tree/master/app/src/main/java/com/alibaba/sdk/android/oss
http://aliyun.github.io/aliyun-oss-android-sdk/

<version>2.3.0</version>
</dependency>

PRI E

LATF 2 OSS Android SDK FTEEZEAY Android IR , iBFR{R1ZAY AndroidManifest.xml X4 ELHT
TIXLEAR , BN , SDK ST EEETE.

<uses-permission android:name="android.permission.INTERNET"></uses-permission>
<uses-permission android:name="android.permission.ACCESS NETWORK_STATE"></uses-
permission>

<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"></uses-
permission>

<uses-permission android:name="android.permission.WRITE_EXTERNAL_ STORAGE"></uses
-permission>

RERE
ERBHEETRINA

-keep class com.alibaba.sdk.android.oss.** { *; }
-dontwarn okio.**
-dontwarn org.apache.commons.codec.binary.**

¥} SDK REZPEO. FEIEORI—LEHEE

EERBMRTTAIDR FATIFHEUIZAE R TSI RAVRIENE . SDKAZEEOERE TR
£, FEWMERLI  AXENEREREESFFERERRE , MRSEOFTEEEKRIGENRE
BREL , BRI TERIGERIE PR,

A\ |

EEEOAEEVIEIZRM. BRISER , BEEH ClientExceptional#& ServiceExceptions
7, B ENEERINRENNERE. S8AEEF ; BEIEO0SSREINRSRE |, tNENKMK,

RS =RtEIRS.

FEERBEIFER EREIERE P E,

BES R
oh |, EREESEON , RIS EERE— M Task , TaskaJ LABGY. ZFEZISER. S EESRE
2R,

OSSAsyncTask task = oss.asyncGetObejct(...);

task.cancel(); // ETLABGE{ESS

task.waitUntilFinished(); // FFEZHESS 5T

GetObjectResult result = task.getResult(); // PAEZEF4ERIR(E]

EOZSRSMREAMRRLN | BEIREE  FXEPRERSEEEROSRHRHREL.
SEHAEANRE , BttiEOENIASSRABRREIRE.



1.2.3.3 ¥iatk
OSSClient 2 OSS fg55RI Android ZFin , ENERERM T —RINGE  oTLARKIRE . &
IfFHE=SiE) ( bucket ) FI3Z{4 ( object ) &, 7EfER] SDK &iExt OSS BBl , BHEEVIAHK—
4~ OSSClient SEffl , FXI BT LM EIRE.

fifiz€ Endpoint

Endpoint 2FIEZ 0SS RBSESMIFAMEIL , BRISHFLA TR :

Endpoint$E i3 5

OSSXiaithtt {$8F0SS BucketpT{EX faithtit
BFREENXESE BFEENIEE , ECNAMESHOSSERZ
OSS[Xiaitbit

{$EFHOSS BucketFifEX gttt , EndpointEiaal LA FEAFA

+ EifEndpointSXIFXI X EKIFE.
o BOILIBRMEBROSSIEG|E |, #HN\Bucketff S , Bucketi{ZRIEERER5 : 40 bucket-1.0ss-

*** aliyuncs.com HY oss-***.aliyuncs.com ZB43/91%ZBucketfiJ5 MY Endpoint,
Cname

ERILUG B CIRERERBIY Cname BRI MEETSIE ( bucket ) L , AEEITH CEH& LT
tE=SIENAIS . .

ECaNIEE i3 new-image. xxxxx.comZBE R X IEHI B FR AimageIFE=SE) L -
EERERIERERoxxx.comIBTERAPERIRE—NEEEZ T , 15 http://new-image.xxxxx.com
f#MT 2 http://image.oss-cn-shenzhen.aliyuncs.com , ZEY9CNAME,

12 B EndPointFIEiE

Wi EEndPointfCredentialProvider :

String endpoint = "http://oss-cn-hang;hou.aliyuncs.com"; .

11 B g EsecrethS W RN A , EZEMNRIIESEREAY haEE &1
OSSCredentialProvider credentialProvider = new OSSPlainTextAKSKCredentialProvider("<
accessKeyld>", "<accessKeySecret>");



OSS oss = new OSSClient(getApplicationContext(), endpoint, credentialProvider);
IREEndPointAcname
WRIRBLZEbucket E4FECName |, &iZcnameEiEiZ B endPointBIE], 40 :

String endpoint = "http://new-image.xxxxx.com";
OSSCredentialProvider credentialProvider = new OSSPlainTextAKSKCredentialProvider("<

accessKeyld>", "<accessKeySecret>");
OSS oss = new OSSClient(getApplicationContext(), endpoint, credentialProvider);

IREMESEH
BRI LATEAIY R RIRHERIR B 1 4BAYClientConfiguration

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

I A3 R EsecretlANEN RENREER | EZENEESE RENGEEREY
OSSCredentialProvider credentialProvider = new OSSPlainTextAKSKCredentialProvider("'<
accessKeyld>", "<accessKeySecret>");

ClientConfiguration conf = new ClientConfiguration();

conf.setConnectionTimeout(15 * 1000); // ZEEHBAT , ERIA15FD
conf.setSocketTimeout(15 * 1000); // socket#BRT , ERIA155)
conf.setMaxConcurrentRequest(5); // e AF&RIERT , BRASD
conf.setMaxErrorRetry(2); // KMGRAEIRIREL , BHA2IK

OSS oss = new OSSClient(getApplicationContext(), endpoint, credentialProvider, conf);

1.2.3.4 HREZEAI]

AER T EfE. TEXHRIERRE. EZ@ETAEITUSEATEN testBR ( REEE ) 5L

ZsampleBR ( &S ) .

STEP-1. {J1444LOSSClient

IaEETSREndpointig &, EINGINIRE. Client28uRE. B , SO NESPERER

. BEREREI. STSEMNEIl. ENATIBSENRERED.,
String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";

/I A3 iR EsecretiI S TN RENINAIER , EZEMURIESEHIEEHET
OSSCredentialProvider credentialProvider = new
OSSPlainTextAKSKCredentialProvider("<accessKeyld>", "<accessKeySecret>");

0SS oss = new OSSClient(getApplicationContext(), endpoint, credentialProvider);
BZOSSClient&it E&. TEIERELELTEH , BAILIFEHITEZ MES.
STEP-2. H&EX(%
XBRIZEEREREE HAAECHBuUcket , IXEETRUMAIMNE—NAHI 4 E(EFOSS

I ¥ah& HEER


https://github.com/aliyun/aliyun-oss-android-sdk/tree/master/oss-android-sdk/src/androidTest/java/com/alibaba/sdk/android
https://github.com/aliyun/aliyun-oss-android-sdk/tree/master/app

PutObjectRequest put = new PutObjectRequest("<bucketName>", "<objectKey>", "<uploadFile
Path>");

Il B8 FAERRILAR B EREIR
put.setProgressCallback(new OSSProgressCallback<PutObjectRequest>() {
@Override

public void onProgress(PutObjectRequest request, long currentSize, long totalSize) {
Log.d("PutObject", "currentSize: " + currentSize + " totalSize: " + totalSize);

s

OSSAsyncTask task = oss.asyncPutObject(put, new OSSCompletedCallback<PutObjectR
equest, PutObjectResult>() {
@0Override
public void onSuccess(PutObjectRequest request, PutObjectResult result) {
Log.d("PutObject", "UploadSuccess");

@Override
public void onFailure(PutObjectRequest request, ClientException clientExcepion, ServiceExc
eption serviceException) {
IERFH
if (clientExcepion != null) {
Il RERBEUINBFRES
clientExcepion.printStackTrace();
}

if (serviceException != null) {

I IRSSFE

Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}
s

I/ task.cancel(); // ATLABGE(ES
/I task.waitUntilFinished(); // JLASHFEENESS TSRk
STEP-3. THABENH
TEH—METE object , IREIFHRAVIMAR , FEBTTIE :
I ¥IE T UHER
GetObjectRequest get = new GetObjectRequest("<bucketName>", "<objectKey>");
OSSAsyncTask task = oss.asyncGetObject(get, new OSSCompletedCallback<GetObjectR
equest, GetObjectResult>() {

@0Override
public void onSuccess(GetObjectRequest request, GetObjectResult result) {

11 BB
Log.d("Content-Length", " + getResult.getContentLength());
InputStream inputStream = result.getObjectContent();

byte[] buffer = new byte[2048];
int len;

try {



while ((len = inputStream.read(buffer)) !=-1) {
11 SEIE BRI

}
} catch (IOException e) {
e.printStackTrace();

}
}

@~Override
public void onFailure(GetObjectRequest request, ClientException clientExcepion, ServiceExc
eption serviceException) {
I TEREE
if (clientExcepion != null) {

Il R RENNERESE

clientExcepion.printStackTrace();

}

if (serviceException != null) {

I RS HE

Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}
s

I/ task.cancel(); // BETLABUE{ES
/I task.waitUntilFinished(); // AR BEEFFES T

1.2.3.5 iRl
s

BRI R — NS S(EHIERES | W15 EAccessKeyldflAccessKeySecret i {RIFIERim At R
KINEEK , FERSHINGE. 7l , SDKIEM 72N TN ERIASGREE | F1535NE
I TR0 3 ServerfYEAUET | STSERIERIIEE AR,
IR ERT

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;

/1 B3I & AccessKeyld/AccessKeySecretfy A iEIN RE MR A (5 A

OSSCredentialProvider credentialProvider = new OSSPlainTextAKSKCredentialProvider("'<

acceSSKey|d>“, "<accessKeySecret>u);

OSS oss = new OSSClient(getApplicationContext(), endpoint, credentialProvider);
STSERUE
g

OSSHLUBIIMEZ=STSIRS |, IGRHHITIEIGAAE. PIEZ=STS (Security Token Service) @ Az=1t
EREPREIGRNE RS EAIWebIRS ., BITSTS |, LA NS =AM AREFRE, ( BRSHRE
HOBE ) MA— 1 EENFIERAYERIEIE , AppinfRgFederationToken, £5=75 R FakEx



BRAFITLERZLEEERARMER@AP| , BEERNE R miHthISDKKILE L™
ARAPI,

IBAREEEETAHSHIZSA ( AccessKey ) 8B =N , REEAR—MAIEShEFFIGESIERL
EE=FNARA, XNSEHENRREEARET LA RZEEN.
EARFEEOBPREEHEAE | i5a<ShETEiER B,

LAAPPR RS , REFAZINTE :

r - o
RERGER et S
ZERW: Path
TEEO: WsPowerShell\vl. 0\[C:\Python27,F:\P
[ @z [ wa
T RANFAREAIT

1.

AppFIFER. AppAFEMEREFECEE, EFULIBENSHEERRS , tBalLAERINE
WebliSaOpenID, XJFTEMEHIAPpRIFKT , AppServera] LAEIIEE X HE M AppFEF
HYER/NT AR BR.

AppServeriakSTSIRSZIKEN— 1N L2 S kR ( SecurityToken ) , fEJAFSTSZEI , AppServers
EHEArP AP RIS/NTIEBR ( FPolicyiEiAf#iA ) LAREAAVEEARTE, ASEEHE
FASTSHJAssumeRole ( I3EAE ) EONFKRLZETH. ABEESERAXASIES

% (RAMEFIIERE) PHREEHE,

STSIREI25AppServer— NERAVAIEIEIE , AppimFR/gFederationToken , BiF—1NL2S$HE (
SecurityToken ) . IIfAFiARZR4E ( AccessKeyld, AccessKeySecret ) LA ISHAR A,
AppServerigFederationTokeniR[E]Z5ClientApp, ClientApp ] LABEXMEIE, HEIFRRY
B, ClientAppEE[AAppServerBiEFTHIBRUAIRIEIE. ELul , HEIFEIERERHI 910\ , BRA
ClientAppR L3073 #hmAppServeriE K EFTIHIAFILL.

ClientApp{ER ANt FAIFederationTokenZKigkAliyun Service APl, =IRSZSREENSTSIARIE
IE , RIS TSRS SREIEAHAIEIE , FIEMRIAR FEFEK.

EiEigEStsToken


https://docs.aliyun.com/#/pub/ram/ram-user-guide/role&intro

ERILAEAPPH | FRScEIS ER 5 (U@ ML iE KM IERIN 55 Server E)5REN—3FStsToken , A
EREFRVIAHWSDK, KEUXMERA | BHEERRIMCEStsTokenfUSHARTE) , 7£StsTokenBli&E
TEARY , BT EFFAYStsTokenZ|SDKA,

HACEE

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com"”;

OSSCredentialProvider credentialProvider = new OSSStsTokenCredentialProvider("<StsToken.
AccessKeyld>", "<StsToken.SecretKeyld>", "<StsToken.SecurityToken>");

OSS oss = new OSSClient(getApplicationContext(), endpoint, credentialProvider);

EEFIRE TokenBDEIT HART |, EATAESFAIEFTAIOSSC lient , BRI LABT A AN EH

CredentialProvider :

oss.updateCredentialProvider(new OSSStsTokenCredentialProvider("<StsToken.AccessKeyld
>" "<StsToken.SecretKeyld>", "<StsToken.SecurityToken>"));

SCINFKENSts Token[olifd

NREGHAE SDKEEB SRS E TR TokenBISERT , BBA , BHRESIFSDKAN{EkEN Token, ESDK
BN , SFEELHU—NEE , XEEESESCIEY S N ASREN— Federation Token ( B
StsToken ) , AfEIRME], SDKEFIAX N TokenH TINEANIE , HAEFSEEHITEERAIXNE
&R Token , 4 TFAA7R :

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com”;
OSSCredentialProvider credentialProvider = new OSSFederationCredentialProvider() {
@Override
public OSSFederationToken getFederationToken() {
I EEEXESCHIFREN— \FederationToken , FH#i&ROSSFederationTokenXJ&iR[g]

/1 AR E S FEFREFRENY , AJE#EHRE]n
OSSFederationToken * token;

/I FEIE—LkE tokenfED | ELATM IS serverskEY

return token;

}
h
OSS oss = new OSSClient(getApplicationContext(), endpoint, credentialProvider);

4h | NREBERBIFNF X ERtokenFAENSZSNFER | EIMEXMEIAPREERD. I
RiXAMESE | BEEE S BtokenfYEHT | ERIEEFNMZEIZOSSClient=LHIAYOSSCredent

ialProvider,
SERZG

BRigEEENserverttbity : http://localhost:8080/distribute-token.json , FHERIRIAANX/ ML |
EBIRNEURIT :

{"accessKeyld":"STS.iA645e TOXEqP3cg3VeHf",



"accessKeySecret":"rV3VQrpFQ4BsyHSAViISNVLpPIVffDJv4LojuBZCf",
"expiration":"2015-11-03T09:52:59Z7",

"federatedUser":"335450541522398178:alice-001",
"requestld":"COE01B94-332E-4582-87F9-B857C807EE52",
"securityToken":"CAES7QIIARKAAZPIqaN9ILIQZPS+JDkS/GSZN45RLx4YS/p30gaUC+
0JI3XSIbJ7StKpQ...."}

BBA , A LUXASEH— OSSFederationCredentialProvider SC47l

OSSCredentialProvider credetialProvider = new OSSFederationCredentialProvider() {
@0Override
public OSSFederationToken getFederationToken() {
try {
URL stsUrl = new URL("http://localhost:8080/distribute-token.json");
HttpURLConnection conn = (HttpURLConnection) stsUrl.openConnection();
InputStream input = conn.getinputStream();
String jsonText = I0Utils.readStreamAsString(input, OSSConstants. DEFAULT_CH
ARSET_NAME);
JSONODbiject jsonObjs = new JSONObject(jsonText);
String ak = jsonObjs.getString("accessKeyld");
String sk = jsonObjs.getString("accessKeySecret");
String token = jsonObjs.getString("securityToken");
String expiration = jsonObjs.getString("expiration");
return new OSSFederationToken(ak, sk, token, expiration);
} catch (Exception e) {
e.printStackTrace();

return null;

}
h

BEREL

fEaT LB AccessKeyld/AccessKeySecretiRfF &AM Fserver , AIGESDKSCHLENA | 55FE
INENESHFHNESZEPOSTRserver , RIS serverSsHiX N ERIZIROSSHIENEREILERZ
& , IREAIZENEREL , BHREEIRE,

contentE ELRBBERS N SEIHERNFRE , L& ERN
signature = "OSS " + AccessKeyld + ":" + base64(hmac-sha1(AccessKeySecret, content))

W

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";
credentialProvider = new OSSCustomSignerCredentialProvider() {
@~Override
public String signContent(String content) {
IMEBECXEKBOSSIENSZHL | TMNINE—HFHRE |, FHIEEIINSEHE
_FAccessKeyldfgix[a]
Il —RESCELZ |, BFRINBpostEERIEIRSSES | AFREIES
I SNRESFEFREMNERY , fEiderror5RSE , REnil
I LA RRAEEEH TRIEDR
return "OSS " + AccessKeyld + ":" + base64(hmac-sha1(AccessKeySecret, content));
}
h



OSS oss = new OSSClient(getApplicationContext(), endpoint, credentialProvider);

BB :
TCRSTSENER, , FEEEZEL, , BLIMEERE , HBEEFIEABMREILR,
LA, SNSRIGFEE LI 7 m)lSserverskEltoken, signaturefIZEIEK , EiER ML ERIELE
#O. EIEAEERESDKEMNERIAE , EIEKRNTFEEFTHIT , FIUAARSEEELIE,

1.2.3.6 EEXHHF

RIS eI
ARRLSEOLE

/] K& HEIEK
PutObjectRequest put = new PutObjectRequest("<bucketName>", "<objectKey>", "<uploadFile
Path>");
I ST E R RIR B R A IERY
/I ObjectMetadata metadata = new ObjectMetadata();
/I metadata.setContentType("application/octet-stream"); // & Econtent-type
/I metadata.setContentMD5(BinaryUtil.calculateBase64Md5(uploadFilePath)); // #33&MD5
/I put.setMetadata(metadata);
try {
PutObjectResult putResult = oss.putObject(put);
Log.d("PutObject", "UploadSuccess");
Log.d("ETag", putResult.getETag());
Log.d("Requestld", putResult.getRequestld());
} catch (ClientException e) {
Il AR EANEFES
e.printStackTrace();
} catch (ServiceException e) {
I RS =&
Log.e("Requestld", e.getRequestld());
Log.e("ErrorCode", e.getErrorCode());
Log.e("Hostld", e.getHostld());
Log.e("RawMessage", e.getRawMessage());

58P
fEAndroidd , REEFEVISGIRERRLSEO , REEETLERAR , ANBHINEE. IRFEEE
FUIZREHR EE | BERRLSEO.

ARFLSEOLE

/| ¥ HEER
PutObjectRequest put = new PutObjectRequest("<bucketName>", "<objectKey>", "<uploadFile
Path>");
Il B25 HERTALAR B EEE
put.setProgressCallback(new OSSProgressCallback<PutObjectRequest>() {
@Override
public void onProgress(PutObjectRequest request, long currentSize, long totalSize) {
Log.d("PutObject", "currentSize: " + currentSize + " totalSize: " + totalSize);



}

0
OSSAsyncTask task = oss.asyncPutObject(put, new OSSCompletedCallback<PutObjectR
equest, PutObjectResult>() {
@Override
public void onSuccess(PutObjectRequest request, PutObjectResult result) {
Log.d("PutObject", "UploadSuccess");
Log.d("ETag", result.getETag());
Log.d("Requestld", result.getRequestid());

}
@0Override
public void onFailure(PutObjectRequest request, ClientException clientExcepion, ServiceExc
eption serviceException) {
IiEKEFE
if (clientExcepion != null) {
Il DS EINMBFEE
clientExcepion.printStackTrace();
}
if (serviceException != null) {
I IRBFRE
Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}

}
)k
/] task.cancel(); // TLABGE{ES
/I task.waitUntilFinished(); // T LAZFHES AL

R L iHFIbyte 14040

byte[] uploadData = new byte[100 * 1024];
new Random().nextBytes(uploadData);
Il Y& E1EEK
PutObjectRequest put = new PutObjectRequest(testBucket, testObject, uploadData);
try {
PutObjectResult putResult = oss.putObject(put);
Log.d("PutObject", "UploadSuccess");
Log.d("ETag", putResult.getETag());
Log.d("Requestld", putResult.getRequestld());
} catch (ClientException e) {
Il I EINMEFEE
e.printStackTrace();
} catch (ServiceException e) {
I RS HE
Log.e("Requestld", e.getRequestld());
Log.e("ErrorCode", e.getErrorCode());
Log.e("Hostld", e.getHostld());
Log.e("RawMessage", e.getRawMessage());

}
LEFXHER

OSSIRFZBIRAXHXMESHY , FTETTREBRLISUGRZE | (BLERAFRME T SISk
RS0, BUIEARISER AR LSRRI T — M2 FIVERINNY | TN ERRFETLLEE
T, REEHESSMLVERR S LSR5 R,



o, TEEESER |, MNERIBObjectKeySA "folder/subfolder/file” , BRZAEH T B4 EEZ folder/
subfolder/ B fileSX {4,

58P
BERARIRER , FEELUFFL.

LF{&Content-TypeiR &

Content-Type , fEWebBRSZHENSHFAIKE , IRELMHATI. HARBIZEIXN . TS
BT, 3T R HREIRE Content-Type , BN HAEELLE CREKATAZZUASRIDIEEN.

SEFASDK A& 4R , aNERAfEEContent-Type , SDKEEEHRIEGEX B s NContent-Type,

I/ Y& _E1EEK

PutObjectRequest put = new PutObjectRequest("<bucketName>", "<objectKey>", "<uploadFile
Path>");

ObjectMetadata metadata = new ObjectMetadata();

Il $8XEContent-Type

metadata.setContentType("application/octet-stream");

/I userBiE X metadata

metadata.addUserMetadata("x-oss-meta-name1", "value1");

put.setMetadata(metadata);

OSSAsyncTask task = oss.asyncPutObject(put, new OSSCompletedCallback<PutObjectR
equest, PutObjectResult>() {

s
MD5#381R &8

SNERFARES EAEFOSSHISUAFIAM I EZE—EL , A LAE EAESHIHESR X 4RIContent-MD5
& , OSSIRSZ == ENAF#HITMDSIG , RBTEOSSHRSS S8 EITEIAYS4-MDS{EFIContent-MD5
—HRSA LA EAERTN , MR Ee &R —ELE.

/| ¥3iE HEER
PutObjectRequest put = new PutObjectRequest("<bucketName>", "<objectKey>", "<uploadFile
Path>");
ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("application/octet-stream");
try {
/1 R BMA5LAERES
metadata.setContentMD5(BinaryUtil.calculateBase64Md5("<uploadFilePath>")); // 4NERZM
X EtE
/I metadata.setContentMD5(BinaryUtil.calculateBase64Md5(byte[])); // MR E H1E ZiHEIEEE
} catch (IOException €) {
e.printStackTrace();

put.setMetadata(metadata);
OSSAsyncTask task = oss.asyncPutObject(put, new OSSCompletedCallback<PutObjectR
equest, PutObjectResult>() {



s
iBhntE

Append Objectu EMNSMAI_ EEY. BidAppend Object{EEIEEAIObjectzEY JgAppendable
Object , MiEITPut Object E{EAY0bjectENormal Object,

AppendObjectRequest append = new AppendObjectRequest(testBucket, testObject, uploadFile
Path);
ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("application/octet-stream");
append.setMetadata(metadata);
IREIBINE
append.setPosition(0);
append.setProgressCallback(new OSSProgressCallback<AppendObjectRequest>() {
@~Override
public void onProgress(AppendObjectRequest request, long currentSize, long totalSize) {
Log.d("AppendObiject", "currentSize: " + currentSize + " totalSize: " + totalSize);

)%
OSSAsyncTask task = oss.asyncAppendObject(append, new OSSCompletedCallback<
AppendObjectRequest, AppendObjectResult>() {
@0Override
public void onSuccess(AppendObjectRequest request, AppendObjectResult result) {
Log.d("AppendObject”, "AppendSuccess");
Log.d("NextPosition", "™ + result.getNextPosition());

@Override

public void onFailure(AppendObjectRequest request, ClientException clientExcepion,
ServiceException serviceException) {

I REE
}
s

FAF & Append SR EE |, X553 PositioniX MEEHTIERINIZE., MAFSIE—
Appendable Objectft , IBAN/EiIR/I0. =ZiXJAppendable ObjectFH{TAFTIEMET , EMNMEIRA
ObjectHAIKE. BRFMSTIRIIZObjectiKE | —ME2EE HEENNEIIRBINESIRE. S—
EiEdhead objecREHKE.

Lf&EOEE

%F'ﬁﬁ”-ﬁEJ:ﬂ%ObjectHﬂ‘EIL‘J&EfEOSSHE“*”‘T ShEESE EEIEKIE | BRIERSSIRSS RS RS
SRARIW 7 Z[EEE S EIERERIRESE Fin. EAIANT EEERIMAAEIFE | HEESR
L& | EREIEENS RS SEE Finit 2B SAIZSTE,

(e AN/

PutObjectRequest put = new PutObjectRequest(testBucket, testObject, uploadFilePath);
put.setCallbackParam(new HashMap<String, String>() {

put("callbackUrl", "110.75.82.106/callback");
put("callbackHost", "oss-cn-hangzhou.aliyuncs.com");
put("callbackBodyType", "application/json");



put("callbackBody", "{\"mimeType\":${mimeType},\"size\":${size}}");
}

5
OSSAsyncTask task = oss.asyncPutObject(put, new OSSCompletedCallback<PutObjectR
equest, PutObjectResult>() {
@0Override
public void onSuccess(PutObjectRequest request, PutObjectResult result) {
Log.d("PutObject", "UploadSuccess");

Il RBEIEE T servercallback , X/ MEABHIE
String serverCallbackReturnJson = result.getServerCallbackReturnBody();
Log.d("servercallback", serverCallbackReturnJson);

}
@~Override

public void onFailure(PutObjectRequest request, ClientException clientExcepion, ServiceExc
eption serviceException) {

Il BEE
}
s

MRFEFEENSH , SEUTRE !

put.setCallbackParam(new HashMap<String, String>() {
{

put("callbackUrl", "http://182.92.192.125/leibin/notify.php");
put("callbackHost", "oss-cn-hangzhou.aliyuncs.com");
put("callbackBodyType", "application/json");
put("callbackBody", "{\"object\":${object},\"size\":${size} \"my_var1\":${x:var1}\"my_var2\":
${x:var2}}";
}
put.setCallbackVars(new HashMap<String, String>() {

put("x:var1", "value1");
put("x:var2", "value2");

}
s

B gEE

ERLMEET , TIELERARIN RN | AIRERBEIRAMSFME. BPRNEEFRE
SHELETRIY , BNEFEEHLE, L, SDKRRME T LETEE.

TR AR ERT RSRF EAEA M, £ EERT , TLAMSEMTRICRAIREEE, ERHITIHINR
B, MR EERERR EEEN BN FEANERES LERMISHTER , BRENK
NHEHLE  TEERNETERARE. MRIKE THTRICRAVRTXXMER | BB4 , INRESK
W, ETOREFHEES . EEE—3X4ZIE—Bucket, Objectft , FMETAICRIAEE 5,

WTREAERMAT | INRE—ES—EEARZIRE | FTREREOSS LIRRTAER. MXMER , &
LAF9Bucketig ElifeCyclefil , BB EEE A .

W R EHERISCENKES InitMultipartUpload/UploadPart/ListParts/CompleteMultipartUpload/AbortMulti
partUpload , NERXASTSENER , BERINEIXLEAPIFTERIINER.



W e BT EAEREIEEAN , AR DIASE CAEEEEAN—EL.

58P
TR , WRABHIRAHI G , FENERXfAR EE , RARSEEREIS L
ELMA , EERNHEHZEHITZIANEEK , RS,

AMERHIFARERTRICRATERAL

/] BIEEMT R E1EER
ResumableUploadRequest request = new ResumableUploadRequest("<bucketName>", "<
objectKey>", "<uploadFilePath>");
/& EESEEE
request.setProgressCallback(new OSSProgressCallback<ResumableUploadRequest>() {
@0Override
public void onProgress(ResumableUploadRequest request, long currentSize, long totalSize)

Log.d("resumableUpload", "currentSize: " + currentSize + " totalSize: " + totalSize);

1;
/| B VARl = LT
OSSAsyncTask resumableTask = oss.asyncResumableUpload(request, new OSSComplet
edCallback<ResumableUploadRequest, ResumableUploadResult>() {
@~Override
public void onSuccess(ResumableUploadRequest request, ResumableUploadResult result) {
Log.d("resumableUpload", "success!");

@0Override
public void onFailure(ResumableUploadRequest request, ClientException clientExcepion,
ServiceException serviceException) {

I FEALIE

}
)k
I/ resumableTask.waitUntilFinished(); / BILAZEEZNES T

RS AR RICRAVERL T

String recordDirectory = Environment.getExternalStorageDirectory().getAbsolutePath() + "/
oss_record/";
File recordDir = new File(recordDirectory);
I BIRIEERFE , NRAFENERNBIE
if (recordDir.exists()) {
recordDir.mkdirs();

}
I BT EEER , S PEHITRICRIXMHIRTAE | T2 FRAYETRER
ResumableUploadRequest request = new ResumableUploadRequest("<bucketName>", "<
objectKey>", "<uploadFilePath>", recordDirectory);
1% & S ERIF
request.setProgressCallback(new OSSProgressCallback<ResumableUploadRequest>() {
@~Override
public void onProgress(ResumableUploadRequest request, long currentSize, long totalSize)

Log.d("resumableUpload", "currentSize: " + currentSize + " totalSize: " + totalSize);

b

O’SSAsyncTask resumableTask = oss.asyncResumableUpload(request, new OSSComplet
edCallback<ResumableUploadRequest, ResumableUploadResult>() {



@~Override

public void onSuccess(ResumableUploadRequest request, ResumableUploadResult result) {
Log.d("resumableUpload", "success!");

¥
@Override
public void onFailure(ResumableUploadRequest request, ClientException clientExcepion,
ServiceException serviceException) {
Il RESIR

/1 resumableTask.waitUntilFinished():

1.2.3.7 T&EXH

R THE
TEIEEXYE , THEBFEEREMNR | HREEKAFIHZObjectBIE R,
EER

I ¥EIE T HFER
GetObjectRequest get = new GetObjectRequest("<bucketName>", "<objectKey>");
try {
I BEHUTTEIEXK |, IREIZER
GetObjectResult getResult = oss.getObject(get);
Log.d("Content-Length", "™ + getResult.getContentLength());
11 IRBCHENITR
InputStream inputStream = getResult.getObjectContent();
byte[] buffer = new byte[2048];
int len;
while ((len = inputStream.read(buffer)) !=-1) {

/I ST EEIEE | LB R RREEB AN G

}
Il FREEILEEXHTER
ObjectMetadata metadata = getResult.getMetadata();
Log.d("ContentType", metadata.getContentType());
} catch (ClientException e) {
Il IS EINMEFZEE
e.printStackTrace();
} catch (ServiceException e) {
I RS RE
Log.e("Requestld", e.getRequestld());
Log.e("ErrorCode", e.getErrorCode());
Log.e("Hostld", e.getHostld());
Log.e("RawMessage", e.getRawMessage());
} catch (IOException e) {
e.printStackTrace();

GetObjectRequest get = new GetObjectRequest("<bucketName>", "<objectKey>");
OSSAsyncTask task = oss.asyncGetObject(get, new OSSCompletedCallback<GetObjectR
equest, GetObjectResult>() {
@Override
public void onSuccess(GetObjectRequest request, GetObjectResult result) {
11 ERAET

InputStream inputStream = result.getObjectContent();



byte[] buffer = new byte[2048];

int len;
try {
while ((len = inputStream.read(buffer)) !=-1) {
11 IR EROEE

}

} catch (IOException e) {
e.printStackTrace();

}

}
@Override

public void onFailure(GetObjectRequest request, ClientException clientExcepion, ServiceExc
eption serviceException) {

I EREE

if (clientExcepion != null) {
Il RFENNBFEES
clientExcepion.printStackTrace();

}

if (serviceException != null) {
I IRSSFE
Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}

}
»

EIHLE
OSSEHANE , ROSSIMBAAER. Ze. (EHA. BURNERRS. BrEREEH
HEFAFEIOSS | BT EEA REST BN , EEEIIE. (Ets, (HUERmes FaE A
{74bI8, ERANEIREEAAMEED | BN EEERA LSRN, BTOSSERLNE , BPmILuE
F2E OB A AR,
OSSE A AMIRALITIAE -
. RIERER
. EREES
. EREN. HE. b
. ERSER
. ERFINER. XF. ESCRAKD
. EEVEREE  EEHANERLE > #REBTEY
. B RBA RS E LA

SDKeR{ERIRT , REEAE TEE /AT , A request.setxOssProcess() 55X B RS E, =B

I K& R/ T EiEK
GetObjectRequest get = new GetObjectRequest("<bucketName>", "example.jpg");
I B R



request.setxOssProcess("image/resize,m_fixed,w_100,h_100");
OSSAsyncTask task = oss.asyncGetObject(get, new OSSCompletedCallback<GetObjectR
equest, GetObjectResult>() {
@~Override
public void onSuccess(GetObjectRequest request, GetObjectResult result) {
lIR=—5333Y)]
InputStream inputStream = result.getObjectContent();
byte[] buffer = new byte[2048];

int len;
try {
while ((len = inputStream.read(buffer)) = -1) {
11 SEIE SR RIEE

}
} catch (IOException e) {
e.printStackTrace();

}

}

@~Override

public void onFailure(GetObjectRequest request, ClientException clientExcepion, ServiceExc
eption serviceException) {

I N BRE
}
N

FENERFITHEMAGIE , REEH request.setxOssProcess() ISEFAILLTY . EERE , B2
% .

. FHKERIET R ImageStyleViever , BILABENMIAIEZIOSSE H A IENER
« OSSERAMERITNRE. ERETR NHE

IEETCE &

R R ISR —EEE | S FBARIObjectET(EFIILINAE ; MISEBRLP(ER
RangeS4) , MiEEISERS ORI KERIOEERTEE, 2 -

GetObjectRequest get = new GetObjectRequest("<bucketName>", "<objectKey>");
1R ESEE
get.setRange(new Range(0, 99)); // FEOFI99FTHHA00MFT , MFEEMNOFIRITE
Il get.setRange(new Range(100, Range.INFINITE)); // TEM 100N FETRILERE
OSSAsyncTask task = oss.asyncGetObject(get, new OSSCompletedCallback<GetObjectR
equest, GetObjectResult>() {
@0Override
public void onSuccess(GetObjectRequest request, GetObjectResult result) {
11 ERALH
InputStream inputStream = result.getObjectContent();
byte[] buffer = new byte[2048];

int len;
tr
yvf/hile ((len = inputStream.read(buffer)) != -1) {
11 SEIE BRI

}
} catch (IOException €) {
e.printStackTrace();

}
}@Override


https://gosspublic.alicdn.com/image/index.html
https://promotion.aliyun.com/ntms/image01.html

public void onFailure(GetObjectRequest request, ClientException clientExcepion, ServiceExc
eption serviceException) {

INERFE
if (clientExcepion != null) {
/| AR EIMNBFRES

clientExcepion.printStackTrace();
}
if (serviceException != null) {
I RS FE
Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}
s

HIRXHTiER
@i headObject/TEA LA SR 4TS B MIASRBCUG-RISEIR. RBA0T ¢

I BRI IREHTTERIBEK
HeadObjectRequest head = new HeadObjectRequest("<bucketName>", "<objectKey>");

OSSAsyncTask task = oss.asyncHeadObject(head, new OSSCompletedCallback<HeadObject
Request, HeadObjectResult>() {

@Override

public void onSuccess(HeadObjectRequest request, HeadObjectResult result) {
Log.d("headObiject", "object Size: " + result.getMetadata().getContentLength());
Log.d("headObiject", "object Content Type: " + result.getMetadata().getContentType());

}
@0Override
public void onFailure(HeadObjectRequest request, ClientException clientExcepion,
ServiceException serviceException) {
IEREH
if (clientExcepion != null) {
Il A EEINEREE
clientExcepion.printStackTrace();

if (serviceException != null) {

I RS RE

Log.e("ErrorCode", serviceException.getErrorCode());

Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());



/I task.waitUntilFinished();

1.2.3.8 A
SDKZIF&EE HISEBMET K E AFFHIURL , ATFH4AE = SSHUERIAIE,
BB RNEETREHRAYBEIURL
gNERBucketd(Object NEAHENZRY , BRAFERALITEN , ZRIGER/FAIURL
String url = oss.presignConstrainedObjectURL("<bucketName>", "<objectkey>", 30 * 60);
ERQFRYARURL
gNERBucketsObject@ AHANERY , BPATERA—TEO , KGRI AFF7A0ObjectiJURL :

String url = oss.presignPublicObjectURL("<bucketName>", "<objectKey>");

1.2.3.9 9/ L&

AENEI D h LEXHRIEANRIE.
st R L&

String uploadid;

InitiateMultipartUploadRequest init = new InitiateMultipartUploadRequest("<bucketName>", "<
objectKey>");

InitiateMultipartUploadResult initResult = oss.initMultipartUpload(init);

uploadld = initResult.getUploadld();

« FAiIAInitiateMultipartUploadRequest>RiEE LA HHIBFHIFTBZEZIE ( Bucket ) ,

« fElnitiateMultipartUploadRequestd , &t ATLLIZ EObjectMeta , (BEEFAMIEEEFHY
ContentLength ,

« initiateMultipartUpload BIIREIZRHEZHEUploadld , ERX 0 H LESHNE—IRR , &5
ERYREF , FAVEATE.

&SR

long partSize = 128 * 1024; // iR & FA/\
int currentindex = 1; // HES KRS , NMFFHA
File uploadFile = new File("<uploadFilePath>"); // &4 _HERISE

InputStream input = new FilelnputStream(uploadFile);
long fileLength = uploadFile.length();

long uploadedLength = 0;
List<PartETag> partETags = new ArrayList<PartETag>(); // {#FHD B LIEHER



while (uploadedLength < fileLength) {

int partLength = (int)Math.min(partSize, fileLength - uploadedLength);
byte[] partData = |OUtils.readStreamAsBytesArray(input, partLength); // #&i&53 B A/JMSEESC
HH—BRAS

UploadPartRequest uploadPart = new UploadPartRequest("<bucketName>", "<objectKey>",
uploadld, currentindex);

uploadPart.setPartContent(partData); // IREHS F AR

UploadPartResult uploadPartResult = oss.uploadPart(uploadPart);

partETags.add(new PartETag(currentindex, uploadPartResult.getETag())); // {RFE5 F L&

iERIER

uploadedLength += partLength;
currentindex++;

}

FEEFIZOZEAUploadPart &R HHEB— Mo R BREFRUTILA

* UploadPart J5iZE KR ERfG—PartbAdh , BfttAYPart A/NEREEATF100KB, {BZEUpload
PartizAH ARG H1& Parti K/ ( EATFIERS ImE—R ) ; REZHComplete
Multipart Uploadf9RHEA =456

 OSS&EIRSESIHIEIPartEEIMDSEMIEE Tagsk IR EILS FEF.

 PartSiBATEER1~10000, MNRBHIXASEE , OSSHEIRElInvalidArgumentAIsEiIRED.

o BIR tEpartitEBBEEREARIR _E& R TR RAIRIE,

« BIREtEpartzfs , OSSHIREIERRBE— 1D AfETag , BREFECTRRSESHK
PartEtag , fR{FElisth , BESERkD F EIEEERE.

SRk Lf%

CompleteMultipartUploadRequest complete = new CompleteMultipartUploadRequest("<
bucketName>", "<objectKey>", uploadld, partETags);
CompleteMultipartUploadResult completeResult = oss.completeMultipartUpload(complete);

Log.d("multipartUpload”, "multipart upload success! Location: " + completeResult.getLocation

0)

LEAEEHRY partETags BLEH{TH A LEFIRTFAIpartETaghI%IZk , OSSIEIRF1RsRIPart?
xfE , 2F RIS EEPartiIExE. JFTERIEIEPartiIbETfS , OSSEREXEpartAS
P— BRI

5ok Ef& (i&EServerCallback )

CompleteMultipartUploadRequest complete = new CompleteMultipartUploadRequest("<
bucketName>", "<objectKey>", uploadld, partETags);

CompleteMultipartUploadResult completeResult = oss.completeMultipartUpload(complete);
complete.setCallbackParam(new HashMap<String, String>() {

put("callbackUrl", "<server address>");
put("callbackBody", "<test>");



}
%
Log.d("multipartUploadWithServerCallback", completeResult.getServerCallbackReturnBody());

5ok B R K LAk E Server Callbacks# , i kTE=AIsERIServer Adress &iX[EEIB
3K,

i[5 ol = L
BATTLAE abortMultipartUpload 753EBGE S B _EE.

AbortMultipartUploadRequest abort = new AbortMultipartUploadRequest("<bucketName>", "<
objectKey>", uploadid);

oss.abortMultipartUpload(abort); // &FcE &t iEEMIEREIN
Bhsh
HAIRTLAR listParts F5i53RENE HESHFEE LEND .

ListPartsRequest listParts = new ListPartsRequest("<bucketName>", "<objectKey>", uploadid);
ListPartsResult result = oss.listParts(listParts);

for (inti = 0; i < result.getParts().size(); i++) {
Log.d("listParts", "partNum: " + result.getParts().get(i).getPartNumber());
Log.d("listParts", "partEtag: " + result.getParts().get(i).getETag());
Log.d("listParts", "lastModified: " + result.getParts().get(i).getLastModified());
Log.d("listParts", "partSize: " + result.getParts().get(i).getSize());

}

« BABRT , REFETEPRS F EESHRIEEKT 1000 , MR <IRE1000/Multipart
Upload(S& , BiR[EI%5ER S IsTruncated Afalse , FHiR[E] NextPartNumberMarker{E5 I 15EEY
AR .

- SEIEKRED F EESMEE | JLUEK MaxParts 240 , 8tE A PartNumberMarker 24§

pap/NEU:I

1.2.3.10 %ﬂi{#
Z5BucketFFEXH

ListObjectsRequest listObjects = new ListObjectsRequest("<bucketName>");

I R TERTER
listObjects.setPrefix("file");

IRERTN. KMEE , RXRLEDFIIEK
OSSAsyncTask task = oss.asyncListObjects(listObjects, new OSSCompletedCallback<
ListObjectsRequest, ListObjectsResult>() {
@~Override
public void onSuccess(ListObjectsRequest request, ListObjectsResult result) {
Log.d("AyncListObjects", "Success!");



for (inti = 0; i < result.getObjectSummaries().size(); i++) {
Log.d("AyncListObjects", "object: " + result.getObjectSummaries().get(i).getkey() + " "
+ result.getObjectSummaries().get(i).getETag() + " "
+ result.getObjectSummaries().get(i).getLastModified());
}
}

@0Override
public void onFailure(ListObjectsRequest request, ClientException clientExcepion,
ServiceException serviceException) {
I ERFE
if (clientExcepion != null) {
Il K EEUNBEFRES
clientExcepion.printStackTrace();
}
if (serviceException != null) {
I RS =E
Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());
}
}

Ok
task.waitUntilFinished();

EiACRE5IH T buckethLA" file” ARIRAIFTEN M. BARRILIKENSEHEZMRAERIT

=4 {EM

delimiter FIF3dObjectBFHITHBNFFF. FrEEFEEIEENRISESE —RHI
delimiter=FZ [BJfYobjectfEs—2HITE : CommonPrefixes,

marker IRELRMmarkerZ G BHEFINE— N FRIREL,

maxkeys PRRELRIREobjectfIBRARE , WNRFIZE , BAIAS100 , maxkeysBUEAEE
+1000,

prefix PREIREIRobject keyAiALAprefix{E RIS, iEEEMprefixEigRT , IREIATkey
B S prefix,

MEXHEREEFE

SDKiRft T 75 ENESEOENENMEEObject 2RFEOSS L

try {
if (0oss.doesObjectExist("<bucketName>", "<objectKey>")) {
Log.d("doesObjectExist", "object exist.");
} else {
Log.d("doesObjectExist", "object does not exist.");

} catch (ClientException e) {
Il R EBEUMNEFEES
e.printStackTrace();

} catch (ServiceException e) {

I RERE



Log.e

Log.e

Log.e

Log.e
}

'ErrorCode", e.getErrorCode());
'Requestld”, e.getRequestld());
"Hostld", e.getHostld());
"RawMessage", e.getRawMessage());

PP PP

SR

1 BliEcopyisK
CopyObjectRequest copyObjectRequest = new CopyObjectRequest("<srcBucketName>", "<
srcObjectKey>",

"<destBucketName>", "<destObjectKey>");

/| AT B copy 4 TTE R

/I ObjectMetadata objectMetadata = new ObjectMetadata();

/I objectMetadata.setContentType("application/octet-stream");
/I copyObjectRequest.setNewObjectMetadata(objectMetadata);

Il 3 copy
OSSAsyncTask copyTask = oss.asyncCopyObject(copyObjectRequest, new OSSComplet
edCallback<CopyObjectRequest, CopyObjectResult>() {
@Override
public void onSuccess(CopyObjectRequest request, CopyObjectResult result) {
Log.d("copyObject”, "copy success!");
}

@Override
public void onFailure(CopyObjectRequest request, ClientException clientExcepion,
ServiceException serviceException) {

I EREE
if (clientExcepion != null) {
Il BIHFEINMBFREE
clientExcepion.printStackTrace();
i}f (serviceException != null) {
I RS RE

Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}
s

EIARCEBSEEL T CopyObject

BB :

« IRObjectf1B#RObject /& T E— P #HEH L,
. SNERFE TURERYIRODjectititFI B #RObjectitilitigE , ATLMER BB ObjectiImetalza.,
o FENXHANTEEBITIG , #Bid1GHEAMultipart Upload#E{E.

RRIBRSZ 4
11 BUEEMIBRIEK



DeleteObjectRequest delete = new DeleteObjectRequest("<bucketName>", "<objectKey>");
Il B MIRR
OSSAsyncTask deleteTask = oss.asyncDeleteObject(delete, new OSSCompletedCallback<
DeleteObjectRequest, DeleteObjectResult>() {
@0Override
public void onSuccess(DeleteObjectRequest request, DeleteObjectResult result) {
Log.d("asyncCopyAndDelObject", "success!");

@0Override

public void onFailure(DeleteObjectRequest request, ClientException clientExcepion,
ServiceException serviceException) {
I ERFE
if (clientExcepion != null) {
Il RERBEINBFES
clientExcepion.printStackTrace();

}

if (serviceException != null) {

Il RERE

Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}
s

iR CRESCEl T IBRObject.

15868
DeleteObjectZEKXIATERIBucketB YR

R HRITTER
TERIRBRTREHRITER

1 BIERIZIRE A TS RIEHK
HeadObjectRequest head = new HeadObjectRequest("<bucketName>", "<objectKey>");

OSSAsyncTask task = oss.asyncHeadObject(head, new OSSCompletedCallback<HeadObject
Request, HeadObjectResult>() {
@Override
public void onSuccess(HeadObjectRequest request, HeadObjectResult result) {
Log.d("headObject", "object Size: " + result.getMetadata().getContentLength()); // SREXSZ 44
KE
Log.d("headObiject", "object Content Type: " + result.getMetadata().getContentType()); // X
B8
}

@Override

public void onFailure(HeadObjectRequest request, ClientException clientExcepion,
ServiceException serviceException) {

I ERFE
if (clientExcepion != null) {
Il K EEUNBERES

clientExcepion.printStackTrace();



}

if (serviceException != null) {

I IRSS =&

Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}
s

/I task.waitUntilFinished();

1.2.3.11 E#EBucket
Bucket 2 0SS RGBT , BEITEE. NRIEH. HECRERRINEEAIEIELIN ; Bucket %
FREEEAS 0SS IRBFHEBLBE— , BAGEEN ; Fh#7E 0SS LAYEA™ Object WIREIELEHE
EHA Bucket 51,

#iEBucket
LAFAAERTLAFTEE—MBucket :

CreateBucketRequest createBucketRequest = new CreateBucketRequest("<bucketName>");
createBucketRequest.setBucketACL(CannedAccessControlList.PublicRead); // f§iEBucketfy
ACLABR
createBucketRequest.setLocationConstraint("oss-cn-hangzhou"); // $38EBucketFrERIZIEF ()
OSSAsyncTask createTask = oss.asyncCreateBucket(createBucketRequest, new OSSComplet
edCallback<CreateBucketRequest, CreateBucketResult>() {

@~Override

public void onSuccess(CreateBucketRequest request, CreateBucketResult result) {

Log.d("locationConstraint", request.getLocationConstraint());

@~Override
public void onFailure(CreateBucketRequest request, ClientException clientException,
ServiceException serviceException) {
IiEKEE
if (clientException != null) {
Il DS EINMEFEE
clientException.printStackTrace();
}
if (serviceException != null) {
I RS FE
Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}
s

LRCHBEIEbuckethT |, FETE T BuckettACLFNRFERIEHEF L.

« B 1PAFPRIBucket# B RERIT 107,



« B BucketZF2BME— , EHEREIERIBucket NEEFE LA BEAEFERRIBucketH]
2, BUSEIEEM,

«  BUEERIBHERRTLAGEEBuUcket ACLAYR , AISRAREACL , BiARprivate,

« BlERIHEERIREIBucketFRIEEEESH L.

$xBYBucket ACLER
LATCEB AT LASRENBucket ACL :

GetBucketACLRequest getBucketACLRequest = new GetBucketACLRequest("<bucketName
>");
OSSAsyncTask getBucketAclTask = oss.asyncGetBucketACL(getBucketACLRequest, new
OSSCompletedCallback<GetBucketACLRequest, GetBucketACLResult>() {
@0Override
public void onSuccess(GetBucketACLRequest request, GetBucketACLResult result) {
Log.d("BucketAcl", result.getBucketACL());
Log.d("Owner", result.getBucketOwner());
Log.d("ID", result.getBucketOwnerlD());

@0Override
public void onFailure(GetBucketACLRequest request, ClientException clientException,
ServiceException serviceException) {
I TEREE
if (clientException != null) {

Il B EINMEFESE
clientException.printStackTrace();

}

if (serviceException != null) {

I RGBS FE

Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

}
s

BRI EFRENBucketlIACLAR,

« HpaiBucketG =5t R : public-read-write , public-readf[private,
« RBBucketfJfiEE 7 BE(FFHGet Bucket ACLIX Mz,
o IRENBVERHIREBucketifliBEID. HBEEBR ( FNIDMREF—E ) FI8UR.

HIBgBucket
LATCHBMIBR 7 —MBucket :

DeleteBucketRequest deleteBucketRequest = new DeleteBucketRequest("<bucketName>");
OSSAsyncTask deleteBucketTask = oss.asyncDeleteBucket(deleteBucketRequest, new
OSSCompletedCallback<DeleteBucketRequest, DeleteBucketResult>() {

@~Override

public void onSuccess(DeleteBucketRequest request, DeleteBucketResult result) {



Log.d("DeleteBucket", "Success!");

}

@~Override
public void onFailure(DeleteBucketRequest request, ClientException clientException,
ServiceException serviceException) {

I ERBE
if (clientException != null) {

Il KIFEINMEFHE

clientException.printStackTrace();
if (serviceException != null) {

I RS =&

Log.e("ErrorCode", serviceException.getErrorCode());
Log.e("Requestld", serviceException.getRequestld());
Log.e("Hostld", serviceException.getHostld());
Log.e("RawMessage", serviceException.getRawMessage());

BB :

o ATHLILERMRROALE , OSSAARIFAFMIR—NEEZAIBuUCkKet,
«  RBBucketfYiHEE 7 BEMIFRIX N Bucket,

1.2.3.12 RE IR
0SS Android SDK FEHfIFEE ClientException LAK ServiceException , | JEE2SZ0RE.

ClientException

ClientExceptionf§SDKINERHINAIRE | LLAISEEER | WBTETENL , EEEFS.
ServiceException

OSSExceptionigfRSSarimttix , BRE TXIIRS IR HIRESAIFEIT. OSSException—RBELATIL

MR :

« Code : OSSIREILEFFHIEIRT.

+ Message : OSSIEHANFHEIRER.

* Requestld : FIFHE—IRRIZRIERAIVUID ; BETTEMRBIAET , ATLAUEXMRequestld>kiE

KOSSH& T2 IMAIFSEf.
* Hostld : BFHRRIAIAAIOSSEERE
« rawMessage : HTTPIgRNAYEIEBody LA

TEZROSSHEIFE



RS fig
AccessDenied ELEi5a)
BucketAlreadyExists BucketB & 1FE
BucketNotEmpty BucketfR A=
EntityTooLarge SERIE R
EntityTooSmall SR/
FileGroupTooLarge XHEITK
FilePartNotExist NAPartANFE
FilePartStale X{4Partidhd
InvalidArgument SEHEEIR
InvalidAccessKeyld AccessKeyld A FE
InvalidBucketName ToAIBucketZ =
InvalidDigest TR E
InvalidObjectName FoXAIObjectBF
InvalidPart ToxafPart

InvalidPartOrder

FexHIpartliifF

InvalidTargetBucketForLogging

Logging#B{EH B BB fRbucket

InternalError OSSHERREHEIR
MalformedXML XMLIEIEE
MethodNotAllowed RFFOTTE
MissingArgument RS
MissingContentLength HORBKE
NoSuchBucket BucketR~MZ7E
NoSuchKey NHARFE
NoSuchUpload Multipart Upload IDANEIE
Notimplemented T B BTk
PreconditionFailed FRRbIREEIR
RequestTimeTooSkewed RECIERAYBTBIFNAR S5 28R B H 15 £
RequestTimeout (=R




$Hi=h9 ik

SignatureDoesNotMatch BEER
TooManyBuckets FAFHIBucket# BiBIZ PR

1.2.4 i0OS-SDK

1.2.41 815

&N
BRIEEENLBOSS i0S SDKRILZEFIEH. AXERIKECEFTE 7 FE=O0SS iR
%, FellFZ 7T AccessKeyld F1AccessKeySecret, X HHJID 15A9EAccessKeyld , KEY 1509
‘EAccessKeySecret, SNIRETIRBFHBHERA 7HEOSS , BEROSSFHmEITRENEZHIE
Bf.

IMRER

o IOSEZhRA : i0S 7.0LL
o WImEMBAlyun.comBFIKF , FFEBOSSHRSS.

SDKT#
« i0S SDKFFA&£3(2016-12-15) kA4S 2.6.0 : aliyun_OSS_iOS_SDK_20161215.zip
« githubltidlt : https:/github.com/aliyun/aliyun-oss-ios-sdk
« pod{Ki#fi : pod 'AliyunOSSiOS', '~> 2.6.0'
« demotthilt : hittps://github.com/alibaba/alicloud-ios-demo
1.2.4.2 %
Ei%5| AFramework
F=EZ| NOSS i0S SDK framework,
EXcodert , HizfframeworkiE N1EXI RN A Target FEIA] , E58 HIE4)1%ECopy items if needed,
Pod{#&iii
INRTIER T pod EEKER , ARATEPodfileFIIANLITMKERIE] , AFEFS N framework :

pod 'AliyunOSSiOS'

Cocoapods2— MEEMBAUKIMEIRE TR , EFSE Y : CocoaPodsT=fEAZIE.


http://www.aliyun.com/product/oss
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32055/cn_zh/1481780581516/aliyun_OSS_iOS_SDK_20161215.zip
https://github.com/aliyun/aliyun-oss-ios-sdk
https://github.com/alibaba/alicloud-ios-demo
http://code4app.com/article/cocoapods-install-usage

B#%5| N\Frameworkf1Pod{k#fi , FFP A TUEE—RDA],
TEEPRSIALH

#import <AliyunOSSiOS/OSSService.h>

1588
5| NFrameworkjg , EE7£ 12 Build Settings A9 Other Linker Flags /I -ObjC, ¥R TFELL
BID&IEEIT force_load 1%IT , ABA , BENNN -force_load <framework path>/AliyunOSSiOS,

FEDIPv6-OnlyflL&

OSS#aimSDKJI T HRIRTCEMEE N BTS2 EEEFRIEIE , BL5|INTHTTPDNSHTE,
BRI, BIEERIPIEKOSSIRSS i, TEIPVE-OnlyRIRET , AIRERIBRIFRESHRIE. MAPPETS
IEERR M T X FIPv6-onlyREEINEFRBAIAPPERIZEK , /Lt , SDKM2.5.00RAFHAE LM 73RS
MR, TEFTHRA |, BRT-ObjCRUIRE , TRESINFNRERE :

libresolv.tbd
SystemConfiguration.framework

KFFERATSHR

WWDC 2016FFRERA L , SEREMM2017F1B18IE , FERApp StoreFRIFFEAppERARIS
F3 App Transport Security ( ATS) Z2Ih8E, tHFHER , FrERIFIEE app ARR U EER
NSAllowsArbitraryl oads SR&EIT ATS BRHIH. FATRIFERIE app HIFTEMEIERETZ HTTPS il
B, BNET8ERTER AR ZAHBEIRRRR.

ANSDKTE 2.6.0 LA EhRAFRIUHMESF , HF , SDKASBTRHEHTIEHTTPSIERX , @

B , SDK3ZHF https:// BISHY Endpoint , IFEEIREIFHAIHTTPS Endpoint , BIEEFRIEA HAIMILE
IEREBR T EEKAY,

AL, BPREER

« IZE Endpointf] , FEEEMA https:// BIEXAIURL,

« TESCHUNNES. ZRENSTSTokenZHEIERS , FEHIRE CASAHIFHTTPS RIEK,



I FOSSTaskhI—LEiiEE
FTEBFapifJR(F , #EEIZBIZRIS—1NOSSTask , 4l :
OSSTask * task = [client getObject:get];
FLUIX N TaskiZ B —NELE(continution) , LASCILSAEEIE |, 10

[task continueWithBlock: A/(OSSTask *task) {
/I do something

return nil;

ik
WA LAFFX N TaskT/k , LASLIIEZS SR , 40 -

[task waitUntilFinished]