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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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The Apsara Uni-manager Management Console is a service capability platform of the cloud computing
industry based on the Alibaba Cloud Apsara Stack platform. It  is designed for public service customers
and enterprise customers. The platform improves IT management and troubleshooting. The platform
also provides large-scale and cost-efficient  end-to-end cloud computing and big data services for
customers in sectors such as public service, education, healthcare, f inance, and enterprise.

OverviewOverview
The Apsara Uni-manager Management Console simplifies the management and deployment of physical
and virtual resources by building an Apsara Stack platform that supports various business types of
public service and enterprise customers. The console helps build your business systems in a simple and
quick manner, fully improves resource ut ilizat ion, and reduces O&M costs. This allows you to shift  your
focus from O&M to business. The console brings the Internet economy model to public service and
enterprise customers and builds a new ecosystem chain based on cloud computing.

ProcedureProcedure
Operations in the Apsara Uni-manager Management Console are classified into the following parts:

System init ializat ion: completes basic system configurations, such as creating organizations, resource
sets, and users, creating basic resources such as virtual private clouds (VPCs), and creating contacts
and contact  groups in CloudMonitor.

Cloud resource creation: creates resources.

Cloud resource management: completes resource management operations, such as start ing, using,
and releasing resources, and changing resource configurations and resource quotas.

1.What is the Apsara Uni-1.What is the Apsara Uni-
manager Management Console?manager Management Console?
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This topic describes roles and their permissions.

Roles and permissionsRoles and permissions

Role Permissions

Resource user
Uses the cloud resources created and allocated by the
operations administrator.

Resource set administrator
Manages the resource set, adds and manages users, activates
and manages resources, examines and approves resource
applications, and applies for resources or quotas.

Organization administrator

Manages the organization, creates and manages subordinate
organizations, creates and manages resource sets, adds and
manages users, allocates and manages roles, activates and
manages resources, assigns administrators and quotas to
subordinate organizations and resource sets, applies for
resources or quotas, and examines and approves resource or
quota applications.

Operations administrator Has read and write permissions on all resources.

Security auditor Audits the security of Apsara Stack.

Platform administrator Init ializes the system and creates operations administrators.

Resource auditor Has read-only permission on all resources in Apsara Stack.

2.User roles and permissions2.User roles and permissions

Apsara Uni-manager Management  C
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Organization security administrator

Uses Cloud Security Operation Center (SOC) to manage the
security of hosts, applications, and networks for an
organization. This role also manages security products related
to Elastic Compute Service (ECS).

Security system configuration
administrator

Configures system security features such as the upgrade center
and global configurations.

Global organization security
administrator

Uses SOC to provide security management for Apsara Stack and
all tenants. This role also manages security products related to
ECS.

Platform security administrator Uses SOC to manage the security of Apsara Stack.

Global organization security auditor Uses SOC to check the security conditions of all organizations.

Platform security auditor Uses SOC to check the security conditions of Apsara Stack.

Platform security configuration
administrator

Configures security services in Apsara Stack, such as Server
Guard and Web Application Firewall (WAF).

Organization resource auditor
Has read-only permissions on all resources in the organization
to which it  belongs.

Role Permissions

Roles and permissionsRoles and permissions
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This topic describes how to log on to the Apsara Uni-manager Management Console.

PrerequisitesPrerequisites
Before you log on to the Apsara Uni-manager Management Console, the endpoint  of the console is
obtained from the deployment staff.

We recommend that you use Google Chrome.

ProcedureProcedure
1. Enter the URL of the Apsara Uni-manager Management Console in the address bar and press the

Enter key.

2. Enter your username and password.

Obtain the username and password that you use to log on to the Apsara Uni-manager
Management Console from the operations administrator.

Not e Not e The first  t ime that you log on to the Apsara Uni-manager Management Console,
you must change the password of your account. For security purposes, your password must
meet the minimum complexity requirements. The password must be 10 to 32 characters in
length and must contain at  least  two of the following character types:

Uppercase or lowercase letters

Digits

Special characters, including exclamation points (!), at  signs (@), number signs (#), dollar
signs ($), and percent signs (%)

3. Click Log OnLog On.

4. If  your account has mult i-factor authentication (MFA) enabled, perform corresponding operations
in the following scenarios:

You log on to the Apsara Uni-manager Management Console for the first  t ime after MFA is
enabled by the administrator:

a. On the Bind Virtual MFA Device page, bind an MFA device.

b. Enter the username and password again as in Step 2 and click Log OnLog On.

c. Enter a six-digit  MFA verificat ion code and click Aut hent icat eAut hent icat e.

You have enabled MFA and bound an MFA device:

Enter a six-digit  MFA verificat ion code and click Aut hent icat eAut hent icat e.

Not e Not e For more information, see the Bind a virtual MFA device to enable MFA topic in A
psara Uni-manager Management Console User Guide.

3.Log on to the Apsara Uni-3.Log on to the Apsara Uni-
manager Management Consolemanager Management Console

Apsara Uni-manager Management  C
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The web page of the Apsara Uni-manager Management Console consists of the top navigation bar, the
information sect ion of the current logon user, and the operation sect ion.

Web page of the Apsara Uni-manager Management ConsoleWeb page of the Apsara Uni-manager Management Console

Functional sections of the web pageFunctional sections of the web page

Section Description

1

Top
naviga
tion
bar

This section includes the following modules:

HomeHome: uses charts to show the usage and monitoring data of existing system
resources in each region.

Product sProduct s : manages all types of basic cloud services and resources.

Applicat ionsApplicat ions : manages cloud applications of enterprises.

Ent erpriseEnt erprise: manages organizations, resource sets, roles, users, logon policies, user
groups, ownership, and resource pools.

Conf igurat ionsConf igurat ions : manages resource pools, password policies, specifications,
menus, and RAM roles.

Operat ionsOperat ions : manages the routine operations of cloud resources, including usage
statistics and quotas.

Securit ySecurit y: provides operation and system logs.

4.Web page introduction4.Web page introduction
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2

Inform
ation
section
of the
current
logon
user

: allows you to switch between English, simplified Chinese, and traditional

Chinese.

: provides message notifications.

User Inf ormat ionUser Inf ormat ion: displays the User Inf ormat ionUser Inf ormat ion, View VersionView Version, and Log Of fLog Of f

menu items when you click the  icon of the current logon user.

If you click User inf ormat ionUser inf ormat ion, you can perform the following operations on the
User Inf ormat ionUser Inf ormat ion page:

View basic information.

Modify user information.

Change the logon password.

View the AccessKey pair of your Apsara Stack tenant account.

Switch the current role.

Enable or disable alert notification.

If you click View VersionView Version, you can view the authorization status and build number
of the Apsara Uni-manager Management Console.

3
Operat
ion
section

Operat ion sect ionOperat ion sect ion:his section allows you to view information about resources and
perform operations on resources.

Section Description
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Before you use the Apsara Uni-manager Management Console, you must complete a series of basic
configuration operations as an administrator, such as creating organizations, resource sets, users, and
roles and init ializing resources. This is the init ial system configuration.

The Apsara Uni-manager Management Console manages the organizations, resource sets, users, and
roles of cloud data centers in a centralized and service-oriented manner to grant different resource
access permissions to different users.

Organization

After the Apsara Uni-manager Management Console is deployed, a root organization is automatically
generated. You can create other organizations under the root organization.

Organizations are displayed in a hierarchical structure. You can create subordinate organizations
under each organization level.

Resource Set

A resource set  is a container used to store resources. Each resource must belong to a resource set.

User

A user is a resource manager and user.

Role

A role is a set  of access permissions. You can assign different roles to different users to implement
system access control to meet a variety of different requirements.

The following table describes the relat ionships among organizations, resource sets, users, roles, and
cloud resources.

Relationship
between two
items

Relationship
type

Description

Organization
and resource set

One-to-
many

An organization can have multiple resource sets, but each resource set
can belong to only a single organization.

Organization
and user

One-to-
many

An organization can have multiple users, but each user can belong to
only a single organization.

Resource set
and user

Many-to-
many

A user can have multiple resource sets, and a resource set can be
assigned to multiple users under the same level-1 organization.

User and role
Many-to-
many

A user can have multiple roles, and a role can be assigned to multiple
users.

Resource set
and resource

One-to-
many

A resource set can have multiple resources, but each cloud resource
can belong to only a single resource set.

5.Initial configuration5.Initial configuration
5.1. Configuration description5.1. Configuration description

5.2. Configuration process5.2. Configuration process
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This topic describes the init ial configuration process.

Before you use the Apsara Uni-manager Management Console, you must complete the init ial system
configurations as an administrator based on the process shown in the following figure.

1. Create an organization

Create an organization to store resource sets and their resources.

2. Create a user

Create a user and assign the user different roles to meet different requirements for system access
control.

3. Create a resource set

Create a resource set  before you apply for resources.

4. Create cloud resources

Create instances in each service console based on project  requirements. For more information
about how to create cloud service instances, see the user guide of each cloud service.

5.2. Configuration process5.2. Configuration process
Apsara Uni-manager Management  C
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on
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The Apsara Uni-manager Management Console uses charts to keep you up to date on the current usage
and monitoring information of resources.

ContextContext
The resource types displayed may vary with region types. See your dashboard for available resource
types.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

By default , the workbenchworkbench page appears when you log on to the Apsara Uni-manager
Management Console. To return to the workbench page from other pages, click HomeHome in the top
navigation bar.

2. On the workbenchworkbench page, you can view the instance summary information for all regions of the
Apsara Stack environment.

You can click Manage Chart sManage Chart s in the upper-right corner of the page to select  all or individual
modules to view relevant information. You can also click Change LayoutChange Layout  in the upper-right corner
of the page and drag a specific module to the desired location.

Quot a OverviewQuot a Overview

Shows the usage and quotas of Elast ic Compute Service (ECS), ApsaraDB RDS, Object  Storage
Service (OSS), and Server Load Balancer (SLB) resources.

Inst ancesInst ances

Shows the numbers of ECS instances, ApsaraDB RDS instances, OSS buckets, and SLB instances in
each region.

Inst ance T rendsInst ance T rends

6.Monitoring6.Monitoring
6.1. View the workbench6.1. View the workbench
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Shows the numbers of recent ECS instances, ApsaraDB RDS instances, OSS buckets, and SLB
instances.

Resource LoadResource Load

Shows the top five ECS and ApsaraDB RDS instances in terms of disk usage, CPU utilizat ion, and
memory usage.

Alert  RulesAlert  Rules

Shows the number of alerts and details of the alerts.

My ManagementMy Management

Shows the numbers of organizations, resource sets, and users.

Mult i-cloud RegionsMult i-cloud Regions

Shows the information of all primary and secondary nodes in Apsara Stack. The network
connection status and related alerts are displayed for each secondary node.

Mult i-cloud ResourcesMult i-cloud Resources

Shows the cloud services and the number of instances in each secondary node.

If  your homepage is the default  homepage, you can customize the dashboards for the homepage.

Background informationBackground information
If  Default  Homepage is selected on the Menu Permissions tab of your role, no dashboards are displayed
in the workbench on the homepage. You can manually configure a URL to be displayed on the
homepage.

Not eNot e

This URL supports only domain names of the oneconsole type. You can view and access a URL only
by using the account and the role that are used to specify the URL. For more information, see
Create a menu.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Home.

3. Click Conf igure If rameConf igure If rame.

4. Enter a URL in the field.

5. Click OKOK.

6.2. Configure the workbench6.2. Configure the workbench

6.3. CloudMonitor6.3. CloudMonitor
6.3.1. Overview6.3.1. Overview
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CloudMonitor provides real-t ime monitoring, alert ing, and notificat ion services for resources to protect
your business.

In the CloudMonitor console, cloud services such as ECS, ApsaraDB for RDS, Server Load Balancer, Object
Storage Service, ApsaraDB for Redis, ApsaraDB for MongoDB, Analyt icDB for PostgreSQL, VPN Gateways,
Analyt icdb for mysql 3.0, Elast ic IP Address, API Gateway, Hologres, Tablestore, and Elast icsearch are
supported.

You can use the metrics of cloud services to configure alert  rules and notificat ion policies. This way, you
can stay up to date on the status and performance of your instances and scale resources at  the earliest
opportunity when resources are insufficient.

This topic describes the metrics available for each service.

CloudMonitor checks the availability of services based on their metrics. You can configure alert  rules and
notificat ion policies for these metrics to stay up to date on the running status and performance of
monitored service instances.

CloudMonitor can monitor resources of other services, including Elast ic Compute Service (ECS), ApsaraDB
RDS, ApsaraDB RDS (new link), Server Load Balancer (SLB), Object  Storage Service (OSS), KVStore for
Redis, ApsaraDB for MongoDB, VPN Gateway, Analyt icDB for MySQL 3.0, Elast ic IP Address (EIP), API
Gateway, Hologres, Tablestore, and Elast icsearch. The following tables list  the metrics for each service.

ECSECS

Basic metricsBasic metrics

Not e Not e The following metrics are collected from the virtual host  layer and are slightly different
from metrics collected inside the operating system.

Metric Unit MetricName Dimensions Description

(ECS)
CPUUtilization

% CPUUtilization
userId and
instanceId

The CPU usage.

(ECS)
InternetInRate

bits/s InternetInRate
userId and
instanceId

The rate of
inbound traffic to
the Internet.

(ECS)
IntranetInRate

bits/s IntranetInRate
userId and
instanceId

The rate of
inbound traffic to
the intranet.

(ECS)
InternetOutRate

bits/s InternetOutRate
userId and
instanceId

The rate of
outbound traffic
from the Internet.

(ECS)
IntranetOutRate

bits/s IntranetOutRate
userId and
instanceId

The rate of
outbound traffic
from the intranet.

6.3.2. Metrics6.3.2. Metrics
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(ECS)DiskReadBPS Byte/s DiskWriteBPS
userId and
instanceId

The number of
bytes read from
all disks per
second.

(ECS) DiskWriteBPS Byte/s DiskWriteBPS
userId and
instanceId

The number of
bytes written to
all disks per
second.

(ECS) DiskReadIOPS Count/s DiskReadIOPS
userId and
instanceId

The number of
read I/O
operations per
second (IOPS) of
all disks.

(ECS)
DiskWriteIOPS

Count/s DiskReadIOPS
userId and
instanceId

The number of
write IOPS of all
disks.

Metric Unit MetricName Dimensions Description

Operating system metricsOperating system metrics

Not e Not e For ECS instances, you must install a monitoring plug-in to collect  metrics at  the
operating system level.

Installat ion method: In the left-side navigation pane of the Cloud Monitor console, choose Cloud
Service Monitoring and click ECSECS. In the ECSECS monitoring list , select  the instances that you want to
monitor, and click Bat ch Inst allBat ch Inst all in the lower part  of the page.

Metric data is displayed in the monitoring chart  in 5 to 10 minutes after the monitoring plug-in is
installed.

Metric Unit MetricName Dimensions Description

(Agent)
Host.cpu_total

% cpu_total
userId and
instanceId

The CPU usage.

(Agent)
Host.mem.used.ut
ilization

%
memory_usedutili
zation

userId and
instanceId

The memory
usage.

(Agent)
Host.load15

N/A load_15m
userId and
instanceId

The system load
in the last 15
minutes.

Not eNot e
This metric is
not available
for Windows.
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(Agent)
Host.load1

N/A load_1m
userId and
instanceId

The system load
in the last 1
minute.

Not eNot e
This metric is
not available
for Windows.

(Agent)
Host.load5

N/A load_5m
userId and
instanceId

The system load
in the last 5
minutes.

Not eNot e
This metric is
not available
for Windows.

(Agent)
Host.disk.utilizatio
n

%
diskusage_utilizati
on

userId, instanceId,
and device

The disk space
usage.

(Agent)
Host.fs.inode

% fs_inodeutilization
userId, instanceId,
and device

The inode usage.

Not eNot e
This metric is
available only
for Linux.

(Agent)
Host.disk.readbyte
s

Byte/s disk_readbytes
userId, instanceId,
and device

The number of
bytes read from
the disk per
second.

(Agent)
Host.disk.readiops

Count/s disk_readiops
userId, instanceId,
and device

The number of
read IOPS of the
disk.

(Agent)
Host.disk.writebyt
es

Byte/s disk_writebytes
userId, instanceId,
and device

The number of
bytes written to
the disk per
second.

(Agent)
Host.disk.writeiop
s

Count/s disk_writeiops
userId, instanceId,
and device

The number of
write IOPS of the
disk.

Metric Unit MetricName Dimensions Description
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(Agent)
Host.tcpconnectio
n

Count net_tcpconnection
userId, instanceId,
and state

The number of
Transmission
Control Protocol
(TCP) connections
in each state.

(Agent)
process.expend_pi
d

N/A process.expend
userId, instanceId,
name, and pid

Detailed statistical
metrics for the
top 5 processes.

(Agent)
process.count_pro
cessname

count process.number
userId, instanceId,
and processName

The number of
matched
processes.

Metric Unit MetricName Dimensions Description

ApsaraDB RDSApsaraDB RDS
By default , an old link is used for ApsaraDB RDS. The period of collected data is 60 to 300 seconds.

ApsaraDB RDS supports four engines: MySQL, SQL Server, PolarDB, and PostgreSQL.

RDS-MySQLRDS-MySQL

Metric Unit MetricName Dimensions Description

ConnectionUsage_
new

%
ConnectionUsage_
new

userId and
instanceId

The connection
usage.

CpuUsage_new % CpuUsage_new
userId and
instanceId

The CPU usage.

DiskUsage_new % DiskUsage_new
userId and
instanceId

The disk usage.

IOPSUtilization_ne
w

% IOPSUsage_new
userId and
instanceId

The number of I/O
requests per
second.

MemoryUsage_ne
w

%
MemoryUsage_ne
w

userId and
instanceId

The memory
usage of the RDS
instance.

MySQL_NetworkIn
New_new

bit/s
MySQL_NetworkIn
New_new

userId and
instanceId

The inbound
traffic to the
ApsaraDB RDS for
MySQL instance
per second.

MySQL_NetworkOu
tNew_new

bit/s
MySQL_NetworkO
utNew_new

userId and
instanceId

The outbound
traffic from the
ApsaraDB RDS for
MySQL instance
per second.
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MySQL_QPS_new Count/s MySQL_QPS_new
userId and
instanceId

MySQL_QPS

DockerCpuUsage_
new

%
DockerCpuUsage_
new

userId and
instanceId

The CPU usage of
the Docker.

Metric Unit MetricName Dimensions Description

RDS-SQLServerRDS-SQLServer

Metric Unit MetricName Dimensions Description

ConnectionUsage % ConnectionUsage
userId and
instanceId

The connection
usage.

CpuUsage % CpuUsage
userId and
instanceId

The CPU utilization
of the RDS
instance.

DiskUsage % DiskUsage
userId and
instanceId

The disk usage.

IOPSUsage % IOPSUsage
userId and
instanceId

The number of I/O
requests per
second.

MemoryUsage % MemoryUsage
userId and
instanceId

The memory
usage.

SQLServer_Networ
kInNew

bit/s
SQLServer_Networ
kInNew

userId and
instanceId

The inbound
traffic to the
ApsaraDB RDS for
SQL Server
instance per
second.

SQLServer_Networ
kOutNew

bit/s
SQLServer_Networ
kOutNew

userId and
instanceId

The outbound
traffic from the
ApsaraDB RDS for
SQL Server
instance per
second.

RDS-PolarDBRDS-PolarDB

Metric Unit MetricName Dimensions Description

ConnectionUsage % ConnectionUsage
userId and
instanceId

The connection
usage.

CpuUsage % CpuUsage
userId and
instanceId

The CPU usage.
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DiskUsage % DiskUsage
userId and
instanceId

The disk usage.

IOPSUsage % IOPSUsage
userId and
instanceId

The number of I/O
requests per
second.

MemoryUsage % MemoryUsage
userId and
instanceId

The memory
usage.

Metric Unit MetricName Dimensions Description

RDS-PostgreSQLRDS-PostgreSQL

Metric Unit MetricName Dimensions Description

ConnectionUsage % ConnectionUsage
userId and
instanceId

The connection
usage.

CpuUsage % CpuUsage
userId and
instanceId

The CPU usage.

DiskUsage % DiskUsage
userId and
instanceId

The disk usage.

IOPSUsage % IOPSUsage
userId and
instanceId

The number of I/O
requests per
second.

MemoryUsage % MemoryUsage
userId and
instanceId

The memory
usage.

ApsaraDB RDS (new link)ApsaraDB RDS (new link)
ApsaraDB RDS also supports a new link. The period of collected data is 60 seconds.

ApsaraDB RDS (new link) supports three engines: MySQL, PolarDB, and PostgreSQL.

RDS-MysqlRDS-Mysql

Metric Unit MetricName Dimensions Description

ConnectionUsage_
new

%
ConnectionUsage_
new

userId and
instanceId

The connection
usage.

CpuUsage % CpuUsage_new
userId and
instanceId

The CPU usage.

DiskUsage_new % DiskUsage_new
userId and
instanceId

The disk usage.

IOPSUsage_new % IOPSUsage_new
userId and
instanceId

The number of I/O
requests per
second.
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MemoryUsage_ne
w

%
MemoryUsage_ne
w

userId and
instanceId

The memory
usage.

MySQL_NetworkIn
New_new

bit/s
MySQL_NetworkIn
New_new

userId and
instanceId

The inbound
traffic to the
ApsaraDB RDS for
MySQL instance
per second.

MySQL_NetworkOu
tNew_new

bit/s
MySQL_NetworkO
utNew_new

userId and
instanceId

The outbound
traffic from the
ApsaraDB RDS for
MySQL instance
per second.

MySQL_QPS_new Count/s MySQL_QPS_new
userId and
instanceId

The number of
queries per
second for the
ApsaraDB RDS for
MySQL instance.

DockerCpuUsage_
new

%
DockerCpuUsage_
new

userId and
instanceId

The CPU usage of
the Docker.

Metric Unit MetricName Dimensions Description

RDS-PolarDBRDS-PolarDB

Metric Unit MetricName Dimensions Description

ConnectionUsage_
new

%
ConnectionUsage_
new

userId and
instanceId

The connection
usage.

CpuUsage_new % CpuUsage_new
userId and
instanceId

The CPU usage.

DiskUsage_new % DiskUsage_new
userId and
instanceId

The disk usage.

IOPSUsage_new % IOPSUsage_new
userId and
instanceId

The number of I/O
requests per
second.

MemoryUsage_ne
w

%
MemoryUsage_ne
w

userId and
instanceId

The memory
usage.

RDS-PostgreSQLRDS-PostgreSQL

Metric Unit MetricName Dimensions Description

ConnectionUsage_
new

%
ConnectionUsage_
new

userId and
instanceId

The connection
usage.
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CpuUsage_new % CpuUsage_new
userId and
instanceId

The CPU usage.

DiskUsage_new % DiskUsage_new
userId and
instanceId

The disk usage.

IOPSUsage_new % IOPSUsage_new
userId and
instanceId

The number of I/O
requests per
second.

MemoryUsage_ne
w

%
MemoryUsage_ne
w

userId and
instanceId

The memory
usage.

Metric Unit MetricName Dimensions Description

SLBSLB

Metric Unit MetricName Dimensions Description

MemoryUsage_ne
w

Count ActiveConnection
userId, instanceId,
port, and protocol

Number of active
TCP connections
per second.

InactiveConnection Count InactiveConnection
userId, instanceId,
port, and protocol

Number of
inactive TCP
connections.

MaxConnection Count/s MaxConnection
userId, instanceId,
port, and protocol

The number of
concurrent
connections per
second on the
port.

NewConnection Count NewConnection
userId, instanceId,
port, and protocol

The number of
new TCP
connections.

PacketRX Count/s PacketRX
userId, instanceId,
port, and protocol

The number of
outbound packets
per second.

PacketTX Count/s PacketTX
userId, instanceId,
port, and protocol

The number of
inbound packets
per second.

TrafficRXNew bit/s TrafficRXNew
userId, instanceId,
port, and protocol

The inbound
bandwidth.

TrafficTXNew bit/s TrafficTXNew
userId, instanceId,
port, and protocol

The outbound
bandwidth.

UnhealthyServerCo
unt

Count
UnhealthyServerCo
unt

userId, instanceId,
port, and vip

The number of
unhealthy ECS
instances.
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OSSOSS

OverviewOverview

Metric Unit MetricName Dimensions Description

RequestValidRate % RequestValidRate
userId and
BucketName

The rate of valid
requests.

ValidRequestCoun
t

Count
ValidRequestCoun
t

userId and
BucketName

The number of
valid requests.

TotalRequestCoun
t

Count
TotalRequestCoun
t

userId and
BucketName

The total number
of requests.

Availability % Availability
userId and
BucketName

The availability.
Stay alert if this
metric is lower
than 100%.

InternetSend Byte InternetSend
userId and
BucketName

The outbound
traffic from the
Internet.

InternetRecv Byte InternetRecv
userId and
BucketName

The inbound
traffic to the
Internet.

IntranetSend Byte IntranetSend
userId and
BucketName

The outbound
traffic from the
intranet.

IntranetRecv Byte IntranetRecv
userId and
BucketName

The inbound
traffic to the
intranet.

CdnSend Byte CdnSend
userId and
BucketName

The CDN
outbound traffic.

CdnRecv Byte CdnRecv
userId and
BucketName

The CDN inbound
traffic.

SyncSend Byte SyncSend
userId and
BucketName

The cross-region
replication
outbound traffic.

SyncRecv Byte SyncRecv
userId and
BucketName

The cross-region
replication
inbound traffic.

MeteringStorageU
tilization

Byte
MeteringStorageU
tilization

userId and
BucketName

The currently used
storage.

Request status detailsRequest status details
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Metric Unit MetricName Dimensions Description

ServerErrorCount Count ServerErrorCount
userId and
BucketName

The number of
requests with a
server error.

ServerErrorRate % ServerErrorRate
userId and
BucketName

The ratio of
requests with a
server error.

NetworkErrorCoun
t

Count
NetworkErrorCoun
t

userId and
BucketName

The number of
requests with a
network error.

NetworkErrorRate % NetworkErrorRate
userId and
BucketName

The ratio of
requests with a
network error.

AuthorizationError
Count

Count
AuthorizationError
Count

userId and
BucketName

The number of
requests with an
authorization
error.

ResourceNotFoun
dErrorCount

Count
ResourceNotFoun
dErrorCount

userId and
BucketName

The number of
requests with an
error that
indicates
resources cannot
be found.

ClientT imeoutError
Count

Count
ClientT imeoutError
Count

userId and
BucketName

The number of
requests with a
client t imeout
error.

ClientOtherErrorCo
unt

Count
ClientOtherErrorCo
unt

userId and
BucketName

The number of
requests with
other client errors.

AuthorizationError
Rate

%
AuthorizationError
Rate

userId and
BucketName

The ratio of
requests with an
authorization
error.

ResourceNotFoun
dErrorRate

%
ResourceNotFoun
dErrorRate

userId and
BucketName

The ratio of
requests with an
error that
indicates
resources cannot
be found.

ClientT imeoutError
Rate

%
ClientT imeoutError
Rate

userId and
BucketName

The ratio of
requests with a
client t imeout
error.
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ClientOtherErrorRa
te

N/A
ClientOtherErrorRa
te

userId and
BucketName

The ratio of
requests with
other client errors.

SuccessCount Count SuccessCount
userId and
BucketName

The number of
successful
requests.

RedirectCount Count RedirectCount
userId and
BucketName

The number of
redirected
requests.

SuccessRate % SuccessRate
userId and
BucketName

The ratio of
successful
requests.

RedirectRate % RedirectRate
userId and
BucketName

The ratio of
redirected
requests.

Metric Unit MetricName Dimensions Description

Maximum latencyMaximum latency

Metric Unit MetricName Dimensions Description

MaxGetObjectE2eL
atency

Milliseconds
MaxGetObjectE2eL
atency

userId and
BucketName

The maximum E2E
latency of
GetObject
requests.

MaxGetObjectServ
erLatency

Milliseconds
MaxGetObjectServ
erLatency

userId and
BucketName

The maximum
server latency of
GetObject
requests.

MaxHeadObjectE2
eLatency

Milliseconds
MaxHeadObjectE2
eLatency

userId and
BucketName

The maximum E2E
latency of
HeadObject
requests.

MaxHeadObjectSer
verLatency

Milliseconds
MaxHeadObjectSer
verLatency

userId and
BucketName

The maximum
server latency of
HeadObject
requests.

MaxPostObjectE2e
Latency

userId and
BucketName

The maximum E2E
latency of
PostObject
requests.
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MaxPostObjectSer
verLatency

userId and
BucketName

The maximum
server latency of
PostObject
requests.

MaxPutObjectE2eL
atency

Milliseconds
MaxPutObjectE2eL
atency

userId and
BucketName

The maximum E2E
latency of
PutObject
requests.

MaxPutObjectServ
erLatency

Milliseconds
MaxPutObjectServ
erLatency

userId and
BucketName

The maximum
server latency of
PutObject
requests.

MaxAppendObject
E2eLatency

Milliseconds
MaxAppendObject
E2eLatency

userId and
BucketName

The maximum E2E
latency of
AppendObject
requests.

MaxAppendObject
ServerLatency

Milliseconds
MaxAppendObject
ServerLatency

userId and
BucketName

The maximum
server latency of
AppendObject
requests.

MaxUploadPartE2e
Latency

Milliseconds
MaxUploadPartE2e
Latency

userId and
BucketName

The maximum E2E
latency of
UploadPart
requests.

MaxUploadPartSer
verLatency

Milliseconds
MaxUploadPartSer
verLatency

userId and
BucketName

The maximum
server latency of
UploadPart
requests.

MaxUploadPartCo
pyE2eLatency

Milliseconds
MaxUploadPartCo
pyE2eLatency

userId and
BucketName

The maximum E2E
latency of
UploadPartCopy
requests.

MaxUploadPartCo
pyServerLatency

Milliseconds
MaxUploadPartCo
pyServerLatency

userId and
BucketName

The maximum
server latency of
UploadPartCopy
requests.

Metric Unit MetricName Dimensions Description

Successful requests of different typesSuccessful requests of different types

Metric Unit MetricName Dimensions Description
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GetObjectCount Frequency GetObjectCount
userId and
BucketName

The number of
successful
GetObject
requests.

HeadObjectCount Count HeadObjectCount
userId and
BucketName

The number of
successful
HeadObject
requests.

PostObjectCount Count PostObjectCount
userId and
BucketName

The number of
successful
PostObject
requests.

AppendObjectCou
nt

Count
AppendObjectCou
nt

userId and
BucketName

The number of
successful
AppendObject
requests.

UploadPartCount Count UploadPartCount
userId and
BucketName

The number of
successful
UploadPart
requests.

UploadPartCopyCo
unt

Count
UploadPartCopyC
ount

userId and
BucketName

The number of
successful
UploadPartCopy
requests.

DeleteObjectCount Count
DeleteObjectCoun
t

userId and
BucketName

The number of
successful
DeleteObject
requests.

DeleteObjectsCou
nt

Count
DeleteObjectsCou
nt

userId and
BucketName

The number of
successful
DeleteObjects
requests.

Metric Unit MetricName Dimensions Description

ApsaraDB for RedisApsaraDB for Redis

Metric Unit Metric Dimensions Description

ConnectionUsage % ConnectionUsage
userId and
instanceId

The connection
usage.

CpuUsage % CpuUsage
userId and
instanceId

The CPU usage.

FailedCount Count/S FailedCount
userId and
instanceId

The number of
failed operations.
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IntranetIn Byte/s IntranetIn
userId and
instanceId

The inbound
traffic to the
intranet.

IntranetInRatio % IntranetInRatio
userId and
instanceId

The write
bandwidth usage.

IntranetOut Byte/s IntranetOut
userId and
instanceId

The outbound
traffic from the
intranet.

IntranetOutRatio % IntranetOutRatio
userId and
instanceId

The read
bandwidth usage.

MemoryUsage % MemoryUsage
userId and
instanceId

The memory
usage.

UsedQPS Count/S UsedQPS
userId and
instanceId

The number of
used queries per
second (QPS).

Metric Unit Metric Dimensions Description

ApsaraDB for MongoDBApsaraDB for MongoDB

Basic metricBasic metric

Metric Unit MetricName Dimensions Description

CPUUtilization % CPUUtilization
userId, instanceId,
and role

The CPU usage.

MemoryUtilization % MemoryUtilization
userId, instanceId,
and role

The memory
usage.

DiskUtilization % DiskUtilization
userId, instanceId,
and role

The ratio of used
disk space.

IOPSUtilization % IOPSUtilization
userId, instanceId,
and role

The IOPS usage.

ConnectionAmoun
t

Count
ConnectionAmoun
t

userId, instanceId,
and role

The number of
used connections.

QPS Count QPS
userId, instanceId,
and role

The number of
requests per
second.

ConnectionAmoun
t

Count
ConnectionAmoun
t

userId, instanceId,
and role

The number of
used connections.

Disk capacityDisk capacity
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Metric Unit MetricName Dimensions Description

InstanceDiskAmou
nt

Byte
InstanceDiskAmou
nt

userId, instanceId,
and role

The disk space
occupied by the
instance.

DataDiskAmount Byte DataDiskAmount
userId, instanceId,
and role

The disk space
occupied by data.

LogDiskAmount Byte LogDiskAmount
userId, instanceId,
and role

The disk space
occupied by logs.

Network requestsNetwork requests

Metric Unit MetricName Dimensions Description

IntranetIn Byte IntranetIn
userId, instanceId,
and role

The inbound
traffic to the
intranet.

IntranetOut Byte IntranetOut
userId, instanceId,
and role

The outbound
traffic from the
intranet.

NumberRequests Count NumberRequests
userId, instanceId,
and role

The number of
requests.

Operation countOperation count

Metric Unit MetricName Dimensions Description

OpCommand Frequency OpCommand
userId, instanceId,
and role

The number of
Command
operations.

OpDelete Frequency OpDelete
userId, instanceId,
and role

The number of
Delete operations.

OpGetmore Frequency OpGetmore
userId, instanceId,
and role

The number of
Getmore
operations.

OpInsert Frequency OpInsert
userId, instanceId,
and role

The number of
Insert operations.

OpQuery Frequency OpQuery
userId, instanceId,
and role

The number of
Query operations.

OpUpdate Frequency OpUpdate
userId, instanceId,
and role

The number of
Update
operations.

AnalyticDB for PostgreSQLAnalyticDB for PostgreSQL
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Metric Unit MetricName Dimensions Description

ConnectionUsage % ConnectionUsage
userId, instanceId,
and role

The connection
usage.

CpuUsage % CpuUsage
userId, instanceId,
and role

The CPU usage.

DiskUsage % DiskUsage
userId, instanceId,
and role

The disk usage.

IOPSUsage % IOPSUsage
userId, instanceId,
and role

The IOPS usage.

MemoryUsage % MemoryUsage
userId, instanceId,
and role

The memory
usage.

VPN GatewayVPN Gateway

Metric Unit Metric Dimensions Description

ipsec.rxPkgs pps ipsec.rxPkgs
userId, instanceId,
and ipsecId

The rate of
inbound packets
of the connection.

ipsec.txPkgs pps ipsec.txPkgs
userId, instanceId,
and ipsecId

The rate of
outbound packets
for the
connection.

ipsec_rx.rate bits/s ipsec_rx.rate
userId, instanceId,
and ipsecId

The number of
inbound bits per
second for the
connection.

ipsec_tx.rate bits/s ipsec_tx.rate
userId, instanceId,
and ipsecId

The number of
outbound bits per
second for the
connection.

ssl_client.count count ssl_client.count
userId and
instanceId

The number of
connections.

AnalyticDB for MySQL 3.0AnalyticDB for MySQL 3.0

Metric Unit Metric Dimensions Description

connections count connections
userId and
instanceId

The rate of
inbound packets
of the connection.

worker_avg_cpu_u
sed

%
worker_avg_cpu_u
sed

userId and
instanceId

The CPU usage of
the worker.
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executor_avg_cpu
_used

%
executor_avg_cpu
_used

userId and
instanceId

The CPU usage of
the executor.

worker_max_node
_disk_used_percen
t

%
worker_max_node
_disk_used_percen
t

userId and
instanceId

The maximum disk
usage of the
worker in reserved
mode.

disk_used_percent % disk_used_percent
userId and
instanceId

The disk usage in
reserved mode.

worker_max_node
_disk_used_MB

Mbyte
worker_max_node
_disk_used_MB

userId and
instanceId

The maximum
used disk space of
the worker in
elastic mode.

ColdDataDiskUsag
e

Mbyte
ColdDataDiskUsag
e

userId and
instanceId

The used disk
space for cold
data in elastic
mode.

HotDataDiskUsage Mbyte HotDataDiskUsage
userId and
instanceId

The used disk
space for hot
data in elastic
mode.

worker_avg_read_
bytes

Mbyte
worker_avg_read_
bytes

userId and
instanceId

The read
throughput of the
worker.

worker_avg_write_
bytes

Mbyte
worker_avg_write
_bytes

userId and
instanceId

The write
throughput of the
worker.

executor_avg_rea
d_bytes_MB

Mbyte
executor_avg_rea
d_bytes_MB

userId and
instanceId

The read
throughput of the
executor.

executor_avg_writ
e_bytes_MB

Mbyte
executor_avg_writ
e_bytes_MB

userId and
instanceId

The write
throughput of the
executor.

worker_avg_read_i
ops

count/s
worker_avg_read_i
ops

userId and
instanceId

The read IOPS of
the worker.

worker_avg_write_
iops

count/s
worker_avg_write
_iops

userId and
instanceId

The write IOPS of
the worker.

executor_avg_rea
d_iops

count/s
executor_avg_rea
d_iops

userId and
instanceId

The read IOPS of
the executor.

executor_avg_writ
e_iops

count/s
executor_avg_writ
e_iops

userId and
instanceId

The write IOPS of
the executor.

Metric Unit Metric Dimensions Description
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worker_avg_io_util % worker_avg_io_util
userId and
instanceId

The disk I/O
usage.

QPS count/s qps
userId and
instanceId

The number of
requests per
second.

query_avg_rt ms query_avg_rt
userId and
instanceId

The average query
time.

query_max_rt ms query_max_rt
userId and
instanceId

The maximum
query t ime.

query_total_wait_
time

ms
query_total_wait_
time

userId and
instanceId

The average query
waiting time.

query_max_wait_ti
me

ms
query_max_wait_ti
me

userId and
instanceId

The maximum
query waiting
time.

tps count/s tps
userId and
instanceId

The number of
transactions per
second.

insert_avg_rt ms insert_avg_rt
userId and
instanceId

The average write
response time.

insert_max_rt ms insert_max_rt
userId and
instanceId

The maximum
write response
time.

insert_in_bytes Mbyte insert_in_bytes
userId and
instanceId

The write
throughput.

Metric Unit Metric Dimensions Description

EIPEIP

Metric Unit Metric Dimensions Description

net_rx.rate bit/s net_rx.rate
userId and
instanceId

The inbound
bandwidth.

net_rxPkgs.rate Packets/Second net_rxPkgs.rate
userId and
instanceId

The rate of
inbound packets.

net_tx.rate bit/s net_tx.rate
userId and
instanceId

The outbound
bandwidth.

net_txPkgs.rate Packets/Second net_txPkgs.rate
userId and
instanceId

The rate of
outbound
packets.
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out_ratelimit_drop
_speed

Packets/Second
out_ratelimit_dro
p_speed

userId and
instanceId

The rate at which
packets are
dropped due to
throttling.

Metric Unit Metric Dimensions Description

API GatewayAPI Gateway

Metric Unit MetricName Dimensions Description

Latency ms Latency
userId, region, and
apiUid

The response
time.

SumQPS Count SumQPS
userId, region, and
apiUid

The total number
of requests.

TrafficRX KBytes TrafficRX
userId, region, and
apiUid

The inbound
traffic.

TrafficTX KBytes TrafficTX
userId, region, and
apiUid

The outbound
traffic.

code2XX Count code2XX
userId, region, and
apiUid

The number of
times a 2XX HTTP
status code is
returned.

code4XX Count code4XX
userId, region, and
apiUid

The number of
times a 4XX HTTP
status code is
returned.

code5XX Count code5XX
userId, region, and
apiUid

The number of
times a 5XX HTTP
status code is
returned.

HologresHologres

Instance statusInstance status

Metric Unit MetricName Dimensions Description

connection_num Count connection_num
userId and
instanceId

The number of
SQL connections.

connection_usage % connection_usage
userId and
instanceId

The connection
usage.

cpu_usage % cpu_usage
userId and
instanceId

The CPU usage.
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memory_usage % memory_usage
userId and
instanceId

The memory
usage.

storage_usage Bytes storage_usage
userId and
instanceId

The used storage.

io_write_throughp
ut

Bytes
io_write_throughp
ut

userId and
instanceId

The write I/O
throughput per
second.

io_read_throughp
ut

Bytes
io_read_throughp
ut

userId and
instanceId

The read I/O
throughput per
second.

Metric Unit MetricName Dimensions Description

StatusStatus

Metric Unit MetricName Dimensions Description

failed_query_qps count/s failed_query_qps
userId and
instanceId

The number of
failed queries per
second.

query_latency ms query_latency
instanceId, userId,
and cmdType

The latency of the
query.

Query QPS count/s query_qps
instanceId, userId,
and cmdType

The QPS.

dml_rps count/s dml_rps
instanceId, userId,
and cmdType

The number of
write records per
second.

TablestoreTablestore

Metric Unit MetricName Dimensions Description

InstanceVCU count/s InstanceVCU
userId and
instanceName

The VCUs of the
instance.

InstanceReservedV
CU

count/s
InstanceReservedV
CU

userId and
instanceName

The reserved VCUs
of the instance.

InstanceFreeReadC
U_NoOp

count/s
InstanceFreeReadC
U_NoOp

userId and
instanceName

The internal read
CUs.

InstanceFreeWrite
CU_NoOp

count/s
InstanceFreeWrite
CU_NoOp

userId and
instanceName

The internal write
CUs.

InstanceOverRead
CU_NoOp

count/s
InstanceOverRead
CU_NoOp

userId and
instanceName

The excess read
CUs of the
instance.
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InstanceOverWrite
CU_NoOp

count/s
InstanceOverWrite
CU_NoOp

userId and
instanceName

The excess write
CUs of the
instance.

InstanceReadCU_N
oOp

count/s
InstanceReadCU_N
oOp

userId and
instanceName

The operation
read CUs.

InstanceWriteCU_N
oOp

count/s
InstanceWriteCU_N
oOp

userId and
instanceName

The operation
write CUs.

InstanceRequestN
umber_NoOp

count/s
InstanceRequestN
umber_NoOp

userId and
instanceName

The total number
of requests.

InstanceCount2xx
Number_NoOp

count/s
InstanceCount2xx
Number_NoOp

userId and
instanceName

The number of
requests that
return a 2XX HTTP
status code.

InstanceCount429
Number_NoOp

count/s
InstanceCount429
Number_NoOp

userId and
instanceName

The number of
requests that
return HTTP
status code 429.

InstanceCount4xx
Number_NoOp

count/s
InstanceCount4xx
Number_NoOp

userId and
instanceName

The number of
requests that
return a 4XX HTTP
status code.

InstanceCount5xx
Number_NoOp

count/s
InstanceCount5xx
Number_NoOp

userId and
instanceName

The number of
requests that
return a 5XX HTTP
status code.

InstanceExtranetIn
_NoOp

Bytes/s
InstanceExtranetIn
_NoOp

userId and
instanceName

The inbound
traffic to the
Internet.

InstanceExtranetO
ut_NoOp

Bytes/s
InstanceExtranetO
ut_NoOp

userId and
instanceName

The outbound
traffic from the
Internet.

InstanceFreeExtran
etOut_NoOp

Bytes/s
InstanceFreeExtran
etOut_NoOp

userId and
instanceName

The outbound
traffic from the
Internet that is
free of charge.

InstanceRowCount
_NoOp

count/s
InstanceRowCount
_NoOp

userId and
instanceName

The total number
of rows.

InstanceFailRowCo
unt_NoOp

count/s
InstanceFailRowCo
unt_NoOp

userId and
instanceName

The number of
failed rows.

Metric Unit MetricName Dimensions Description
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ElasticsearchElasticsearch

Metric Unit MetricName Dimensions Description

ClusterStatus Value ClusterStatus
userId and
instanceId

The status of the
cluster. Valid
values:

0: green, which
indicates
normal.

1: yellow,
which indicates
warning.

2: red, which
indicates
exception.

NodeCPUUtilizatio
n

%
NodeCPUUtilizatio
n

userId and
instanceId

The CPU usage of
the instance node.

NodeDiskUtilizatio
n

%
NodeDiskUtilizatio
n

userId and
instanceId

The disk usage of
the instance node.

NodeHeapMemory
Utilization

%
NodeHeapMemory
Utilization

userId and
instanceId

The HeapMemory
usage of the
instance node.

This topic describes how to view the list  of monitored instances. You can obtain the status of instances
in your organization, resource set, and region in an efficient  manner.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, choose Product sProduct s > Monit oring and O&MMonit oring and O&M > CloudMonit orCloudMonit or.

3. In the top navigation bar of the CloudMonit orCloudMonit or console, select  an organization, a resource set, and
a region.

4. In the left-side navigation pane of the CloudMonit orCloudMonit or console, click Cloud Service Monit oringCloud Service Monit oring.

5. Click a cloud service.

In the instance list  that is displayed, view the instance information such as the organization and
resource group.

You can view monitoring charts to obtain up-to-date information about each instance.

ProcedureProcedure
1. Log on to the Apsara Uni-manager console as an administrator.

6.3.3. View the list of monitored instances6.3.3. View the list of monitored instances

6.3.4. View monitoring charts6.3.4. View monitoring charts
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2. In the top navigation bar, choose Product sProduct s >  > Monit oring and O&MMonit oring and O&M >  > CloudMonit orCloudMonit or.

3. In the left-side navigation pane of the CloudMonitor page, click Cloud Service Monit oringCloud Service Monit oring.

4. Click a cloud service.

5. Click Monit oring Chart sMonit oring Chart s in the Act ionsAct ions column corresponding to an instance.

On the Monitoring Charts page that appears, you can select  a date and t ime to view the monitoring
data of each metric.

On the OverviewOverview page in Cloud Monitor, you can view the alert  status stat ist ics and alert  logs.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, choose Product sProduct s >  > Monit oring and O&MMonit oring and O&M >  > CloudMonit orCloudMonit or.

3. In the left-side navigation pane of the Cloud Monitor page, click OverviewOverview.

4. On the OverviewOverview page, view the alert  status stat ist ics and alert  logs that are generated in the last
24 hours.

You can choose whether to enable alert  notificat ion by email or DingTalk.

PrerequisitesPrerequisites
Valid contact  information is specified when you create a user. If  the contact  information has changed,
you must modify your personal information. For more information, see Modify personal information.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and click
Personal inf ormat ionPersonal inf ormat ion.

3. In the MessagesMessages sect ion, select  EmailEmail or DingT alkDingT alk to enable alert  notificat ion.

To disable alert  notificat ion, clear the corresponding check box.

You can view alert  information to stay up to date on the running status of Elast ic Compute Service
(ECS), ApsaraDB RDS, Server Load Balancer (SLB), KVStore for Redis, VPN Gateway, Analyt icDB for
PostgreSQL, ApsaraDB for MongoDB, Elast ic IP Address (EIP), API Gateway, and Object  Storage Service
(OSS).

ContextContext
Alert  information contains information for all items that do not comply with your configured alert  rules.

6.4. Alerts6.4. Alerts
6.4.1. View alert overview6.4.1. View alert overview

6.4.2. Enable or disable alert notification6.4.2. Enable or disable alert notification

6.4.3. View alert logs6.4.3. View alert logs
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Not eNot e

The system can retain up to one million alert  items generated within the last  three months.

This topic describes how to view alert  information for ECS. You can view the alert
information for other cloud resources in a similar manner.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, choose Product sProduct s >  > Monit oring and O&MMonit oring and O&M >  > Cloud Monit orCloud Monit or.

3. In the left-side navigation pane of the Cloud Monitor page, choose Alert sAlert s >  > Alert  Hist oryAlert  Hist ory.

4. On the Alert  Rule Hist ory ListAlert  Rule Hist ory List  page, filter alert  information by rule ID, rule name, service, and
date.

The following table describes the fields in the query result .

Alert information fieldsAlert information fields

Parameter Description

ProductProduct The service for which the alert was triggered.

Fault  Inst anceFault  Inst ance The instance for which the alert was triggered.

Occurred AtOccurred At The time when the alert was triggered.

Rule NameRule Name The name of the alert rule.

St at usSt at us The status of the alert rule.

Not if icat ion Cont actNot if icat ion Cont act The recipient of the alert notification.

After you create alert  rules, you can view your alert  rules on the Alert  Rules page.

ContextContext
The system provides alert  rules for ECS, ApsaraDB RDS, SLB, OSS, KVStore for Redis, VPN Gateway,
Analyt icDB for PostgreSQL, ApsaraDB for MongoDB, EIP, and API Gateway.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, choose Product sProduct s >  > Monit oring and O&MMonit oring and O&M >  > CloudMonit orCloudMonit or.

3. In the left-side navigation pane of the CloudMonitor page, click Cloud Service Monit oringCloud Service Monit oring.

4. Click a cloud service.

5. Click Alert  RulesAlert  Rules in the Act ionsAct ions column corresponding to an instance.

6.4.4. Alert rules6.4.4. Alert rules
6.4.4.1. View alert rules6.4.4.1. View alert rules
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On the Alert  RulesAlert  Rules page, view the detailed information of alert  rules.

You can create an alert  rule to monitor an instance.

PrerequisitesPrerequisites
For Elast ic Compute Service (ECS) instances, you must install a monitoring plug-in to collect  metric data
at the operating system level.

You can use the following method to install a monitoring plug-in:

1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, choose Product sProduct s >  > Monit oring and O&MMonit oring and O&M >  > Cloud Monit orCloud Monit or.

3. In the left-side navigation pane, choose Cloud Service Monit oringCloud Service Monit oring >  > ECSECS.

4. In the ECS instance list , select  the instances that you want to monitor and click Bat ch Inst allBat ch Inst all.

Not eNot e

The monitoring chart  displays monitoring data 5 to 10 minutes after the monitoring plug-in is
installed.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, choose Product sProduct s >  > Monit oring and O&MMonit oring and O&M >  > Cloud Monit orCloud Monit or.

3. In the left-side navigation pane of the Cloud Monitor page, click Cloud Service Monit oringCloud Service Monit oring.

4. Click a cloud service.

5. Click Alert  RulesAlert  Rules in the Act ionsAct ions column corresponding to an instance.

Not e Not e You can also use the search feature to query specific instances for which you want
to create alert  rules.

6. On the Alert  RulesAlert  Rules page, click Creat e Alert  RuleCreat e Alert  Rule.

Parameters for creating an alert ruleParameters for creating an alert rule

Parameter Description

ProductProduct The monitored cloud service.

Resource RangeResource Range The range of resources that is associated with the alert rule.

Rule Descript ionRule Descript ion The description of the alert rule.

Add RuleAdd Rule
Descript ionDescript ion

Click Add Rule Descript ionAdd Rule Descript ion to go to the rule configuration panel. For more
information, see .

6.4.4.2. Create an alert rule6.4.4.2. Create an alert rule
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Ef f ect ive T imeEf f ect ive T ime
Only a single alert is sent during each mute duration, even if the metric value
exceeds the alert rule threshold several t imes in a row.

Ef f ect ive PeriodEf f ect ive Period An alert is sent only when the threshold is crossed during the effective period.

HT T P CallBackHT T P CallBack The callback URL when the alert conditions are met.

Alert  Cont actAlert  Cont act
GroupGroup

The group to which alerts are sent.

Parameter Description

Parameters for adding rule descriptionParameters for adding rule description

Parameter Description

Rule NameRule Name
The name of the alert rule. The name must be 1 to 64 characters in length and
can contain letters and digits.

Met ric NameMet ric Name
Different products have different monitoring metrics. For more information, see
Metrics.

ComparisonComparison
The comparison between thresholds and observed values. The comparison
operators include >, >=, <, and <=. When the comparison rule is satisfied, an alert
rule is triggered.

T hreshold andT hreshold and
Alert  LevelAlert  Level

Different metrics have different reference thresholds.

7. Click OKOK.

You can disable one or more alert  rules.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, choose Product sProduct s >  > Monit oring and O&MMonit oring and O&M >  > CloudMonit orCloudMonit or.

3. In the left-side navigation pane of the Cloud Monitor page, click Cloud Service Monit oringCloud Service Monit oring.

4. Click a cloud service.

5. Click Alert  RulesAlert  Rules in the Act ionsAct ions column corresponding to an instance.

6. On the Alert  RulesAlert  Rules page, choose MoreMore >  > DisableDisable in the Act ionsAct ions column corresponding to the
alert  rule to be disabled.

7. In the Disable Alert  Rule message, click Conf irmConf irm.

You can re-enable alert  rules at  any t ime after they have been disabled.

6.4.4.3. Disable an alert rule6.4.4.3. Disable an alert rule

6.4.4.4. Enable an alert rule6.4.4.4. Enable an alert rule
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ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, choose Product sProduct s >  > Monit oring and O&MMonit oring and O&M >  > Cloud Monit orCloud Monit or.

3. In the left-side navigation pane of the CloudMonitor page, click Cloud Service Monit oringCloud Service Monit oring.

4. Click a cloud service.

5. Click Alert  RulesAlert  Rules in the Act ionsAct ions column corresponding to an instance.

6. On the Alert  RulesAlert  Rules page, choose MoreMore >  > EnableEnable in the Act ionsAct ions column corresponding to the
alert  rule to be enabled.

7. In the message that appears, click Conf irmConf irm.

You can delete alert  rules that are no longer needed.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, choose Product sProduct s >  > Monit oring and O&MMonit oring and O&M >  > CloudMonit orCloudMonit or.

3. In the left-side navigation pane of the Cloud Monitor page, click Cloud Service Monit oringCloud Service Monit oring.

4. Click a cloud service.

5. Click Alert  RulesAlert  Rules in the Act ionsAct ions column corresponding to an instance.

6. On the Alert  RulesAlert  Rules page, click Delet eDelet e in the Act ionsAct ions column corresponding to the alert  rule to be
deleted.

7. In the Delete Alert  message, click Conf irmConf irm.

6.4.4.5. Delete an alert rule6.4.4.5. Delete an alert rule
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This topic describes how to log on to the VMware Cloud on Alibaba Cloud console.

PrerequisitesPrerequisites
The URL of the Apsara Uni-manager Management Console is obtained from the deployment
personnel before you log on to the Apsara Uni-manager Management Console.

We recommend that you use the Google Chrome browser.

ProcedureProcedure
1. Enter the URL of the Apsara Uni-manager Management Console in the address bar and press the

Enter key.

2. Enter your username and password.

Obtain the username and password that you use to log on to the Apsara Uni-manager
Management Console from the operations administrator.

Not e Not e The first  t ime that you log on to the Apsara Uni-manager Management Console,
you must change the password of your account. For security purposes, your password must
meet the minimum complexity requirements. The password must be 10 to 32 characters in
length and must contain at  least  two of the following character types:

Uppercase or lowercase letters

Digits

Special characters, including exclamation points (!), at  signs (@), number signs (#), dollar
signs ($), and percent signs (%)

3. Click Log OnLog On.

4. If  your account has mult i-factor authentication (MFA) enabled, perform corresponding operations
in the following scenarios:

You log on to the Apsara Uni-manager Management Console for the first  t ime after MFA is
enabled by the administrator:

a. On the Bind Virtual MFA Device page, bind an MFA device.

b. Enter the username and password again as in Step 2 and click Log OnLog On.

c. Enter a six-digit  MFA verificat ion code and click Aut hent icat eAut hent icat e.

You have enabled MFA and bound an MFA device:

7.VMware Cloud on Alibaba7.VMware Cloud on Alibaba
CloudCloud
7.1. VMware Cloud on Alibaba Cloud7.1. VMware Cloud on Alibaba Cloud
7.1.1. Log on to the VMware Cloud on Alibaba7.1.1. Log on to the VMware Cloud on Alibaba
Cloud consoleCloud console
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Enter a six-digit  MFA verificat ion code and click Aut hent icat eAut hent icat e.

Not e Not e For more information, see the Bind a virtual MFA device to enable MFA topic in A
psara Uni-manager Management Console User Guide.

5. In the top navigation bar, choose Product sProduct s >  > Elast ic Comput ingElast ic Comput ing >  > VMware Cloud on AlibabaVMware Cloud on Alibaba
CloudCloud.

Before you use VMware Cloud on Alibaba Cloud, you must bind a VMware Cloud on Alibaba Cloud region
to an organization.

PrerequisitesPrerequisites
A VMware Cloud on Alibaba Cloud region is managed. For more information, see Add a VMware node.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, click Resource PoolsResource Pools.

4. In the organization navigation tree, click an organization. In the RegionsRegions sect ion, select  the region
that you want to bind.

5. Click Updat e Associat ionUpdat e Associat ion.

Before you use VMware Cloud on Alibaba Cloud virtual machine (VM) templates, you must familiarize
yourself with the instance limits.

General limitsGeneral limits
You must select  appropriate operating systems for VMware Cloud on Alibaba Cloud VM templates.

The following operating systems are confirmed to be supported and available in the Apsara Uni-
manager Management Console:

CentOS8.2.2004

CentOS7.2003

CentOS6.10

Ubuntu-20.04.1

Ubuntu-18.04.5

Ubuntu-16.04.7

7.1.2. Bind a VMware Cloud on Alibaba Cloud7.1.2. Bind a VMware Cloud on Alibaba Cloud
regionregion

7.1.3. Instructions7.1.3. Instructions

7.1.3.1. Limits7.1.3.1. Limits
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WindowsServer2016

WindowsServer2019

The Apsara Uni-manager Management Console supports VMware vSphere 6.x. Other versions of
VMware vSphere such as 5.x or 7.x can be supported in theory. However, whether or not specific
versions are supported depends on the compatibility of the VMware Cloud on Alibaba Cloud API and
must be evaluated by the R&D team of the Apsara Uni-manager Management Console.

The Apsara Uni-manager Management Console does not support  the import  of exist ing VMware
instances.

You must install VMware Tools.

For more information, see the VMware documentation. Select  Full Installat ion in the installat ion
process.

You must modify network interface controller (NIC) configurations in the operating system of the VM.

When you create a VM in the Apsara Uni-manager Management Console, you can specify the IP
address of the operating system. This feature is supported by valid NIC configurations.

Operating systems of VM templates must be in Dynamic Host  Configuration Protocol (DHCP) mode.
Information such as the MAC address and universally unique identifier (UUID) in the NIC configurations
must be removed. The following information can be retained.

Not eNot e

Some addit ional configurations are required for the following operating systems:

CentOS 6: You must clear the content in the NIC configuration file named 70-persistent-
net.rules. The file is stored in the /etc/udev/rules.d/ directory.

CentOS 7: The system generates the name for a NIC, such as ifcfg-ens160. You must
modify the name to ifcfg-eth0 to make the name take effect.

Ubuntu 18.04, 20.04, and later: You must run the  sudo rm /etc/netplan/*.yaml 

command to remove the NIC configurations.

7.1.3.2. Suggestions7.1.3.2. Suggestions
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Before you use VMware Cloud on Alibaba Cloud virtual machine (VM) templates, take note of the
following operation suggestions:

Select  the latest  version of VM hardware.

Select  thin provision for VM disks.

Disk replicat ion is required when you create VMs based on templates. Files of disks of the thin
provision type are small in size. This helps accelerate the creation of VMs.

Not eNot e

Large sizes of disk files in VM templates or slow storage write speeds may cause VM creation to
t ime out and fail. The maximum timeout period supported by the Apsara Uni-manager Management
Console is 10 minutes.

A VMware Cloud on Alibaba Cloud instance is a virtual machine (VM) that contains the basic computing
components of a server, such as CPU, memory, operating system, network, and disks.

PrerequisitesPrerequisites
The region where VMware Cloud on Alibaba Cloud is deployed is managed. For more information, see
Add a VMware node.

The region where VMware Cloud on Alibaba Cloud is deployed is bound to an organization. For more
information, see Bind a VMware Cloud on Alibaba Cloud region.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Click Creat e Inst anceCreat e Inst ance in the upper-right corner.

5. Configure parameters listed in the following table to create an instance.

Sect ionSect ion Paramet erParamet er RequiredRequired Descript ionDescript ion

Organiz at ionOrganiz at ion Yes
The organization in which to
create the instance.

7.1.4. Instances7.1.4. Instances

7.1.4.1. Create a VMware Cloud on Alibaba Cloud7.1.4.1. Create a VMware Cloud on Alibaba Cloud

instanceinstance
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Basic Settings

Resource SetResource Set Yes
The resource set in which to
create the instance.

Region

RegionRegion Yes
The region in which to create
the instance.

ZoneZone Yes
The zone in which to create the
instance.

VPCVPC Yes
The VPC in which to create the
instance.

vSwit chvSwit ch Yes

Select the vSwitch to which the
instance belongs.

The vSwitch corresponds to the
port group of a VMware ESXi
host or a distributed switch,
and maps to the VLAN of a
physical switch.

Privat e IP AddressPrivat e IP Address Yes

The private IPv4 address of the
instance.

The private IPv4 address must
be within the CIDR block of the
vSwitch.

Privat e Subnet  MaskPrivat e Subnet  Mask Yes

The private subnet mask.
Example: 255.255.255.0. The
specified subnet mask must be
within the CIDR block of the
selected vSwitch.

Privat e IP Address ofPrivat e IP Address of
Gat ewayGat eway

Yes

The private IP address of the
gateway. Example:
192.168.100.1. The IP address
must be within the CIDR block
of the selected vSwitch.

Sect ionSect ion Paramet erParamet er RequiredRequired Descript ionDescript ion
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Privat e IP Address of  DNSPrivat e IP Address of  DNS
ServerServer

No

The private IP address of the
DNS server. Example:
114.114.114.114. The IP address
must be within the CIDR block
of the selected vSwitch.

Instance

Inst ance FamilyInst ance Family No

The instance family of the
instance. Valid values:

Memory Optimized

Compute Optimized

General Purpose

Inst ance T ypeInst ance T ype Yes
The instance type of the
instance. You can specify the
vCPUs and memory.

Image

Image T ypeImage T ype No The type of the image. Default
value: Public ImagePublic Image.

Public imagePublic image Yes
The public image of the
instance.

Syst em Disk (GB)Syst em Disk (GB) No

The system disk to which the
operating system is installed.

You can configure different
storage types for the disk. Valid
values:

Shared St orage:  AllShared St orage:  All : The
system selects an available
shared storage. We
recommend that you select
this type.

Shared St orage:Shared St orage:
st orageAst orageA: The storage
named storageA of the
VMware Cloud on Alibaba
Cloud instance is used.
Administrators must make
sure the storage is
appropriate. If the storage
capacity is insufficient, the
instance fails to be created.

Sect ionSect ion Paramet erParamet er RequiredRequired Descript ionDescript ion
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Storage

Dat a Disk (GB)Dat a Disk (GB) No

You can also add data disks
after the instance is created.

You can configure different
storage types for the disk. Valid
values:

Shared St orage:  AllShared St orage:  All : The
system selects an available
shared storage. We
recommend that you select
this type.

Shared St orage:Shared St orage:
st orageAst orageA: The storage
named storageA of the
VMware Cloud on Alibaba
Cloud instance is used.
Administrators must make
sure the storage is
appropriate. If the storage
capacity is insufficient, the
instance fails to be created.

You must also specify the
provision type when you create
the instance. Valid values:

Thin Provision: Storage space
increases with the use of the
disk.

Thick Provision Lazy Zeroed:
Storage space is equal to the
size of the disk and does not
increase. The disk is
formatted when data is
written.

Thick Provision Eager Zeroed:
Storage space is equal to the
size of the disk and does not
increase. The storage of the
disk is immediately
formatted when the disk is
created.

Password Password Set t ingPassword Set t ing No Select Set  af t er PurchaseSet  af t er Purchase.

Sect ionSect ion Paramet erParamet er RequiredRequired Descript ionDescript ion
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Instance
Name

Inst ance NameInst ance Name Yes

The name of the instance.

The name must be 2 to 128
characters in length and can
contain letters, periods (.),
underscores (_), hyphens (-),
and colons (:). It  must start
with a letter and cannot start
with http:// or https://.

Sect ionSect ion Paramet erParamet er RequiredRequired Descript ionDescript ion

6. Click SubmitSubmit .

You can view the list  of created instances as well as details of individual instances, such as their basic
configurations, disks, and elast ic network interfaces (ENIs).

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

You can view the list  of VMware Cloud on Alibaba Cloud instances that are deployed in the current
region.

4. Use one of the following methods to go to the details page of an instance:

In the Inst ance ID/NameInst ance ID/Name column, click the instance ID.

Click ManageManage in the Act ionsAct ions column corresponding to the instance.

Choose MoreMore > Show Det ailsShow Det ails in the Act ionsAct ions column corresponding to the instance.

You can modify the name and descript ion of a created VMware Cloud on Alibaba Cloud instance.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Find the instance that you want to modify and choose MoreMore > Modif yModif y in the Act ionsAct ions column.

5. Modify the name and descript ion of the instance.

6. Click OKOK.

7.1.4.2. View instance information7.1.4.2. View instance information

7.1.4.3. Modify an instance7.1.4.3. Modify an instance
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You can remotely connect to and manage added VMware Cloud on Alibaba Cloud instances.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Find the instance that you want to manage and click Remot e Connect ionRemot e Connect ion in the Act ionsAct ions column.

5. Enter the username and password.

For a Linux instance, enter the username root and the logon password.

Not eNot e

When you log on to the Linux instance, the password is not displayed as you enter it . Press
the Enter key after you enter the password.

For a Windows instance, to use a key combination such as Ctrl+Alt+Delete, click the List  icon in
the upper-right corner of the page and select  the corresponding composite key from the drop-
down list .

Enter the username and password, and click the Log On icon.

You can stop VMware Cloud on Alibaba Cloud instances that are not in use. The stop operation
interrupts services that are running on the instances. Exercise caution when you perform this operation.

PrerequisitesPrerequisites
The instance is in the RunningRunning state.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

7.1.4.4. Remotely connect to an instance7.1.4.4. Remotely connect to an instance

7.1.4.5. Stop an instance7.1.4.5. Stop an instance
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3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Use one of the following methods to stop instances:

To stop a single instance, f ind the instance and choose MoreMore > Inst ance St at usInst ance St at us > St opSt op in the
Act ionsAct ions column.

To stop one or more instances at  a t ime, select  the instances and click St opSt op in the lower part  of
the Instances page.

5. Click OKOK.

Execution resultsExecution results
When the instance is being stopped, its state in the St at usSt at us column changes from RunningRunning to
St oppingSt opping. After the instance is stopped, its state changes to St oppedSt opped.

You can start  a stopped instance.

PrerequisitesPrerequisites
The instance is in the St oppedSt opped state.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Use one of the following methods to start  instances:

To start  a single instance, f ind the instance and choose MoreMore > Inst ance St at usInst ance St at us > St artSt art  in the
Act ionsAct ions column.

To start  one or more instances at  a t ime, select  the instances and click St artSt art  in the lower part  of
the Instances page.

5. Click OKOK.

Execution resultsExecution results
When the instance is being started, its state in the St at usSt at us column changes from St oppedSt opped to St art ingSt art ing.
After the instance is started, its state changes to RunningRunning.

After you change the logon password of an instance or install system updates, you must restart  the
instance. The restart  operation stops the instances for a short  period of t ime and interrupts services
that are running on the instance. Exercise caution when you perform this operation.

PrerequisitesPrerequisites
The instance is in the RunningRunning state.

7.1.4.6. Start an instance7.1.4.6. Start an instance

7.1.4.7. Restart an instance7.1.4.7. Restart an instance
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ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Use one of the following methods to restart  the instance:

To restart  a single instance, f ind the instance and choose MoreMore > Inst ance St at usInst ance St at us > Rest artRest art  in
the Act ionsAct ions column.

To restart  one or more instances at  a t ime, select  the instances and click Rest artRest art  in the lower
part  of the Instances page.

5. In the Restart  Instance dialog box, select  a restart  mode.

Rest artRest art : restarts the instance normally.

Force Rest artForce Rest art : forces the instance to restart . This may result  in the loss of unsaved data.

6. Click OKOK.

You can delete instances that are no longer needed to release their resources. Deleted instances
cannot be recovered. We recommend that you back up data before you delete an instance. If  data
disks are released with the instances, the disk data cannot be recovered.

PrerequisitesPrerequisites
The instance is in the St oppedSt opped state.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Select  the instance and click Delet eDelet e in the lower part  of the Instances page.

5. Click OKOK.

You can change the instance types of instances to suit  your business needs. This eliminates the need to
create VMware Cloud on Alibaba Cloud instances.

PrerequisitesPrerequisites
The instance is in the St oppedSt opped state.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

7.1.4.8. Delete an instance7.1.4.8. Delete an instance

7.1.4.9. Change the instance type of an instance7.1.4.9. Change the instance type of an instance
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2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, select  an organization, a resource set, and a region.

4. Find the instance whose instance type you want to change and click Upgrade/DowngradeUpgrade/Downgrade in the
Act ionsAct ions column.

5. On the page that appears, select  a new instance type and click SubmitSubmit .

The page that appears shows the instance types available for select ion.

6. Start  the instance to make the new instance type take effect.

For more information, see Start  an instance.

You can perform the following steps to create a custom image.

Background informationBackground information
You can create a custom image from an instance to replicate the data of all disks on the instance.

Not eNot e

To avoid data security risks, we recommend that you delete sensit ive data from an instance before
you use the instance to create a custom image.

Create a custom image from an instanceCreate a custom image from an instance
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Find the instance from which you want to create a custom image and choose MoreMore > Creat eCreat e
Cust om ImageCust om Image in the Act ionsAct ions column.

5. Set  the name, sharing scope, and descript ion for the custom image, and click OKOK.

The name must be 2 to 128 characters in length and can contain letters, digits, periods (.),
underscores (_), hyphens (-), and colons (:). It  cannot start  with a special character or digit .

You can set  the sharing scope to the permission scope of the image.

The descript ion must be 2 to 256 characters in length and cannot start  with http:// or https://.

You can view the list  of created images.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

7.1.5. Images7.1.5. Images

7.1.5.1. Create a custom image7.1.5.1. Create a custom image

7.1.5.2. View images7.1.5.2. View images
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2. In the left-side navigation pane, choose ImagesImages > ImagesImages.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where the image is
created.

4. Select  a filter option, enter the corresponding information in the search box, and then click SearchSearch.

You can select  mult iple filter options to narrow down search results.

Paramet erParamet er Descript ionDescript ion

Image NameImage Name The image name used to search for the image.

Image IDImage ID The image ID used to search for the image.

You can manually create a snapshot for a disk to back up disk data.

PrerequisitesPrerequisites
The instance to which the disk is attached is in the RunningRunning or St oppedSt opped state.

The disk is in the RunningRunning state.

Background informationBackground information
A snapshot of a disk can be used to roll back data of the disk.

When you create a snapshot, take note of the following items:

For each disk, the first  snapshot taken is a full snapshot and subsequent snapshots are incremental
snapshots. It  takes longer to create the first  full snapshot than it  does subsequent incremental
snapshots. The amount of taken t ime depends on the amount of data that has been changed since
the previous snapshot. The more data that has been changed, the longer it  takes to create an
incremental snapshot.

Avoid creating snapshots during peak hours.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Click the instance from which you want to create a snapshot. On the page that appears, click the
Snapshot sSnapshot s tab.

5. Click Creat e and Bind SnapshotCreat e and Bind Snapshot .

7.1.6. Snapshots7.1.6. Snapshots

7.1.6.1. Create a snapshot7.1.6.1. Create a snapshot
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6. Set  the name, type, and descript ion for the snapshot, and click SubmitSubmit .

Paramet erParamet er Descript ionDescript ion

Snapshot  NameSnapshot  Name The name of the snapshot.

Snapshot  T ypeSnapshot  T ype

The snapshot type. Valid values:

Disk Snapshot: stores information in disks.

Memory Snapshot: stores information in
memory.

Snapshot  Descript ionSnapshot  Descript ion The description of the snapshot.

You can delete a snapshot that is no longer needed. After the snapshot is deleted, it  cannot be
recovered.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Find the instance whose snapshot is to be deleted and click the Snapshot sSnapshot s tab.

5. Use one of the following methods to delete the snapshot:

To delete a single snapshot, f ind the snapshot and click Delet eDelet e in the Act ionsAct ions column.

To delete one or more snapshots at  a t ime, select  the snapshots and click Delet eDelet e in the lower
part  of the Snapshots tab.

6. Click OKOK..

You can view the list  of created snapshots.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Find the instance in which you want to view snapshots and click the Snapshot sSnapshot s tab.

7.1.6.2. Delete a snapshot7.1.6.2. Delete a snapshot

7.1.6.3. View snapshots7.1.6.3. View snapshots
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5. Select  a filter option, enter the corresponding information in the search box, and then click SearchSearch.

You can select  mult iple filter options to narrow down search results.

Paramet erParamet er Descript ionDescript ion

Snapshot Name
The snapshot name used to search for the
snapshot.

Snapshot ID The snapshot ID used to search for the snapshot.

To increase the storage space of VMware Cloud on Alibaba Cloud instances, you can create standalone
data disks and then attach them to the instances. This topic describes how to create an empty data
disk. You cannot create standalone system disks.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Find the instance for which you want to create a disk and click the DisksDisks tab.

5. Click Creat e and At t ach DiskCreat e and At t ach Disk.

6. Configure parameters listed in the following table to create a disk.

Sect ionSect ion Paramet erParamet er RequiredRequired Descript ionDescript ion

Region ZoneZone Yes
The zone in which to
create the disk.

Specif icat ionsSpecif icat ions Yes
The disk category and
the disk size.

7.1.7. Disks7.1.7. Disks

7.1.7.1. Create a disk7.1.7.1. Create a disk
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Basic Settings

Provision T ypeProvision T ype Yes

The provision type.
Valid values:

Thin Provision:
Storage space
increases with the
use of the disk.

Thick Provision Lazy
Zeroed: Storage
space is equal to
the size of the disk
and does not
increase. The disk is
formatted when
data is written.

Thick Provision
Eager Zeroed:
Storage space is
equal to the size of
the disk and does
not increase. The
storage of the disk
is immediately
formatted when the
disk is created.

Sect ionSect ion Paramet erParamet er RequiredRequired Descript ionDescript ion

7. Click SubmitSubmit .

Execution resultsExecution results
The created disk is displayed in the disk list  and in the RunningRunning state.

You can view the list  of created disks and the details of individual disks.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Click the instance for which you want to view disks. On the page that appears, click the DisksDisks tab.

5. Select  a filter option from the drop-down list , enter the relevant information in the search box, and
then click SearchSearch.

You can select  mult iple filter options to narrow down search results.

7.1.7.2. View disks7.1.7.2. View disks
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Paramet erParamet er Descript ionDescript ion

Disk Name The disk name used to search for the disk.

Disk ID The disk ID used to search for the disk.

Disk Properties

The disk type used to search for disks of that type. Valid values:

All

System Disk

Data Disk

You can detach data disks. System disks cannot be detached.

ProcedureProcedure

WarningWarning

Resources are released after disks are detached. Make sure that the data of a disk is backed up
before you detach it .

1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Click the instance from which you want to detach a data disk. On the page that appears, click the
DisksDisks tab.

5. Find the data disk that you want to detach and choose MoreMore > Det achDet ach in the Act ionsAct ions column.

6. Click OKOK.

You can create and bind elast ic network interfaces (ENIs) to VMware Cloud on Alibaba Cloud instances.

PrerequisitesPrerequisites
A virtual private cloud (VPC) and a vSwitch are created. For more information, see Create a VPC and
Create a vSwitch in Apsara Stack VPC User Guide.

7.1.7.3. Detach a data disk7.1.7.3. Detach a data disk

7.1.8. ENIs7.1.8. ENIs

7.1.8.1. Create an ENI7.1.8.1. Create an ENI
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Background informationBackground information
ENIs are classified into primary and secondary ENIs.

A primary ENI is created by default  when an instance is created in a VPC. This primary ENI shares the
lifecycle of the instance with which it  is created and cannot be unbound from the instance.

ENIs that are separately created are secondary ENIs. This topic describes how to create a secondary ENI.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Click the instance for which you want to create an ENI. On the page that appears, click the ENIsENIs
tab.

5. Click Creat e and Bind ENICreat e and Bind ENI.

6. Configure parameters listed in the following table to create an ENI.

Sect ionSect ion Paramet erParamet er RequiredRequired Descript ionDescript ion

Region

Organiz at ionOrganiz at ion Yes
The organization in which to create the
ENI.

Resource SetResource Set Yes
The resource set in which to create the
ENI.

RegionRegion Yes The region in which to create the ENI.

ZoneZone Yes The zone in which to create the ENI.

VPCVPC Yes

The VPC in which to create the ENI. The
secondary ENI can be bound only to an
instance in the same VPC.

Not eNot e

After an ENI is created, its VPC
cannot be changed.
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Basic Settings

vSwit chvSwit ch Yes

The vSwitch in which to create the ENI.
The secondary ENI can be bound only
to an instance within the same VPC.
Select a vSwitch that is deployed
within the same zone as the instance
to which the ENI is bound. The vSwitch
of the ENI can be different from that
of the instance.

Not eNot e

After an ENI is created, you cannot
change its vSwitch.

Sect ionSect ion Paramet erParamet er RequiredRequired Descript ionDescript ion

7. Click SubmitSubmit .

Execution resultsExecution results
The created ENI is displayed on the ENIs tab and is in the BoundBound state.

You can view the list  of created elast ic network interfaces (ENIs).

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Click the instance for which you want to view ENIs. On the page that appears, click the ENIsENIs tab.

5. Select  a filter option, enter the corresponding information in the search box, and then click SearchSearch.

You can select  mult iple filter options to narrow down search results.

Paramet erParamet er Descript ionDescript ion

ENI NameENI Name The ENI name used to search for the ENI.

ENI IDENI ID The ENI ID used to search for the ENI.

VSwit ch IDVSwit ch ID
The vSwitch ID used to search for the ENIs that
are associated with the vSwitch.

7.1.8.2. View ENIs7.1.8.2. View ENIs
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You can delete secondary elast ic network interfaces (ENIs) that are no longer needed.

Background informationBackground information
Only secondary ENIs can be deleted. Primary ENIs share the same lifecycle as instances and cannot be
deleted.

ProcedureProcedure
1. Log on to the VMware Cloud on Alibaba Cloud console.

2. In the left-side navigation pane, click Inst ancesInst ances.

3. In the top navigation bar, move the pointer over RegionRegion and select  the region where VMware
Cloud on Alibaba Cloud is deployed.

4. Find the instance whose secondary ENI is to be deleted and click the ENIsENIs tab.

5. Find the secondary ENI and click Delet eDelet e in the Act ionsAct ions column.

6. Click OKOK.

7.1.8.3. Delete an ENI7.1.8.3. Delete an ENI
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This topic describes how to create an organization. You can create organizations to store resource sets
and their resources.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Ent erpriseEnt erprise page, click Organizat ionsOrganizat ions.

4. In the left-side navigation tree, click a parent organization. On the page that appears, click Creat eCreat e
Organizat ionOrganizat ion.

5. In the Add Organizat ionAdd Organizat ion dialog box, enter an organization name and click OKOK.

6. (Optional)If  the mult i-cloud management feature is enabled for the primary node, the
Synchronously Creat e Mult i-cloud Organizat ionSynchronously Creat e Mult i-cloud Organizat ion check box is displayed after you click OKOK.

Select  Synchronously Creat e Mult i-cloud Organizat ionSynchronously Creat e Mult i-cloud Organizat ion, select  clouds on which the
organization is synchronously created, and then click OKOK.

This topic describes how to sort  organizations that belong to the same parent organization.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise .

3. In the left-side navigation pane of the Enterprise page, click Organizat ionsOrganizat ions.

4. In the left-side organization tree, drag an organization to adjust  its posit ion in the tree.

Not eNot e

You can adjust  the posit ion only among organizations of the same level.

You can view information of an organization on the Organizations page.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

8.Enterprise8.Enterprise
8.1. Organizations8.1. Organizations
8.1.1. Create an organization8.1.1. Create an organization

8.1.2. Sort organizations8.1.2. Sort organizations

8.1.3. View organization information8.1.3. View organization information
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3. In the left-side navigation pane, choose ResourcesResources >  > Organizat ionsOrganizat ions.

4. (Optional)Enter the name of the organization that you want to view in the search box above the
organization navigation tree. Fuzzy search is supported.

5. Click the name of the organization that you want to view.

You can click the Resource Set sResource Set s, UsersUsers, or User GroupsUser Groups tab to query the resource sets, users, and
user groups under the organization.

Click the Resource Set sResource Set s tab to view the resource set  names, resource set  IDs, creation t ime,
creators, and user groups. Click the name of a resource set  to view its details.

Click the UsersUsers tab to view the usernames, user status, and roles. Click a username to view the
user details.

Click the User GroupsUser Groups tab to view the user group names, corresponding organizations, roles,
users, and creation t ime.

Click icons in the upper-right corner of the Resource Set sResource Set s, UsersUsers, and User GroupsUser Groups tabs to perform
the following operations on the lists:

Icon Description

Shows the list  in full screen mode. You can click the  icon in the upper-right

corner to exit  the full screen mode.

Selects the size of cells and fonts in the list. Valid values:

Default

Compact

Refreshes the list.

Selects or clears check boxes to determine the items to be displayed in the list.
You can also click ResetReset  to restore the list  to its original settings.

Users that have operation permissions on an organization can change the name of the organization.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > Organizat ionsOrganizat ions.

4. (Optional)Enter the organization name in the search box for fuzzy search above the organization
tree.

5. Click the organization name that you want to change.

6. In the upper-right corner of the page, click Edit ingEdit ing.

8.1.4. Change the name of an organization8.1.4. Change the name of an organization
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7. In the Edit  Organization dialog box, change the organization name.

8. Click OKOK.

Users that have operation permissions on an organizations can change the ownership of the
organization.

PrerequisitesPrerequisites
Make sure that each sub-organization under the organization that you want to change the
ownership has a unique name.

The ownership of an organization cannot be changed across level-1 organizations.

ContextContext
Users can change the ownership of an organization across parent organizations. This way, the
ownership of subordinate organizations, users, and resources are also changed in a cascading manner.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Ent erpriseEnt erprise page, choose ResourcesResources >  > ChangesChanges  .

4. (Optional)Enter the name of the organization that you want to change in the search box above
the organization navigation tree. Fuzzy search is supported.

5. Click the name of the organization whose ownership you want to change.

6. Click Change Organizat ionChange Organizat ion on the right side of the page.

7. In the Change Organizat ion T oChange Organizat ion T o dialog box, select  a new organization and click OKOK to change the
ownership of the original organization along with that of its resources sets and users.

An AccessKey pair that consists of an AccessKey ID and an AccessKey secret  is used to implement
symmetric encryption. This helps you verify the identity of a requester. The AccessKey ID is used to
identify a user. The AccessKey secret  is used to encrypt the signature string. This topic describes how to
obtain AccessKey pairs of an organization.

PrerequisitesPrerequisites
Only operations administrators and level-1 organization administrators can obtain AccessKey pairs of an
organization.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > Organizat ionsOrganizat ions.

4. In the organization navigation tree, click the name of the level-1 organization for which you want
to obtain AccessKey pairs.

8.1.5. Change organization ownership8.1.5. Change organization ownership

8.1.6. Obtain AccessKey pairs of an organization8.1.6. Obtain AccessKey pairs of an organization
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5. Click Management  AccessKeyManagement  AccessKey on the right side of the page.

6. In the Management AccessKey dialog box, view the AccessKey pairs of the organization.

You can create AccessKey pairs for organizations and delete the original ones to implement the
rotation of your AccessKey pairs.

PrerequisitesPrerequisites
Level-1 organization administrators can create AccessKey pairs for organizations to which they
belong.

Operations administrators can create AccessKey pairs for all level-1 organizations.

A maximum of two AccessKey pairs can be created for each organization.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources > Organizat ionsOrganizat ions.

4. (Optional) Enter the name of the organization for which you want to create an AccessKey pair in
the search box above the organization navigation tree. Fuzzy search is supported.

5. Click the name of the level-1 organization for which you want to create an AccessKey pair.

6. Click Management  AccessKeyManagement  AccessKey on the right side of the page.

7. In the Management  AccessKeyManagement  AccessKey dialog box, click Creat e AccessKeyCreat e AccessKey.

You can delete AccessKey pairs that are no longer needed.

PrerequisitesPrerequisites
Level-1 organization administrators can delete AccessKeys from organizations to which they belong.

Operations administrators can delete AccessKey pairs from all level-1 organizations.

At  least  one AccessKey pair is retained for an organization.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources > Organizat ionsOrganizat ions.

8.1.7. Create an AccessKey pair for an8.1.7. Create an AccessKey pair for an
organizationorganization

8.1.8. Delete an AccessKey pair from an8.1.8. Delete an AccessKey pair from an
organizationorganization
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4. (Optional) Enter the name of the organization from which you want to delete an AccessKey pair in
the search box above the organization navigation tree. Fuzzy search is supported.

5. Click the name of the level-1 organization from which you want to delete an AccessKey pair.

6. Click Management  AccessKeyManagement  AccessKey on the right side of the page.

7. In the Management  AccessKeyManagement  AccessKey dialog box, f ind the AccessKey pair that you want to delete and
click Delet eDelet e in the Operat ionOperat ion column.

8. In the message that appears, click OKOK.

You can disable AccessKey pairs that are no longer needed. Newly created AccessKey pairs are in the
Enable state by default .

PrerequisitesPrerequisites
Level-1 organization administrators can disable AccessKey pairs for organizations to which they
belong.

Operations administrators can disable AccessKey pairs for all level-1 organizations.

At  least  one AccessKey pair is enabled for each level-1 organization.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources > Organizat ionsOrganizat ions.

4. (Optional) Enter the name of the organization for which you want to disable an AccessKey pair in
the search box above the organization navigation tree. Fuzzy search is supported.

5. Click the name of the level-1 organization for which you want to disable an AccessKey pair.

6. Click Management  AccessKeyManagement  AccessKey on the right side of the page.

7. Find the AccessKey pair that you want to disable and click DisableDisable in the Operat ionOperat ion column.

8. In the message that appears, click OKOK.

Disabled AccessKey pairs must be enabled before they can be used. Newly created AccessKey pairs are
in the Enable state by default .

PrerequisitesPrerequisites
Level-1 organization administrators can enable AccessKey pairs for organizations to which they
belong.

Operations administrators can enable AccessKey pairs for all level-1 organizations.

8.1.9. Disable an AccessKey pair for an8.1.9. Disable an AccessKey pair for an
organizationorganization

8.1.10. Enable an AccessKey pair for an8.1.10. Enable an AccessKey pair for an
organizationorganization
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ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources > Organizat ionsOrganizat ions.

4. (Optional) Enter the name of the organization for which you want to enable an AccessKey pair in
the search box above the organization navigation tree. Fuzzy search is supported.

5. Click the name of the level-1 organization for which you want to enable an AccessKey pair.

6. Click Management  AccessKeyManagement  AccessKey on the right side of the page.

7. Find the AccessKey pair that you want to enable and click EnableEnable in the Operat ionOperat ion column.

Administrators can delete organizations that are no longer needed.

PrerequisitesPrerequisites
Before you delete an organization, make sure that the organization does not contain users, resource
sets, or subordinate organizations. Otherwise, the organization cannot be deleted.

Warning Warning After the organization is deleted, the data of the organization cannot be
recovered. Proceed with caution.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > Organizat ionsOrganizat ions.

4. (Optional)Enter the name of the organization that you want to delete in the search box above the
organization navigation tree. Fuzzy search is supported.

5. Click the name of the organization that you want to delete.

6. Click Delet eDelet e on the right side of the page.

7. In the Confirm message, click OKOK.

This topic describes how to create a resource set. Before you apply for resources, you must create a
resource set.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > Resource Set sResource Set s.

8.1.11. Delete an organization8.1.11. Delete an organization

8.2. Resource sets8.2. Resource sets
8.2.1. Create a resource set8.2.1. Create a resource set
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4. Click Creat e Resource SetCreat e Resource Set .

5. In the Creat e Resource SetCreat e Resource Set  dialog box, configure the NameName and Organizat ionOrganizat ion parameters.

6. Click OKOK.

When you want to use a cloud resource in your organization, you can view the details of the resource
set that contains the resource, including all resource instances and users of the resource set.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > Resource Set sResource Set s.

4. (Optional)Select  an organizat ionorganizat ion from the drop-down list , or enter a resource setresource set  name in the
search box, and then click SearchSearch.

5. Click the name of the resource set.

6. On the Resource Set  Det ailsResource Set  Det ails page, click the ResourcesResources and UsersUsers tabs to view all resource
instances and users of the resource set.

7. On the ResourcesResources tab, click the number next  to a resource in a service card. You are redirected to
the instance list  page.

On the page that appears, view the details of the instance list . The list  is automatically filtered and
displayed based on the organization and resource set.

You can change the name of a resource set  to keep it  up-to-date as an administrator.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > Resource Set sResource Set s.

4. (Optional)Select  an organizat ionorganizat ion from the drop-down list , or enter a resource setresource set  name in the
search box, and then click SearchSearch.

5. Find the resource set  that you want to change and click Edit  NameEdit  Name in the Act ionsAct ions column.

6. In the Modif y Resource SetModif y Resource Set  dialog box, enter a new name.

7. Click OKOK.

You can add a member to or delete a member from a resource set  to manage member access to
resources in the resource set. A member can be a user or a user group.

8.2.2. View the details of a resource set8.2.2. View the details of a resource set

8.2.3. Change the name of a resource set8.2.3. Change the name of a resource set

8.2.4. Add a member to or delete a member from8.2.4. Add a member to or delete a member from
a resource seta resource set
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PrerequisitesPrerequisites
A resource set  is created. For more information, see Create a resource set.

A user is created. For more information, see Create a user.

A user group is created. For more information, see Create a user group.

ContextContext
Members of a resource set  have the permissions to use resources in the resource set. If  you delete
resources from a resource set, members of the resource set  are not affected. Similarly, If  you delete
members from a resource set, resources in the resource set  are not affected.

You can delete a member that is no longer in use from a resource set. After a member is deleted, the
member is no longer able to access the resource set.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > Resource Set sResource Set s.

4. (Optional)Select  an organizat ionorganizat ion from the drop-down list , or enter a resource setresource set  name in the
search box, and then click SearchSearch.

5. Find the resource set  that you want to manage and click Member aut horizat ionMember aut horizat ion in the Act ionsAct ions
column.

6. (Optional)In the Member aut horizat ionMember aut horizat ion dialog box, select  the role type of the user or the user
group that you want to add.

7. Add or delete a member.

Add a user or a user group: In the lower-left  sect ion, select  the user or the user group that you
want to add.

Delete a user or a user group: In the lower-right sect ion, click RemoveRemove in the Operat ionOperat ion column.

8. Click OKOK.

You can delete resource sets that are no longer needed as an administrator.

PrerequisitesPrerequisites
The resource set  to be deleted does not contain resources, users, or user groups.

Not iceNot ice

A resource set  cannot be deleted if  it  contains resources, users, or user groups.

The default  resource set  cannot be deleted.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

8.2.5. Delete a resource set8.2.5. Delete a resource set
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3. In the left-side navigation pane, choose ResourcesResources >  > Resource Set sResource Set s.

4. Find the resource set  that you want to delete and click Delet eDelet e in the Act ionsAct ions column.

5. In the Conf irmConf irm message, click OKOK.

You can create custom roles in the Apsara Uni-manager Management Console to more efficiently grant
permissions to users so that different personnel can work with different features.

ContextContext
A role is a set  of access permissions. Each role has a range of permissions. A user can have mult iple roles,
which means that the user is granted all the permissions defined for the roles. A role can be used to
grant the same set  of permissions to a group of users.

The total number of custom and default  roles cannot exceed 20.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Click Creat e Cust om RoleCreat e Cust om Role in the upper-left  corner of the page.

5. In the Basic conf igurat ionBasic conf igurat ion step, set  Role name, Descript ion, Sharing Scope, and Management
Permissions. Click NextNext .

The following table describes the role parameters.

Role parametersRole parameters

Parameter Description

RoleRole
namename

The name of the role. The name can be up to 64 characters in length and can contain only
letters and digits.

8.3. Roles8.3. Roles
8.3.1. Create a custom role8.3.1. Create a custom role

Apsara Uni-manager Management  C
onsole User Guide··Ent erprise

apsara base

79 > Document  Version: 20220905



Descript iDescript i
onon

Optional. The description of the role. The description can be up to 500 characters in
length and can contain letters, digits, commas (,), semicolons (;), and underscores (_).

SharingSharing
ScopeScope

GlobalGlobal: This role is visible and valid for all organizations.

ManageManage
mentment
PermissiPermissi
onsons

All Organiz at ionsAll Organiz at ions

These permissions apply to all organizations involved.

Specif ied Organiz at ion and Subordinat e Organiz at ionsSpecif ied Organiz at ion and Subordinat e Organiz at ions

These permissions apply to the organization to which the user belongs and its
subordinate organizations.

Resource Set sResource Set s

These permissions apply to the resource sets that are assigned to the user.

Parameter Description

6. In the Manage permissionsManage permissions step, select  the operation permissions of this role in the Apsara Uni-
manager Operations Console and click NextNext .

You can click permission categories on the left  side to filter permissions.

7. In the Applicat ion permissionsApplicat ion permissions step, select  the operation permissions of this role on cloud
products. Click NextNext .

You can click application names on the left  side to filter application permissions.

8. In the Menu permissionsMenu permissions step, select  the operation permissions of this role on menus and
homepage dashboard templates corresponding to the role, and click NextNext .

You can click the parent menu on the left  side to filter permissions on cascading menus.

ResultResult
After the role is created, you can click Aut horize nowAut horize now in the Submission result  message to authorize
users or user groups. You can also authorize users or user groups on the details page of the role.

If  you are uncertain about the specific permissions of a role, you can go to the Role Aut horizat ionRole Aut horizat ion
page to view the role permissions.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Click the name of the role that you want to view. On the Role Aut horizat ionRole Aut horizat ion page, view the
information of the role.

You can click the Management  PermissionsManagement  Permissions, Applicat ion PermissionsApplicat ion Permissions, Menu PermissionsMenu Permissions, and
Aut horized PersonnelAut horized Personnel tabs to view the role permissions.

8.3.2. View the details of a role8.3.2. View the details of a role
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This topic describes how to modify information about custom roles. You can modify the name and the
permissions of a custom role as an administrator.

ContextContext
You cannot modify information about system roles.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. In the role list , f ind the custom role whose information you want to modify and click Modif yModif y in the
Act ionsAct ions column.

5. On the Role aut horizat ionRole aut horizat ion page, modify the name, descript ion, management permission scope,
related permissions, and authorized personnel of the role.

Modify the basic information of the role: Click Modif y Basic Inf ormat ionModif y Basic Inf ormat ion to modify the name,
descript ion, and management permissions of the role. After the modificat ion is complete, click
OKOK.

Modify permissions: Click the Management  PermissionsManagement  Permissions, Applicat ion PermissionsApplicat ion Permissions, or MenuMenu
PermissionsPermissions tab, select  or clear related permissions on the corresponding tab, and then click
Updat eUpdat e.

Authorize users to assume the role: Click the Aut horized PersonnelAut horized Personnel tab. In the Aut horizedAut horized
UserUser sect ion, click Aut horizedAut horized. In the dialog box that appears, select  the users that you want to
authorize and click Conf irm aut horizat ionConf irm aut horizat ion. To cancel authorization from a user, click RemoveRemove
in the Operat ionOperat ion column.

Authorize user groups to assume the role: Click the Aut horized PersonnelAut horized Personnel tab. In the
Aut horized User GroupAut horized User Group sect ion, click Aut horizedAut horized. In the dialog box that appears, select  the
user groups that you want to authorize and click Conf irm aut horizat ionConf irm aut horizat ion. To cancel
authorization from a user group, click RemoveRemove in the Operat ionOperat ion column.

You can copy a preset  role or a custom role to create a role that has the same permissions.

ContextContext
Operations on the Role aut horizat ionRole aut horizat ion page are the same as those for creating a custom role. You can
add, modify, and remove the role permissions in the copied role. By default , if  you do not modify the
role permissions, the sharing scope, management permissions, application permissions, menu
permissions, and authorized users are all the same as those of the source role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

8.3.3. Modify information about custom roles8.3.3. Modify information about custom roles

8.3.4. Copy a role8.3.4. Copy a role
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4. In the role list , choose  > CopyCopy in the Act ionsAct ions column corresponding to a role.

5. On the Creat e Cust om RoleCreat e Cust om Role page, set  the new role name, sharing scope, and management
permissions.

Not e Not e The role name must be unique.

6. Complete the basic configurations of the new role, Click NextNext .

7. In the Manage permissionsManage permissions step, select  the operation permissions that the new role has on the
Apsara Uni-manager Management Console, Click NextNext .

8. In the Applicat ion permissionsApplicat ion permissions step, select  the operation permissions that the new role has on
cloud services, Click NextNext .

9. In the Menu permissionsMenu permissions step, select  the operation permissions that the new role has on menus,
and click Creat e RoleCreat e Role. and click NextNext .

ResultResult
After the role is created, you can click Aut horize nowAut horize now in the Submission result  message to authorize
users or user groups. You can also authorize users or user groups on the details page of the role.

When you disable a role, all of its permissions are also disabled.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. In the role list , f ind the role that you want to disable and click DisableDisable in the Act ionsAct ions column.

When you enable a disabled role, the permissions of the role are restored.

ProcedureProcedure

8.3.5. Disable a role8.3.5. Disable a role

8.3.6. Enable a role8.3.6. Enable a role
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1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. In the role list , f ind the role that you want to enable and click EnableEnable in the Act ionsAct ions.

This topic describes how to delete a custom role. You can delete custom roles that you no longer
require.

PrerequisitesPrerequisites
Default  or preset  roles cannot be deleted.

Before you delete a role, you must unbind all user groups from the role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. In the role list , f ind the role that you want to delete and choose  > Delet eDelet e in the Act ionsAct ions
column.

5. In the message that appears, click OKOK.

You can create a user and assign the user different roles as an administrator to meet different
requirements for system access control.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Syst em UsersSyst em Users tab. Click Creat e a userCreat e a user.

5. In the dialog box that appears, set  the following parameters.

Parameter Required Description

User nameUser name Yes
The Apsara Stack tenant account name of the user. The
name must be 1 to 64 characters in length and can contain
letters, digits, hyphens (-), underscores (_), and periods (.).

8.3.7. Delete a custom role8.3.7. Delete a custom role

8.4. Users8.4. Users
8.4.1. System users8.4.1. System users

8.4.1.1. Create a user8.4.1.1. Create a user
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Display nameDisplay name Yes
The display name of the user. The name must be 1 to 128
characters in lengthand can contain letters, digits, hyphens (-
), underscores (_), periods (.), and at signs (@).

RoleRole Yes

The role to be assigned to the user.

Not e Not e You can enter role names in the field. Fuzzy
match is supported.

T issueT issue Yes The organization to which the user belongs.

Logon policyLogon policy Yes

The logon policy that restricts the logon time and IP
addresses of the user. The default policy is automatically
bound to new users.

Not e Not e The default policy does not restrict  the
logon time and IP addresses of the user. To restrict  the
allowed logon time and IP addresses of the user, you
can modify the logon policy of the user or create a
logon policy for the user. For more information, see
Create a logon policy.

PhonePhone Yes

The mobile number of the user. This mobile number is used
to notify users of resource application and usage. Make sure
that this mobile number is valid.

Not e Not e If the mobile number of the user changes,
update it  on the system in a t imely manner.

LandlineLandline No
The landline number of the user. The landline number must
be 4 to 20 characters in length and can contain only digits
and hyphens (-).

EmailEmail Yes

The email address of the user. Emails about the resource
application and usage are sent to this email address. Make
sure that this email address is valid.

Not e Not e If the email address changes, update it  on
the system in a t imely manner.

DingT alk KeyDingT alk Key No
The key of the chatbot for the DingTalk group to which the
user belongs. For more information about how to configure
the key, see DingTalk development documentation.

Parameter Required Description
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Not if y User byNot if y User by
EmailEmail

No

If this option is selected, the Apsara Uni-manager
Management Console informs the user configured as the
alert contact by email whenever an alert is generated.

Not e Not e You must configure an email server to
receive emails. For more information, contact on-site
O&M engineers.

Not if y User byNot if y User by
DingT alkDingT alk

No
If this option is selected, the Apsara Uni-manager
Management Console informs the user configured as the
alert contact by DingTalk whenever an alert is generated.

Parameter Required Description

6. Click OKOK.

You can view user information such as the name, organization, mobile number, email address, role,
logon t ime, and init ial password.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Syst em UsersSyst em Users tab.

5. Enter a usernameusername in the search box or select  an organizat ionorganizat ion to view users of the organization.

You can also click AdvancedAdvanced on the right side and select  a role and MFA status or enter a display
name to search for the user that you want to query.

6. Click the username to view the basic information and the resource sets to which it  belongs.

You can modify user information such as the display name, mobile number, and email address to keep it
up to date.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Syst em UsersSyst em Users tab.

5. Find the user that you want to modify and click EditEdit  in the Act ionsAct ions column.

6. In the Edit  UserEdit  User dialog box, modify the relevant information and click OKOK.

8.4.1.2. Query a user8.4.1.2. Query a user

8.4.1.3. Modify user information8.4.1.3. Modify user information
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You can add, change, and delete roles for a user.

Change user roles by using user managementChange user roles by using user management
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Syst em UsersSyst em Users tab.

5. Find the user that you want to modify and choose  > Aut horizeAut horize in the Act ionsAct ions column.

6. In the RoleRole field, add, delete, or change user roles.

You can enter role names in this f ield. Fuzzy match is supported.

7. Click OKOK.

Change user roles by changing ownershipChange user roles by changing ownership
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > ChangesChanges.

4. Click the  icon to the left  of the organization that you want to manage and click UsersUsers.

5. In the right-side UsersUsers sect ion, specify a logon policylogon policy, a rolerole, or a usernameusername. Then, click SearchSearch
to find the user that you want to change.

6. Find the user and click ChangeChange in the Act ionsAct ions column.

7. In the Organizat ion t o ChangeOrganizat ion t o Change dialog box, select  the original or a new organization and select
the role to be added or removed from the Assigned RolesAssigned Roles drop-down list .

Not e Not e If  you change only roles without changing the organization, select  the original
organization.

8. Click Modif yModif y.

This topic describes how to modify the information about a user group. On the UsersUsers page, you can
view the information of user groups and modify the ownership of users in user groups.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Syst em UsersSyst em Users tab, select  the user that you want to modify and click the  image in the
Act ionsAct ions column.

8.4.1.4. Change user roles8.4.1.4. Change user roles

8.4.1.5. Modify the information about a user group8.4.1.5. Modify the information about a user group
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Select  Add t o User GroupAdd t o User Group. In the dialog box that appears, select  a user group and click OKOK to
add the user to the user group.

Select  Remove f rom User GroupRemove f rom User Group. In the dialog box that appears, select  a user group and click
OKOK to remove the user from the user group.

This topic describes how to modify a user logon policy. An administrator can modify a user logon policy
to restrict  the logon t ime and IP addresses of users.

PrerequisitesPrerequisites
A logon policy is created. For more information, see Create a logon policy.

Modify a user logon policyModify a user logon policy
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Syst em UsersSyst em Users tab.

5. Modify one or more user logon policies.

If  you modify only one user logon policy, perform the following steps:

a. Find the user whose logon policy that you want to modify and choose  > Conf igureConf igure
Logon PolicyLogon Policy in the Act ionsAct ions column.

b. In the Assign Logon PolicyAssign Logon Policy dialog box, select  a new logon policy and click OKOK.

If you modify mult iple user logon policies at  the same t ime, perform the following steps:

a. Select  users whose logon policies that you want to modify.

b. In the lower-left  corner of the page, click Conf igure Logon PolicyConf igure Logon Policy.

c. In the Bat ch Assign Logon PolicyBat ch Assign Logon Policy dialog box, select  a new logon policy and click OKOK.

After a user is created, the system generates an init ial password for the user.

ContextContext
Organization administrators can view the init ial passwords of all users in the organizations they
manage.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Syst em UsersSyst em Users tab.

5. Find the user that you want to manage and choose  > View Init ial PasswordView Init ial Password in the Act ionsAct ions

column.

8.4.1.6. Modify a user logon policy8.4.1.6. Modify a user logon policy

8.4.1.7. View the initial password of a user8.4.1.7. View the initial password of a user
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Not e Not e After the init ial password is changed, the init ial password is not displayed.

If  users forget their logon passwords, the organization administrator can reset  the logon passwords for
them.

PrerequisitesPrerequisites
Only organization administrators can reset  the password of a user.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an organization administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the user for which you want to reset  the password.

5. In the User Inf ormat ionUser Inf ormat ion panel, click Reset  passwordReset  password.

After the password is reset, a message is displayed, which indicates that the password has been
reset.

You can disable a user account to prevent the user account from logging on to the Apsara Uni-
manager Management Console. User accounts that are disabled must be re-enabled before they can be
used to log on to the Apsara Uni-manager Management Console again.

ContextContext
By default , user accounts are enabled when they are created.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Syst em UsersSyst em Users tab.

5. Perform the following operations on the current tab:

Find the user whose St at usSt at us is EnabledEnabled and which you want to disable, click DisableDisable in the
Act ionsAct ions column. In the dialog box prompting you the risks of disabling the user, select  the II
have known t he risks and conf irm t his operat ionhave known t he risks and conf irm t his operat ion check box and click DisableDisable.

Find the user whose St at usSt at us is DisabledDisabled and which you want to re-enable, click EnableEnable in the
Act ionsAct ions column. In the dialog box prompting you the risks of enabling the user, click OKOK.

You can delete a specific user as an administrator.

8.4.1.8. Reset the password of a user8.4.1.8. Reset the password of a user

8.4.1.9. Disable or enable a user account8.4.1.9. Disable or enable a user account

8.4.1.10. Delete a user8.4.1.10. Delete a user
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ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Syst em UsersSyst em Users tab.

5. Find the user that you want to delete and choose  > Delet eDelet e in the Act ionsAct ions column.

6. In the dialog box prompting you the risks of delet ing, select  the I have known t he risks andI have known t he risks and
conf irm t his delet e operat ionconf irm t his delet e operat ion check box and click Delet eDelet e.

This topic describes how to query deleted users.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Hist orical UsersHist orical Users tab.

5. Search historical users by username. Fuzzy search is supported.

An administrator can restore a deleted user account from the Hist orical UsersHist orical Users tab.

ContextContext
The basic information such as the logon password of a restored user is the same as it  was before the
user was deleted, except for its organization and role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > UsersUsers.

4. Click the Hist orical UsersHist orical Users tab.

5. Find the user that you want to restore and click Rest oreRest ore in the Act ionsAct ions column.

6. In the Rest ore UserRest ore User dialog box, select  an organization and a role.

7. Click OKOK.

8.4.2. Historical users8.4.2. Historical users

8.4.2.1. Query deleted users8.4.2.1. Query deleted users

8.4.2.2. Restore historical users8.4.2.2. Restore historical users

8.5. Access control management8.5. Access control management
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To improve the security of the Apsara Uni-manager Management Console, you can create an access
policy as an administrator to control logon access based on the logon t ime and IP addresses of users.

ContextContext
Access policies are used to control the t ime periods and IP addresses valid for user logon. After a user is
bound to an access policy, user logons are limited based on the logon t ime and IP addresses specified in
the policy.

The default  policy generated by the Apsara Uni-manager Management Console does not have limits on
the t ime and IP addresses valid for user logon. This policy cannot be deleted.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Permission PoliciesPermission Policies.

4. Click Creat e an access policyCreat e an access policy in the upper-right corner.

5. In the Creat e an access policyCreat e an access policy dialog box, set  Name, Sharing Scope, Policy Property, Logon Time,
and Logon Address.

8.5.1. Create an access policy8.5.1. Create an access policy
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Parameters for creating an access policyParameters for creating an access policy

Parameter Description

NameName
The name of the access policy. The name must be 2 to 50 characters in length
and can contain only letters and digits. The name must be unique in the
system.

Descript ionDescript ion The description of the access policy.

Sharing ScopeSharing Scope

The scope in which the role is visible. Valid values:

GlobalGlobal: The role is globally visible. The default value is Global.

Current  Organiz at ionCurrent  Organiz at ion: The role is visible only in the current organization
and is invisible in subordinate organizations.

Subordinat e Organiz at ionSubordinat e Organiz at ion: The role is visible in the current organization
and all its subordinate organizations.

Policy Propert yPolicy Propert y

The authentication method of the access policy. Valid values:

Whit elistWhit elist : Logon is allowed if the parameter settings are met.

BlacklistBlacklist : Logon is denied if the parameter settings are met.

Logon T imeLogon T ime

The permitted logon time period. If this policy is configured, users can log on
to the Apsara Uni-manager Management Console only within the configured
period. Specify the t ime period in minutes in a 24-hour clock. Example:  16:3
2 .

Not e Not e When the Policy Property parameter is set to Whitelist, you
can select No T ime Limit.

Logon AddressLogon Address

The permitted CIDR block.

If the Policy Propert yPolicy Propert y parameter is set to Whit elistWhit elist , IP addresses within
this CIDR block are allowed to log on to the Apsara Uni-manager
Management Console.

If the Policy Propert yPolicy Propert y parameter is set to BlacklistBlacklist , IP addresses within
this CIDR block are not allowed to log on to the Apsara Uni-manager
Management Console.

Not e Not e When the Policy Property parameter is set to Whitelist, you
can select No CIDR Block Limit.

6. Click OKOK.

This topic describes how to query access policies. You can query the details of an access policy in the
Apsara Uni-manager Management Console.

8.5.2. Query access policies8.5.2. Query access policies
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ContextContext
When the Apsara Uni-manager Management Console provides services, the console automatically
generates a default  policy that does not have limits on the logon t ime and IP addresses.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Permission PoliciesPermission Policies.

4. Enter the name of the policy that you want to view and click Search.

View the access policy, including the permitted logon t ime and IP addresses.

The following table describes the icons in the upper-right corner that you can click to manage the
access policy list .

Icon Description

Shows the list  in full screen mode. You can click the  icon in the upper-right

corner to exit  the full screen mode.

Selects the size of cells and fonts in the list. Valid values:

Default

Compact

Refreshes the list.

Selects or clears check boxes to specify the items that you want to display in the
list. You can also click ResetReset  to restore the list  to the default settings.

You can modify the policy name, policy propert ies, permitted logon t ime period, and IP addresses of a
logon policy.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Permission PoliciesPermission Policies.

4. Find the policy that you want to modify and click Modif yModif y in the Act ionsAct ions column.

5. In the Modif y an access policyModif y an access policy dialog box, modify the information of the policy.

6. Click OKOK.

8.5.3. Modify a logon policy8.5.3. Modify a logon policy
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You can disable access policies that are no longer needed.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Permission PoliciesPermission Policies.

4. Find the access policy that you want to disable and click DisableDisable in the Act ionsAct ions column.

5. In the message that appears, click OKOK.

You can re-enable disabled logon policies.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Permission PoliciesPermission Policies.

4. Find the policy that you want to enable and click EnableEnable in the Act ionsAct ions column.

You can delete access policies that are no longer needed.

PrerequisitesPrerequisites
The access policy to be deleted is not bound to users. If  an access policy is bound to a user, the access
policy cannot be deleted.

ContextContext

Not e Not e The default  policy cannot be deleted.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Permission PoliciesPermission Policies.

4. Find the policy that you want to delete and click Delet eDelet e in the Act ionsAct ions column.

5. In the message that appears, click OKOK.

8.5.4. Disable an access policy8.5.4. Disable an access policy

8.5.5. Enable a logon policy8.5.5. Enable a logon policy

8.5.6. Delete an access policy8.5.6. Delete an access policy

8.6. User groups8.6. User groups

Apsara Uni-manager Management  C
onsole User Guide··Ent erprise

apsara base

93 > Document  Version: 20220905



You can create a user group in a selected organization and batch authorize users within the group.

PrerequisitesPrerequisites
An organization is created. For more information, see Create an organization.

ContextContext
Relationships between user groups and users:

A user group can contain zero or more users.

A user does not need to belong to a user group.

You can add a user to mult iple user groups.

Relat ionships between user groups and organizations:

A user group belongs to only a single organization.

You can create mult iple user groups within an organization.

Relat ionships between user groups and roles:

A role can be assigned to mult iple user groups.

When a role is assigned to a user group, the permissions that the role has are automatically granted
to users within the user group.

Relat ionships between user groups and resource sets:

You can add zero or more user groups to a resource set.

A user group can be added to mult iple resource sets.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > User GroupsUser Groups.

4. Click Creat e a user groupCreat e a user group in the upper-left  corner.

5. In the dialog box that appears, set  User Group NameUser Group Name, T issueT issue, and Role aut horizat ionRole aut horizat ion.

8.6.1. Create a user group8.6.1. Create a user group
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Parameter Description

User Group Name
The name of the user group. The name must be 3 to 255 characters in length
and can contain letters, digits, underscores (_), hyphens (-), periods (.), and at
signs (@).

T issue The organization to which the user group belongs.

Role authorization The roles that are assigned to the user group.

6. Click OKOK.

You can add users to a user group.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > User GroupsUser Groups.

4. Find the user group to which you want to add users and click Add UserAdd User in the Act ionsAct ions column.

5. Select  users to be added in the left-side sect ion and click the right arrow to move them to the
right-side sect ion.

8.6.2. Add users to a user group8.6.2. Add users to a user group
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6. Click OKOK.

You can remove users from a user group.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > User GroupsUser Groups.

4. Find the user group from which you want to remove a user, click  in the Act ionsAct ions column, and

choose Remove UserRemove User.

5. Select  the user that you want to remove in the Users under t he user groupUsers under t he user group sect ion and click the 

 icon to move the user to the Remove UserRemove User sect ion.

8.6.3. Remove a user8.6.3. Remove a user
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6. Click OKOK.

You can add a role to a user group to grant the role permissions to all users within the group. You can
also remove a role from a user group to revoke the role permissions from all users within the group.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > User GroupsUser Groups.

4. Find the user group that you want to manage and choose More > Aut horizedAut horized in the Act ionsAct ions

column.

5. In the Aut horizedAut horized dialog box, set  Role aut horizat ionRole aut horizat ion.

6. In the drop-down list , you can select  or clear a role to grant permissions to or revoke permissions
from the user group.

7. Click OKOK.

You can modify the names of user groups.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

8.6.4. Add or remove a role8.6.4. Add or remove a role

8.6.5. Modify the name of a user group8.6.5. Modify the name of a user group
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3. In the left-side navigation pane, choose UsersUsers >  > User GroupsUser Groups.

4. Find the user group that you want to modify and click Edit ingEdit ing in the Act ionsAct ions column.

5. In the dialog box that appears, modify User Group NameUser Group Name.

6. Click OKOK.

This topic describes how to delete a user groups. You can delete user groups that you no longer
require.

PrerequisitesPrerequisites
Before you delete a user group, you must unbind the user group from all roles. Otherwise, the user
group cannot be deleted.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers >  > User GroupsUser Groups.

4. Find the user group that you want to delete and choose  > Delet eDelet e in the Act ionsAct ions column.

5. In the message that appears, click OKOK.

The Apsara Uni-manager Management Console allows you to manage resources across regions. You can
update the associat ions between organizations and regions.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > RegionsRegions.

4. In the left-side organization navigation tree, click the name of the organization that you want to
update.

5. In the right-side RegionsRegions sect ion, select  the names of regions to be associated.

6. Click Updat e Associat ionUpdat e Associat ion.

If  you want to transfer resource instances to another resource set  within the same organization, you
can change the resource set  ownership of the instances.

8.6.6. Delete a user group8.6.6. Delete a user group

8.7. Region management8.7. Region management
8.7.1. Update associations8.7.1. Update associations

8.8. Change the ownership of an8.8. Change the ownership of an
instanceinstance
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1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose ResourcesResources >  > ChangesChanges.

4. Click the  icon to the left  of the organization that you want to manage and click a resource set.

5. In the right-side Product  T ypeProduct  T ype sect ion, click the name of the service that contains the instance
you want to manage.

6. Set  Resource T ypeResource T ype, enter the instance ID or name in the search box, and then click SearchSearch to
search for the instance.

7. Click Change OwnershipChange Ownership in the Act ionsAct ions column corresponding to the instance to change the
ownership of the instance to another resource set.

8. In the Change Resource SetChange Resource Set  dialog box, select  the desired resource set  and click OKOK.

You can export  the data of secondary Apsara Stack nodes to a configuration file. This can be used by
the primary node to manage nodes in a centralized manner.

Procedure:Procedure:
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Enterprise page, click Cloud Inst ancesCloud Inst ances.

4. Click the Apsara St ack ManagementApsara St ack Management  tab.

5. Click Collect  Dat a of  Current  CloudCollect  Dat a of  Current  Cloud to collect  the deployment information of the current cloud.

6. Click ExportExport  to export  the information in the JSON format.

You can add the configuration information of secondary Apsara Stack nodes to the mult i-cloud
configuration of the primary Apsara Stack node for centralized management.

Procedure:Procedure:
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Enterprise page, click Cloud Inst ancesCloud Inst ances.

4. Click the Apsara St ack ManagementApsara St ack Management  tab.

5. Click ImportImport .

8.9. Cloud instances8.9. Cloud instances
8.9.1. Manage Apsara Stack cloud instances8.9.1. Manage Apsara Stack cloud instances

8.9.1.1. Export data of the current cloud8.9.1.1. Export data of the current cloud

8.9.1.2. Add a secondary Apsara Stack node8.9.1.2. Add a secondary Apsara Stack node
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6. In the Creat e Apsara St ack Secondary NodeCreat e Apsara St ack Secondary Node dialog box, enter the configuration information of
a secondary node and click OKOK.

Paramet erParamet er Descript ionDescript ion

Cloud Inst ance Inf ormat ionCloud Inst ance Inf ormat ion
The configuration file of the secondary node. For
more information, see Export data of the current
cloud.

Secondary Node NameSecondary Node Name The name of the secondary node.

UsernameUsername
The username of the operations administrator
that manages the secondary node.

PasswordPassword
The password of the operations administrator
that manages the secondary node.
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Descript ionDescript ion The description of the secondary node.

AccessKey IDAccessKey ID

The AccessKey ID of the operations administrator
that manages the secondary node. For more
information, see View the AccessKey pair of your
Apsara Stack tenant account.

AccessKey SecretAccessKey Secret

The AccessKey secret of the operations
administrator that manages the secondary node.
For more information, see View the AccessKey
pair of your Apsara Stack tenant account.

Paramet erParamet er Descript ionDescript ion

Not iceNot ice

You must create an operations administrator account in the secondary node. This account is
for dedicated use by the primary node and cannot be the default  operations administrator
account.

You can use the mult i-cloud management feature to view the details of all managed cloud instances.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Enterprise page, click Cloud Inst ancesCloud Inst ances.

4. Click the Apsara St ack ManagementApsara St ack Management  tab.

You can view the name, descript ion, cloud type, cloud role, and address of all managed cloud
instances.

5. Enter a cloud instance name in the search box and click SearchSearch to search for the cloud instance.

6. Click View Det ailsView Det ails in the Act ionsAct ions column corresponding to the cloud instance.

In the Manage Cloud Instance message, you can view the version, Apsara Stack API (ASAPI) address,
and region of the cloud.

If  you want to change the information of a cloud instance for more efficient  management, you can
modify it  in the Apsara Uni-manager Management Console.

ProcedureProcedure

8.9.1.3. View managed cloud instances8.9.1.3. View managed cloud instances

8.9.1.4. Modify a cloud instance8.9.1.4. Modify a cloud instance

Apsara Uni-manager Management  C
onsole User Guide··Ent erprise

apsara base

101 > Document  Version: 20220905



1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Enterprise page, click Cloud Inst ancesCloud Inst ances.

4. Click the Apsara St ack ManagementApsara St ack Management  tab.

5. Enter the name of the cloud instance that you want to modify in the search box and click SearchSearch
to search for the cloud instance.

6. Click EditEdit  in the Act ionsAct ions column corresponding to the cloud instance.

7. In the Edit  Cloud Inst anceEdit  Cloud Inst ance dialog box, set  Cloud NameCloud Name, UsernameUsername, PasswordPassword, Descript ionDescript ion,
AccessKey IDAccessKey ID, AccessKey SecretAccessKey Secret , Longit udeLongit ude, and Lat it udeLat it ude, and click OKOK.

You can manage Apsara Stack cloud instances to check whether they can be connected.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Enterprise page, click Cloud Inst ancesCloud Inst ances.

4. Click the Apsara St ack ManagementApsara St ack Management  tab.

5. Enter a cloud instance name in the search box and click SearchSearch to search for the cloud instance.

6. Click ManageManage in the Act ionsAct ions column corresponding to the cloud instance.

7. In the Manage Cloud Inst anceManage Cloud Inst ance dialog box, click T est  Connect ivit yT est  Connect ivit y.

You can add the configuration information of VMware nodes to the Apsara Stack VMware management
configuration for centralized management.

PrerequisitesPrerequisites
The configuration file of a VMware node is obtained from the deployment personnel.

The VMware node is configured.

Procedure:Procedure:
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Enterprise page, click Cloud Inst ancesCloud Inst ances.

4. Click the VMware ManagementVMware Management  tab.

5. Click Creat e VMware NodeCreat e VMware Node.

8.9.1.5. Manage cloud instances8.9.1.5. Manage cloud instances

8.9.2. Manage VMware nodes8.9.2. Manage VMware nodes

8.9.2.1. Add a VMware node8.9.2.1. Add a VMware node
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6. In the Creat e VMware NodeCreat e VMware Node dialog box, enter the configuration information of a VMware node
and click OKOK.

Paramet erParamet er Descript ionDescript ion

Cloud Inst ance Inf ormat ionCloud Inst ance Inf ormat ion The configuration file of the VMware node.

Cloud NameCloud Name The name of the VMware node.

Cloud Descript ionCloud Descript ion The description of the VMware node.

AccessKey IDAccessKey ID
The AccessKey ID in the configuration file of the
VMware node.

AccessKey SecretAccessKey Secret
The AccessKey secret in the configuration file of
the VMware node.

If  you want to change the information of a VMware node for more efficient  management, you can
modify it  in the Apsara Uni-manager Management Console.

ProcedureProcedure

8.9.2.2. Modify a VMware node8.9.2.2. Modify a VMware node
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ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Enterprise page, click Cloud Inst ancesCloud Inst ances.

4. Click the VMware ManagementVMware Management  tab.

5. Enter the name of the VMware node that you want to modify in the search box and click SearchSearch to
search for the VMware node.

6. Click EditEdit  in the Act ionsAct ions column corresponding to the VMware node.

7. In the Edit  Cloud Inst anceEdit  Cloud Inst ance dialog box, set  Cloud NameCloud Name, Cloud Descript ionCloud Descript ion, AccessKey IDAccessKey ID, and
AccessKey SecretAccessKey Secret , and click OKOK.

You can manage VMware nodes to check whether they can be connected.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane of the Enterprise page, click Cloud Inst ancesCloud Inst ances.

4. Click the VMware ManagementVMware Management  tab.

5. Enter a VMware node name in the search box and click SearchSearch to search for the VMware node.

6. Click ManageManage in the Act ionsAct ions column corresponding to the VMware node.

7. In the Manage Cloud Inst anceManage Cloud Inst ance dialog box, click T est  Connect ivit yT est  Connect ivit y.

Data permission management allows you to specify which users can access instances of a specific
service, grant data access permissions to the users, and view and modify the data permissions in all the
RAM policies attached to specified users.

Apsara Stack controls users and permissions by managing their visibility and operability in the Apsara
Uni-manager Management Console. Many Apsara Stack cloud services are directly used by calling their
API operations or SDKs instead of in the console. In this case, data access permissions must be
controlled by RAM permission verificat ion provided by the cloud services.

RAM policies are configured for such cloud service instances for access control. Automatic judgment is
used when personnel are added to or removed from resource sets. However, this judgement method
can affect  performance and has a high error rate in complex scenarios. To solve this problem, the
authorization of cloud services that require data access permissions is separately managed.
Organization administrators can configure the data permissions granted to related personnel on the
data authorization page.

8.9.2.3. Test VMware node connectivity8.9.2.3. Test VMware node connectivity

8.10. Data permissions8.10. Data permissions
8.10.1. Overview8.10.1. Overview
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Organization administrators can set  the data permissions of resource instances to allow or deny access
to and operations on cloud services in the Apsara Uni-manager Management Console.

PrerequisitesPrerequisites
The cloud services that support  data authorization include Message Queue (MQ), Object  Storage
Service (OSS), Log Service, DataHub, Container Service for Kubernetes, and Key Management Service
(KMS).

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Dat a PermissionsDat a Permissions.

4. Click the resource set  that you want to manage and click a service type on the right side of the
page.

5. Find the instance that you want to manage and click Aut horizeAut horize in the Act ionsAct ions column.

6. In the Dat a Aut horizat ionDat a Aut horizat ion dialog box, select  the user that you want to manage on the left  side.

7. Turn on or off the data permission switches in the Act ions column on the right side.

You can also select  or clear Enable All to batch manage permissions.

8. Click OKOK.

You can use JSON statements to edit  user permissions.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Dat a PermissionsDat a Permissions.

8.10.2. Set the data permissions of resource8.10.2. Set the data permissions of resource
instancesinstances

8.10.3. Edit user permissions8.10.3. Edit user permissions

Apsara Uni-manager Management  C
onsole User Guide··Ent erprise

apsara base

105 > Document  Version: 20220905



4. In the organization navigation tree, click the  icon to the left  of the organization that contains

the user you want to manage.

5. Click UsersUsers.

6. Enter the username in the search box and click SearchSearch.

7. Click Edit  PermissionsEdit  Permissions in the Act ionsAct ions column corresponding to the user.

8. In the Edit  Permissions dialog box, select  a data permission on the left  side and click OK.

If  no permissions are available, specify a policy in the text  editor. For more information about the
syntax and structure of a policy, see Permission policy structure and syntax.

You can view the exist ing permissions of a user.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Dat a PermissionsDat a Permissions.

4. In the organization navigation tree, click the  icon to the left  of the organization that contains

the user you want to manage.

5. Click UsersUsers.

6. Enter the username in the search box and click SearchSearch.

7. Click View PermissionsView Permissions in the Act ionsAct ions column corresponding to the user.

8.10.4. View the permissions of a user8.10.4. View the permissions of a user
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You can configure password policies for user logons.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Securit y PoliciesSecurit y Policies.

4. Click the Password PolicyPassword Policy tab.

5. On the Password PolicyPassword Policy tab, set  the password policy parameters.

Parameter Description

Password Length The minimum length of the password. Minimum value: 8.

Required Character Types in
Password

The character types that must be contained in the password. You
can select multiple options.

Logon Disabled After Password
Expires

Specifies whether to allow logon after the password expires.

Password Validity (Days)
The validity period of the password. Unit: days. Maximum value:
1095. A value of 0 indicates that the password never expires.

9.Configurations9.Configurations
9.1. Security policies9.1. Security policies
9.1.1. Configure password policies9.1.1. Configure password policies
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Password Attempts
The maximum number of logon attempts within 1 hour. Maximum
value: 32. After the maximum number is reached, the account is
locked and cannot be used to log on for a specific period of t ime.

Password History Check
The number of previous passwords that cannot be reused.
Maximum value: 24. A value of 0 indicates the password history
check is disabled.

Parameter Description

6. Click SaveSave.

To restore to the default  password policy, click ResetReset .

This topic describes how to configure logon control. You can limit  access from mult iple clients of users.

1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Securit y PoliciesSecurit y Policies.

4. Click the Logon Cont rolLogon Cont rol tab.

5. You can configure the following parameters:

Session ModeSession Mode: Select  one of the following values based on your business requirements:

Single SessionSingle Session: A user can log on only by using a single client  at  the same t ime.

Mult i-sessionMult i-session: A user can log on by using mult iple clients at  the same t ime.

Global MFAGlobal MFA: Enable or disable the Global Mult i-factor Authentication (MFA) feature based on
your business requirements. For information about the MFA feature, see Overview.

Logon Minut es During Which No Act ions OccurLogon Minut es During Which No Act ions Occur: Adjust  the slider to select  a duration based
on your business requirements. If  you do not trigger the relevant feature within the specified
duration, you are forced to log off, and you must log on again.

Logon Hours Bef ore Forced Logof fLogon Hours Bef ore Forced Logof f : Adjust  the slider to select  a duration based on your
business requirements. Within the specified duration, the system prompts and forces you to log
off, and you must log on again. A value of 0 specifies that this feature is disabled.

After the configuration is complete, click SaveSave.

You can create a menu and add its URL to the Apsara Uni-manager Management Console for quick
access.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

9.1.2. Configure logon control9.1.2. Configure logon control

9.2. Menus9.2. Menus
9.2.1. Create a menu9.2.1. Create a menu
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2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Menu Set t ingsMenu Set t ings.

4. On the Main MenuMain Menu page, click Creat eCreat e in the upper-right corner.

5. In the Creat eCreat e dialog box, configure the menu parameters.

Menu parametersMenu parameters

Parameter Description

T it leT it le The display name of the menu.

URLURL The URL of the menu.

Console T ypeConsole T ype

Different console types correspond to different domain names. Valid values:

oneconsoleoneconsole: You need only to enter the path in the URL field. The domain
name is automatically matched. The URL starts with  one.console .

asconsoleasconsole: You need only to enter the path in the URL field. The domain
name is automatically matched. The URL starts with  asc. .

asconsole 2.0asconsole 2.0: You need only to enter the path in the URL field. The
domain name is automatically matched. The URL starts with  one.console
 .

ot herot her: You must enter the domain name in the URL field.

IconIcon
The icon displayed in the left-side navigation pane. The icon cannot be
changed.

Ident if ierIdent if ier
The unique identifier of the menu in the system. This identifier can be used to
indicate whether the menu is selected in the navigation bar. The identifier
cannot be changed.

SortSort
The display order among the same-level menus. The larger the value, the
lower the display order. Leave the Order field empty.

Parent  LevelParent  Level The displayed tree structure.

Open Wit hOpen Wit h
Specifies whether to open the menu in the current window or in a new
window.

Descript ionDescript ion The description of the menu.

6. Click OKOK.

You can modify an exist ing menu, including the menu name, URL, icon, and menu order.

PrerequisitesPrerequisites
Default  menus cannot be modified.

ProcedureProcedure

9.2.2. Modify a menu9.2.2. Modify a menu
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1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Menu Set t ingsMenu Set t ings.

4. Find the menu that you want to modify and click EditEdit  in the Act ionsAct ions column.

5. In the EditEdit  dialog box, modify the information of the menu.

For information about the menu parameters, see Create a menu.

6. Click OKOK.

You can delete menus that are no longer needed.

PrerequisitesPrerequisites
Default  menus cannot be deleted.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane of the Conf igurat ionsConf igurat ions page, click Menu Set t ingsMenu Set t ings.

4. Find the menu that you want to delete and click Delet eDelet e in the Act ionsAct ions column.

5. In the message that appears, click OKOK.

You can perform the following operations to show or hide menus:

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane of the Conf igurat ionsConf igurat ions page, click Menu Set t ingsMenu Set t ings.

4. Select  or clear the check box in the DisplayedDisplayed column corresponding to a menu.

This topic describes the specificat ion parameters of each resource type.

NAT GatewayNAT Gateway

Parameter Description

Specif icat ionsSpecif icat ions
The specifications that can be configured for NAT
Gateway.

9.2.3. Delete a menu9.2.3. Delete a menu

9.2.4. Show or hide menus9.2.4. Show or hide menus

9.3. Specifications9.3. Specifications
9.3.1. Specification parameters9.3.1. Specification parameters
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Specif icat ions Descript ionSpecif icat ions Descript ion
The description of the specifications that can be
configured for NAT Gateway.

Parameter Description

AnalyticDB for PostgreSQLAnalyticDB for PostgreSQL

Parameter Description

Specif icat ionsSpecif icat ions
The specifications that can be configured for
AnalyticDB for PostgreSQL.

Specif icat ions NameSpecif icat ions Name
The name of the instance type that can be
configured for AnalyticDB for PostgreSQL.

CPUCPU
The total number of CPU cores that can be
configured for AnalyticDB for PostgreSQL.

MemoryMemory
The memory size that can be configured for
AnalyticDB for PostgreSQL.

St orage SpaceSt orage Space
The total storage size that can be configured for
AnalyticDB for PostgreSQL.

VersionVersion The version number of AnalyticDB for PostgreSQL.

NodeNode
The number of nodes that can be configured for
AnalyticDB for PostgreSQL.

SLBSLB

Parameter Description

Specif icat ionsSpecif icat ions
The instance type that can be configured for Server
Load Balancer (SLB).

Specif icat ions NameSpecif icat ions Name
The name of the instance type that can be
configured for SLB.

Maximum Connect ionsMaximum Connect ions
The maximum number of connections that can be
configured for SLB.

New Connect ionsNew Connect ions
The number of new connections that can be
configured for SLB.

QPSQPS
The queries per second (QPS) that can be configured
for SLB.

Descript ionDescript ion
The description of the specifications that can be
configured for SLB.

ApsaraDB RDSApsaraDB RDS
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Parameter Description

Engine T ypeEngine T ype
The engine type that can be configured for
ApsaraDB RDS.

Minimum St orage (GB)Minimum St orage (GB)
The minimum amount of storage space that can be
configured for ApsaraDB RDS.

Maximum St orage (GB)Maximum St orage (GB)
The maximum amount of storage space that can be
configured for ApsaraDB RDS.

Specif icat ions NameSpecif icat ions Name
The name of the instance type that can be
configured for ApsaraDB RDS.

VersionVersion The version number of ApsaraDB RDS.

CPUsCPUs
The number of CPU cores that can be configured for
ApsaraDB RDS.

Maximum Connect ionsMaximum Connect ions
The maximum number of connections that can be
configured for ApsaraDB RDS.

Memory (GB)Memory (GB)
The memory size that can be configured for
ApsaraDB RDS.

Share T ypeShare T ype
The share type that can be configured for ApsaraDB
RDS.

PolarDB-XPolarDB-X

Parameter Description

Inst ance T ypeInst ance T ype
The instance type that can be configured for
PolarDB-X.

Inst ance T ype NameInst ance T ype Name
The name of the instance type that can be
configured for PolarDB-X.

Specif icat ionsSpecif icat ions
The specifications that can be configured for
PolarDB-X.

Specif icat ions NameSpecif icat ions Name
The name of the specifications that can be
configured for PolarDB-X.

ECSECS

Parameter Description

Inst ance FamilyInst ance Family
The instance family that is divided into different
instance types based on the scenarios for which
they are suitable.
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Specif icat ions LevelSpecif icat ions Level
The level of the instance type that can be
configured for Elastic Compute Service (ECS).

vCPUsvCPUs
The maximum number of vCPUs that can be
configured for ECS.

Memory (GB)Memory (GB) The memory size that can be configured for ECS.

Inst ance Specif icat ionsInst ance Specif icat ions The instance type that can be configured for ECS.

GPU T ypeGPU T ype The GPU type that can be configured for ECS.

GPUsGPUs The number of GPUs that can be configured for ECS.

Support ed ENIsSupport ed ENIs
The number of elastic network interface (ENIs) that
can be configured for ECS.

Number Of  Privat e IP AddressesNumber Of  Privat e IP Addresses
The number of private IP addresses that can be
configured for ECS.

Parameter Description

KVStore for RedisKVStore for Redis

Parameter Description

Specif icat ions NameSpecif icat ions Name
The name of the specifications that can be
configured for KVStore for Redis.

Inst ance Specif icat ionsInst ance Specif icat ions
The instance type that can be configured for
KVStore for Redis.

Maximum Connect ionsMaximum Connect ions
The maximum number of connections that can be
configured for KVStore for Redis.

Maximum Bandwidt hMaximum Bandwidt h
The maximum bandwidth that can be configured for
KVStore for Redis.

CPUsCPUs
The number of CPU cores that can be configured for
KVStore for Redis.

VersionVersion The version number of KVStore for Redis.

Archit ect ureArchit ect ure The architecture of KVStore for Redis.

Node T ypeNode T ype The node type of KVStore for Redis.

Service PlanService Plan
The service plan that can be configured for KVStore
for Redis.

ApsaraDB for MongoDBApsaraDB for MongoDB
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Parameter Description

Specif icat ionsSpecif icat ions
The instance type that can be configured for
ApsaraDB for MongoDB.

Inst ance Specif icat ionsInst ance Specif icat ions
The name of the specifications that can be
configured for ApsaraDB for MongoDB.

Engine T ypeEngine T ype
The engine type that can be configured for
ApsaraDB for MongoDB.

VersionVersion The version number of ApsaraDB for MongoDB.

Serial NumberSerial Number The serial number of ApsaraDB for MongoDB.

Sequence Descript ionSequence Descript ion
The description of the serial number of ApsaraDB
for MongoDB.

Maximum Connect ionsMaximum Connect ions
The maximum number of connections that can be
configured for ApsaraDB for MongoDB.

IOPSIOPS The IOPS of ApsaraDB for MongoDB.

St orage SpaceSt orage Space
The amount of storage space that can be
configured for ApsaraDB for MongoDB.

Minimum St orageMinimum St orage
The minimum amount of storage space that can be
configured for ApsaraDB for MongoDB.

Maximum St orageMaximum St orage
The maximum amount of storage space that can be
configured for ApsaraDB for MongoDB.

You can customize specificat ions for each resource type.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Specif icat ionsSpecif icat ions.

4. Select  the resource type for which you want to create specificat ions and click the ResourceResource
Specif icat ionsSpecif icat ions tab.

5. On the Resource Specif icat ionsResource Specif icat ions tab, click Creat e Specif icat ionsCreat e Specif icat ions in the upper-left  corner.

6. In the dialog box that appears, configure the specificat ions parameters.

For more information, see Specificat ion parameters.

7. Click OKOK.

9.3.2. Create specifications9.3.2. Create specifications

9.3.3. View specifications9.3.3. View specifications
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You can view the specificat ions of each resource type.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane of the Conf igurat ionsConf igurat ions page, click Specif icat ionsSpecif icat ions.

4. Click the resource type for which you want to view specificat ions.

5. On the Resource Specif icat ionsResource Specif icat ions tab, set  a regionregion, columncolumn, and valuevalue. The corresponding
information is displayed in the specificat ions list .

6. Click the Exist ing Specif icat ionsExist ing Specif icat ions tab and view the exist ing specificat ions and their quantity.

By default , newly created specificat ions are in the Enabled state.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane of the Conf igurat ionsConf igurat ions page, click Specif icat ionsSpecif icat ions.

4. Select  the resource type for which you want to disable specificat ions.

5. Click DisableDisable in the Act ionsAct ions column corresponding to the specificat ions that you want to disable.

6. In the message that appears, click OKOK.

You can export  specificat ions that you want to view and share.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Specif icat ionsSpecif icat ions.

4. Select  the resource type for which you want to export  specificat ions.

5. Click the Resource Specif icat ionsResource Specif icat ions tab and click ExportExport  in the upper-right corner to save the
specificat ions to your computer as a CSV file.

You can view specificat ions of each resource type in previous versions.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

9.3.4. Disable specifications9.3.4. Disable specifications

9.3.5. Export specifications9.3.5. Export specifications

9.3.6. View specifications of each resource type9.3.6. View specifications of each resource type
in previous versionsin previous versions
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2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane of the Conf igurat ionsConf igurat ions page, click Specif icat ionsSpecif icat ions.

4. On the Specif icat ionsSpecif icat ions page, click the resource type for which you want to view specificat ions.

5. Click the Specif icat ions Hist orySpecif icat ions Hist ory tab. View the detailed information in the specificat ions list .

This topic describes the authentication modes. Authentication modes are classified into the token
mode and the hybrid mode. You can configure an authentication mode based on your business
requirements.

Token modeToken mode
In token mode, Resource Access Management (RAM) and Security Token Service (STS) are required.
Temporary STS tokens are issued to users and cloud services to assist  in permission management.

In token mode, all cloud services use STS tokens to authenticate users. Cloud services that do not
support  STS may be affected. For example, only operations administrators and level-1 organization
administrators can log on to the console of a cloud service.

Not eNot e

On the Aut hent icat ion ModeAut hent icat ion Mode page, you can view the cloud services that support  the token
mode.

After you enable the token mode, authentication of northbound APIs may be affected.

For example, if  you use the AccessKey pair of a RAM user to call an API operation to add, delete,
modify, or query specified resources in a specified organization and resource set, and the required
RAM policies are not attached to the RAM user, an error may be returned.

WarningWarning

Before you enable the token mode, we recommend that you contact  Alibaba Cloud to evaluate
the situation. If  an error occurs when you call an API operation, disable the token mode.

Hybrid modeHybrid mode
In hybrid mode, cloud services that support  RAM and STS can st ill authenticate users based on STS
tokens. For cloud services that do not support  STS, permissions are managed based on the
authentication logic of Apsara Stack tenant accounts and RAM users. In hybrid mode, if  you select  one
or more cloud services, the cloud services use STS tokens to authenticate users. Cloud services that are
not selected st ill authenticate users in hybrid mode.

You can select  an appropriate authentication mode for different scenarios.

9.4. Authentication modes9.4. Authentication modes
9.4.1. Authentication modes9.4.1. Authentication modes

9.4.2. Configure an authentication mode9.4.2. Configure an authentication mode
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ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Aut hent icat ion ModeAut hent icat ion Mode.

4. Select  T oken ModeT oken Mode or HybridHybrid based on the scenario.

If  you select  HybridHybrid, you can specify a cloud service to use token-based authentication by
select ing the checkboxes.

Not iceNot ice

After token-based authentication is enabled, the authentication mode of northbound API
operations is affected. We recommend that you contact  the Alibaba Cloud service team for
evaluation before you enable token-based authentication. If  an error occurs when an API
operation is called, roll back and disable token-based authentication for the service.

5. In the lower part  of the page, click SaveSave.

You can view all internal messages, including read and unread messages.

ContextContext
When changes are made to or alerts are generated for an instance in a resource, all users that have read
and operation permissions on this resource receive corresponding messages.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, move the pointer over the  icon and click MoreMore.

3. In the left-side navigation pane of the Message Cent erMessage Cent er page, click the target message scope.

Choose Int ernal MessagesInt ernal Messages >  > All MessagesAll Messages to view all messages, including unread and read
messages.

Choose Int ernal MessagesInt ernal Messages >  > Unread MessagesUnread Messages to view unread messages.

Choose Int ernal MessagesInt ernal Messages >  > Read MessagesRead Messages to view read messages.

You can mark unread messages as read messages to facilitate message management.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

9.5. Message center9.5. Message center
9.5.1. View internal messages9.5.1. View internal messages

9.5.2. Mark messages as read9.5.2. Mark messages as read
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2. In the top navigation bar, move the pointer over the  icon and click MoreMore.

3. In the left-side navigation pane of the Message Cent erMessage Cent er page, choose Int ernal MessagesInt ernal Messages > >
Unread MessagesUnread Messages.

In the upper part  of the Unread MessagesUnread Messages page, click different message types to filter messages.

4. On the Unread Messages page, find the message that you want to mark as read and click Mark asMark as
ReadRead in the Act ionsAct ions column.

You can also select  the check boxes to the left  of messages and click Bat ch ReadBat ch Read in the upper-
left  corner of the page.

5. In the Mark as ReadMark as Read message, click OKOK.

You can delete messages that are no longer needed.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, move the pointer over the  icon and click MoreMore.

3. In the left-side navigation pane of the Message Cent erMessage Cent er page, choose Int ernal MessagesInt ernal Messages >  > AllAll
MessagesMessages.

4. Find the message that you want to delete on the All Messages tab or other tabs and click Delet eDelet e.

You can also select  the check boxes to the left  of messages and click Bat ch Delet eBat ch Delet e in the upper-
left  corner of the page.

This topic describes how to configure resource pools. You can modify the maximum usage of each
resource.

PrerequisitesPrerequisites
If  the physical inventory is unlimited, the logical inventory cannot be less than the used inventory.

If  the physical inventory is limited, the logical inventory cannot be less than the used inventory and
cannot be greater than the physical inventory.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Resource Pool Conf igurat ionResource Pool Conf igurat ion.

4. Select  the cloud service whose logical inventory that you want to modify and click .

You can also enter a name of the cloud service whose logical inventory that you want to modify in
the search box and then click the SearchSearch icon.

5. Click SaveSave.

9.5.3. Delete a message9.5.3. Delete a message

9.6. Configure resource pools9.6. Configure resource pools

9.7. Custom configurations9.7. Custom configurations
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You can customize the icon, platform name, and logon page of the Apsara Uni-manager Management
Console.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a platform administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Cust om Conf igurat ionsCust om Conf igurat ions.

4. In the Brand Set t ingsBrand Set t ings sect ion, click the language tab of the page that you want to modify.

5. Configure the following parameters and click OKOK.

Paramet erParamet er Descript ionDescript ion

Browser ICO Image

You can click Upload ImageUpload Image, select an image file, and then click
OpenOpen.

We recommend that you select an image whose resolution is 160 ×
36 pixels in the PNG or JPG format.

After the image is uploaded, you can click the  icon to preview it.

Before you upload a new image, you must click the  icon to

delete the existing image.

Platform Logo

You can click Upload ImageUpload Image, select an image file, and then click
OpenOpen.

We recommend that you select an image whose resolution is 160 ×
36 pixels in the PNG or JPG format.

After the image is uploaded, you can click the  icon to preview it.

Before you upload a new image, you must click the  icon to

delete the existing image.

Platform Name
You can customize a platform name.

The name can be up to 8 characters in length.

9.7. Custom configurations9.7. Custom configurations
9.7.1. Configure brands9.7.1. Configure brands
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Logon Page

You can click + Add Screen to increase the number of scrolling

screens. You can also click the  icon to the left  of a screen to

decrease the number of scrolling screens.

One to three scrolling screens can be allowed on the logon page.

After you click the tab of a screen, you can perform the following
operations:

Background ImageBackground Image: Click Upload Image, select a background
image file, and then click Open.

We recommend that you select an image whose resolution is
1,880 × 1,600 pixels in the PNG or JPG format.

After the image is uploaded, you can click the  icon to preview

it.

Before you download a new image, you must click the  icon to

delete the existing image.

Image Copywrit ingImage Copywrit ing: Customize the image content.

The image content can be up to 40 characters in length.

Copyright Notice You can customize the information of the copyright notice.

Paramet erParamet er Descript ionDescript ion
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This topic describes the quota parameters of each service.

An organization administrator can set  resource quotas and create resources within the allowed quotas
for its organization. When the quotas for the organization are used up, the system does not allow the
organization administrator to create more resources for the organization. To create more resources,
you must first  increase the quotas for the organizations.

If  no quotas are set, you can create an unlimited amount of resources.

ECSECS

Parameter Description

CPU quot a (core)CPU quot a (core)
The total number of CPU cores that you can configure for
Elastic Compute Service (ECS) and the number of used cores.

Memory quot a (G)Memory quot a (G) The total memory size that you can configure for ECS.

GPU quot a (number of  cards)GPU quot a (number of  cards) The total number of GPU cores that you can configure for ECS.

SSD quot a (G)SSD quot a (G) The total SSD capacity that you can configure for ECS.

Ef f icient  cloud disk quot a (G)Ef f icient  cloud disk quot a (G)
The total number of disks that you can configure for an ECS
instance.

VPCVPC

Parameter Description

VPC quot a (unit s)VPC quot a (unit s)
The maximum number of virtual private clouds (VPCs) that you
can configure.

OSSOSS

Parameter Description

OSS quot a (G)OSS quot a (G)
The maximum capacity that you can allocate for Object Storage
Service (OSS).

ApsaraDB RDS for MySQLApsaraDB RDS for MySQL

Parameter Description

10.Operations10.Operations
10.1. Quotas10.1. Quotas
10.1.1. Quota parameters10.1.1. Quota parameters
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CPU quot a (core)CPU quot a (core)
The total number of CPU cores that you can configure for
ApsaraDB RDS for MySQL and the number of used cores.

Memory quot a (G)Memory quot a (G)
The total memory size that you can configure for ApsaraDB RDS
for MySQL.

Disk quot a (G)Disk quot a (G)
The total storage size that you can configure for ApsaraDB RDS
for MySQL.

Parameter Description

PolarDBPolarDB

Parameter Description

CPU quot a (core)CPU quot a (core)
The total number of CPU cores that you can configure for
PolarDB and the number of used cores.

Memory quot a (G)Memory quot a (G) The total memory size that you can configure for PolarDB.

Disk quot a (G)Disk quot a (G) The total storage size that you can configure for PolarDB.

ApsaraDB RDS for SQL ServerApsaraDB RDS for SQL Server

Parameter Description

CPU quot a (core)CPU quot a (core)
The total number of CPU cores that you can configure for
ApsaraDB RDS for SQL Server and the number of used cores.

Memory quot a (G)Memory quot a (G)
The total memory size that you can configure for ApsaraDB RDS
for SQL Server.

Disk quot a (G)Disk quot a (G)
The total storage size that you can configure for ApsaraDB RDS
for SQL Server.

ApsaraDB RDS for PostgreSQLApsaraDB RDS for PostgreSQL

Parameter Description

CPU quot a (core)CPU quot a (core)
The total number of CPU cores that you can configure for
ApsaraDB RDS for PostgreSQL and the number of used cores.

Memory quot a (G)Memory quot a (G)
The total memory size that you can configure for ApsaraDB RDS
for PostgreSQL.

Disk quot a (G)Disk quot a (G)
The total storage size that you can configure for ApsaraDB RDS
for PostgreSQL.

SLBSLB
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Parameter Description

VIP quot a (unit s)VIP quot a (unit s)
The maximum number of internal IP addresses that you can
configure for Server Load Balancer (SLB).

Public net work VIP quot a (unit s)Public net work VIP quot a (unit s)
The maximum number of public IP addresses that you can
configure for SLB.

EIPEIP

Parameter Description

EIP quot a (unit s)EIP quot a (unit s)
The maximum number of elastic IP addresses (EIPs) that you
can configure.

MaxComputeMaxCompute

Parameter Description

CU quot a (unit s)CU quot a (unit s)
The total number of capacity units (CUs) that you can configure
for MaxCompute.

Disk quot a (G)Disk quot a (G) The total storage size that you can configure for MaxCompute.

KVStore for RedisKVStore for Redis

Parameter Description

Memory quot a (G)Memory quot a (G)
The total memory size that you can configure for KVStore for
Redis.

PolarDB-XPolarDB-X

Parameter Description

CPU quot a (core)CPU quot a (core) The total number of CPUs that you can configure for PolarDB-X.

AnalyticDB for PostgreSQLAnalyticDB for PostgreSQL

Parameter Description

CPU quot a (core)CPU quot a (core)
The total number of CPU cores that you can configure for
AnalyticDB for PostgreSQL and the number of used cores.

Memory quot a (G)Memory quot a (G)
The total memory size that you can configure for AnalyticDB for
PostgreSQL.

Disk quot a (G)Disk quot a (G)
The total storage size that you can configure for AnalyticDB for
PostgreSQL.
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ApsaraDB for MongoDBApsaraDB for MongoDB

Parameter Description

CPU quot a (core)CPU quot a (core)
The total number of CPU cores that you can configure for
ApsaraDB for MongoDB and the number of used cores.

Memory quot a (G)Memory quot a (G)
The total memory size that you can configure for ApsaraDB for
MongoDB.

Disk quot a (G)Disk quot a (G)
The total storage size that you can configure for ApsaraDB for
MongoDB.

Dedicated hostsDedicated hosts

Parameter Description

DDH quot a (unit s)DDH quot a (unit s) The number of dedicated hosts.

You can set  quotas for each organization to allocate and manage resources for each organization in an
appropriate manner.

PrerequisitesPrerequisites
You must set  quotas for a parent organization before you can set  quotas for its subordinate
organizations.

ContextContext
If  the parent organization (not including level-1 organizations) has quotas, the available quotas for a
subordinate organization are equal to the quotas for the parent organization minus the quotas for
other subordinate organizations.

This topic describes how to set  quotas for Elast ic Compute Service (ECS). You can set  quotas for other
cloud resources in a similar manner.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an organization administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, click Quot asQuot as.

4. In the Organizat ional Archit ect ureOrganizat ional Archit ect ure sect ion, click the name of the organization that you want to
manage.

5. Click ECSECS.

6. In the upper-right corner of the quota sect ion, click the  icon.

7. Set  the total quotas and click SaveSave.

For information about quota parameters, see Quota parameters.

10.1.2. Set quotas for a cloud service10.1.2. Set quotas for a cloud service
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Administrators can adjust  quotas for cloud resources based on their organizational requirements.

ContextContext
This topic describes how to modify quotas for Elast ic Compute Service (ECS). You can modify quotas for
other cloud resources in a similar manner.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an organization administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, click Quot asQuot as.

4. In the Organizat ional Archit ect ureOrganizat ional Archit ect ure sect ion, click the name of the organization that you want to
manage.

5. Click ECSECS.

6. In the upper-right corner of the quota sect ion, click the  icon.

7. After you modify the quotas, click SaveSave.

For more information about specificat ion parameters, see Quota parameters.

Administrators can reset  quotas to remove quota limits on cloud resources.

PrerequisitesPrerequisites
Before you delete a quota for an organization, make sure that no subordinate organizations have
quotas.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an organization administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, click Quot asQuot as.

4. In the Organizat ional Archit ect ureOrganizat ional Archit ect ure sect ion, click the name of the organization that you want to
manage.

5. Click the cloud service for which to reset  quotas.

6. In the upper-right corner of the quota sect ion, click the  icon.

7. In the message that appears, click OKOK.

10.1.3. Modify quotas10.1.3. Modify quotas

10.1.4. Reset quotas10.1.4. Reset quotas

10.1.5. Quota alert management10.1.5. Quota alert management

10.1.5.1. Create a rule for quota alerts10.1.5.1. Create a rule for quota alerts
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This topic describes how to create a rule for quota alerts.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Quot asQuot as > Quot a Alert sQuot a Alert s.

4. On the Quot a Alert sQuot a Alert s page, click Creat e AlertCreat e Alert .

5. In the Creat e Quot a AlertCreat e Quot a Alert  dialog box, specify the Organizat ion and Resource SetOrganizat ion and Resource Set , RegionRegion,
Cloud Service Cat egoryCloud Service Cat egory, Alert  NameAlert  Name, and Alert  crit eriaAlert  crit eria parameters.

Parameter descript ion

Paramet erParamet er ValuesValues Descript ionDescript ion

Alert  crit eriaAlert  crit eria

UsedUsed
An alert is generated when the quota used by the
organization and its subordinate organizations
exceeds the configured threshold.
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Remaining AvailableRemaining Available
Quot aQuot a

An alert is generated when the remaining
available quota of the organization and its
subordinate organizations is lower than the
configured threshold.

T hresholdT hreshold

NumberNumber
Set this parameter according to your business
requirements.

Percent agePercent age

Paramet erParamet er ValuesValues Descript ionDescript ion

6. (Optional) Specify an Internet URL in the Alert  Callback box for receiving alerts. Alerts are sent to
the URL by using POST requests over the HTTP protocol.

7. Click OKOK.

This topic describes how to modify a quota alert .

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Quot asQuot as > Quot a Alert sQuot a Alert s.

4. (Optional) On the Quot a Alert sQuot a Alert s page, click Advanced Filt erAdvanced Filt er and enter the name of the alert  that
you want to modify. You can also search the alert  by Organizat ion and Resource SetOrganizat ion and Resource Set , RegionRegion,
or Cloud Service Cat egoryCloud Service Cat egory.

5. Find the alert  that you want to modify and click EditEdit  in the Act ionsAct ions column.

6. In the Edit  Quot a AlertEdit  Quot a Alert  dialog box, modify the sett ings of the Alert  NameAlert  Name, Alert  crit eriaAlert  crit eria, AlertAlert
T hresholdT hreshold, and Alert  CallbackAlert  Callback parameters.

7. After the modificat ion is complete, click OKOK.

This topic describes how to delete a quota alert . You can delete quota alerts that you no longer
require.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Quot asQuot as > Quot a Alert sQuot a Alert s.

10.1.5.2. Modify a quota alert10.1.5.2. Modify a quota alert

10.1.5.3. Delete a quota alert10.1.5.3. Delete a quota alert
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4. (Optional) On the Quot a Alert sQuot a Alert s page, click Advanced Filt erAdvanced Filt er and enter the name of the alert  that
you want to delete. You can also search an alert  by Organizat ion and Resource SetOrganizat ion and Resource Set , RegionRegion, or
Cloud Service Cat egoryCloud Service Cat egory.

5. Find the alert  that you want to delete and click Delet eDelet e in the Act ionsAct ions column.

6. In the message that appears, click OKOK.

By viewing alerts, you can understand the usage of resource quotas and obtain exception information
in a t imely manner.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Quot asQuot as > Quot a Alert  Hist oryQuot a Alert  Hist ory.

4. (Optional) On the Quota Alert  History page, specify Alert  T riggered AtAlert  T riggered At , Organizat ion andOrganizat ion and
Resource SetResource Set , RegionRegion, Cloud Service Cat egoryCloud Service Cat egory, or Alert  NameAlert  Name to filter the alert  history.

5. Click the alert  name to view the alert  information.

Not eNot e

The quota alert  history is updated once a day.

The Apsara Uni-manager Management Console shows the number of resource instances that run in the
Apsara Stack environment by t ime, organization, resource set, and region. You can also export
stat ist ical reports from the Apsara Uni-manager Management Console.

ContextContext
The following cloud resources support  usage stat ist ics: Elast ic Compute Service, Container Service for
Kubernetes, Container Registry Standard Edit ion, Virtual Private Cloud, Server Load Balancer, VPN
Gateway, Express Connect, NAT Gateway, IPv6 Gateway, Cloud Service Bus, Object  Storage Service,
ApsaraDB RDS for MySQL, Elast ic IP Address, Tablestore, PolarDB-X V1.0, KVStore for Redis, Analyt icDB
for PostgreSQL, Apsaradb MongoDB, Graph Database, ApsaraDB RDS for PostgreSQL ,ApsaraDB RDS for
SQL Server, Log Service, Elast ic Block Store, ECS Snapshot, Auto Scaling, API Gateway, Key Management
Service, Realt ime Compute, MaxCompute, Data Management, DataHub, Elast icsearch on Kubernetes,
Enterprise Distributed Application Service, Dedicated Host, ApsaraDB for OceanBase, Bast ionhost  (Early
Version), Cloud-native Bast ionhost, Internet Firewall, VPC Firewall, Threat Detect ion Service, Database
Audit , Web Application Firewall, Anti-DDoS Service, and Network Traffic Monitoring System.

10.1.6. View the quota alert history10.1.6. View the quota alert history

10.2. Usage statistics10.2. Usage statistics
10.2.1. View the usage statistics of cloud10.2.1. View the usage statistics of cloud
resourcesresources
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The following procedure uses Elast ic Compute Service as an example to describe how to view usage
statist ics. You can view the usage stat ist ics of other cloud resources in a similar manner.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, click Usage St at ist icsUsage St at ist ics.

4. Click Elast ic Comput e ServiceElast ic Comput e Service.

5. Click the  icon to specify a period of t ime and click SearchSearch. You can also search for instances by

organizat ionorganizat ion, resource setresource set , regionregion, or inst ance IDinst ance ID.

6. (Optional)Click the  icon to save the displayed information to your computer as an XLS file.

The exported file is named <Resource type name>.xls. Find the downloaded file from the
download path in the browser sett ing.

Not e Not e In the console, you can view or export  up to 500 stat ist ical records to an XLS file. If
you want more stat ist ical data, you can call the MeteringQuery operation.

You can use reports to view the most recent resources, quotas, and CloudMonitor data of each service.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose St at ist ical AnalysisSt at ist ical Analysis > Report sReport s.

4. Click the tab that you want to view.

You can click the Resource ReportResource Report , Quot a reportQuot a report , or Cloudmonit or reportCloudmonit or report  tab.

5. (Optional) Set  Organizat ion and resource setOrganizat ion and resource set  and GeographicalGeographical and click SearchSearch.

6. Click the service that you want to view.

View the most recent data of the service.

You can export  the resources, quotas, or monitoring data that you want to view at  the same t ime
based on cloud service types.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

10.3. Statistical analysis10.3. Statistical analysis
10.3.1. View reports of current data10.3.1. View reports of current data

10.3.2. Export reports10.3.2. Export reports
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2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose St at ist ical AnalysisSt at ist ical Analysis > Report sReport s.

4. Click the tab that you want to view.

You can click the Resource ReportResource Report  or Quot a ReportQuot a Report  tab.

5. (Optional) Search for reports by organization and resource set  or region.

You can click ResetReset  to clear all f ilter propert ies.

6. Use one of the following methods to export  data:

Export  reports by service.

a. Click Creat e Report  Export  T askCreat e Report  Export  T ask.

b. In the Creat e Report  Export  T askCreat e Report  Export  T ask dialog box, enter a report  name and configure other
parameters based on your business requirements. Then, click OKOK.

Export  reports by instance.

a. Click the name of a service.

b. Select  instances and click Export  Select ed report sExport  Select ed report s in the lower-left  corner of the page.

This topic describes how to download reports of historical data. You can download data reports of
cloud services within the specified period of t ime, resource set, and region by creating download tasks.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane of the Operat ionsOperat ions page, choose St at ist ical AnalysisSt at ist ical Analysis >
Download Cent erDownload Cent er.

4. On the Download Cent erDownload Cent er page, click Creat e Download T askCreat e Download T ask.

10.3.3. Download reports of historical data10.3.3. Download reports of historical data
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5. Configure the parameters of the download task.

Paramet erParamet er Descript ionDescript ion

Report  NameReport  Name The name of the report.

Report  T ypeReport  T ype

The type of the report. Valid values:

Metering Report

Resource Monitoring Statistic Report

Resource Report

Quota Report

Detailed Billing Report

ProductProduct
The cloud service for which you want to download reports. You can
select multiple cloud services.

St art  T ime and End T imeSt art  T ime and End T ime The start t ime and end time of the data.

Organiz at ion and ResourceOrganiz at ion and Resource
SetSet ss

The organization to which the data belongs. You can select
multiple organizations.
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RegionRegion The region of the data. You can select multiple regions.

Paramet erParamet er Descript ionDescript ion

6. Click OOKK.

7. After the Creat edCreat ed message appears, the Download Cent erDownload Cent er page appears. Enter the information
of the created report  in the search box and click SearchSearch to search for the created download task.

8. After In progressIn progress changes to Complet edComplet ed in the St at usSt at us column, click Download report sDownload report s in the
Act ionAct ion column.

You can use tags to classify and manage resources from different dimensions.

Each tag consists of a tag key and a tag value. On the T ag managementT ag management  page, you can view all tag
keys and values, as well as the information about the resources to which the tags are added.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, click T agsT ags.

4. In the left-side navigation pane of the T ag managementT ag management  page, click the name of the tag whose
values that you want to view. You can also view the number of cloud services to which the tag is
added.

5. (Optional) In the left-side tag key list , click . In the Filt er Condit ionsFilt er Condit ions dialog box, configure the

following filters based on your business requirements: T he organizat ion of  t he resourceT he organizat ion of  t he resource,
Resource setResource set , T he region of  t he resourceT he region of  t he resource, and KeywordKeyword. You must configure T heT he
organizat ion of  t he resourceorganizat ion of  t he resource.

This topic describes how to create a tag and add the tag to resources.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, click T agsT ags.

4. On the T ag managementT ag management  page, click Creat e t agsCreat e t ags.

10.4. Tag management10.4. Tag management

10.4.1. Query tags10.4.1. Query tags

10.4.2. Create a tag10.4.2. Create a tag

apsara base Apsara Uni-manager Management  C
onsole User Guide··Operat ions

> Document  Version: 20220905 132



i. In the Creat e t ags and bind resourcesCreat e t ags and bind resources dialog box, select  an exist ing tag key and tag value
or enter a new tag key or tag value. Click NextNext .

Not eNot e

You can create up to 20 tags and add the tags to resources at  a t ime. A tag key must be
unique.

ii. In the Creat e t ags and bind resourcesCreat e t ags and bind resources dialog box, select  the organization and resource set
to which the resource belongs, select  the region where the resource resides, select  the cloud
service to which the resource belongs, and then click NextNext .

Not eNot e

You can select  up to 50 cloud resources at  a t ime.

iii. Confirm the information about the tag and resource, and click OKOK.

The billing system collects resource usage stat ist ics for each service, organization, or resource set  per
month. You are charged for the consumed resources based on the billing rules.

Billing configurationsBilling configurations
Billing configurations involve four terms to meet complex billing requirements. These configurations
cover a variety of aspects such as basic prices, t ime policies, organization policies, and discount policies.

The following terms from bottom up are used for different billing logics:

Billable item: specifies prices and billing methods.

Billing rule: specifies the billing range of services.

Billing policy: specifies organization policies and discount capabilit ies of services.

Billing plan: specifies billing t ime policies and discount capabilit ies.

Billing overviewBilling overview
On the Billing overview page, you can view the numbers of billing plans, policies, and rules that are
available and in use. You can also view the effect ive t ime of billing plans and policies.

1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing OverviewBilling Overview.

In the upper part  of the Billing overview page, you can view the numbers of billing plans, policies,
and rules that are available and in use in the Billing planBilling plan, Billing PolicyBilling Policy, and Billing rulesBilling rules sect ions.

10.5. Billing management10.5. Billing management
10.5.1. Billing overview10.5.1. Billing overview
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4. In the lower part  of the page, the effect ive t ime of billing plans and policies is displayed in a Gantt
chart. You can select  an option from the drop-down list  in the upper-right corner to change the
time span of the chart.

5. You can slide the Gantt  chart  left  and right to view whether billing plans and policies are effect ive
within different periods of t ime. Click Locat eDayLocat eDay in the upper-right corner of the page to reset  the
time to the current day.

Billable items define the billing methods of services. This topic describes how to create a billable item.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing RulesBilling Rules.

4. Click the billing rule to which you want to add a billable item.

5. On the Billing rule det ailsBilling rule det ails page, click Creat e a billing it emCreat e a billing it em.

6. In the Creat e a billing it emCreat e a billing it em panel, set  the following parameters.

Paramet erParamet er RequiredRequired Descript ionDescript ion

Billing it emBilling it em
namename

Yes
The name of the custom billable item. The name can be up
to 64 characters in length and must be unique.

Billing it emBilling it em
descript iondescript ion

No
The description of the custom billable item. The description
can be up to 256 characters in length.

10.5.2. Billable items10.5.2. Billable items

10.5.2.1. Create a billable item10.5.2.1. Create a billable item
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Unit  priceUnit  price
inf ormat ioninf ormat ion
set t ingsset t ings Yes

The pricing logic of a specific service feature within a unit
quantity. Valid values:

Fixed pricingFixed pricing: You are charged for each instance on an
hourly basis at a fixed rate that does not change with
variables within a unit  quantity.

For example, the storage feature does not have
properties such as specifications. You are charged at a
fixed rate for each GB of stored data. This pricing logic is
fixed pricing.

PricingPricing: Service prices change with properties such as
specifications. Prices vary based on types or property
values.

For example, Elastic Compute Service (ECS) provides a
variety of instance types at different prices. Metering
fields and values can be found in the metering data. The
system obtains the values of specific metering fields from
the metering data to determine the unit  price of an
instance.

Additionally, the prices of some services are not entirely
determined by specifications. For example, the prices of
resources with identical specifications may vary based on
their region. In metering pricing mode, prices are
determined by a combination of Primary pricingPrimary pricing and
From pricingFrom pricing, which is similar to MySQL composite
indexes.

After you set Primary pricingPrimary pricing and From pricingFrom pricing, you can
click Download pricing f ileDownload pricing f ile. Then, you can edit  the
billable items and prices in the file and click UploadUpload
pricing f ilepricing f ile  to upload the file again.

Not eNot e

A maximum of two fields can be combined to
determine prices.

Paramet erParamet er RequiredRequired Descript ionDescript ion
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Quant it yQuant it y
inf ormat ioninf ormat ion
set t ingsset t ings Yes

The quantity of resources used in a service within 1 hour.
Valid values:

Fixed quant it yFixed quant it y: The number of instances is fixed in each
metering data record. For example, you are charged for
an ECS instance based on its instance type. Each metering
data record represents an instance. Then, the quantity is
1.

Met ering quant it yMet ering quant it y: The number of instances is defined
in each metering data record. A field in the metering data
must be used to specify the quantity. During billing, the
system obtains the value of this field in the metering data
and calculates fees.

For example, for Object Storage Service (OSS), the value
of the Storage field in the metering data indicates the
amount of used storage space. If you are charged for the
amount of used storage space, the Storage field must be
specified to define the quantity property.

Conversion factor: The unit  used to measure metering data
may not be the same as that used to determine the price.
For example, the storage price is calculated based on the
amount of GBs consumed in OSS. In the metering data, the
unit of the Storage value may be byte. Therefore, a
conversion factor must be declared in the definit ion of each
quantity. You can divide a quantity in the metering data by a
conversion factor to convert the original unit  to the unit  in a
price.

Billing unitBilling unit Yes The unit  of the custom billable item. Example: USD/hour.

Paramet erParamet er RequiredRequired Descript ionDescript ion

7. Click Det ermineDet ermine.

You can clone an exist ing billable item to create the same or a similar billable item.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing RulesBilling Rules.

4. Click the name of the billing rule that you want to manage.

5. In the Billing it emBilling it em sect ion, f ind the billable item that you want to clone and click CloneClone in the
Operat ionOperat ion column.

6. In the Creat e a billing it emCreat e a billing it em panel, modify parameters of the billable item.

10.5.2.2. Clone a billable item10.5.2.2. Clone a billable item
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For more information about billable item parameters, see Create a billable item.

7. Click Det ermineDet ermine.

This topic describes how to modify a billable item.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing RulesBilling Rules.

4. Click the name of the billing rule that you want to manage.

5. In the Billing it emBilling it em sect ion, f ind the billable item that you want to modify and click Edit ingEdit ing in the
Operat ionOperat ion column.

6. In the Modif y billing it emsModif y billing it ems panel, modify parameters of the billable item.

7. Click Det ermineDet ermine.

WarningWarning

If you modify billing items that are in use, billing data may change. This change cannot be undone.
Proceed with caution.

You can delete billable items that are incorrect  or no longer needed.

PrerequisitesPrerequisites
At least  one billable item is retained in a billing rule.

WarningWarning

If you delete billable items, billing data may change. This change cannot be undone. Proceed with
caution.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing RulesBilling Rules.

4. Click the name of the billing rule that you want to manage.

5. In the Billing it emBilling it em sect ion, f ind the billable item that you want to delete and click Delet eDelet e in the
Operat ionOperat ion column.

10.5.2.3. Modify a billable item10.5.2.3. Modify a billable item

10.5.2.4. Delete a billable item10.5.2.4. Delete a billable item
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A billing rule consists of all billable items of a service. Billing rules define which billing dimensions are
used for services. This topic describes how to create a billing rule for a cloud service.

Background informationBackground information
Service fees are accumulated from mult iple billable items. A billing rule must contain at  least  one
billable item. The number of billable items of a cloud service is unlimited. However, we recommend that
you do not configure large numbers of billable items.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billings ManagementBillings Management  > Billing RulesBilling Rules.

4. Click Creat e billing rulesCreat e billing rules.

5. In the Creat e billing rulesCreat e billing rules panel, set  the following parameters.

Paramet erParamet er RequiredRequired Descript ionDescript ion

Rule nameRule name Yes
The name of the custom billing rule. The name
can be up to 64 characters in length and must be
unique.

Rule descript ionRule descript ion No
The description of the custom billing rule. The
description can be up to 256 characters in length.

Associat ed cloudAssociat ed cloud
product sproduct s

Yes
The associated cloud service that you want to
manage.

Select  billing it emSelect  billing it em Yes

After you select an associated cloud service, you
can select billable items. A maximum of three
billable items can be selected.

If no appropriate billable item is available, you
can click Create billing items to create billable
items based on actual requirements. For more
information, see Create a billable item.

6. Click Det ermineDet ermine.

10.5.3. Billing rules10.5.3. Billing rules

10.5.3.1. Create a billing rule10.5.3.1. Create a billing rule

10.5.3.2. View billing rules10.5.3.2. View billing rules
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This topic describes how to view exist ing billing rules and their details.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billings ManagementBillings Management  > Billing RulesBilling Rules.

4. (Optional) Use the following methods to filter billing rules:

Select  a cloud service associated with billing rules from the service drop-down list  and click
SearchSearch to view all billing rules of the cloud service.

Select  All st at usesAll st at uses, Not  usedNot  used, In useIn use, or UsedUsed from the status drop-down list  and click SearchSearch
to view all billing rules in the corresponding state.

Enter a billing rule name in the search box and click SearchSearch to search for the billing rule. Fuzzy
search is supported.

Not eNot e

These filter methods can be used individually or in combination to more easily view and classify
exist ing billing rules.

5. On the Billing rules page, view Rule NAME/St at usRule NAME/St at us, Associat ed cloud product sAssociat ed cloud product s, RuleRule
descript iondescript ion, Number of  associat ed policiesNumber of  associat ed policies, Included billing it emsIncluded billing it ems, and FeeFee.

6. Click the name of the billing rule that you want to view.

On the billing rule details page, you can view Billing PolicyBilling Policy, Billing f ieldBilling f ield, and Billing it emBilling it em of the
billing rule.

7. Click the  icon to the left  of the billable item name.

You can view st at usst at us, Unit  Price t ypeUnit  Price t ype, Met ering f ieldMet ering f ield, PricingPricing, Bill present at ionBill present at ion, Quant it yQuant it y
t ypet ype, Quant it y valueQuant it y value, and Conversion f act orConversion f act or of the billable item.

You can clone an exist ing billing rule to create the same or a similar billing policy.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billings ManagementBillings Management  > Billing RulesBilling Rules.

4. Find the billing rule that you want to clone and click CloneClone in the Operat ionOperat ion column.

5. In the Creat e billing rulesCreat e billing rules panel, modify billing rule parameters based on your requirements.

For more information about billing rule parameters, see Create a billing rule.

6. Click Det ermineDet ermine.

10.5.3.3. Clone a billing rule10.5.3.3. Clone a billing rule
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This topic describes how to modify a billing rule.

PrerequisitesPrerequisites
After a billing rule is created, you cannot delete billable items that are in effect  from the billing rule.
You can create billable items in the billing rule, but these newly created billable items do not take
effect. To modify billable items that are in effect  in a billing rule, you must clone the billing rule. For
more information, see Clone a billing rule.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billings ManagementBillings Management  > Billing RulesBilling Rules.

4. Click the name of the billing rule that you want to modify.

5. Modify the basic information of the billing rule.

i. In the Basic inf ormat ionBasic inf ormat ion sect ion, click Edit ingEdit ing.

You can modify Rule nameRule name and Rule descript ionRule descript ion.

ii. Click SaveSave.

6. Modify the billable items of the billing rule.

i. In the Billing it emBilling it em sect ion, f ind the billable item that you want to modify and click Edit ingEdit ing in
the Operat ionOperat ion column.

ii. In the Modif y billing it emsModif y billing it ems panel, modify related parameters and click Det ermineDet ermine.

For more information about billable item parameters, see Create a billable item.

WarningWarning

If you modify billing rules that are in use, billing data may change. This change cannot be undone.
Proceed with caution.

You can delete billing rules that are incorrect  or no longer needed.

PrerequisitesPrerequisites
A billing rule is preconfigured for each service. This rule is used as the default  billing rule and cannot be
deleted. Default  billable items in the default  billing rule cannot be deleted. You can create other
billable items.

10.5.3.4. Modify a billing rule10.5.3.4. Modify a billing rule

10.5.3.5. Delete a billing rule10.5.3.5. Delete a billing rule
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WarningWarning

If you delete a billing rule, billing data may change. This change cannot be undone. Proceed with
caution.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billings ManagementBillings Management  > Billing RulesBilling Rules.

4. Find the billing rule that you want to delete and click Delet eDelet e in the Operat ionOperat ion column.

5. In the Do you want  t o delet e t his ruleDo you want  t o delet e t his rule message, click Delet eDelet e.

This topic describes how to view exist ing billing policies.

Background informationBackground information
A billing policy consists of billing rules of mult iple cloud services. A billing policy defines billing rules for a
group of services, including organizations for which the billing policy is in effect  and discounts for all
services.
A billing policy includes a billing rule for each service, a list  of organizations for which the billing policy is
in effect, and a discount for each service. The discount for each service can be different.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PoliciesBilling Policies.

4. (Optional) Use one of the following methods to filter billing policies:

Select  All st at usesAll st at uses, Not  usedNot  used, In useIn use, or UsedUsed from the status drop-down list  and click SearchSearch
to view all billing policies in the corresponding state.

Enter a billing policy name in the search box and click SearchSearch to search for the billing policy.
Fuzzy search is supported.

Not eNot e

These filtering methods can be used individually or in combination to more easily view and
classify exist ing billing policies.

5. On the Billing Policy page, view Policy name/St at usPolicy name/St at us, Include rulesInclude rules, Associat ion planAssociat ion plan, and
Associat ed organizat ionsAssociat ed organizat ions.

10.5.4. Billing policies10.5.4. Billing policies

10.5.4.1. View billing policies10.5.4.1. View billing policies
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Move the pointer over the number of rules in the Include rulesInclude rules column to view the list  of rule
names. You can click a rule name to view its details.

Move the pointer over the number of plans in the Associat ion planAssociat ion plan column to view the list  of
plan names. You can click a plan name to view its details.

6. Click the name of the billing policy that you want to view.

On the Billing Policy det ailsBilling Policy det ails page, you can view Basic Inf ormat ionBasic Inf ormat ion and Billing rulesBilling rules of the
billing policy.

7. In the Billing rulesBilling rules sect ion, billing rules included in the billing policy are displayed as a table.

Filter and search for billing rules by rule st at usrule st at us, product  nameproduct  name, and rule namerule name.

8. Click icons in the upper-right corner of the Billing rulesBilling rules sect ion to customize how the Billing rulesBilling rules
sect ion is displayed.

IconIcon Descript ionDescript ion

Shows the list  in full screen mode. You can click the  icon in the upper-

right corner to exit  the full screen mode.

Selects the size of cells and fonts in the list. Valid values:

Default

Compact

Selects or clears check boxes to determine the items to be displayed in the
list. You can also click ResetReset  to restore the list  to its original settings.

This topic describes how to create a billing policy.

Background informationBackground information
The system requires that each billing policy includes all services for which billing is enabled. If  a service in
a billing policy is provided free of charge, the discount rate can be set  to 0. This discount property
takes effect  only in the billing policy and does not belong to billing rules.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PoliciesBilling Policies.

4. Click Creat e a billing policyCreat e a billing policy.

5. In the Creat e a billing policyCreat e a billing policy panel, set  the following parameters.

10.5.4.2. Create a billing policy10.5.4.2. Create a billing policy
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Paramet erParamet er Descript ionDescript ion

Policy name
The name of the custom billing policy. The name can be up to 64
characters in length and must be unique.

Note
The description of the custom billing policy. The description can be
up to 256 characters in length.

Policy effective range

The level-1 organization for which the custom billing policy takes
effect. You can select All organiz at ions t ake ef f ectAll organiz at ions t ake ef f ect  to assign
the billing policy to all level-1 organizations.

If a metering data record belongs to an organization or a
subordinate organization in the organization list  to which a billing
policy is assigned, the billing policy is the only one that is applicable
to the metering data record.

Bind billing rules

You can perform the following operations to select a billing rule:

i. Click a service name.

ii. Select the billing rule that you want to use on the right.

iii. In the Set  discount  rat e Set  discount  rat e column, enter a discount rate. If this
service is provided free of charge, set the discount rate to 0.
The discount rate cannot exceed 10.

The default discount rate is set to 1 for all services, which indicates
no discount. After fees of metering data of a service are calculated
based on billing rules, the fees are multiplied by the discount rate
of the service in the billing policy to calculate the price, discount,
and original price. The original price is the sum of the price and the
discount.

6. Click Det ermineDet ermine.

You can clone an exist ing billing policy to create the same or a similar billing policy.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PoliciesBilling Policies.

4. Find the billing policy that you want to clone and click CloneClone in the Operat ionOperat ion column.

5. In the Creat e a billing policyCreat e a billing policy panel, modify the configurations of the billing policy based on your
requirements.

For information about billing policy parameters, see Create a billing policy.

10.5.4.3. Clone a billing policy10.5.4.3. Clone a billing policy
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6. Click Det ermineDet ermine.

This topic describes how to modify a billing policy.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PoliciesBilling Policies.

4. Click the name of the billing policy that you want to modify.

5. Modify the basic information of the billing policy.

i. In the Basic inf ormat ionBasic inf ormat ion sect ion, click Edit ingEdit ing.

Policy namePolicy name, Associat ed organizat ionsAssociat ed organizat ions, and Not eNot e can be modified.

ii. Click SaveSave.

6. Modify the billing rules and discount rates for each service.

i. In the Billing rulesBilling rules sect ion, click Edit ingEdit ing.

ii. Separately modify the billing rules and discount rates.

Select  the desired billing rule in the Rule nameRule name column corresponding to the service that
you want to manage.

Enter the expected discount rate in the Discount  rat eDiscount  rat e column corresponding to the service
that you want to manage.

iii. Click SaveSave.

WarningWarning

If you modify billing rules that are in use, billing data may change. This change cannot be undone.
Proceed with caution.

You can delete billing policies that are incorrect  or no longer needed.

PrerequisitesPrerequisites
A billing policy is preconfigured in the system. This policy is used as the default  billing policy and cannot
be deleted.

WarningWarning

If you delete a billing policy, billing data may change. This change cannot be undone. Proceed with
caution.

ProcedureProcedure

10.5.4.4. Modify a billing policy10.5.4.4. Modify a billing policy

10.5.4.5. Delete a billing policy10.5.4.5. Delete a billing policy
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1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PoliciesBilling Policies.

4. Find the billing policy that you want to delete and click Delet eDelet e in the Operat ionOperat ion column.

5. In the Do you want  t o delet e t he policyDo you want  t o delet e t he policy message, click Delet eDelet e.

This topic describes how to view exist ing billing plans.

Background informationBackground information
A billing plan consists of mult iple billing policies that are configured with an effect ive t ime and
priorit ies.
A billing plan specifies a t ime range for billing policies. This enables the billing system to use different
billing policies at  different periods of t ime.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PlansBilling Plans.

4. (Optional) Use one of the following methods to filter billing plans:

Select  All st at usesAll st at uses, Not  usedNot  used, In useIn use, or UsedUsed from the status drop-down list  and click SearchSearch
to view all billing plans in the corresponding state.

Set  St art  Dat eSt art  Dat e and End Dat eEnd Dat e from the date picker and click SearchSearch to view all billing plans that
are in effect  within the specified period of t ime.

Not eNot e

These filtering methods can be used individually or in combination to more easily view and
classify exist ing billing plans.

5. On the Billing plan page, view Plan NAME/St at usPlan NAME/St at us, Billing PolicyBilling Policy, Billing rulesBilling rules, Priorit yPriorit y, and
Ef f ect ive t imeEf f ect ive t ime of a billing plan.

Move the pointer over the number of policies in the Billing PolicyBilling Policy column to view the list  of
policy names. You can click a policy name to view its details.

Move the pointer over the number of rules in the Billing rulesBilling rules column to view the list  of rule
names. You can click a rule name to view its details.

The greater the number in the Priorit yPriorit y column, the higher the priority of the plan.

6. Click the name of the billing plan that you want to view.

On the Billing plan det ailsBilling plan det ails page, you can view Basic inf ormat ionBasic inf ormat ion and Billing Policy listBilling Policy list  of the
billing plan.

10.5.5. Billing plans10.5.5. Billing plans

10.5.5.1. View billing plans10.5.5.1. View billing plans
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7. In the Billing Policy listBilling Policy list  sect ion, view the billing policies contained in the billing plan.

You can filter and search for billing policies by st at usst at us and policy namepolicy name.

8. Click icons in the upper-right corner of the Billing Policy listBilling Policy list  sect ion to customize how the BillingBilling
Policy listPolicy list  sect ion is displayed.

IconIcon Descript ionDescript ion

Shows the list  in full screen mode. You can click the  icon in the upper-

right corner to exit  the full screen mode.

Selects the size of cells and fonts in the list. Valid values:

Default

Compact

Refreshes the list  of billing policies.

Selects or clears check boxes to determine the items to be displayed in the
list. You can also click ResetReset  to restore the list  to its original settings.

This topic describes how to create a billing plan.

PrerequisitesPrerequisites
To simplify billing configurations and avoid unexpected charges due to excessive billing plans, a
maximum of nine billing pans can be created (not including the default  billing plan).

To avoid errors caused by empty policies in a billing plan, the default  billing policy is included in each
billing plan. By default , the default  billing policy has the lowest priority. This ensures that at  least  one
billing policy is available after the billing plan is assigned to metering data.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PlansBilling Plans.

4. Click Creat e a billing planCreat e a billing plan.

5. In the Creat e a billing planCreat e a billing plan panel, set  the following parameters.

10.5.5.2. Create a billing plan10.5.5.2. Create a billing plan
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Paramet erParamet er RequiredRequired Descript ionDescript ion

Plan Name Yes
The name of the custom billing plan. The name can be up to
64 characters in length and must be unique.

Effective t ime Yes
The period of t ime for which the billing plan is in effect. You
can select Permanent ly ef f ect ivePermanent ly ef f ect ive. This way, the billing
plan is in effect all the t ime.

Plan priority Yes
The priority of the billing plan in the billing system. The
priority must be an integer greater than or equal to 0. The
greater the number, the higher the priority.

Plan Remarks No
The description of the custom billing plan. The description
can be up to 256 characters in length.

Bind a billing
policy

Yes

You can add a billing policy and set the effective t ime and
discount rate for each policy. Perform the following
operations:

i. Click Add a billing policyAdd a billing policy.

ii. (Optional) Select a state from the All st at usesAll st at uses  drop-
down list  and click SearchSearch.

iii. Select the billing policies that you want to add.

iv. Click Det ermineDet ermine.

v. Set Policy Ef f ect ive T imePolicy Ef f ect ive T ime and Discount  rat eDiscount  rat e for
each billing policy. The discount rate must be greater
than 0 and less than or equal to 10.

6. Click Det ermineDet ermine.

Not eNot e

Each billing policy in a billing plan has a priority. When metering data is matched to a billing plan,
billing policies in the billing plan are selected based on their priorit ies. When a billing policy is
selected, bills are generated only based on this policy.

You can clone an exist ing billing plan to create the same or a similar billing plan.

ProcedureProcedure

10.5.5.3. Clone a billing plan10.5.5.3. Clone a billing plan
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1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PlansBilling Plans.

4. Find the billing plan that you want to clone and click CloneClone in the Operat ionOperat ion column.

5. In the Creat e a billing planCreat e a billing plan panel, modify billing plan parameters based on your requirements.

For more information about billing plan parameters, see Create a billing plan.

6. Click Det ermineDet ermine.

This topic describes how to modify a billing plan.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PlansBilling Plans.

4. Click the name of the billing plan that you want to modify.

5. Modify the basic information of the billing plan.

i. In the Basic inf ormat ionBasic inf ormat ion sect ion, click Edit ingEdit ing.

You can change Plan NamePlan Name, Ef f ect ive rangeEf f ect ive range, Priorit yPriorit y, and RemarksRemarks.

ii. Click SaveSave.

6. Change Ef f ect ive t imeEf f ect ive t ime, Priorit yPriorit y, and Discount  rat eDiscount  rat e of the billing policy or delete the billing
policy

i. In the Billing Policy listBilling Policy list  sect ion, click Edit ingEdit ing.

10.5.5.4. Modify a billing plan10.5.5.4. Modify a billing plan
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ii. Separately change the effect ive t ime, priority, and discount rate of a billing policy or delete
the billing policy.

Select  a new effect ive t ime from the date picker in the Ef f ect ive t imeEf f ect ive t ime column.

Not eNot e

The effect ive t ime of the default  billing policy cannot be changed.

Enter a desired discount rate in the Discount  rat eDiscount  rat e column corresponding to the billing
policy.

Drag and drop the  icon corresponding to the billing policy to priorit ize it . The closer to

the top of the list , the higher the priority.

Click Delet eDelet e in the Operat ionOperat ion column. In the Do you want  t o delet e t he policy?Do you want  t o delet e t he policy?
message, click Delete.

Not eNot e

The default  billing policy cannot be deleted.

iii. Click SaveSave.

7. Add a billing policy.

i. Click Add a billing policyAdd a billing policy.

ii. (Optional) Select  a state from the All st at usesAll st at uses drop-down list  and click SearchSearch.

iii. Select  the billing policies that you want to add.

iv. Click Det ermineDet ermine.

v. Set  Ef f ect ive t imeEf f ect ive t ime and Discount  rat eDiscount  rat e for each billing policy.

WarningWarning

If you modify billing plans that are in use, billing data may change. This change cannot be undone.
Proceed with caution.

You can delete billing plans that are incorrect  or no longer needed.

PrerequisitesPrerequisites
A billing plan is preconfigured in the system. This policy is used as the default  billing policy and cannot
be deleted.

10.5.5.5. Delete a billing plan10.5.5.5. Delete a billing plan
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WarningWarning

If you delete a billing plan, billing data may change. This change cannot be undone. Proceed with
caution.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose Billing ManagementBilling Management  > Billing PlansBilling Plans.

4. Find the billing plan that you want to delete and click Delet eDelet e in the Operat ionOperat ion column.

5. In the Do you want  t o delet e t he planDo you want  t o delet e t he plan message, click Delet eDelet e.

You can view bills by cloud service type.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose BillingsBillings > Cloud Service BillsCloud Service Bills.

4. View the bill overview.

i. Click the Bill overviewBill overview tab.

ii. Select  the year and the month for which you want to view bills from the Account  periodAccount  period
date picker. You can view different data in the following sect ions:

Cloud product s bill summaryCloud product s bill summary: View the number of cloud services that has billing enabled,
the number of cloud services that incur charges, the total fees generated within the
selected month, and the total fees generated within the selected year.

Consumpt ion t rends of  cloud product s.Last  six mont hsConsumpt ion t rends of  cloud product s.Last  six mont hs: View the consumption trend
of each cloud service within the last  six months. Click T op 5T op 5 or T op 10T op 10 in the upper-right
corner to show the top five or top ten cloud services in terms of consumption within each

month. Click the  or  icon to show the consumption trends of cloud services

by using a column chart  or a line chart.

T op 10Consumpt ion dist ribut ion of  cloud product sT op 10Consumpt ion dist ribut ion of  cloud product s: View the generated fees and
their proport ions of the top ten cloud services within the selected month.

Consumpt ion det ails of  all cloud product sConsumpt ion det ails of  all cloud product s: View the fees of all cloud services within
the selected month. Select  Sort  by fee from high to low or Sort  by fee from low to high in
the upper-right corner to sort  cloud services by fees.

5. View bill stat ist ics.

10.5.6. Bills10.5.6. Bills
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i. Click the Bill st at ist icsBill st at ist ics tab.

ii. Select  the year and the month for which you want to view bills from the date picker.

iii. (Optional) Select  the cloud service and the region that you want to view.

iv. Click SearchSearch.

You can view the billing information that meets the search condit ions. The billing information
includes the billing period, cloud service, region, fees, and billing cycle.

v. (Optional) Click the  icon to modify fees as an operations administrator.

vi. (Optional) Click View det ailsView det ails in the Operation column to view bill details.

vii. Save the queried data to your computer.

Click Export  all billsExport  all bills to save all queried data to your computer as an XLS file.

Select  the bills that you want to export  and click Export  Select ed billsExport  Select ed bills to save the
selected data to your computer as an XLS file.

6. View bill details.

i. Click the Bill det ailsBill det ails tab.

ii. Select  the year and the month for which you want to view bills from the Account  periodAccount  period
date picker.

iii. (Optional) Set  Cloud products, Area, and Instance ID.

iv. Click SearchSearch.

You can view the billing information that meets the search condit ions. The billing information
includes Account  periodAccount  period, Cloud product sCloud product s, T issueT issue, Resource setResource set , Inst ance IDInst ance ID, AreaArea,
Billing cycleBilling cycle, Free amountFree amount , and Amount  payableAmount  payable.

v. Save the queried data to your computer.

Click Export  all billsExport  all bills to save all queried data to your computer as an XLS file.

Select  the bills that you want to export  and click Export  Select ed billsExport  Select ed bills to save the
selected data to your computer.

You can view bills by organization and resource set.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Operat ionsOperat ions.

3. In the left-side navigation pane, choose BillsBills > Organizat ion and Resource Set  BillsOrganizat ion and Resource Set  Bills.

4. View the billing overview.

i. Click the Billing overviewBilling overview tab.

10.5.6.2. View bills by organization and resource set10.5.6.2. View bills by organization and resource set
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ii. Select  the year and the month for which you want to view bills from the Account  periodAccount  period
date picker. You can view different data in the following sect ions:

XX (and all it s sub-organizat ions) billing overviewXX (and all it s sub-organizat ions) billing overview: View the number of organizations,
the number of organizations that incur costs, the total fees generated within the selected
month, and the total fees generated within the selected year.

Organizat ional consumpt ion t rend. Nearly 6 mont hsOrganizat ional consumpt ion t rend. Nearly 6 mont hs: View the consumption trend of
each organization within the last  six months. Click T op 5T op 5 or T op 10T op 10 in the upper-right corner
to show the top five or top ten organizations in terms of consumption within each month.

Click the  or  icon to show the consumption trends of organizations in a

column chart  or a line chart.

T op 10 Resource set  consumpt ion dist ribut ionT op 10 Resource set  consumpt ion dist ribut ion: View the generated fees and their
proport ions of the top ten organizations within the selected month.

Organizat ion consumpt ion det ailsOrganizat ion consumpt ion det ails: View the fees of all organizations within the
selected month. Select  Sort  by fee from high to low or Sort  by fee from low to high in the
upper-right corner to sort  organizations by fees.

5. View billing stat ist ics.

i. Click the Billing st at ist icsBilling st at ist ics tab.

ii. Select  the year and the month for which you want to view bills from the date picker.

iii. (Optional) Select  the organization and resource set  whose billing stat ist ics you want to view.

iv. Click SearchSearch.

You can view the billing information that meets the search condit ions. The billing information
includes Account  periodAccount  period, T he name of  t he organizat ionT he name of  t he organizat ion, Resource set  nameResource set  name, AmountAmount ,
and Billing cycleBilling cycle.

v. (Optional) Click the  icon to modify fees as an operations administrator.

vi. (Optional) Click View det ailsView det ails in the Operation column to view bill details.

vii. Save the queried data to your computer.

Click Export  all billsExport  all bills to save all queried data to your computer in an XLS file.

Select  the bills that you want to export  and click Export  Select ed billsExport  Select ed bills to save the
selected data to your computer in an XLS file.

6. View billing details.

i. Click the Billing det ailsBilling det ails tab.

ii. Select  the year and the month for which you want to view billing details from the AccountAccount
periodperiod date picker.

iii. (Optional) Specify Organizat ions and resource set sOrganizat ions and resource set s, Cloud product sCloud product s, RegionRegion, and
Instance ID.

iv. Click SearchSearch.

You can view the billing information that meets the search condit ions. The billing information
includes Account  periodAccount  period, Cloud product sCloud product s, Organizat ionOrganizat ion, Resource setResource set , Inst ance IDInst ance ID,
RegionRegion, Billing cycleBilling cycle, Free amountFree amount , and Amount  payableAmount  payable.
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v. Save the queried data to your computer.

Click Export  all billsExport  all bills to save all queried data to your computer in an XLS file.

Select  the bills that you want to export  and click Export  Select ed billsExport  Select ed bills to save the
selected data to your computer in an XLS file.
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You can view operation logs to obtain up-to-date information about all resources and functional
modules in the Apsara Uni-manager Management Console. You can also export  operation logs to your
computer.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as a security administrator.

2. In the top navigation bar, chooseSecurit ySecurit y > Global Platform Security > Operation Logs.

3. Select  an organization and service, and set  the start  date and end date to search for logs. The
logs that meet the filter condit ions are displayed.

Alternatively, you can click AdvancedAdvanced in the upper-right corner for more filter condit ions, such as
UsernameUsername, Resource IDResource ID, and Source IP AddressSource IP Address. You can also enter a keyword in the text  box.
After you specify these parameters, click SearchSearch to search for specific logs.

The following table describes the fields in the query result .

Fields in the query resultFields in the query result

Field Description

Organiz at iOrganiz at i
onon

The organization of the object on which operations are performed.

ResourceResource
SetSet

The resource set of the object on which operations are performed.

ProductProduct
T ypeT ype

The resource type of the object on which operations are performed.

ResourceResource
IDID

The ID of the object on which operations are performed.

St at usSt at us The current status of the operation.

CallCall
SourceSource

The name of the operator.

Event  T ypeEvent  T ype
The operation that was performed. Operations on an Apsara Stack service include
create, modify, delete, query, update, bind, unbind, enable, disable, apply for, release,
and change the ownership of service instances.

Source IPSource IP
AddressAddress

The IP address of the operator.

Det ailsDet ails A brief description of the operation.

T imeT ime The time when the operation started.

11.Security11.Security
11.1. View operation logs11.1. View operation logs
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Not e Not e You can click the  icon and select  the fields that you want to show in the

query result  from the drop-down list .

4. (Optional)Click the  icon to save the logs displayed on the current page to your computer as a

CSV file.
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Resource Access Management (RAM) is a resource access control service provided by Apsara Stack.

You can use RAM to manage users and control which resources are accessible to employees, systems,
and applications.

RAM provides the following features:

RAM role

To authorize a cloud service in a level-1 organization to use other resources in the organization, you
must create a RAM role. This role specifies the operations that the cloud service can perform on
resources.

Only system administrators and level-1 organization administrators can create RAM roles.

User group

You can create mult iple users within an organization and grant them different operation permissions
on cloud resources.

You can create RAM user groups to classify and authorize RAM users within your Apsara Stack tenant
account. This simplifies the management of RAM users and their permissions.

You can create RAM permission policies to grant different operation permissions to different user
groups.

This topic describes the structure and syntax used to create or update permission policies in Resource
Access Management (RAM).

Policy characters and usage rulesPolicy characters and usage rules
Characters in a policy

The following characters are JSON tokens and are included in policies:  { } [ ] " , : .

The following characters are special characters in the syntax and are not included in policies:  = <
> ( ) | .

Use of characters

If an element can have more than one value, you can perform the following operations:

Separate mult iple values by using commas (,) as delimiters between each value and use an ellipsis
(...) to describe the remaining values. Example:  [ <action_string>, <action_string>, ...] .

Include only one value. Examples:  "Action": [<action_string>]  and  "Action": <action_st
ring> .

A question mark (?) following an element indicates that the element is optional. Example:  <condi
tion_block? > .

12.RAM12.RAM
12.1. RAM introduction12.1. RAM introduction

12.2. Permission policy structure and12.2. Permission policy structure and
syntaxsyntax
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A vert ical bar (  | ) between elements indicates mult iple options. Example:  ("Allow" | "Deny")
 .

Elements that must be text  strings are enclosed in double quotation marks (""). Example:  <versio
n_block> = "Version" : ("1") .

Policy structurePolicy structure
The policy structure includes the following components:

The version number.

A list  of statements. Each statement contains the following elements: Effect, Act ion, Resource, and
Condit ion. The Condit ion element is optional.

Policy syntaxPolicy syntax
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policy  = {
     <version_block>,
     <statement_block>
}
<version_block> = "Version" : ("1")
<statement_block> = "Statement" : [ <statement>, <statement>, ... ]
<statement> = { 
    <effect_block>,
    <action_block>,
    <resource_block>,
    <condition_block? >
}
<effect_block> = "Effect" : ("Allow" | "Deny")  
<action_block> = ("Action" | "NotAction") : 
    ("*" | [<action_string>, <action_string>, ...])
<resource_block> = ("Resource" | "NotResource") : 
    ("*" | [<resource_string>, <resource_string>, ...])
<condition_block> = "Condition" : <condition_map>
<condition_map> = {
  <condition_type_string> : { 
      <condition_key_string> : <condition_value_list>,
      <condition_key_string> : <condition_value_list>,
      ...
  },
  <condition_type_string> : {
      <condition_key_string> : <condition_value_list>,
      <condition_key_string> : <condition_value_list>,
      ...
  }, ...
}  
<condition_value_list> = [<condition_value>, <condition_value>, ...]
<condition_value> = ("String" | "Number" | "Boolean")

Descript ion:

The current policy version is 1.

The policy can have mult iple statements.

The effect  of each statement can be either  Allow  or  Deny .

Not e Not e In a statement, both the Act ion and Resource elements can have mult iple values.

Each statement can have its own condit ions.

Not e Not e A condit ion block can contain mult iple condit ions with different operators and
logical combinations of these condit ions.

You can attach mult iple policies to a RAM user. If  policies that apply to a request  include an  Allow 
statement and a  Deny  statement, the Deny statement overrides the Allow statement.

Element value:
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If  an element value is a number or Boolean value, it  must be enclosed in double quotation marks ("")
in the same way as strings.

If  an element value is a string, characters such as the asterisk (  * ) and question mark (  ? ) can
be used for fuzzy matching.

The asterisk (  * ) indicates any number (including zero) of allowed characters. For example,  ec
s:Describe*  indicates all ECS API operations that start  with  Describe .

 The question mark (?)  indicates an allowed character.

Policy format checkPolicy format check
Policies are stored in RAM as JSON documents. When you create or update a policy, RAM first  checks
whether the JSON format is valid.

For more information about JSON syntax standards, see RFC 7159.

We recommend that you use tools such as JSON validators and editors to check whether the policies
meet JSON syntax standards.

You can view the basic information about a RAM-based batch authorization role, including its user
groups and permission policies.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Click the name of a role whose type is RAM-based Bat ch Aut horizat ionRAM-based Bat ch Aut horizat ion.

5. On the Role aut horizat ionRole aut horizat ion page, click the User GroupsUser Groups or PermissionsPermissions tab to view the
corresponding information.

If  you want all RAM users in a user group to have the same permissions on cloud resources, you must use
the RAM-based batch authorization feature.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions. In the upper-left  corner
of the Role PermissionsRole Permissions page, click Creat e Cust om RoleCreat e Cust om Role.

12.3. RAM-based batch authorization12.3. RAM-based batch authorization
12.3.1. View the basic information about a RAM-12.3.1. View the basic information about a RAM-
based batch authorization rolebased batch authorization role

12.3.2. Create a RAM-based batch authorization12.3.2. Create a RAM-based batch authorization
rolerole
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4. On the Creat e RoleCreat e Role page, click Advanced Set t ingsAdvanced Set t ings. In the Advanced Set t ingsAdvanced Set t ings sect ion, click
Creat e RAM Aut horizat ionCreat e RAM Aut horizat ion.

5. On the Creat e RAM Aut horizat ionCreat e RAM Aut horizat ion page, specify the Role nameRole name, Descript ionDescript ion, and SharingSharing
ScopeScope parameters. The value of Sharing ScopeSharing Scope is GlobalGlobal by default , which indicates that the
role is visible to and can be used by all organizations.

6. Click Creat e and Conf igure RAM Aut horizat ionCreat e and Conf igure RAM Aut horizat ion.

7. (Optional)On the Creat e RAM Aut horizat ionCreat e RAM Aut horizat ion page, click the User GroupsUser Groups tab and the Add UserAdd User
GroupGroup button. On the Add User GroupAdd User Group dialog box, select  a user group and click OKOK.

8. (Optional)On the Creat e RAM Aut horizat ionCreat e RAM Aut horizat ion page, click the PermissionsPermissions tab and the AddAdd
PolicyPolicy button. In the Add PolicyAdd Policy dialog box, select  a policy or create a new policy, and then click
OKOK.

Not e Not e You can select  a maximum of five policies for a RAM-based batch authorization
role.

9. Click OKOK.

To use a cloud service to access other cloud resources, you must create a policy and attach it  to a user
group.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Find the RAM-based batch authorization role that you want to modify and click Modif yModif y in the
Act ionsAct ions column.

5. Click the PermissionsPermissions tab.

6. Click PoliciesPolicies. In the PoliciesPolicies panel, click Creat e PolicyCreat e Policy.

7. In the Creat e PolicyCreat e Policy dialog box, enter the policy information.

12.3.3. Create a permission policy12.3.3. Create a permission policy
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For more information about how to enter the policy content, see Permission policy structure and
syntax.

8. Click OKOK.

You can modify the content of a permissions policy of a RAM-based batch authorization role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Find the RAM-based batch authorization role whose permissions policy want to modify, and click

12.3.4. Modify the content of a permissions policy12.3.4. Modify the content of a permissions policy
of a RAM-based batch authorization roleof a RAM-based batch authorization role
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Modif yModif y in the Act ionsAct ions column.

5. Click the PermissionsPermissions tab and click PoliciesPolicies.

6. In the PoliciesPolicies panel, click the name of the policy whose content you want to modify.

7. The Policy Details panel is displayed. Click the Policy Cont entPolicy Cont ent  tab. Click Modif y Policy cont entModif y Policy cont ent
and modify the content based on your business requirements. Then, click Save ChangesSave Changes and OKOK.

Not ice Not ice The modificat ion affects the roles that reference this policy. Proceed with
caution.

For more information about how to modify the content of a policy, see .

You can modify the name of a permission policy attached to a RAM-based batch authorization role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Find the RAM-based batch authorization role whose permission policy want to modify, and click
Modif yModif y in the Act ionsAct ions column.

5. Click the PermissionsPermissions tab and click PoliciesPolicies.

6. In the PoliciesPolicies panel, f ind the policy whose name you want to modify, and click Modif yModif y in the
Act ionsAct ions column.

7. In the Modif y PolicyModif y Policy dialog box, modify the name of the policy. Click OKOK.

You can add a user group to a RAM-based batch authorization role based on your business
requirements.

PrerequisitesPrerequisites
A user group is created. For more information, see Create a user group.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

12.3.5. Modify the name of a permission policy12.3.5. Modify the name of a permission policy
attached to a RAM-based batch authorizationattached to a RAM-based batch authorization
rolerole

12.3.6. Add a user group to a RAM-based batch12.3.6. Add a user group to a RAM-based batch
authorization roleauthorization role
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4. Find the RAM-based batch authorization role to which you want to add a user group, and click
Modif yModif y in the Act ionsAct ions column.

5. Click the User GroupsUser Groups tab.

6. Click Add User GroupAdd User Group. In the Add User GroupAdd User Group dialog box, select  a user group.

7. Click OKOK.

You can attach a permission policy to a RAM-based batch authorization role to grant permissions to all
users in a user group.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Find the RAM-based batch authorization role to which you want to attach a permission policy, and
click Modif yModif y in the Act ionsAct ions column.

5. Click the PermissionsPermissions tab. Then click Add PolicyAdd Policy.

6. In the Add PolicyAdd Policy dialog box, select  a policy and click OKOK.

If no policy is available, you must create one. In the Add PolicyAdd Policy dialog box, click Creat e PolicyCreat e Policy. For
more information about how to enter the policy content, see Permission policy structure and
syntax.

Not e Not e You can select  a maximum of five policies for a RAM-based batch authorization
role.

You can detach a permission policy that is no longer needed from a RAM-based batch authorization
role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Find the RAM-based batch authorization role from which you want to detach a permission policy,
and click Modif yModif y in the Act ionsAct ions column.

5. Click the PermissionsPermissions tab.

6. Find the policy that you want to detach and click Remove permissionsRemove permissions in the Act ionsAct ions column.

12.3.7. Attach a permission policy to a RAM-12.3.7. Attach a permission policy to a RAM-
based batch authorization rolebased batch authorization role

12.3.8. Detach a permission policy from a RAM-12.3.8. Detach a permission policy from a RAM-
based batch authorization rolebased batch authorization role
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7. In the message that appears, click OKOK.

An administrator can modify the name of a RAM-based batch authorization role.

ContextContext
The names of preset  roles cannot be modified.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Find the RAM-based batch authorization role whose name you want to modify, and click Modif yModif y in
the Act ionsAct ions column.

5. In the upper-right corner of the Role authorization page, click Modif y Basic Inf ormat ionModif y Basic Inf ormat ion. In the
Modif yModif y dialog box, modify the name of the role.

6. Click OKOK.

You can delete a RAM-based batch authorization role that is no longer needed.

PrerequisitesPrerequisites
You have unbound all user groups from the RAM-based batch authorization role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions >  > Role PermissionsRole Permissions.

4. Find the RAM-based batch authorization role that you want to delete, and click Delet eDelet e in the
Act ionsAct ions column.

5. In the message that appears, click OKOK.

12.3.9. Modify the name of a RAM-based batch12.3.9. Modify the name of a RAM-based batch
authorization roleauthorization role

12.3.10. Delete a RAM-based batch authorization12.3.10. Delete a RAM-based batch authorization
rolerole

12.4. RAM role-based batch12.4. RAM role-based batch
authorizationauthorization
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You can view the basic information about a RAM role-based batch authorization role, including its
permission policies, trust  policies, and RAM roles.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Role PermissionsRole Permissions.

4. Click the name of a role whose type is RAM Role-based Bat ch Aut horizat ionRAM Role-based Bat ch Aut horizat ion.

5. On the Grant  PermissionsGrant  Permissions page, click the Cust om PolicyCust om Policy, T rust  PolicyT rust  Policy, and RAM RolesRAM Roles tabs to
view information.

To authorize a cloud service in a level-1 organization to use other resources in the organization, you
must create a RAM role-based batch authorization role. This role contains the permissions that are
required by the cloud service to perform operations on the resources.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Role PermissionsRole Permissions.

4. In the upper-left  corner of the Role PermissionsRole Permissions page, click Creat e Cust om RoleCreat e Cust om Role.

5. On the Creat e Cust om RoleCreat e Cust om Role page, click Advanced Set t ingsAdvanced Set t ings. In the Advanced Sett ings sect ion,
click Create RAM Role & Attach Policy.

6. In the Creat e RAM Role &  At t ach PolicyCreat e RAM Role &  At t ach Policy wizard, perform the following steps.

i. Enter a Role nameRole name and Descript ionDescript ion, and set  the Sharing ScopeSharing Scope. The descript ion is optional.
The value of Sharing ScopeSharing Scope is GlobalGlobal by default , which indicates that the role is visible to
and can be used by all organizations. Click NextNext .

ii. Select  one or more policies or create a new policy. Click NextNext .

Not eNot e

You can select  a maximum of five policies for a RAM role-based batch authorization role.

12.4.1. View the basic information about a RAM12.4.1. View the basic information about a RAM
role-based batch authorization rolerole-based batch authorization role

12.4.2. Create a RAM role-based batch12.4.2. Create a RAM role-based batch
authorization roleauthorization role

Apsara Uni-manager Management  C
onsole User Guide··RAM

apsara base

165 > Document  Version: 20220905



iii. Select  a T rust  Organizat ionT rust  Organizat ion and T rust  Cloud ServiceT rust  Cloud Service from the drop-down lists. Click NextNext .

Not eNot e

You can select  mult iple trust  organizations and trust  cloud services at  a t ime for a RAM
role-based batch authorization role.

iv. In the Preview Policy step, check the content of the selected permission policies and trust
policies, and click Creat eCreat e.

You can modify the content of a custom permission policy and a trust  policy for a RAM role-based
batch authorization role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Role PermissionsRole Permissions.

4. Find the RAM role-based batch authorization role for which you want to modify a permission policy
or trust  policy, and click Modif yModif y in the Act ionsAct ions column.

5. Modify the policy content.

Modify the content of a custom permission policy

Not iceNot ice

The modificat ion affects the roles that reference this policy. Proceed with caution.

a. Click the Cust om PolicyCust om Policy tab and click PoliciesPolicies. In the PoliciesPolicies panel, click the name of the
policy whose content you want to modify.

b. The Policy Details panel is displayed. Click the Policy Cont entPolicy Cont ent  tab. Click Modif y PolicyModif y Policy
cont entcont ent  and modify the content based on your business requirements. Then, click SaveSave
ChangesChanges and OKOK.

For more information about how to modify the policy content, see Permission policy
structure and syntax.

Modify the content of a trust  policy

Not iceNot ice

The modificat ion affects the trust  entit ies of the role. Proceed with caution.

a. Click the T rust  PolicyT rust  Policy tab and click Modif yModif y.

12.4.3. Modify the content of a permission policy12.4.3. Modify the content of a permission policy
or a trust policy for a RAM role-based batchor a trust policy for a RAM role-based batch
authorization roleauthorization role
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b. (Optional) Select  one or more organizations from the T rust  Organizat ionT rust  Organizat ion drop-down list .

c. (Optional) Select  one or more cloud services from the T rust  Cloud ServiceT rust  Cloud Service drop-down list .

d. In the T rust  PolicyT rust  Policy sect ion, modify the content of the policy. Click Save ChangesSave Changes.

For more information about how to modify the policy content, see Permission policy
structure and syntax.

You can modify the name of a permission policy for a RAM role-based batch authorization role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Role PermissionsRole Permissions.

4. Find the RAM role-based batch authorization role for which you want to modify a permission
policy, and click Modif yModif y in the Act ionsAct ions column.

5. Click the Cust om PolicyCust om Policy tab and click PoliciesPolicies. In the PoliciesPolicies panel, f ind the policy whose name
you want to modify, and click Modif yModif y in the Act ionsAct ions column.

6. In the Modif y PolicyModif y Policy dialog box, modify the name of the policy.

7. Click OKOK.

You can add an organization to a RAM role-based batch authorization role based on your business
requirements.

PrerequisitesPrerequisites
You have created the organization that you want to add. For more information, see Create an
organization.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Role PermissionsRole Permissions.

4. Find the RAM role-based batch authorization role to which you want to add an organization, and
click Modif yModif y in the Act ionsAct ions column.

5. Click the RAM RoleRAM Role tab. Click Creat eCreat e.

6. In the Creat eCreat e dialog box, select  an organization. Then click OKOK.

12.4.4. Modify the name of a permission policy for12.4.4. Modify the name of a permission policy for
a RAM role-based batch authorization rolea RAM role-based batch authorization role

12.4.5. Add an organization to a RAM role-based12.4.5. Add an organization to a RAM role-based
batch authorization rolebatch authorization role
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You can remove permissions that are no longer needed from a RAM role-based batch authorization
role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Role PermissionsRole Permissions.

4. Find the RAM role-based batch authorization role from which you want to remove a custom
permissions policy, and click Modif yModif y in the Act ionsAct ions column.

5. Click the Cust om PolicyCust om Policy tab. Find the policy that you want to remove, and click RemoveRemove
permissionspermissions in the Act ionsAct ions column.

6. In the message that appears, click OKOK.

You can delete a RAM role-based batch authorization role that is no longer needed.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose PermissionsPermissions > Role PermissionsRole Permissions.

4. Find the RAM role-based batch authorization role that you want to delete, and click Delet eDelet e in the
Act ionsAct ions column.

5. In the Delet eDelet e message, click OKOK.

You can create authorization policies and grant them to organizations.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Service-linked RolesService-linked Roles.

4. In the upper-left  corner of the page, click Creat e Service-linked RoleCreat e Service-linked Role.

12.4.6. Remove a custom permissions policy from12.4.6. Remove a custom permissions policy from
a RAM role-based batch authorization rolea RAM role-based batch authorization role

12.4.7. Delete a RAM role-based batch12.4.7. Delete a RAM role-based batch
authorization roleauthorization role

12.5. RAM authorization policies12.5. RAM authorization policies
12.5.1. Create a service-linked role12.5.1. Create a service-linked role

apsara base Apsara Uni-manager Management  C
onsole User Guide··RAM

> Document  Version: 20220905 168



5. On the Creat e Service-linked RoleCreat e Service-linked Role page, set  Organizat ion NameOrganizat ion Name and Service NameService Name.

6. Click OKOK.

You can view the details of a Resource Access Management (RAM) role, including its role name, creation
time, descript ion, and Alibaba Cloud Resource Name (ARN).

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Service-linked RolesService-linked Roles.

4. On the Service-linked RolesService-linked Roles page, set  Role NameRole Name, Service NameService Name, or Organizat ion NameOrganizat ion Name, and
click SearchSearch.

To perform another search, click ResetReset .

5. Find the service-linked role that you want to view and click View Det ailsView Det ails in the Act ionsAct ions column.

You can view the details of a Resource Access Management (RAM) policy, including its policy name,
policy type, default  version, descript ion, associat ion t ime, and policy content.

PrerequisitesPrerequisites
A RAM policy is created. For more information, see Create a RAM role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an operations administrator.

2. In the top navigation bar, click Conf igurat ionsConf igurat ions.

3. In the left-side navigation pane, click Service-linked RolesService-linked Roles.

4. On the Service-linked RolesService-linked Roles page, set  Role NameRole Name or Service NameService Name and click SearchSearch in the
upper-right corner.

To perform another search, click ResetReset .

5. Find the service-linked role that you want to view and click View Det ailsView Det ails in the Act ionsAct ions column.

6. Click the Role PolicyRole Policy tab to view the information of the role policy. Click View Det ailsView Det ails in the
Actions column to view the policy details.

12.5.2. View the details of a service-linked role12.5.2. View the details of a service-linked role

12.5.3. View RAM policies12.5.3. View RAM policies
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You can modify your personal information to keep it  up to date.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and click UserUser
Inf ormat ionInf ormat ion.

3. In the upper-right corner of the Basic Inf ormat ionBasic Inf ormat ion sect ion, click EditEdit .

4. In the Modif y User Inf ormat ionModif y User Inf ormat ion dialog box, modify the personal information.

5. Click OKOK.

To improve security, you must change your logon password on a regular basis. This topic describes how
to change your logon password.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and click UserUser
Inf ormat ionInf ormat ion.

13.Personal information13.Personal information
managementmanagement
13.1. Modify personal information13.1. Modify personal information

13.2. Change the logon password13.2. Change the logon password
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3. Click Change PasswordChange Password.

4. In the Change PasswordChange Password dialog box, set  Current  PasswordCurrent  Password, New PasswordNew Password, and Conf irmConf irm
PasswordPassword.

5. Click OKOK.

You can switch the scope of your current role.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the upper-right corner of the homepage, move the pointer over the user profile picture and
choose User Inf ormat ionUser Inf ormat ion from the shortcut  menu.

13.3. Switch the current role13.3. Switch the current role
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3. Click Swit ch RoleSwit ch Role.

4. In the Swit ch RoleSwit ch Role dialog box that appears, select  the role that you want to switch to.

You can also switch back to the default  role.

You can view the information of your current role policy.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and click
Personal inf ormat ionPersonal inf ormat ion.

3. Click View Current  Role PolicyView Current  Role Policy on the left  side of the page.

In the View Policies of  Current  RoleView Policies of  Current  Role dialog box, view your RAM role.

4. Select  the organization and the policy that you want to view.

In the View Policies of  Current  RoleView Policies of  Current  Role message, view the policy content.

To ensure the security of cloud resources, the system must verify the identity of visitors and ensure that
they have the relevant permissions. You must obtain the AccessKey ID and AccessKey secret  of your
Apsara Stack tenant to access cloud resources.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and choose
User Inf ormat ionUser Inf ormat ion from the shortcut  menu.

3. In the Apsara St ack AccessKey PairApsara St ack AccessKey Pair sect ion, view your AccessKey pair.

13.4. View the current role policy13.4. View the current role policy

13.5. View the AccessKey pair of your13.5. View the AccessKey pair of your
Apsara Stack tenant accountApsara Stack tenant account
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Not e Not e The AccessKey pair consists of an AccessKey ID and an AccessKey secret. These
credentials provide you with full permissions on Apsara Stack resources. You must keep the
AccessKey pair confidential.

You can delete your old AccessKey pairs and create new ones to implement the rotat ion of your
AccessKey pairs.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and choose
User Inf ormat ionUser Inf ormat ion from the shortcut  menu.

3. In the upper-right corner of the Apsara St ack AccessKey PairApsara St ack AccessKey Pair sect ion, click Creat e AccessKeyCreat e AccessKey
PairPair.

Not eNot e

Each user can have up to two AccessKey pairs.

You can delete AccessKey pairs that are no longer needed.

PrerequisitesPrerequisites
Each user can delete only its own AccessKey pairs. The administrator cannot delete the AccessKey
pairs of users.

Each user retains at  least  one AccessKey pair.

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and choose
User Inf ormat ionUser Inf ormat ion from the shortcut  menu.

3. In the Apsara St ack AccessKey PairApsara St ack AccessKey Pair sect ion, f ind the AccessKey pair that you want to delete and
click Delet eDelet e in the Act ionsAct ions column.

4. In the message that appears, click OKOK.

You can disable AccessKey pairs that are no longer needed. Newly created AccessKey pairs are in the
Enable state by default .

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

13.6. Create an AccessKey pair13.6. Create an AccessKey pair

13.7. Delete an AccessKey pair13.7. Delete an AccessKey pair

13.8. Disable an AccessKey pair13.8. Disable an AccessKey pair
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2. In the upper-right corner of the homepage, move the pointer over the profile picture and choose
User Inf ormat ionUser Inf ormat ion from the shortcut  menu.

3. In the Apsara St ack AccessKey PairApsara St ack AccessKey Pair sect ion, f ind the AccessKey pair that you want to disable
and click DisableDisable in the Act ionsAct ions column.

Each user can disable only its own AccessKey pairs. The administrator cannot disable the AccessKey
pairs of users.

4. In the message that appears, click OKOK.

Not eNot e

Make sure that at  least  one AccessKey pair is in the Enable state.

Disabled AccessKey pairs must be re-enabled before you can continue to use them. Newly created
AccessKey pairs are in the Enable state by default .

ProcedureProcedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and choose
User Inf ormat ionUser Inf ormat ion from the shortcut  menu.

3. In the Apsara St ack AccessKey PairApsara St ack AccessKey Pair sect ion, f ind the AccessKey pair that you want to enable
and click EnableEnable in the Act ionsAct ions column.

4. In the message that appears, click OKOK.

Not eNot e

Make sure that at  least  one AccessKey pair is in the Enable state.

Mult i-factor authentication (MFA) is an identity authentication method in computer systems. It  requires
users to provide two or more verificat ion factors to gain access to a resource. This topic introduces the
principles and use scenarios of MFA.

Introduction to MFAIntroduction to MFA
When MFA is enabled, you must enter your username and password (first  security factor) and then a
variable verificat ion code (second security factor) from an MFA device when you log on to the Apsara
Uni-manager Management Console. Two-factor authentication enhances security for your account.

MFA devices use the Time-based One-t ime Password (TOTP) algorithm to generate t ime-dependent 6-
digit  dynamic verificat ion codes. The Apsara Uni-manager Management Console supports software-
based virtual MFA devices. You can install software such as the Alibaba Cloud app that supports MFA
on your mobile device such as your mobile phone to act  as a virtual MFA device.

13.9. Enable an AccessKey pair13.9. Enable an AccessKey pair

13.10. MFA13.10. MFA
13.10.1. Overview13.10.1. Overview
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LimitsLimits
The TOTP algorithm requires that the t ime of the system clock of the Apsara Uni-manager Management
Console remain consistent with the standard t ime on the Internet. Otherwise, discrepancies in t ime can
lead to inconsistent MFA verificat ion codes and leave you unable to log on to the Apsara Uni-manager
Management Console.

Mult i-factor authentication (MFA) is automatically enabled after you bind an MFA device. This topic
describes how to bind a virtual MFA device.

1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and choose
User Inf ormat ionUser Inf ormat ion from the shortcut  menu.

3. In the upper-right corner of the MFAMFA sect ion, click Bind Virt ual MFA DeviceBind Virt ual MFA Device.

4. On the Bind Virt ual MFA DeviceBind Virt ual MFA Device page, follow the instruct ions to bind an MFA device.

The following figure shows the MFA sect ion after the MFA device is bound.

ResultsResults
After a virtual MFA device is bound, you must enter a 6-digit  MFA verificat ion code in addit ion to your
username and password before you can log on to the Apsara Uni-manager Management Console.

To disable mult i-factor authentication (MFA), you must disable the MFA device that is bound. This topic
describes how to unbind a virtual MFA device to disable MFA.

1. Log on to the Apsara Uni-manager Management Console.

2. In the upper-right corner of the homepage, move the pointer over the profile picture and choose
User Inf ormat ionUser Inf ormat ion from the shortcut  menu.

3. In the upper-right corner of the MFAMFA sect ion, click Disable Virt ual MFA DeviceDisable Virt ual MFA Device.

4. In the dialog box that appears, click Disable Virt ual MFA DeviceDisable Virt ual MFA Device.

After you disable MFA, you need only to enter your username and password the next  t ime you log
on to the Apsara Uni-manager Management Console.

13.10.2. Bind a virtual MFA device to enable MFA13.10.2. Bind a virtual MFA device to enable MFA

13.10.3. Unbind a virtual MFA device to disable13.10.3. Unbind a virtual MFA device to disable
MFAMFA
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Administrators, including the platform administrator, operations administrator, and organization
administrator, can check whether their users have mult i-factor authentication (MFA) enabled. If  MFA is
disabled for the users, the administrators can forcibly enable MFA for the users.

1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose Users > UsersUsers.

4. Click the Syst em UsersSyst em Users tab.

5. Find the user for whom you want to enable MFA, click the icon in the Act ionsAct ions column and

choose MFA St at usMFA St at us.

You can select  an organization or enter a username to search for a user.

6. In the MFA St at usMFA St at us message, click OKOK.

Not eNot e

After MFA is forcibly enabled for a user, the user must go to the Bind Virtual MFA Device
page to bind a virtual MFA device before the user can log on to the Apsara Uni-manager
Management Console.

MFA can be forcibly enabled for users, but cannot be forcibly disabled. Before MFA is
enabled, the MFA status of the user is Not  EnabledNot  Enabled.

After MFA is enabled, the MFA status of the user is Enabled but  Not  BoundEnabled but  Not  Bound.

If  you lose your mult i-factor authentication (MFA) key, you must have the administrator reset  the key.
The MFA key is automatically reset  while the password is reset.

1. Log on to the Apsara Uni-manager Management Console as an administrator.

2. In the top navigation bar, click Ent erpriseEnt erprise.

3. In the left-side navigation pane, choose UsersUsers > UsersUsers.

4. Click the Syst em UsersSyst em Users tab.

5. Find the user for whom you want to reset  MFA and click the username.

You can search for the user by username, organization, or role.

6. In the user details panel, click Reset  passwordReset  password.

13.10.4. Forcibly enable MFA13.10.4. Forcibly enable MFA

13.10.5. Reset MFA13.10.5. Reset MFA
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