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2. ENEMRERE ) | AR RAETNRE R BRI FPFTRAERILAIER. MILAHIRIR
BERIRFIAILE , RFAccessKeySIFRESRIANIERA , [RAFRIHIEEREITRHIE , RiEkE
=R

5.7.2 E£BUAILE
5.7.2.1 B{EEIIE

AR E=EHEHhETeIEAccessKey, AccessKeyHIAccessKeyldfJAccessKeySecretsB
B , EPAccessKeyld@AFFY , BFRREFS). AccessKeySecretZ BFINEE R FRFEEF
RS EBIRIIT R B TR , WITHEIRES , BTREFP SRS,

BRI ENARINERE TEMWIE , TTiefER HTTP &2 HTTPS hMRRIEK , #FEE
EEKRFEEER ( Signature ) 58, 8 M{HR4EEIT (£ Access Key ID #1 Access Key Secret X
FRINEZR A A RIIEE RN REESHD.

Access Key ID 1 Access Key Secret IR REAMALHIAE ( AILABIMERE A MiLEE
FMEE ) , HPAccess Key ID ABFRRIGRIEINSS ., MAccess Key Secret R FINEEEFHF
ERFIARSS sSimAIE S B FRAERRYESA | WIATISIRE . RBME=FIFEFAE,



5.7.2.2 RAMZ}F

RAM (Resource Access Management) 2R ZAEFIRHHIAFSNERESHIEEFIRS. £H
RAM , BRILAESE. EEAFKS (LRI, RESMNARER )  FTLUIREXLEAFKSHE
B TRFERRENIR, SNV EFESRAFDERERRE | ERARAMAILALEE S SEMEF
HERWSER , TENRPSE&IMUR , AMTEHEEHNEIERZ X,
RAMZHFEIEAENAR , FRABNS T mEERREERENIR, BRSNS T
RamRoleName £%§, EAILIBTIREIZSE , ILEHIECSLARIERENAE | XLSLAIE
BET7TXEABHNAR R mAVER R, EXHEEcEfEERamRoleNameSEiT , SFEEHR
ZATAY RamRoleSRIEHAITHERIECSEAIRIFEZ AR , AU R ERS T EE XUt EHECSSE
(/8

5.7.3 BHEHIt

S HESIRMREEMRIICR | @ S8REEENRGENID, RE WHER. FHartiE. R
RfiE). &R, FREREFRE.

Hrp{igEaiVIRSBIEIEL ( Rejected ) . #1470 ( InProgress ) . A%E ( Successful ) . &87>
BZh ( Warning ) . £EBK ( Failed ) ; RSEREIBIRSHEMEER ; [BIsIESEFGEERT
BERFEER ; FEESIEREEIFREISAE A,

5.8 JWRIFAHEOSS

5.8.1 Z2[FEE

OSSKRF#IEDF , R—ENN , BEEEES MR RT , FERFEIENEIERS D
HFiE. OSSHFFIAIERRAAccess KeySIHRESHIAIERA , SFFAFAIE MHTTPISRERGIES
2. ERFPKRIEETE , ERRFBEUEERTEEE | NMEISHEF EREUEFERE.

5.8.2 E=HUAIE
5.8.2.1 EHRISIE

FAFRILATEApsara StackiZ#l & B{TElIEEAccess Key, Access KeyF AccessKey IDF
AccessKey Secret/Hp% , HRIDELFHY . BFRRAF S , SecretZMWEN , BTFRAFSMHH

LFEFFOSSKIXERA , FEBTKBREINEKIZIBOSSIEEINENEMEBFRHE , REFER
AccessKey SecretXd&SZFRFEIITING ( EFHMACE L ) FERIERD, WIFRDHRTEE: , LB



ISR, OSSWEIEKLAG | @idAccessKey IDHEIFTRIEIACcessKey Secret , LARIRERIA
IRIRIES ZF RN |, (NSRS ESRAYISIERSF IR —BERARZIES K 2GS ; BN ,
OSSR ENORIEK , FHREIHTTP 4035i1R.

5.8.2.2 f PRIz
XFOSSHIEIRIAIRI D AREE BIEFIE=ABFhE. HEERiEbuckettifiEE , F=HAFPE
18iaalbucket IRRIEMBAEF. HAS AERBFIHERHE. XFOSSKR , MNREKFIRE
EHHIMBHEXNEEAERGE. HTEFIHREIEKRIBOSS APIS S ERITEBRLER
HETEKRURLFIEGTEZAIEXER.
0SS#2{itbucketflobjectiR PRI aEH

Bucket =F1j3/aJfR : public-read-write , public-read #[] private,

* public-read-write : {EAIA ( BfFERILE ) &AL ZbucketdhiobjectiH{TPUT, Getfll
Deletetf®{E,

+ public-read : RBE1ZbucketfglJiEETTLATZbucketIfobjectifTEIR{E ( BiEPutflDelete
Object ) ; HAA ( BIEERILIA ) ATLAXZbucketfiobjecti#TIER(E ( Get Object ) .

« private : RBiZbucketfIBIEEE T LN ZbucketyiobjectiH{ TIEERE ( B#EPut. Deletefl]
Get Object ) ; Hfth ATci&ifAliZbucketPlIfJobject,

g :
FBBF#relEE— M buckethd , ARAFEEDUCketifR , OSSEEENAIZbucketiZ Eprivatei¥fR.

ObjectEUFf5a)#XR : public-read-write , public-read , privatefldefault,

* public-read-write : G BB thobjectiUiEE SR,

+ public-read : JFlttobjectiIOwnerifiB ttobjecthNIEAIR , R B tobjectiOwnerifiB thobjecty
EER.

« private : lttobjectfyOwnerifiGizobjectiIEEIIR , BRI JittobjectiZBiE. SR,

« default : objecti@{EbucketBIiHIEAAR,

588 :
FBF L{Zobjectht , aNERAIEEobjectiPR , OSSE/JobjectiZEdefaultiifR,

5.8.2.3 RAMFISTS %

OSSHERAM/STSEMY.,



RAM (Resource Access Management) 2RI ERIBHAVERGEHIIRS. BIERAM , EIKSH]
LIBEEHTFKE , FKENBTEKS , FFEREEETEWS , EWSTLUSFEEIRAYEEIMN
IRIZFLETUS.

STS ( Security Token Service ) ZFIE=IRMHAIGATHRIEIERS | RHEEHASERERE, STS
AILAE R — MERBHIR ARG | RSB R R ESEIRHEBFEN |, hinEibdEE
SBHRH.

5.8.3 #iERE

HIEEEFintIRS R EHERET AR sEa LS. OSSSFRIRMIIIl LIEAIObjectiX[AIHCRC64
& , EPRETLAFIALETHEAICRCOMEIEXILL , MTnTcR &R ERIIRIE.

OSSHI#T_EEAIObjectH{TCRCOARIITE , FHGERFEHObjectiITER | BEHRE]
Hiresponse headerdt&fx- oss- hash- cr c64ecmaski , FRECRC64{E , i%64{3/CRCIEHE
ECMA-182tmfE 1T EEH.

5.8.4 (B NER

5.8.4.1 BRSSERIRNNER

OSSHF1EIR S 28imxT B _LIERVEUEH1TINE ( Server-Side Encryption ) , ZAF _LIEEURERT |
OSSN RIRI B EUEFERAES256HTINE , AIRBISINESEINEIRKARE MR, AR TH
IR . OSSHIMRFRININZLEIERZ RICFRIREIREREILS AR , AERE/HTTPIEXKHeader
R BZ SR T T IRSS 2Rim 1.

FAFBlEEObjectft , REEEPuUt ObjectAiE kT x-0ss-server-side-encryptionf{JHTTP header
, FHEEHE(E/IAES256 , BIRJLASEIRIZObjectAfRSS 2Rim INZETZAE,

5.8.4.2 B FimhNE:
ZFimiN%: ( Server-Side Encryption ) g PSR AX AL IninIRSESZ BIFLTSAINE |, TINZE
FrEERZSEIAY RIRBHERFAM , AT LURERFEiERTE , BEEIEERIA BT EMES
BFAEEE, OSSIEITSDKHFRIFEETITOSS BuckethIEUEHITEZFIRINE , EAMINZEE
_{EZ0SS BucketH,

5.8.4.3 KMSHNZ?

P Z=Key Management Service ( KMS ) 2—Iil%e. SEIBIBAMIMRLES | ZIH
o REIZIRRZREERSAIIRS. KMSERZFE®E ( CMK) JIZZ0SS Bucketyds , i@id


http://www.ecma-international.org/publications/standards/Ecma-182.htm
http://www.ecma-international.org/publications/standards/Ecma-182.htm

KMS APISSHREIENNEER | B XCRIBLUEHIZBRIGERGE | IR ERERERENIIERE]
EF1EH. APRLARIAIXLEZARRIFEOSS Bucket RRVEE.

5.8.5 H&Hit

OSSIRMBMRFHIEIHTICR ( logging ) I8 , FAFFEBuckett HERIFINRES . OSSE#E
A MBucketfiE KB | LUNTARA |, IREBEIERISEMN , £—ObjectE NFIFIEE
AYB#RBucket ( Target Bucket ) , {EARRITEEFETADIER. BEXRATEHEESIEKATE.
KIRIP, BRI, RERL. GEKERS.

5.8.6 PhiEtE

HTEHLIEAFEOSS EREIEHMEM A ZENE , OSSSIFETHTTP headerdhzRkFE&refererfifh
wHEiA. FAFPALUEId Apsara Stackiz=hl 58 & APIRYGTXT— 1 Bucketig HrefererFRAYH
BEREMES S FreferersE ATHNIERIAME, F40 , XF— 2 Hoss-examplefIBucket , IRE
HrefererB8ght t p: / / ww. al i yun. coml , NIFfBreferer/ght t p: / / www. al i yun. con B9
Bk BEHaloss-exampleiXMBucketFJObject,

5.9 FETFiETableStore
591 Z2RE

RIBEFEEREEEENG |, SIFARBPNSNLAXZER—SEFRR | LEHES XA&NRS
B, STHFLAIRE S KR BRI B S E SRR A RSLA Z [BRYS2 .

5.9.2 EBUGAE

5.9.2.1 B{RI&IIE
RISFEIRIEACcess Key BRI TEMAIERIEN , 81 aEHRISEEEREI/IET IEFRRY
Access Key 8., RISEENNANSIRIERESHITEMDAERNSIR , LA LERIENEEES
8, BERESIERNNLT e,

5.9.2.2 VPC ihjalizsl
RISTEESTFSLAHIRBIRIVPC ih1alEH , STHFUNT=fVPC ifeligZE :

« RIHMESMERE  SHFERETAMEGER VPC BYAIE.
« FRTE VPCihla : {SZHEERTERER VPC BIi5IE |, JE48E VPC BLIaligSRinie,



« PRERSIGE VPC iAIA) : (NSFRERIFETEERT VPC REREEFEEHIGrNNR , BRRS
(I SHIELE,

5.9.2.3 RAMFASTSZiF

RIBEFETEEN RAM/STS £, SHFAPXFKSHITRINEE. RAM ( Resource Access
Management ) 2B RHUIFRLTESIRSS. BIRAM , EMSALIEIEFKS , FIKS
MNEBTEWKS , FFERRHETENS , EMSATLUSHTBERIFANHIRIZEFL TS, STS (
Security Token Service ) ZEZIRMHAIIGRTAEAEIUERSS | IREVEHRLANIREIE, STS AJLI%
R— M EERRRAEIHERFER , SERTHESEREEXHIRBAFENX | HaFIESEERSE)
eS8

RIBEFESHSRIRIKRLZZIRR BN AP 51,

5.9.3 #iER2

RIEFEEREE S HIHEFERS , BELRM—NRTFRIZIEEMETE , FERTBRIZMEE
WHITIIR  — 19 RFRA—Chunk, 33FE—Chunk , BSEFIH=1EIE , FHEXLEIA
BR—ENRBERESHTINARTRLE , REBFEENTSE.

FIEFENEIESIRY 2 FRBELEOSEME EHTEAN , BN EIERESERNEIZA
Chunk L.

BEOID M RBEGEE BEHTIEIRS T RIMEERER. TR TS TE
. BIRHEER. RSHEER , REFRIE—1ChunkiI=NEIRD TERRENIZE FRAREL
ax L , NIBRBALEBET— M lass— MRS IR SERIEIEA T A.

SBEMETRIRA , EFENIET R ERISOEEA LSRR | SERFHERD ChunkAIBEIEIZEL
SNF=. —BREXMER  BEESENEHTE  EFARNRS T RZIEEHEEE | RIEE
BFRATA ChunkRIBBIRNEUAZI=1D.
FREFENSRENEEERE=HEUISRANEHMEZ FHRELEAF |, LUSRRIEEERTE
—Hit.
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5101 Z2RE
NASKEREFEIRTF | IREB—ENN , BERMEEES AR SF , FHFEAPSUEFIEUERS o
BFfE. NASEAZSMIAESRA , HRAFEDERURENEKE] , #TRPRICE , mRAFKEIEE
05 , EHRAFERIFEIEYE , NMsCIlZE R ERIEEFERE.

5.10.2 ZEBUAILE

BRI

NASSZFFX R G EER) B RSBRIEE | FOFRP AR SHITIBR. NASSZRFVPCHER
RMZHENEERR , FRAVFR—VPCREE—IKS FRIECSLAHIAIEN RS,

EXHFRENASH | IREZR— M BEREBG , B RERERINRN | KaHEErIPEERI
[BSHESE , FAETLAERRERIPERNERE T AR R BIAITHEER.

PDIRERT , BT IKSESBENER—VPCRAIMIPRA , IZFAREIFVPCARRNEAIPLISR
BR (EEEARRHIrootFF ) HEEE A,
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« SFENEESEEH R NRAEROAIRE.
LR REPRAEMNZ I R BER B MPTIABERMER.
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—FIREMRNB SRS |, TR

& 5-2: PURERETHE
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ERUtEtE EANIPHBUEEEER ( ZBER | ASZFNIATRATSRATI Pt E bl ER
é%*i, \ﬁj:tl‘%/\lp )
EERR Qi RIS ARG T RIS EEES
= 124E,
FBFUR . ABR4IrootFFR ERREIEEISALINUX R F AP SR
+ BRlrootFaF IR,

. PREIFFERARE TEFIBT 4 E B RiiaMRAT -
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ax

« FPR#Ir oot BFIEAITFEAroot A
MRS

« BRI oot FAFISIErootFIF /1 nobody4k
H

- PREIFFERPEIEEEcotfERIIFFERF

#B4W/anobody,
L5k 1-100 , 1 ARBMER HE—MENGRICEEISEZHNET | S5
A58 S={EATSTRAN.,

RAM3Z§5

NAS #EANT RAM RS , SIFEHIGIRE RAM |, FFKSITIN,

BIIRAM , AR RETLAR T RIS iENASHIREIER.

# 5-3: RAMAIETZINAINASIZ(ES IR

$24E ( Action ) L]
DescriptFileSystems IR FESLf
DescriptMountTargets FH MR FEH R
DescriptAccessGroup HIHAPRAE
DescriptAccessRule HI| HAPREFINY
CreateFileSystem BUEES R T
CreateMountTarget RN RGERIES =
CreateAccessGroup CUEESPRA
CreateAccessRule A BRZBFINY
DeleteFileSystem il [ EE LS|
DeleteMountTarget |G EE=A=]
DeleteAccessGroup HRIBRINBRZE
DeleteAccessRule AR BREPRZE RN
ModifyMountTargetStatus ZASEEERR
ModifyMountTargetAccessGroup EXGEE AN RE

ModifyAccessGroup

IESBRA




$24E ( Action ) ifg

ModifyAccessRule BT PRZERRNY

5.10.3 iER2
BIRS RIS

NAS Bd ZRIMFEL T RIEEIERNZ 2.

FAFERE - NAS IRSImLASEIATLSFERFEUE | JLUAR I PMEIRRIIRER. RS me iz
HIERRIASE  SEMET AR , ERNSIET R RS R A LSRR , SRFTE0E
FEREMEIRHS/NTI. —BREXMER , RSinMSEHEFNE  RIEERTATEEIEN
BREIREARI3MG,

LA, RS ImEIE It AE S ER SR S AR ILERRIEIER. SRIFEIER
&, BERNEREARAIEEER BRI A EAR3MD , MTiRESIE M.

L
RFEHTHMREFE , BEREESRRRSRRSEEW , ZFIHHTRFGEE., ERESERER
£ , HPHIRTSHIER | RAREREBFIEIERZ 2.
5.10.4 H&®it
NAS IEERARICREXHRFELAEXEFIIEE  BEXGRFLAIIE. MR,
NAS HHESEREEICRAERS K. BSHEETEREITRP. BIERTRIEFTFRE
, JLA BT HErEED .

5.11 SHANHRFDFS

511.1 Z2[FEE
PI4EIRES

DFS @I PREHHIRS 510 B SRINEEH TR, AP LARSPRAFRIINN , fEEaesihasL
HRGRYIPHEUIELRIER , FFARRIRYIPHEUIERIER R T AR BIAIHIANER , MBS Z ERY
HERS.
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£ DFS H1 , XU RGHIEH R SRS InFEEANEERTC AR — X R , FRXHER
FeEE R SLBIRINAYARSS InfR B TR .

DFS IR imineHEEIERIEIN VPCE X M R Fei R sL il Z [BRIBRET K RZ XS AP HIOIF K TIE
i, eEEE G HERTEE SRS HFERITEEEE N , LURIERS WmiIFERE.
5.11.2 E=HUAIE
BRI
DFS ¥ HDFS RFNEN B FRUHPRIRIE |, FEAFLENESUR,
DFS3Z#SVPCHHA , HRAFRE— VPC WA ECS SLAIGRIESF RS,

ItE5h , DFS MBI PRAHHIRS G RE TS, RERAZR— BRSNS , A LAENIRE
AN | A RERYIPEESR T ARSI HIRAER.

—FPREMRNB SRS |, AR
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B & a¥X
EiteE EANPHEUFEEIES (& | AEMNAGRATSR.
BAPWER LAY Q735
IP)
ESHR R, #5 SRS A NS R A T RIER FaiE S
B1E,
R 1-100 , TAREMTTR | HE—MEBRIRITERIZEMNAT , =L
RANIG B SRR,

RAM3ZH%
DFS #2\ 7 RAM fgS5 , STHHEHIAIRE RAM , EFHKSHHL.

B RAM , BRI FRFPE TSIV EFE DFS RURIFIR. AT ERREREXHK , 18
RUEWIRERF P SKig{F DFS,




7= 5-5: RAM FaliSti S HAXE1FiE DFS 1REFIZE

$24E ( Action ) i5BP
DescriptFileSystems FIH IR F A
DescriptMountTargets FHMAG R GIER A
DescriptAccessGroup 5 HINPREE
DescriptAccessRule 5 HABREFNY
CreateFileSystem BUEESUE R F LA
CreateMountTarget ARG IERR
CreateAccessGroup BUEEINPRZE
CreateAccessRule AN PRABRLN
DeleteFileSystem FRIBRSZ A4 ZR e =L A5
DeleteMountTarget FBSIEE R
DeleteAccessGroup HRIBRINBRZE
DeleteAccessRule THRRABRZEAL Y
ModifyMountTargetStatus ZHEEIRER N
ModifyMountTargetAccessGroup &R RN PRE
ModifyAccessGroup BB FRA
ModifyAccessRule IESPRZERRNY

5.11.3 #iE&Z2e

HiRZRIATFE

DFS hfiERYEES AMED « TR EUE. DFS BRI A FiE S U RIEX R EERT

TE,

« JTHEUE : DFS BT 10 I2(FRT , BXIBMFREERIRSIR. DFS RSB mERS ML)

Y Paxos XJTTaUERITAE, HEFET ,

—* Paxos BE=E128480%. 1ERIE , IRSSiRIA

ZRIAL N FETTEYE | FHERD Paxos (RIEARRIEIZAN AR —EULE,
« FBP#YE : DFSIRSImIA=RBIASIVFERFENE  TLURZM N EIAIRK. RSimS AU

EEIERIAHE  SHHETRIRA

BB R MR R BB IR R A HERT | SERFPER




DEENEREIFHE/NT, —BREXFER , RESnMENEFE , RIESERFHRE
HRRB IR EIARI =17,
LA, RS ImEIE It AR S ERI SR RS ILEC KT ILERRIBREER. SRIFEER
&, BEEHIRERIARRIEENSNEIAEIAE =, NRESIET S,
R

RFEHTHREFE , BIREESRRRSRR SR , TR, ERESERER
£ , HPHIRESHIER  RAREREBFIEIELZ 2.

5.11.4 BEEit
DFS HNEERRLICRENMRFGLOBXRBENESE , SREXERFLARIEIE. MRS,
DFS HHESSEERMFEMCRERSR. BSTHEETERERTER. BETRESFFEE
B, ILARTHEEEM ST,

5.12 =EHEEERDSKR

BB K RBELHUERE ( Relational Database Service , RDS ) 2—MISERSE. AIRMHBRLERIES:
HIEERS., ETHESHNERFIISMRLFE , RDS 3235 MySQLEURERS |28 , FEIRMH
TAER., &5, k8. k. ITBSHFENEERRAE.
ZEUEEERDSIRM T SR ENEINRERAERFEIEN T e , HPEEERRT

o ML . IPBRE. VPC WL ;

. 1F% . BEIS0.
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HPREE
RDSIEY EMAUHAHITHEFIRE , 8MEFHREE S ASUIEENIR. BT , RIS TEL
EENRS ST T Z2IE |, AR ESEIERESEERER A | IHRETT A EME
FIFRIEUE.

VPCEBMLE

BRTIPERES , ROSESHFEERVPCHIXNESZEAIMELAES]. VPCEGELAKREIR
ERFAEMEING |, BT REMNEMSHIE ERINERIREE | ENE _EemkinaiEsl, e



LAUBISVPNERE T L |, 5B IDCHIIRS B RRIEANES , FHEFERAVPCEENXAIRDS IPERRER
IPEIRPZSAYaRR |, SLI BB RS FIE=ECSERTIAIRRDSAIBAY.

{ERVPCHIPER B AZEIRFTRDSEAINZ 2.

5.12.2 E£BLAIE

5.12.2.1 B{HISIIE

KAIAERSEMZ RS M EIBRIEAAFNESS% , SHEILERE SIS RENHIRER (
Access Key , AK ) , fEaJLATERIEHI & B1T6I#AccessKey , AccessKeyHAccessKeyldF]
AccessKeySecretéHpY,., EHAccessKeyld@AFHY , BFIRREAIS) ; AccessKeySecret2FBF
INEZSBFRIRFIRS SRS ZFARNER |, BO™SRE , BTSHrIL5),

RDSIRSB X MNABRNIBKAITEMIGIE , FTLATCISERHTTPIERHTTPSIIMNURASIEK |, #FE
BEEKPEEER ( Signature ) (58, RDSiEII{EFAccess Key IDFJAccess Key Secretif{T3d
MRINEZRYTSERIDEBRAIAIZE FD. Access Key IDAccess Key SecretHFIERESIAL
haE (JUBESRERESMLRIETIEE ) W BRE , REMEFAEFAE,

5.12.2.2 {XBRI=H

BIESLAIfE , ROSHASNEEIREARAIEIEREK,. SRILUBE&EH G8iE Open APIKE]

EEEUEREWR, , FREHIEERBINNEERIR, NREFEEMAEAIRES | tbanz/a

E/=EBRRFIGER , Rl LiBIdiEFSaiE Open APISCRIFEBREIREN , FERLIREESF
I FE R AR R e BB AR EIK . BREUERERK A T LU BB R EIKFPIRER AR
SR,

5.12.2.3 RAMFISTS % §F
B =K EIEAIRDSSLA , BRI%XKFBCHBIIRIR. BABRT , ZKAXYE CHRIRAE
STRERYIRFRUR.
RDS3IFRAMBRSS. BITRAMERSS , A LU =K FROSEIRATIDIEI R EEAPRZ FRAMARY
FKF ., RDSEBISZHFSTSHRSS , Wi ImRS iR IR AR R REE,

5.12.3 Y=L
=A FAMRRDSSLAIAEM N EIRET MHTENRE , TTRAKESETLURLERIREETR. &
AJLABERT AR EIEEERIED . ROSEEBIRIEE D RINSGEIEFEREEZERRZ | 188 7 HUEI [
.



ATRIEEETESE , SUEEFEEMIBHEDRMIEIEITTIREM. ROSIEMHIEFIEHII
g8 : BIEREMHIESED.

5.12.4 {EHNER

5.12.4.1 SSL
RDSTEAtMySQLFISQL ServerfiYR2EREMIN ( Secure Sockets Layer , fE#RSSL ) . EATLAE
FAIRDSRHAIBRSS 2 imAVRIE B >RIGIE B ArititFNim O AIEHREIRSS 2 2RDSIRIERY , MTBERK
ERREARE. BRItz , RDOSIARM 7 RS 2_/imSSLUERRISRAMIEHEES , LMERFILE
HSSLUEBLUREEZ 2R IB .
FEIENE | EARDSIEM T NAZISUEEC BRERINZINEE , (BESSLEERN BHERSES
I A BEIERIEH:, BINSSLbSHSRERIMICPUFFEY , RDSEAINEIT EFNEL AT EEFSZE
—EREEREm , BT mSEINERREFIEUREEIERX.

5.12.4.2 TDE

RDSIRHMySQLFISQL ServerfiERBEIENINZS ( Transparent Data Encryption , {&FRTDE ) IH&E.
MySQLARRITDEFFIE B , SQL ServerlRAYTDERETFSQL Server{EAhRAITHRESUETIR.

MRDSELHIFSTDEINRES | S LUBES SINBHNEIRESER. XEHIRESERTIEIRE

ENEUH RS (#E. SSD. PClek ) 8BRS ( FIEFHMEOSS, |FRHFMEOAS ) BIEISIAI TN
%, RISLEIRI R AIEHE SRR D ER R A R F TR,

TDENNZRAERRITRIAESESE |, WSBIKE 128EK4s, FSBHKMSIRSINEMRETE , RDSRER

FIEEFIFMERBLAIRT s ERN—R MR, SR LA B TBISKMSIEH X BT8R,

5.12.5 HEx®HiT
RDSIEMHEESQLIBAINGE , o] EHAEEITSQL , RATAIAE, RDS Proxyid®RFE &{ERDSHY
SQLIET , NBEIHEEZIP, HRNEIEERZR. PUTETMKS. SQLEG. T, RENS
R HITHEIREEER.

5.12.6 IPH&RE
BIABRT , RDSEFIHIRENSIHEMIPISE , B00.0.0.0/0, ERILIBITEH SAEIER SR
tReEOpen AP ERINIPEREMN. 1P ARBIEFHLAFEBRDSIA , A2 MEAIER.
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RDSHIEGIRMMEURREIARIFIRA. EERSEIBERT , IRAFRERIFEFMER. BEEENE
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EROEBERT (NEGIEABUug. REiFiE ) . ROSEELAINNE4ER BN AREUERERA
REEHIFR. FELERIZ | BB RNES [RIUREHREEZAR , ENREFERECE 74UE
FREZEAIER T , AaX N RIS ERISINE,

ERILAIBTEHI S EEAPISRIE AIEHRIIE) | LABRRDSTEWV S SRR L T IEFIF,

5.12.8 f5DDoSIXE
HIEFERINNIERSAIIRDSILGIRY |, FTaERESZDDoS T, HRDSEEARKINAERISLBIERE
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RS, BB TRRLIE,
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MEESTNMATIERBERFB5HK , BPRDSIFHEIAME—FKHEIMARERE |
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LB RNAFP VAR ES N EIRERRNOWNer , BiE FURERRIIOWNerE I 4RI
F . BN HpIAFLEEE DMSIH Rz E iR ERIR.

5.20.2 M2 EL
VPCRI4E3ZH5

VPCHZEEBRANMEIREFY , IFEESToLeEXNRER , RFZEURELHIERT
VPCREIE BRI LRI TE.

DMS3ZHXJVPCHSEFIRYGIR. ERIEMNEZERIERS , AEERIFRHIFERIVER.

5.20.3 (EaE2

HTTPS/SSL3%#F



DMSSZIFHTTPS/SSLIMY , EHTTPS/SSLE AT AN LE28FIDMSIRSS 88 BRI LRIERS | RIE
BRSSP A S TR0 E5 BN,
5.20.4 IR{EHIT
- BEfThET
DMSIRtTEITINAE , WHEFIER. EH. SQLIRE. REWTE, REETHE. BA. &
HERMERIRER T RIHEREIFMANCE , LB RENHESE I tianjiMoni TR &
{EREAIES , ANFAEHENEFIGE TEANLG. BUTTHAERIE. RIEEXNMAISQLIE
a , AT EEEIETA.
5.21 taFk19ESLB
PR =t ( Server Load Balancer , fS#RSLB ) EXNZA=IRSBEHITRENS KNGEE
IRSS. REIIEATLABTRES &Y RNBRFIIINMIIRSEES | BT HRR mi R N ARG
AyaT At
5.21.1 i5laiEEl
SLBEI LS iRIRSS R IPHEtL |, XN RIRASLBRURRS L, FRY , SLBIR{ERIPEZEA R
HIhEE , BTN EISERFIHEBRRE |, (NAIFSE PHEREIIEIRS.
5.21.2 TEHTTPSHY
SLBIRMHHTTPSHEIIETINAE , 2 ASKEHTTPSIMYAYEXK !

« WTFEBHTEBANERRSS , FTLAES. F—ESLBEERIEBMEN , TAEEEESRECS
£
« RENMBS—ESLB LT , IHR/SIRECS CPUFFHE.

SLBIRHLIE R EEINEEFEERIIEN , B LEENEREERFRIFABESINEFE.

5.21.3 RAMFISTS 5
AFETE S =KSEIZEISLBEES , #i21ZKSHENRER. BAERT , IKSXTE CHRIEH
BRI ENIR,

SLBX#FRAMIRSS , P AILUSAF ZIKS T REISE SR HIE R EEARE FRAMBFAEF,
[EHY , SLB3FSTSHRSS , BImETnia) iR IS HRLEM R ETE,



5.22 EEMLEVPC
LB ( Virtual Private Cloud, VPC ) 22—/ \REIIMEING , EEMNEZBIZE LHREE.
AL S EREONEENLE |, FIIERIPHIETEE. RERHENMNES , SaLEESEY
HEEMEFRFERIRERETFMECS, RDS, SLBE.

5.221 Z2RE
VPCRABEERA |, IAZISEFVLANSUERRIBERIER | [ iBEfRE AT, W-RERE.
HHESTFVLANESIRPRE , AREMEETR, Rl , MoARNReE , SSiEEES.
BNVPCEE—MRYAIRES , —MRESHNE—SKEIMLMNE. —NVPCRRIECSZIARIE
WEREHSIN LRER% , TAE—RRREIDINR , REEEWIENS LR TER. ARVPCA
RYECSEARTERIBBEIDARE , AEATH N RERIESEFE , FrARRVPCRRVECSTAHITIE
5, RAWMHIT T IRE.

5.22.2 [EEinHIR=H
VPCEI BERASIN SIS E RS AR BHTREZ SIS | HETFRLATN=E
RIS, REVPCZIAMEmMEsEANER | AIBIT s,

5.22.3 RAMFISTS}5
VPCERAMARSS |, G LB =S FVPCEIRIAR R EENRIZFRAMGBFHEF, VPCEHAT
XIESTSHRSS |, @i IGR G e SRS R N RS

5.23 BEIRSS
HEBRSS ( Log Service , &#R LOG ) 2 HEREUEN—IRS , EEEEEFSHAE
KEUBHSBGMAL. BETTAHMARETRAEEIRERE. BEUREIOEIEE , =iz
e EEWER , @y DT FEEREAMEEE S,
HERS BZLogtailZFim., #alin, JSFEAVLATKEEEvent, Binlog, TextLog&EZE(AIH
SR | WTREFRS HIHSEIEIRMHIBZZED |, FIUNReR. BEDH , FHRIEST
HEINREREVHER FENEIRIRE.

5.23.1 Z2RHE

AEARSS Logtailsc A REIhEE. SARMERIFFIRREAgentiELL | Logtail >R FIRIZE NS4
ROZEH , BRI, BUREEEN. MRMT. REFEHRAEEHENLIE  BTEIEEE , BLEN



BASHEREREZ . EAMEREEIETER—TIE , (BATIRS KA T SMERAFERRE
BNEELEMEEERE. KEAREENAT. SERETELE. TREURIFESHNRIRSE
L.

LogtailfE S AP PRREINREFAURART A

o FRERREREE , RIS EESENCRREENAFE.
« SHFEREMKAURIRAG , FERERAIRIR S A RAR LURIESAIERIZ ALK 2 EC &Y

(e NS
o TIEEEWEARBEZEANG , (R EEEERES SR ARE N KRR R ENA S
T,
s YEENMNEEAENRERE. ERRBUREENSER , (RIEEUEREERKSINEEY,
5.23.2 EBGAIE

HRIEFF BEEIERZE | Log Service API FUFFE HTTP iBREUME T LT LI, BHA , 1%
ZeBITETRERANHEME. ERNTRINEE LK.

HI{FmEaT :

1. {ERIHIRIE APl IERAZ ( 84F HTTP Header #1 Body ) 4ERE B,

2. EKinEAME=AARIEERT ( AccessKey ID ] AccessKey Secret ) WSE—SAE KNS EF
FFEBHITER , £iZ AP ERINBFER,

3. EKIRIE APl IBRABHIEFE S —RRIEEIRS .

4. [RBMEFIIERESESN LNE— ZXTF , FERSHTELZSKPENHFTES.

-

= B8 :
IRBinsEEeBSiZEXERIA B EERT.
5. IRBimARENEHFERFNEKIRARET R FEZMELRT , MRFTE2—HNIAZEKED
ZeWIF. ANEEE®EIZIEXK.

5.23.3 HREZL
ARG FIFMSIE S AR S SRS AN E A SRR TA LA RS,

CHETRM— I RTLIEFETE , FHERSIZIEILHT A, — 19 RFRA— 1 Chunk,
FE—Chunk , BSEFH=EIF , XL NER—ERNRBEEREEH TR TR
£, RIERFEIERT S,



TEEE=HEFERAT , B=XKAE , HEIFRAMaster, Chunk ServerflIClient, ECSEFHIE
—NERERSEERKIE , RERSXHClientKHIT , FUTITIEWT :

1. Clientit EHXNSEREXIRAIChuUNk,

2. ClientMaster&ifiZChunkfI =P BIARIFHRAE.

3. ClienttRiEMasteriREIFNLEER , MXIRAI=Chunk ServerkHEIFK,

4. MR=DEIFEBERLITD , ClientAAFIREIRLY ; R , ClientAAFIREILY,

Masterfi D iR e S = EERFRFTA Chunk ServerfJRE(FERIB R, EARIAINZE TS
iER. BRHBER. RISEGEER , REFRIE—Chunkl=NEIRD HEARRVIZR FHA
[& Chunk Server t , \TIBERPHLERF—/ 1 Chunk Servergi— M 2SS EIEEEARTT .

SBEMETRIRA , EFENIET R LRSS EEA LSRR | SERFHERD ChunkAIBEIEIAEL
SNF=. —BREXMER , Masterfi2fEs1EHIHE , Z£Chunk ServerZ RIS HIETE , fRIESE
BFRATA ChunkRIB BN EUAZI=1D.

GEFMA  M=E LREIENS | frERREERNRFRERLSARE=MDEIA L , TIeEHE.
(ESUARMRETE, BTXFWLE | (RIS EUERTT S —2E.

Bo , ERPHITHRREE | BEeIEEABRS G RERN , FIHMHABFGE , FE
WEREAFHTATER ( 28— RS )  EXREREBFNESELZEMT.

5.23.4 (E5EINEE
ARSI T ARSI HES

- BHERSNERBHEMERMALBFEEEFMEE ( Access Key ) . ARIEEHIEIREAIXT
FEPASHEN | LogtailZFinsFaiAENAEFRIME G , B RXAENEIER
BITEUES R |, HESMHIAERERAHMAC-SHA1EZEE,

= | %8 :
LogtailZ= FinERBUEAIM R =G A B REBHTTPSEE |, (REEEAEAMALE L.
o APIERHAESEEZHIRWE , (RIEEBIESIHRNSIRSZ 2 M.
o BERSSHAFHTTPS/SSLIMY |, BHTTPS/SSLN AT infliRSSin < BRI Z81ER: | (RUEEL

REEEIREPAREITEE. AP SRS BEREIEREEEHHTTPS thSGREERR.

5.23.5 fRSSHEIE
H AR5 2RI SR EIR A AL ogtail HI S SRESIRZSHUSTRT M,



- HIBRERSEE
AEIRSS S RIS B A RS S|V OBASSERT Iz, B, IRSES=2REE
FROK#Fail, OBtFaill XA REINERE | TAER T EERETLF.

« BERERSEE
{ERLogtailliiEE AERT , ANRBRIIENBEITRM. SUAERIZAIENRS, REBIS ShardiRSZHENF
Hix , BSRSSERKERSHTAHEEIRNEE. SEERTERBRAENE. KEH
IRRUBRSSERIP. TERRERITEIRSEEL,

5.24 ZAETRIRFSKMS

ZEAEEIRSS ( Key Management Service , fEifRKMS ) B—RL e Z2BNEEEIRS. BREE
EREAFRIPZHNRZM. SRR B,
BENZAETRRSS , AP LR L. EEEERSHE , NS T T ABRPEEEEXSTRIINMRES

IgEm =,

KMSSCHL 7 ZM gL £ RIFTETERRIEA P REIELR £.

5.24.1 T2IFS
EREEIRSHIAELARBNTR | BRI R AR B ESIIE.

FIRRSTRPIRRABFEEN , AR REEEIT Open APIRYISIAEHEFERER . BFXNERR
RFHRBEERLIAEEN , RERBELIEOpen APIRINESER,

5.24.2 E£BLAIE
5.24.2.1 BRI

AR LE=EHIETETeIEAccess Key, Access KeyFAccessKey IDF1AccessKey SecretH
B% . E¥AccessKey IDRAFHY , ATFHRRAFS1D , AccessKey Secret@M&RY , B TFRAFS®H
N3N

LRAFPBEKMSEIXERE , FEETERENEKIZBKMSIEEIMEREREZFRE , REHEA
AccessKey Secretl &S FRFEITINZG ( ETHMACESE ) FoAERIFD, WIFRSHET AR , LS
WFEWIE., KMSIERSKLAG |, @idAccessKey IDIREIXTRIATACcessKey Secret , LARIFERIA
KRS B RIS | AR E RIS HEHA—BERANZEREEHN ; N ,
KMSISELMBIXIRIEK , FHREIHTTP 403581X,



5.24.2.2 {NBRIZ=H
SFKMSHYiA a4 EITRAMSESLI, ATLAES RAMBIRIRRISE N A ABNSHEER | BT AP
KMSEY{sE FITBR.

KMSHISBREZ@ITIN A RAMBLS IR -
« #{F : KMS OpenAPIRJAct i on , BIIEXIEERRIIEMNE |, IR ERZEAXEIEHTINRE SR
YE. B—MAPIEBIIRIZEI—MAction , LIRSS — N B,
< BR : KMSHRFAZER , BIIERRIIDRRIA.
5.24.2.3 RAMFISTS % §F

KMS37#5RAM/STSEMY,

RAM (Resource Access Management) 2B =12HAERIGOEHIIRSS. BIERAM |, FKSH]
LIBIZEFKS , FIKSHNBTEWKS . MERFRHETENS | EWSHLUSHRBRIRAYEIEN
PRIZFLEFIKS.

STS ( Security Token Service ) 2R =RMRIIGHTHRIEIERSS | RAFEHHLAINRERE, STS
BILAER— M EERBIEEIESERAAER |, SIERNHISRREMEIRBAFEN , inaEIETHE
=B

5.24.3 IR E

KMSHIEIEHERFEIZMEENARE®ER. APEEBPBIETRRDS ( £HRL ) 7 , RDS
B EHORNEGECRTRNEDIE , BRI LSS BREUERZ EX TR,

AR EZRNERRERITRKMSRERHT T INE , KMSRFSLIL ¥ ZRRAIEREN , HEX]
LFERZRHITENCIEIIEEN . KMSETFHRNEATPMRR A TISEILRTKM SHREZ SRAIREA-R
P, NTERIER P EURRIFAR 1.

5.24.4 (SN
RIREERSS T 7 IR ERNERBINE. BREKMSERER , BIuEIHTTPSIYH
17, LMRILHEE SSHRAIFAE TSR,

5.24.5 HEHIT

FREERSFANER BERSIKMSIRFATICR , AR YL ESIRS HXIKMSHIRFT
TEHIt.



5.25 =fZ{FfDNS
5.25.1 RAME#

RAM ( Resource Access Management ) ZfE A IRHAIRIRIHIEHEHERSS. BIERAM , BJLAEY
2. BEEAFKS  AUUSERXEAFPKSHEE TRREERRIENIR, SFEZAPihEER
1ERIREY , EFARAMATLAB S SEIMAFHEZINHER , IRENAFPSER/IMUR , WPEEE
BReNK,

LEZDNSEXARIFEKHITRAMERIE(E , BERAMIREINENERHIEEFRIERERS
%, ERS LS FK S THENAVEIUEE,

5.25.2 kS EIERE

BHRISiIE

EHE=DONSHLABIE N AFfYuidilparentid¥|ERF 2R REEXEIRIVERENIR | ELKSHIEL
BREAFEEFRSKE , WHRERSTAURE.

BESR
BESHTEZSFREFIEEEEN—R. EEEDNSEFIRMEXEEFE | FrElSIFEuEEts

WECASIEE, —BHNZ LA , AR TEE BSH T mER.

5.26 AV BRI FIRSSEDAS

RS TR MRS ( Enterprise Distributed Application Service , fSFREDAS ) 214k EEE/
ZRAIRR TS =BV DT e

EDASZHLFBNEZMERREEMRSAER |, SINTFEEHAFHNEESHIVHTEER (8ED
MRIRSIIELE. RFAIE. IEHEER. BIRBRRRESHENSE )  LEAAFO , HBEIEIWER
EFRREEFHEE SN ARS R,

5.26.1 £HEIRINGER
EDASHRSEFRIITLSIEBEIE AL SHEIEINE, B , BEEENERFEBH , EDASIRSZ
FRIEBEFINEE.

EDASEIZRS
EDASERRETEEEIUTARE

« EDAS Console : BiJizHlGHITERCE. QRIBPEFEF.



EDAS Agent : BIEREEFAFECS_ EHIEDASE P | HTRIMERANEIE, EDAS Agentsy /3
StarAgentLAKEDAS Agent®MAH,
EDAS Server : EDAS ServeriZlI{EDAS ConsolefJiE<$FH A ZIEDAS Agent,

EDASEEMERZSRZNT -

1.

2,

EDAS Consolel(ZEIFBFRIEEIES ( FIAIEEWARBSEIZ(E ) , EDAS Consolei#{TAPI&S
R, {EFBEDAS AgentfJAK/SK ( iIXEEREEDASHIAK/SK , TIZEDAS AgentEFRIAK/SK ) i
#ZZIEDAS Server API,

EDAS ServerBid IIZ@IEICINETESEXEIEDAS Agent, EDAS ServerflIEDAS AgentZ [B]3Z
F5IPHELERRE,

EDAS RPCiFAZ2

EDAS RPCIERIRES R THEE !

EDAS Dauth : ZEpEDASFFAK/SK , FEH{TEINERIE.

EDAS CS : ConfigServer ( CS ) 12HiRSSEAR. IPHEE. JARAPIEEE.
EDAS Dubbo & HSF : 5#ztRPCF=&R,

EDAS Pandora: BE2RAERERS . STIRAIFEEINE.

EDAS RPCEHBRIEMRZFIZNT

1.
2,

H AR ALEEREEIPandorai#f 2 , Pandorat2tHSFAIDubbof A FARSS.

IRHETEECS EMEDAS CSHRSSIHITIRSS IEMHRIF. ERCSIEMIRSSHISERERTLS R
KRIFHEIR T e , FFEEFEDAS AK/SKRFHITERNURE , RBIEENBF A st RmBRrE
O, EMREICSIRS L.

HEEIBIIEDAS CSIRFHEEXER | SIERMHEIRHRSS. RSIPHIE,

HERE EEARRMEEINPandorafEKiH1TIH1A) , BIFEDAS AK/SKRFTIANERAR , BTmiE
FARRSS.

5.26.2 RAM3Z§F

EDAS RAMIEZR S #1EIS STSHFEXZI A RYIGATAK/SK ( IERTAK/SKERIRM: | L3 —ERATEIRE

pas

SidHE , EEEHERAKISK ) |, BITIRAITAK/SKERIAEBFHIECS API{TEIFRECSHTIRIE.

ECSHIAPIT BRI T YRR , REERFEERIAPIRPRA BIHATER(F . MTTER{EEFRECS RAM
FullAccesstXfRSEUNPRZ BT AR,



5.26.3 PRI

EDAS Agent
EDAS Agenty AN REANAEFIEN | —REFinIIIRSFIHHTIAERNEE , BigIPiIiIA
ZEHTIRE ; FNEEE TAIESEERAKSKENAEESESRIE R/ IMEURNIFISCI,

DAuth
- REFIE

BIZEDAS DAuthB] LA RIEDASHYARIE R APp_KEYFIApp_SECRET , SCHUAIEEH.
- ERLRE
STFEITEDASHISAUH TSR ERISIRE | GENFEER. WSS, BFFX. B8
Y HE. BEER. HEGNEREHITRE.
DiamondServer

DiamondServersy FHTTP/HTTPSIZOAYSa)EEFADAuthA R AYApp_KEYFIApp_ SECRETE#H1T
LY

ConfigServer
o RERE
§tXIConfigServerfIHTTPIER , BHTIREMRERE , EFaXIConfigServer&mipRIEIE XS
IR TSE.
« TN
ConfigServerfsdFHTTP/HTTPS#EEIAYAIaERADAuthAE R AIApp_ KEYFIApp_ SECRETEH{T
£,

5.26.4 APIZEIY

FEXIAPIT R BRIBIT AccessKey FH T , LB ATLAERAFUKSHIACcessKey it T, EDAS
API{ERRETF % HHash Message Authentication Code ( HMAC ) IBENXHTTPSAEHITEM%
UE, YHERFITEMIIE . BRBSREESHIBERINEETE | LIER—F/KH., A5, &
FAEDASEARI BIZFHEBIHMAC, BF , BILEERA "SEEK" |, WHHMACKIEIETR
A ER" | ANERENEIERNTEEY. &5 AFYULIEREDAS APIRKEE , fEAIE
KAYSELR ISR,



REWRIZSRIIERNERES , SEIEDASESR , FLERNEASIBERTIHEEKEIRHE
BHER, AE , BIEHINERSERERHOESZHITIL. WRMPESZBTE , WRGIA
FEREFEXIEDASERRIHIANIR , RIS REMAZRNEEARIANIG. NRFHNE
B , BABKEREF , BRNRFGREERER.

5.26.5 API&H1it
E&FEELT ( ActionTrail ) RICRAMFRIFRE | REGRFCRER , ATLUSICRIUHRZEIR
FIEERIOSSTFiE=SIA. FlRActionTralfREFRIFMEIRFICR , ILLHZ 201, RREEER
ARG T
ActionTrailliiEE RIRSZAIAPHERICR ( BEAFBEEHSARIAPIERIER ) , ISR
BHRECRLSUS R RFEIERERIOSS Bucket, FIFEAILAEFIOSSIRIRRIFTE EIRINRERE
EXEERIE |, tEN. FREREHEE. IEEES.,

5.27 STV XRELENHEEDRDS
DHERERBEIERRSS ( Distributed Relational Database Service , f&FRDRDS ) & T fiREAT,
KRESUEET R , BRRE (TRE) . RE. RE. S3%EHT  ENEEEERABRE
HRIEH M, DRDSEEFEMYSQLIMUFNIEE , XFDESR. FET B, RSFHEK.
BFEESBMoHhRESFEE | B0 miiiEESEn R HEREN.

5.27.1 iflaj=sl

HIREKS

DRDS37#52EMySQLIIMKSFBPRIAR , 3FGRANT, REVOKE, SHOW GRANTS, CREATE
USER. DROP USER. SET PASSWORDZHEXIESHITIRL,

BIZEDRDSEIERERT , BUARTLUEE— T EEMEIIRIIKS. RUKSAILISIE— &S

RIS,

o PPRSTFHE : FUEEFRERS (ETFER. JIRa)) .

o TERBREAY)\NEAMRPRIN : CREATE, DROP, ALTER, INDEX, INSERT, DELETE,
UPDATE. SELECT,

s 3Z¥F "user@'host” R , Xdhosti#{Ti5ia] PLBCIEILE,

BB :
EH ST EEMEVPCHRT , AFARRERTAIRE IP , BiINKE “user@'%" .



IP BR3¢
DRDSIR T IPERERLUME L EHaIES , STIF AT/ DRDSFHIEFERMIZEIPHRE.
ZUAB T , DRDSELAIMIZ B A AIHEAIPIGE, APATLUETIEH SAIDRDSEIRR > HEH
IRETUESRANPAZ RN, IPERZRINEHTFEEIZDRDSLA , A aFER. FT , IPEA&
BN S IPHELERIPES,

71

W SHNERETEEMRVPCAR , EFRARELEREP , #NERIPEHRER,
fEBESQLIRIFEMRIP

ANEIL2 RS2 REFNSCERE , B IIHINTIGEBES LIRS, TIHEDERARHELE

1k

- DELETEIEARHWHERESR ST ELIMITS 4

« UPDATEIEGARHWHERES4EEE LIMITR

SERREELESSRINTE

mysqgl > delete fromtt;
ERR- CODE: [ TDDL- 4620] [ ERR_FORBI D EXECUTE_DM__ALL] Forbi d execute

DELETE ALL or UPDATE ALL sql. Mre: [http://m ddl eware. al i baba-inc.com
/ fag/ f agByFaqCode. ht m ?f aqCode=TDDL- 4620]

HEINHINTS |, IZIESHITRIH :

mysql > /*TDDL: FORBI D_EXECUTE_DM__ALL=f al se*/del ete fromtt;
Query OK, 10 row affected (0.21 sec)

5.27.2 MEIRE

PRTIPERES, , DRDSIESZIHERVPCHIRENE SIEREAIMEEIIaHEH,

VPCERRFIRENFAEMEEINES , BITREMEMY ™SS RFRIMESERE |, EWEETHI
[ | ERVPCHIIPARBIGIRIEEIRFT DRDSIAIRZ 2.

5.27.3 1@SQLHEiT
FBF A LATEDRDSIE4E _FERRIZE Fin R 1ZXZDRDSHNZIEIESQL , 1ESQLAE KEEMEIRAIIN

NATE , [R{EDRDSHIENIE.
ESQLNAEIE : FTFHARTE. #UEER. SQLEM. EFuHIP. HTAtE. BFPATLUES
DRDSIZHISETARIEAHIIE SQL [SENTHITILIEZE,



5.27.4 IKiIZE2

DRDSEHIGRUABLEREN GRS , BRI LWRERREEH TEMATNIE,

DRDS iS22 K

« RREE , BFECPURIMZE,

- 5|Zl5kE , BIEBIEQPS. YIEQPS. BIERT(ms), EEEFNEIREIZEL.
DRDSSLAIRIQPSHICPUMERERIERTEXAY, SDRDSHREHIMRINT , FERIASLAHIRICPUF
ARESAT. WMREIMCPUFIFBRIEH0%ERFELEHS0% , NIEHRESRISLHIEREHIRIN.
EDRDSAFHERAIBER T , ST AFIBT XMRIAIDRDSLANME T AH B SSHIQPSHEEEXK , &
BRI THECFR.

5.28 iHRPAFIMQIHERR
5.28.1 ;HEPRAFIMQ

iHEBAF! ( Message Queue , fEFRMQ ) REZFANEWEEHES , REWKEERNZEH

‘U m. BETEURSMIERHRA , EREAERAMITNE. BRTER. BFRF. &

RS (ZERT ) HE. hMERES—EBNERTRS  #EIMo it ErRTERSHEREI

BE.

HEBIINS N RERH S ERRERS TS  BRERRT

< NiEiEd  KRESKSER  NAZSUEEEKSHREN. FKSEN. WRESREHE
TIgE.

o HUENE : SOFERmEREMMN (TLS) .

« WEEIRE  STFVPCEEMBIMGIVPCIIRIZEELUHE,

- BEHET  WiEsEhETe  SHRERFER.

5.28.2 ihlaisEl

R

HEMFIRNZ 2R BT UANER !

s BWIRPAER  JBEFE- ( Topic )

- HANR  BRKS (BEEKS. FIKS)
HE BT PRASEIEIIE



« KRR
« TTIEINER

ZSRFAEHSBATI LREEERER ( Topic ) BY , RAESEIANIZAFEIE S ZTopiclEXANHER
MmEHRTEINR. SRR TopicliERMEREIHERN , iIHEMFIEEFEa 1 ZTopic
BHTEN ; BRAPERZTopic{TIHEREFIERITIFR , MQ BrokerfRSS thSX X TopicH T4
N, HFAFPEIEEMQ BrokersLfilfs , X3 F & 7aEBroker EHIARSS EARRIFFR LN,

HEEREFESNERIERE TEMNLES. FRICZs  HEBASIRARTEIRSEMEE
mg-namesrv , mq-brokerFERRHAPIRFIRIEN. B—IRAPIERERRERHMacSHA1TTEXSE
P TERMMRILE , RIEAFIEIER M.

ISR E PR =AccessKeyF1SecretKey #1782 IEIE AR BRRAINPRIGIUE .,

KSEZH

RSN HINERT |, (BEMFIHRERT "BRERR" RELILeihiaEsl,

BRI LABTRERFPZERNAR , BHIEEAR (BERGEEASEFERNER ) JIMQ
BTiAE , AR LIEEXS BRI T EERINE.

=18

BNRFEENE—AEE , @ROwner, BUWRERRIS (HEBLATKS ) . HiIROwnerdd

RFREEEHIIR, ZROWnerF—ERRIFEIEE (fIA , RAMFIKSHIR T IHENFIETE
RURR , ZRAMFIKSEIZMNFRINIIETEKS | ZRAMFIKSERIFEIEEEBARRRIROWner
.o )

ERZIRRAIEERNBRAT , At EKSHERAMFIKS EREXI KR TIHEM. RiRFT
BEULIRFH TIRNEE BRI,

RISV EFELA TR

- HEBIXIFEEREFES LARFEOWneHZ2EHSIINGE , AIRBEIKSIENFAFIKSEN,
- EMERpEESTFELE , EWRSTFIKSHTRNE , AIREAERRIGRE  BFKSHT
A RIBTTUR,

5.28.3 #URENNE=R

HEBFIRAIHEHEL SN ( TLS ) BISZHE , AFEIRSENGCE , IREFimSRS AN
ZARBERMHEZE MEUETREMRE. BT, FERTLSIEREEEZUN | iHRFIRIBRSS S



HFSUEBTFRAAEFTNRE | TRENESEATERIES. XWTFAE , IFEXFME | IETITB5%
7, (RIEFATRRIZ £,

R , FEERENZENEN L  BSEESIELEBRNHREEIGE | SRMEEREREREH
ITERINENIPRIS , ERoHRESIEN T S TS,

FEITNR  2EAEEMSIRE T NAZEE S ZBRNEZIIEIRE , (BRTLSEENAE
RS =RIRIDIEA BEIERIZEE. Bt , TLSHETHHREGMICPUTTE |, XESBAFIRYE L EF00E RS
[E#HEZE—EREAIFN , BRI R PSR RS R E.

5.28.4 W_IZ%I!EE

VPC ( EBMIL )
THEBFSZ AP ERVPCRIENESEENMZ IS TS, VPCEBFPEEE=EIRENFAEMN
RIS | B REMSISIIS MR EIRE |, AR ETRIAITES ; AP aTLIE
MVPNEREEL |, SEZIDCHRSSEBRRENERSS , FHERAVPCEENMIIPERSEMRRIPER S
=HEER |, SCBEBRSEMNEERECSIRSERMEIEEEMFIBIEN.
BT, HEFISISZENRE , FENRSERHTHEEARARNVPCRKRINS |, FEHE M
MEIMERIEE , MERXTUS. TR AT ENE MR ERIP.

VPCihlapRE

BAZUIRMHERPVPCILEi5IA)ZEEY © Any Tunnel#1Single Tunnel, ZiEBEBAFIERETHAT , BUAER
T . HEBAFIRRSS IRt ANy Tunnelf9ifiatEsS | RITERTERIVPCINEER AT 7@ Foha b FE S RAS
RS, XFHEHEEERERERP IR ®ERK, AP ELIBEERT =H SaAPIEHRI2EE
tI#a/3Single Tunnel , IR AERMEERIVPCIMEERIERIRSS.

5.28.5 A&t
AEHEITENEZEPIFEEREN— , iHEWIRIFEETEHENANGHERFSEHITH
IO,
BT AERISHMEEEMER. SRLUNERS | tiNTopicsSIRAYBIZEFIMIFR. ANBRAYEEFFOEL
H., AR ESEERERFRIKIERIELTTEE.
Hit AEEMRaERETE |, FrEEIEESHEtIINE | B , HERPHTELE
1S,



5.29 ;HEPAFIMQE kAR

5.29.1 iHEPATIMQ
JHEBA ( Message Queue , EFRMQ ) RIE=EANEWEEFEE , 2R BRI
O m. ETEURSHERRA | BRaEEEAMIIR. T (I ) BE. ERiREE
—EXENEERIRS  BEIISmR B SFFERLMHERIEE.

HEMFINS M BERESEREERS TS , SEERRT
< piEEd  BRESWSER  NAZSUBEEKSRREN. FKSEN. WRERREHE

DIgE.
« HUENNE : STOFERmEREMMN (TLS) .
« WEIRE : SUFVPCERMEIMGHIVPCILAIZEEUIR,
SEIT MRS , SCREE AT,

5.29.2 iflaj=il
35
BRI ZEIBEERIEEIL TN ESR -
s HWIHREIR : JHEFER ( Topic )
o HENSR : RS ( 8FEEKS. FKS)
iBRBATIRIIN PR EHE -

o KRINR
o JREIER

ZRPEESAT L RIEERERR ( Topic ) Bt , RASIKARZABFEIESZ TopiclHXATERR
mEHEEIT IR, JAF X TopicBl @A mEREITHER , IHRMWTIBEIEFEa R X Topic
FHTEN ; BRAPERIZTopicHTEEAXFIEEIT R , MQ BrokerfRSS B AIHZ TopiciH T4
. HFEPEIEMQ BrokersLflfE , X F &FnTEBroker LIRS ERRFFEEEIN.

HEWERETAESNE—RIEKETERFIAREE. Rtz , HEFINRERSEHEEIE
mq-namesrv , mg-brokerEEIRAAPIZR IRV, B—IXAPIEBEFSFERAHmMacSHA1 T AT
I TEZIBPRILE | (RIEAFNEIESZ 2.

SRR ERIE = AccessKeyf1SecretKey LI T8 B IMELAR BERAPRIGIE.



WSREE
TERALEERWNFIRIERT , IHEBATIRM Y "AFRER" KLz einaEs,

HEMFIIABSIRERFELSBENAT , EHARERR (TEREFASEERNAR ) XMQ
HATE) , NTBRIEEXS BRI TEEKE.

BINEE

BMNERBRERENE— I EE , BFEOwner , EVWREZKS (B EEEZWS ) . FEOwnersd

BRAATEEHINR. FROWNerA—EREREEE (H20 , RAMFKSFIZFHESIEHE
AIRUR |, iZRAMFK S CIEEIERNABTEKS |, iZRAMFHK S ERREIEZBREHHEOwWner
o )

ERZIRFIEERNIBAT , AttEKSHERAMFIKSEL AR TIHAR. FiRFT
BEULIRFH TIRNEE BRI,
RSV BELA TR

- HEBIIIFEEEFS L ARFEOWneZEHZIINGE , AUREIKSENFFIKSEN,
« ERERGEEFTFE L EWSTHFIKSHTRNET , JREAERECRE , AFRSHT
A RIBITUR.

5.29.3 #URENNER

HEBAFREHEmER MMM ( TLS ) RIS , AFFEIRSEHZE , LIREFinSIRSEM
ZEREERHEE NEAETRERE. BT, ZEATLSIEREEERUN | iHEFIRIBRS SF
FSIEBHIFAAEFINEE , THRENEBRIAERIES. XTFAR  FFEMEHE |, ST EE
%, (RIEFAARYZ 2.

ERT , EEREMENEM L | GBS EESIELEBREREHGE | SRMERREREREH
ITERNEIRPRRE , ERoiRIEEERI T2 e E.

FEIENRE  EAEEMIIRE T NAREEMSIZBRNERIIZIRE  (BRTLSHEENAHE
IRSSERIRICIEA BEIERIESE. B, TLSESTREVMICPUFTFE , 3HEEAFIRIEITEFNEAAS
[EEPSZE—ERERIFNN , BAARIBIRF RS R EF N EIRE AR E.



5.29.4 PILEIRES

VPC ( €M )
HEBAFISTF AP ERVPCHIREE SEENMNEILRES]. VPCERERAFEEE=ERENFAEMN
INE |, BT REMENY RS RPN EIRE | RS ROhEES] ; BRALIE
JVPNEELL , KEZIDCHRSHRFEANTET | FERVPCEENMIIPEKERIPEIRT
SAIE , LI B BRSSFNE B ECSIRS 2R HIEHESFIR BN,
BT , RIS ERE | NENRSERAIHEEARAIVPCHEIAL | Y EANRIZE £
MERIRIRE , MRS, FURLAREF-SIMRRIBRE (R,

VPCihIERRE
PAZUIRHFERRPVPCRIZEIT5IEZEEY © Any Tunnelf1Single Tunnel, ZHiEEAFIEBETHAT , BUAER
T, IHEBAFIIRSS IR At Any Tunnelf9inIaEC , BITERTERYVPCIMGET AT i@ ot {E FiH S BASY
IRSS. XFMpAEIVREREAERRDRIAFER. BPEILIBT BRI IEH GEAPISHIRRE
t0#/9Single Tunnel , BIRAIFER MEERIVPCIMEERIHEIRS.

5.29.5 HE®HIT
HEHITENEZ2PIEEEEN—K , BEMNNMEETEHENANCHREERSEHITH
HicH,
HITAENSEEFEEEMR. SRR EHS | LN TopicRRAVEIZETNMR. SPRAVIZFFOEL
#H. FIENEEEHERFRKMNENEITRE.
Hit BECIHEEHRIETE |, FIERISUEE W SorTINEE , FHEREEE A ERPHITELE
S XA,

5.30 MSSECATISIEIRSSARMS

W2 seAtistspRSS ( Application Real-Time Monitoring Service , f&#R ARMS ) 2—kBIE = At
BEETE ( APM ) KISEFR, EBEATR , EOUETaR. NA. WSEEXNESHE , fuEEE

Elq =)

R ENAFEEF RN N AL S i ERE T
5.30.1 iflajisEl
b33
BAFIAIEJARMS ConsolesEfRT , ARMSE AEA P CIEIRSIIM P IREZ 2.



SRR FERFIE =AccessKeyfISecretKey#ll, EATIENT :
1. AP EREARMSEEFIE EEERIVENE ( BA8—XfAccessKeyfllSecretKey ) .
2. TEISIAIAORTHRAT |, EFBARMS SDKIS PR HAiEREH TIA T SRURIE -

a. SHTEERIE , BIABERIREHER.

b. HITEN , 18BN AIAccessKey 2B B IPRARIZIRSS.

HTTPS

ARMS Consolefg{iti5IRSS FAIHTTPINATAE ) , FIRYEILIERERE ES%SSL , BIHTTPS,

BB :
EIRARMS Consolef@ it 7 M FZIConsole Z [BIANEZINZETIAEE , (BESSLEEN SRS 28N
WA BEIERiElE, 240, SSLESHSEEIMICPUFFEY , ARMS ConsoleSLAlggE it &R0 Mz At
BEeZE—EREERIEN , BRI AP IEE R AR R E T E.

5.30.2 IR =
ARMS{REEM I BRI DR PSR 2 IR,
it
TS FIFIIES  ARMSRFEIStorm B RRAIAFMEN ( Topology ) HTITEL &4

TopologyBFENET— AR , M8 MNEFMERTLUBERAEHIERREEENTopology , LASZ
FEITEEK.

MNTAEAFRES  MHRRE , HINEEESASHRFHESERMEEEFTR , BT
8RR , IREFAERRZEASZENTTTIL.
=hEheE

T EMESHIEIES | ARMSEETEFIRFHEPERRIRNFREN. HY , SkEMRERHR
IRREIRE B TF IR ( Time to live , BARTTL ) , LURIIRIAYISEIERS ( Coprocessor ) , fRIE
HI P RYEEE TR S EERAS A 2RI BRI A &R 0.

5.31 2 5HEZRSBGTS

2FF55MRSS ( Global Transaction Service , {&fR GTS ) 2—A = ERE. SAIE. EANERNSH
HESHEE , BFRRS HIUME FRISES— B>,



ERINSESTERERNEIEFENRTE. —EE. BB, FAM (Atomicity, Consistency,
Isolation, Durability , fE#RACID ) 4Ftt. GTSTESIFHRMIEIRESSHIEM L | IH=SAEER
RETZMER , It HIAR TSI ERIUREINSESATE | T 7 HHhURIFE(FACID
R,

CTSEMERBAIEIEm , FmisEtEk A Bt e RiRi 2 BB AR R ERSIHE , MAR
HERPIBSIENRE | BIER S HMNESHRIMER.

5.31.1 ifla=il
HAFRREGTSHERE , EFRGTSIRSIIHEESN.
BRI FEEAPE Z=AccessKeyF1SecretKey#lfl , ERARENT :
1. KBV EGTSIEHIE EBIEMNSEID , FHAEPE =S AP IR AHI—3JAccessKey#ll

SecretKey,
2. EIHRIGTSIRSIHAVAHE , FRGTS SDKWESEREEHITHEMNNES.,
3. HHBRNAGTSIRSSIRE . GTSIRSF IR TUI TERUR(E

a. HITEBWIE , IABRIRBEEEL,

b. #HTEMN , 1eEHENAIAccessKeyFIHHIDEREBNIRERIZESHE.

5.32 =iRSE54CSB

RARSSHLE ( Cloud Service Bus , #FCSB ) AT EER. A%, UREARHR  SHER
G, BINIOIRSEE, TECIREMTEEASS , AERLEN. RERSIORARES
RIS A .

MBS UEAEEUAPBE SR O LS S BRI FHUA A IFKEE, R
SHIRRES | LARISER. RERESKT. HRAMRSE, SRSHE (CSB) ARNEE
ST , BPCWEESNENRAEZIE. SESAIFEARBSANRGZ FCMERS
EWNIRSENER, SMRGIUER. ITIRSAPITEEETIR | FRRSAPIHTSH—E
BHEA, ESAPIE , STORUREEHIZE. UROUSEHkEHRER=ATFREZ
ASSEENRIRLE, . RICUS.

5.32.1 il
£
ZFF U2 CSB BrokersLfilfs , 33T &fn{EBroker ERIBRSSTAFIRRELEN.



ST FR(FE PR =AccessKeyf1SecretKey#lEl , BEARIENT :

1. BEFIECSBIRHIA LIRS ( SfE—IdAccessKeyflISecretkey ) ITIIFEMAIIRSS.
2. fERIERYANR , CSB SDKIARSERIE B THERNAYE R, EHEEXBrokerf5 , CSB
Broker&iH{ TN FAERUR(E
a. WITERWIE , FAERISEHEY.
b. #HTER , IEENAIAccessKey ERERPRARIZIRS.
IPER&E
TEIRMLASAWHIRIERT |, CSBIRIE T IPREARFELIIME L 2ihaiEs.
BUABRT , CSB BrokersSEB#iR B AAYHEMIPIAE. FBFALABIS R SHSRRNIPERSZ S
AN, IPRARBENEHRITHEESECSB BrokersLl , ALFMNIEER.

o IPERHR  TIFEEERPNIPEEIPERIDNER SR |, LIEIEZAFEYAEE , N LIEEST
Brokeri# T4,

< IPERE BT BT ERUEHRNE,

FELEEERY
CSBIRE TRILLIEREMAIINEE. BONZINEERA , JLMRIE AN T2 ZRITH.
BALEERERGRM TN THVH « fRIEERASERFIBroker ERIBIAIFTIILL , AIRBITIRERI
{8 , NIEEEITAYIEK.

HTTPS

CSB Brokerf2ftISARS A /IHTTPINXAYEES , EIRTATLATERERS ESZRFSSL , BIHTTPS, [
B, TEBrokerZ [AIREXAYETR , EIZFFHTTPSHINY,

1588 :
EBIACSB Brokerigft 7 i F3Z!BrokerZ [BIRUEZNNZTHEE , (B2 SSLEEN BH GRS e mSIES
BEIERIE:. Bb , SSLBSTREMICPUFEE , CSB BrokersLfIRYE It EF000 N AT IS S
F—EREERNEN , BRI EGANER R EFNEE ERETE.

5.32.2 API%#Y

HXFAPIARIRIRREIT AccessKeyiH T4, CSB API{EREF%4HHash Message Authentica
tion Code ( HMAC ) NBEENXHTTPSARFHITEMIIE, XHEKHITEHWIE , AFETEESTHT



BERANEETTER , LR — 7T, AfE , (ERACSBERRITEIZFFAFEAIHMAC, B85 |, it
WUEFRA "EEBK"  MEHMACHEER A "€8"  ANESRUELERNTEENE. &
&, BPALAMERICSB APIRNER , (FABERAISEGRINLES.

REWEIZBMIIERNEKRET , FIRECSBER , HLUBRRERSIVGERTIHEEIRERIER
RER. AE  BiItEHNER5IERERMIERHITIIL. NRENERBLE , WRFIAS
IBKEFEXICSBERRIAIEMNIR , EltFemEMAZRNET ARG, WRAENMESR
ILEC , BRAIBEREHEF , ARRFERERRER.

5.32.3 API&Hit

B{EEILT ((ActionTrail ) RICRZMFRIRIRE , RUFBFECRER , ATLUSICRUHREFEIR
FiEERIOSSTFiE=Sa), FIFBActionTrailfRFRIFTEIRFICR , IR0, RFXEBE
ARG

ActionTraillliEE=IRFZHIAPHERICR ( BEAFBEEHEMARIAPIERICR ) , MISHLIERE
BHERIECRLSUS R RFEINEERIOSS Bucket, FAFRRILAEFIOSSIRIARIFTE BIRINREKE
BXEICRXMY |, thaliE. FEEaEEE. EEES,

5.33 MaxCompute
5.33.1 T[S

MaxComputeSiFZHFPIFERZR | BEAERWSIAERER , BHAIEA R RAAccessKeyXIFR
AR , BEXYTFRAFPIE— M HTTPIERESHITEZINLE | $INARBREIEHITE
EEERES . APHERERERESMAXERATR. TUEHEZRAFNE. SERE=.
FREMZENEER  HEEENSHFRRRRE.

RS , MaxComputeHFFiBETTERAEXZIRANIEFIZTH , SERHINAAILTE , MKVME
ZlKernel, RETVFEECSENERNG , FARMEENZ S , LB IR AREEZHE 0
ERARSS RRHEE.



5-3: iDFERIP

MaxComputEﬁﬁ

HEET

o

Q IZEﬁt{E% LinuxibE

% — lavaiP 78 /Pythoni Pl

5.33.2 INESIAILE
5.33.2.1 BHISILE

BRILAEEESIEBEToEEAccessKey, AccessKeyHAccessKey IDFIAccessKey SecretZB
% , EAccessKey IDRXFHY , BTFHRRAFS . AccessKey Secret@W&ERY , A THFS%H
AILEEI,

SRR REMaxCompute RIXIEKET , Bfth i RIXAIEKIERMaxComputefSERMEH A RE R

FrER |, SAEEFAccessKey Secretl & B FRFERHITINEIAERMIBFRES. MaxComputellZIF
PiEKRIE |, @idAccessKey IDHEIXI R AIACcessKey Secret , LARIERIF ZIRINES Z R EFNLGIIE
19, AR EHRAGIERSFREA —SENANZBEREEHHY ; B , MaxComputelSiELELbIE
XRIFK , FHREIHTTP 4034&iR.

5.33.2.2 PRz

FIFXdMaxCompute EIRIA A1 FEk , BIRFEMWSINEMARFHSHE. TS EMERN

—AMESEM , TS TFAUBESRRNFHSIUERFATIURIEEA. MaxComputeSTFEFIK

SRR IITISERS.

- MAPEREKSINEN , MaxComputeR RIS EIKS ERFNWREARNFIES , REWRA
TBHFEE A BB AR,

. HEPERTHSHEN | RSHETUSERER, MaxComputeRRINZFIKS BB
RIEKSIET TINEHZERMIR | Bt aRmiZF kSRR EEEE R ARG
R,

MaxCompute B BISZF R HZAA ISR TSRS F Ik S AUTHIRI RS,



« ACLIEI : ACLIENNZ—FIETHRAVREN. EIIACLIEAINIREDE ( BNaiazH5IE
Access Control List ) fiEMRBIZNSRI—MFHRIR , RESWNRELFEN , FREHITACLE
BURE. SHSKEMPRET , BITACLIENRAINIREGES R B oIS, ACLIRSSHSRIRIISIER
RAZEIASQLI2TE M AIGRANT/REVOKE AR S HETIRAN , BT XS AN 6p S KehXI EFER
I E RS RAVF I EHRE R,

* Policy#&i¥ : PolicyiRINE—METRIGAURIN., BT PolicyRANAINIREGE ( RIHIRIRES ) #
EMRENEARN—TFRIR. REIER ( BFEmE ) FE |, F8E TPolicyZIUR(E.
SEMBMBRET , BT Policy ZNAMNREGFES W B aMER. PolicyiZiNfEEFAMaxCompute B7E
MAS—FHIEREE S TIRIN | AFEEELEEARIIIR AR SRANE R,

RERRRRRINTRATR

= 5-6: ACLIZHHIPolicyiZiAIX R

ACLIEIN Policy$E

FXRURETERFIORMHR (RN fiE ) . IR (AR, BFEF) . £F (BFRER
). BF(E B WRF) (ESHEIR , fl0 "SiFAFzinan tangiEilERtable 19HIEL
= .

N/A SCFFERAHRI , BRISF20MpRIHELE,
N/A SziFAllow ( Fe¥FIIIA) ) FDeny ( FE4EIHIR) ) %
8

RANEHRERNAT | MR ERDIFE. XFERY ANMEFE" B AR ARSI ERR
N, RIS ALIDEHZRFENS | XFREEST

AN S E K,
HER—NIIERET , SEEEESIZESKEN | fR— SR , RAASBENENSIZIIRK
= EXfYPolicy,
X2 HAYGrant/RevokeiEa), Bt _E{EPolicy SLARATSIURE,

MaxComputeif 3758 BT R BRIZ I,
EREZANEEZ=E

RiIRFAFZMETERNOWnerslEER (adminfEe ) , EAFTEHBFNUAFNRBEZTERR.
RHBARTRAIIBER | LY AFERRBZRNAFRNEIENE, (BRMNREE
AFARETRFPIIBEER , L RF A LAERET PackagelIES I B =ERR RS FI6E.

Package2— S E S EHEHIERZRNG | TERTHRETE = ERI BRI,




{ffPackageZ /5 , AIIETAIEERALIXBII B S AFZEEANNSIFI TN ( a2t
#E— \Package ) , AR IFEIBIIB T a/%4E1XMPackage, EBIIE T BIEERA L% PackageZ
& . el LAB1TE ¥ Package RB R EH—S IS B S Project FRIBF.

Packagef 75 & BIa0T.
« PackageBZ&ERUREBIIT.

creat e package <pkgnane>
- - fl#EPackage

FE
 {YprojectdownerB N PRHITIZIRIE,
- BaitlERpackage BFRABEEIL 128NF 1.

add proj ect_object to package package_nanme [with privil eges
privil eges]

remove project _object from package package nane

project _object ::= table table_nane |

i nstance inst_nane |

function func_nane |

resource res_name

privileges ::= action_iteml, action_iten®,

-- iIn&REEIPackage

i5BR :

- BRRGSHINSEEIAEEProject2kE |, BIAtIFEIY PackagefEE tEProject P EIEXIR,

 INEIPackageFHIMUNENSAS , KEEENAYRIFR, Z2EEd[with
privileges privileges]SEISER/ERIRAT , BRIASFIZAUR , BIRead/Describe/Select, "X
SREMR" WEFE—NEBE , FINEFIHEN. B8R . ReeMBRFEITAN.

al | ow project <prjnane> to install package <pkgname> [using | abel <
nunber >]

-- WFHEIB=EERNR

di sall ow project <prjname> to install package <pkgnhane>

-- BEEHCIE R ERR

del et e package <pkgnane>
- - fflprRPackage

show packages



-- BFEPackagedl3Fk

descri be package <pkgnanme>
-- BZEPackagelFHER

 Package{fFEAMRERFILIT.

i nstall package <pkgnanme>
- - Z%EPackage

%A :

* {XprojecttownerB PRI TIZIRIE.
o XFZLEEPackagein , EkpkgNanefIH&T9 : <pr oj ect Name>. <packageNane>,

uni nstal | package <pkgnane>
-- & Package

5888
XFFEIE Packageskis , EkpkgNaneHIH&9 : <pr oj ect Name>. <packageNane>,

show packages

-- BECLEELEpackagedlzk

descri be package <pkgname>

-- BE&packageiFHER
HEAIPackage IR AIMaxComputeXI5REY , FHEijAPackage BAVEIR ( RIEMIIE
TENELLAFIER ) |, WiiREYZPackagefIReadtfR, &HigkETTReadt IR , MEMA
ProjectOwner&AdminEli& , ProjectOwneraiAdmina LB ACLIZIEXPolicy S HISk se ks
™.

BT | (UHSE | BLHACLENAIF =M Sodps_test@aliyun.comifjalPackage BAYEIR.,

use prj 2;

i nstall package prj1l.testpkg;

grant read on package prj l.testpackage to user
al i yun$odps_t est @l i yun. com

@i Policy RN ST H = iBpri2-E A R EB LAAPackage BRY R,

use prj 2;
install package prj 1.testpkg;



put policy /tnp/policy.txt;

5888
/tnp/ policy. txt IRBTUT.

{

"Version": "1",
" St atenent ":

[{
"Effect":"Al | ow',

"Principal":"*",

"Action":"odps: Read",

"Resource":"acs: odps: *: proj ects/ prj 2/ packages/ prj 1.t est pkg"
1

}

FURRIHIEEH
EFR&EHIRE ( LabelSecurity ) 2THE AR5 —FH&HHEHEHISE ( Mandatory Access
Control, MAC ) , BRISIANTTLALLIN B TRIEE & B0 R SRS P59 5 1 SUEiEa051a),
LabelSecurity TG EHEF ARSI AR TLZEE RN D . — KK | SEEUENSRERCD
JOU0TPYE -
o 0% ( AMEEZ |, Unclassified ) ,
o 14% ( #%% , Confidential ) ,
o 2% (#1% , Sensitive ) ,
o 3% ( BEAHE , Highly Sensitive ) .
MaxComputetiB{EIX—533737% , ProjectOwnerFEZEE X AN EUIRSURERANIB BT EHRY)
DinE. EMARRTERBFPINBIETFIERH0R , ZURLERBIZENIA0L,
LabelSecurity XU ESURAVRI E R LASZ 35745 , EERAT AN RAUTAIFIR ERREIRC ( Label
), KRB RBURERIEIRIEMK. X Fview , B3FFIREERZE  IEERA]
LXgviewig ElabelER, ViewfIERFEIINAIERabelEREIMIAY , EviewtIFEERT , BRARY
ZRBEOR,
AENEUEFAD IR EREFRINCZfG , LabelSecurityBIBRAZ 2 HRISUOT
* No-ReadUp : AAFRAFERERER S THPERINEEE | FRIESIEN,
+ Trusted-User : RIFARPSEREREIE | FIEESUBRANOR ( MRE ) .

BB :



o E—SEREGILEESHRST , ATHLESIEEMETERESIERS R  —REFHE
ZEFNIZERE , U0 : FRITRAPSMRERASTBPEFRAIEUE ( No-WriteDown ) ,
{BfEMaxComputeSF & , EEEINE T AERRWHIEBHRSRNEERAE , FALEHKEE
FHASAENo-WriteDown , IIRMETRERREEXMFR , TLBTEXNETRREE
& ( SetObjectCreatorHasGrantPermission=false ) LUAZI#=HIBRY,

« RN TEHEEERRIMBTEZ @R , WETLUST B EREAZRFIRE (
ProjectProtection ) ., I®EZfG , RATFAFERETERIGREYE | IXFEERILAERE LEEER
BT = EZ 5.

B =asfLabelSecurityZ £ HHIBIAR KT , ProjectOwnerEEBITHE. TEIE ,
LabelSecurityZ2HEH—BEFFE , BIANEIAZ SRIESGHEEHT. T, LAPHOEER
B, BT RifE Selectt BRIl , IR R SIS SUSEURRITBIIF T &4,

EURIRIPHE ( Project Protection )

EREZ N RB TR EEHEAERAF, | oL Rt ERERIFEProjectNEHRIHIAIRIER
ERIME=ENGGE. B2  MRNETEPIEIEIFESR , SRR ER A =EH
X , AT SR R LA AL B = BRI H——& EProjectProtection , BEEKINE A+ "1
EREEFIER , RIFSA |, FEEEH" .

BIMREWT

set projectProtection=true
- 1REProj ect Protecti onfiA : HAERBERA |, FBEERLE.

BB :
FTETE , BAProjectProtection FEMKIRE , BUIAENfalse , BIEUERIFYVLIEIEETS.

FREERERIPUE BRESIER LS

ERFPHIIR B = E#iR & T ProjectProtectionZ f5 , FAFPRIBESBRIMI TR K : EABAR
RURIE , BEENWSEER , SEEEKRISIESHAFNImETE, MESERFPNE
BZfE , BKREAmRAE R X OREUREEE. T , AT ARIMEENWSEEX ,
MaxCompute I FEF L 7 #EProjectProtectiont¥ik & < JFRIMFIEHE S HIRZ,

2B ExceptionPolicy



ProjectOwnerf£iZ &ProjectProtectionff ] LAKf7— exceptionZehg , aeS0T :

SET Proj ectProtecti on=true W TH EXCEPTI ON <pol i cyFi | e>

i5BB :
ItEBFAYpolicy REFPolicyiZ ( REESPolicy NG ETTE—H ) , EREXNIMBZERFHL
HBIGIIME R —FrEIR , BIFTA TG policy R RTIERRIGIAIBRZER AT LAFTHKProjectProtection i
.

Exception policyfBX~BIEAT :

{

"Version": "1",
" St at enent ":

[{
"Effect":"A | ow',

“Principal ":"ALI YUNSAl i ce@l i yun. cont',
"Action":["odps: Sel ect"],
"Resource":"acs: odps: *: proj ects/alipay/tables/table_test",
"Condition":{
"StringEqual s": {
"odps: TaskType":["Dr", "SQ"]
}

}
}

}
-- REF=EA i ce@l i yun. conlJLUBITSQL{ESXIZRal i pay. t abl e_t est H11TSel ect
BEITBEEERERal | payIRBZEIZSM,

1588
« Exception policy HAR—FEBEAFEI. R EARGIF , =S AliceFHigBXIZRalipay.
table_testAYSelecti2{ERAR , BRABMEIRE T EiRexception policy , Alice{3ARTTESHEL
1.
* ProjectProtection@—FEiERAANEH , MARHEES. REERFEEhIEdEYRIE
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Pt R XU
« HRRIRBEMpackageIEN =, MIRBIRE | NFEHRpackage T REBUREUE.
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IPEETHHIRHE , ARSALBUIPARERE , EEXIIMEIREAREMprojectf|ZR— M1
HITRIPEYEMELS |, IEERSZHE. HittMaxComputesLHl 7 RARBIIPEHBEIIEE | RFARKT
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KerberosE2—EZEHNANIER S, E-MapReducefFEAJZEHAS(Hadoop Authentication Service
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YZ=KDC3KRENSGT(Service Granting Ticket) , SAR{ERASGTXIAAIService , Service=RFEEXRER
XIClienti#H TEMIAUE , INBEEEEREILAEE5AServicefRSS.
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&, BOREHEIDAERL.

» HDFS#E



HDFSHE T BRIZHfE , FAFHIAHDFSTHREGE AR A BEIEFREZIEHDFS |, QMR
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