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KSQLEGHITHEEIR. HHT. ZEHEEHTREFSHFNOMANBESALALT. IBTRER.
BRiRiEZR. KMSQL. TopSQL. FHENEGZE,



13.3.2.3.1 EFSQLET

HRES
SQLYEHERHEEAIRRE R — BRI S £ S QLB AMGHEE R , B EREIRIIES
STRE BRI

BESR
1. (ERRSEER (secadmin ) KSBREEEIRESIRS.
2. RAUEILRINE ., [EXURAFIRR  MEERIAOMIRE | SEER | SRS R

B A

3. EFER > SQLFTNE , iEIEEAESEE , BRI BEERRAITER , E
13-64: SQLEEIT TRERTR.

13-64: SQLAE A

@ R AN $iE8 [ %3 Ll 525 %3 H FEHE = (2) &secadmin~ | @B
sqlserver » SQLEKit IEANE SEEFE AWSAL TopSaL FEEES HEESF
BB 0 4% wx w8 15 Bl LA sEv Ea EEsE
m | | SQUEfEGEHE
E 3 1 SELECT 763795 .
B 2/D0L 32
764,252 3 ROLLBACK 18
o 4 BEGIN z
5 FERSAL 10
& INSERT 5
& 7 mESE 5
c 8 COMMIT
9 Ef

<

B o ESEGE o 2EERS o TEAGR EEEE=a

| EPEmE
139 7

42407
217 30680
360 32374
41 -

3

5 60.
611

RS b= Ead: 2008-01-11 10:17:19

+ SQLIFEXRBIS G

= BRI e | AMINSQUESHEG LUIHERIF N B RZ IR ER RN E
IGIPR BN , WNE 13-65: EEFIREEEPFITERT-.



13-65: EETIREXBIPHITE

| | 1P BB (S QUIEIRAFIET ) "’

1 SELECT 763795

2 DDL 2

3 ROLLBACK 18

4 BEGIN 12

5 ZasaL 10

6 INSERT 5

7 AR 5

8 CoMMIT

9 Ef
¢

W

S L - MR  TEInhS T eSS

- BEFERFRANIHIITIRE , IR SRR IR U SCI AR AE.
iBRRIED LG

IBORFERND XA BREEiRIP. $EERF. TR=MDEAH  FHEREms
X, FFEIHRER L EEREM TS HIER.

flan , EE PRI RROER E |, AESUREERF. TEMNEASZE , BEEE , 1E
13-66: BEERIRFRBLPHRITEFR.

13-66: BEEBERBIPHITE

ER: v B ¢ SOREAS ¢ TERUS

| | | | | SrEmiE hal

139, SA TER 424057

= 1 SA MICROSOFT JDBC DRIVER F... 303537

3 60.18 S MICROSOFT SQL SERVER JD... 21128

460.] SA NAVICAT PREMIUM 0975

5172 ESalshl TfE 2444

6111 SA 820

7172 ESalshl 820

8 60.7 == 71

5111 B FAE~ 0
10111 SA JTDS 64
11 AN ——— Th MAVIC AT DREAMN 1A ?Tv

»

- BREHGEEEEFEIHER ARSI ERBAE BN AR HZEORKIRIISQLRFRE
210, WE 13-67: EEFIEQUNRIRSQLIEEF T EFR.

13-67: EEFRIRDRIRSQURERITE

W ¢ ESWEE e ZEEERS ¢ TRALS

| | | | | sQLEfEEitE l
139.mm SA xR 424057
21172 MICROSOFT JDBC DRIVER F.. 20353
3 60. A ROSOFT SOL SERVER JD... 21128
4/60. sA NAVICAT PREMIUM 0975
5172 ESal=l FfE! 2444
6111 sA FT SQL SERVER MA. 820
7172 A FT JDBC DRIVER F... 820
8/60. Esa 7
9111 SIS 50
10/111 sA 64 —
11 AN - — TA N AVIC AT DREALI AL :‘v

- BRESHXH  TRIARNETRERIHERSHEIA M,



13.3.2.3.2 }¥&ZF=SQLiES)

BRER
ERINETE , *eEERILIANEMEDRRF MR ARFSHITRISQLIER.
LR

1.

2,

ERZEEER ( secadmin ) ISERAEHIEERITRSA.

EEBURTIE , R IRKE , RERINEEERE , REER  HASUERFAEER
H.

ENEED > BORERNE , BEEANEEE.

BERFRESRM  REARFM  REER.

1588 :
BEESARRESM | ERRRMRREEEF , RINESERSM.
BEMAMRERINEFHINES.
IEAFIRUMSIURRANFZZUHTSQUETRRSITER. SQUEGSTINEESQLIED. 3k
B, IR, BEFmIP. FUTER. MITHEFER.

< BEIREFIFRALANYIRERE , JINERIIRIETAS , & 13-68: FIRIMERIR

EFR.



13-68: FIRINETIZE

TR v EeEss

[l T
[P " @ FS
T T T @ SOLED
RETD 1 . t
- @ FEEEETE]
R ' @ FEEERAF
BN 1 @& ZEEIP
— . ® EFwIPE
N i
RELD 1 MACHERE
RETH - ® EF
@ EMW{TE
RETD 1 ;
— : o [ AT E]
RELT] ';REE.EFF -
RETT 1 146 E =
REIN 1 143 B =
RETD 1 144 B =
RETT] 136 E =
REIN 1 4 B =
R 148 E =
RETT 1 M E =
REIN 143 B =
RETD 1 144 B =
RETT] 891 E =
REIN 1 19 E =
RELD 1462 = ~
3

- PESHREERE  tFcsvBHE | TTSHERIETSIRSHEIAHE,
6. EERFIEY , H—LEREXETMNFAEE.
- BFRIIFRTIHHNRFEDER  IMEEESZSQLETGREXER . BESEEE. BF
s, RSH[IER. SQALERZ.

. BHEGFERE  AEOFEREEEZSQLEGEXER , BiF AR E. NAS
5. SQLIEE). SHMNFRE , WE 13-69: BEEIETIFBEFR.



13-69: BEEIBAEIS

EEEE
| inEkEES
EFEP:

HEREERR:

BEIR:

| RimsHiEE

RIREFwIP:

| saLiEaizs
SQLERR:

| szmms
BEEP:

ERRTTS:

| saLiga

SELECT 1;

1721771235
SA
MICROSOFT
JDBC DRIVER
FOR SQL
SERVER

N/A

1721771212

NI/A

#=0: 42742 EEEPER:
osFEA: E==t MACHESE: EEFFFFFFFFFF
e EES

iR FEEEHDML)

15348
EOREEE:  2018-01-10 11:55:15
BEE (=

=0: 1433 ‘.M'F‘ = Reports

EE (Al + A)

. BESEFERE  EeEHERTEESQUEIMEBNAENSIEEEIURLIERSIE
RERTEIRRTESQLIEERT , WNE 13-70: EERIEFHER.

13-70: BEESIGIES

BESPHD: 7217712121433 SEEREE: SA
#: 172.17.71236:42742 EFBIPERR: —

WEETS: MICROSOFT JDBC
DRIVER FOR SQL

SERVER

EdiEl: 2018-01-10 11:55:11 2|

1

SELECT 1;

©2018-01-10 11:55:15

[E] 1588

e

EBES (547)) : mssalserver
EEREmES: ZEE

SIETFR: 2532813110471000000

BB =wmizst 12

G R

=1 2 1538

v

REFIRFIRZIFEMEAFITENSQLIET , FIFHRRFBEIIRSHIIA M,

13.3.2.3.3 1= 5 SR

BRER

ERIRIERTE T LISQLIEOERHITEIR. ARGERBIEDERNSTVESQLIERITIIgEE
2, BEERISQLIERLE , MME—KSQLIETHITICR. R EBRRBIERIEEIIEE , AL

HIEEMNEESQLEGEE.

RESR

1. FHELTEEER ( secadmin ) WEER=BEIEEFITRSR.



2. EFEERINE | ERIEESIRXE, , EEERINNEEE | RHER | BEASIREFEMAERR
[H.
3. EfEED > BIRIEERE | EEEENETEE , BEE.
-
= B8 :
EIRIEFENEIFE P, $UBERF. TEMMA. MACHEIE, EiR¥ER, SqiEaEL,
NREEEETAEM.
4. BEEIEOERGIER  BFEERETD. BOREHMTEIE. PUTREEER.
5. HEEFIRPIGEORIR , REYIRGNRREERHEE , aH—SEEZEOEIRNES , E
13-71: REEBEMERATR.
13-71: FEBIERER

111! - SA 1

1 SRS IE

6. IEEARIRGIR , EFETRIRCR | ERERE-REEATERMZETERECERITI

.

- BEBFEPIRENEEEDRE  IB%EREDRAEEEY , RREMNZEETR
B{EXBZICR.

« BREHBFEPRRENSBIEDRE , REXERIEDIRAMESY  RESHRNZEE
BRI TEE.

- BHEEFEPIRENAFINEDRE , BZRRIEDRATHEINEY , REBAEH
THzZRE.

BEEGERGIFR ESENAIEIRIRENIRZE , AlASRpRPHATEERIEDIRERTR

.



13.3.2.3.4 EEMITRMAISQLIER

BEER
fERMsQLIUE o LA EIEEN ARAAEHITRABNER. FIXIKRMSQUBEGHITONT , HBiikse
BEER DR E SEFERIXIRR.

RESER
1. (FRLZEEER ( secadmin ) WSEER=BEIRESHITRS.

2. EEBURTIE , FEEIREEYIRXE,  ERCRINEEE , BHER  SASEFFAEER

=

o

3. EEIEA > KWSALNHE , iEFERRESEE , BEE.
4. BEFMRENEEERRIUTRMAISQLIERSIE.
< BEVIFRALASIRERE , AILIGESIRIETRE , BB 13-72: KWSQLYIRREDS!
REFT7R.

13-72: kKMSQLYIEREBRIISE

ol
if

RS

[Tl

> Saumit  iEgwm SREE KMSQL  Topsal  sENES

© 4% EE 3E LB B mEy rz¢ [FE3
S ' 01-01 - 00-00~2042-04 13- 3 ’
RS 2018-01-01 00:00:00-2018-01-31 23:59:50 P, m
® EERE
10109 18:56:29  2532201230021000000 39 sA EEE EES Could not find stored proce. . SHOW T+ @ SEIRA
@ ZFEIP
TSQL Invalid obiect name ‘@bo.a. .
@ EFRIPEIR
30109 18:38:21 | 2532189480021000000 35 <im A TSQL Unclosed quotation mark af... SIACE g, wingeccn
40109 18:38:10 0] sA TsaL Invalid object name ‘aaa’. @ BERGRAR
< T2
501-09 18:37:46  2532189480021000000 39 == A TSQL Incorrect syntax near from... sELeCTe @ TEHIRA
SQUEB{ESE
TSQL avalid object name aas.
@ WERER
7 01-09 18:37:09 2532189480021000000 39 ] - SA TSQL Invalid object name ‘aaa’. SELECT™I ® SQlLiEY
TS0 nearrect suntax near ‘sele’.

o EEERMSALICR , BERIENR , FIASEFERE , BEESEMTIATESQLE
a9, WE 13-73: EERIEFBIR.



B 13-73: EERIEFIE

BEEIPEL: 172.17.71212:1433 sHEERSE: SA FBSEE (ZFl) @ mssglserver
EFimIPARO: 39 “31652 EFRIPER: — BIEEHERAF: TEE
RAmTE: %fEe £3EFRA: 2532201230021000000
FHiE]: 2018-01-09 18:55:23 3 2018-01-09 18:56:42

1 [ Go ECTGTE-Te=RF-2

SHOW TABLES;

v

© 2018-01-09 18:56:29 x =W

Z1041ps

o EEFEMSQLIER , BBESQLIEG , FIETIFERNE , BERZETITHNFEAER , E
13-74: BEEIEEF B

13-74: BEHIBDFIE

BaifE
| smiaskEEs
EFEIP: 39, #0: 31652 EAEIPER:
tEEEAS: SA OSFF: FEE MACHsHE : EEFFFFFFFFFF
HEATLE: EE EHERR: iZ2zeamdI6meSopnbtOjw7Z
| mAsmEs
RIFAEFEP: NIA
| saLizmEs
SQLFR: 272 f=l=—=:h =S2RER
ERTHE: 0 TE A7) : 1041ps
SN N/A EaEEEE: 2018-01-09 18:56:29
HATES DBRIEES: 2812, WEHES{SE: Could not find stored procedure "show’
| Zemris
BEEP: 17247.71.212 #0: 1433 FESE (Z6)) : ReportServer
FEMTE: —
| saLizm
SHOW TABLES;
| s B

- BEFIFRA LANSHIRFERA | EFcsvBHE , AIEHRI5IRPIAHWSQLUEGERSH.

13.3.2.3.5 EETopSQLiEA

BRER



TopSQLIUH , STFFNTIIFERS. FERTEE. FUTREERE ISR TRIESE R TEIIHE
Fr . BREVNERARSRITEIRISQLIES.

BRESR
1. (EFAREEER ( secadmin ) WSERTEEHIREEFFITRS.
2. EEBURTIE , YRR IRXE , ISECSRINAVENERE , REER  EASUEREFAEER

=

3. ENEER > TopSQLIE , EFEARTE e , BdiEif.,
ol
[:] 588
TopSQLIE ST IFATEIISM -
- HIERR R, FENRE. HITRE
« Top#it#y : 10. 50. 100
. DITRA  SOMERKTFus , HERITRES TR
4. BEETop SQLIEGFITE , WNE 13-75: BE Top SQLIEASZIHE R,

13-75: B8&Top SQLiEAFHITHE!

@R A R $iEm ® =iE [l 3B o M FE= =(2) &secadminv | @ iE:
[ sqlserver - SOt EONE EERE  SMSOL TopSQL FENER  FEIESH
. B
S © 4% mFE 4B R B BEEM =t BT
m. WEEAD: 2018-01-01 00:00:00~2018-01-31 23:59:59 + FHH#EaTHE + TOP10 [l M
B.08
ES i
B / | | I I
1 SELECT #+QUOTENAME(CAST (SERVERPROPERTY (N'#)AS SYSNAME), # }+'#'+# +QUOTENAME (DTB.NAME,'#)+'# AS [DATABASE_URN],D. 2115 1 2198021 2198
764;252 2 214 219802 2198
3 DECLARE @IS_POLICY_AUTOMATION_ENABLED BIT 213 1 2198021 2198
27 % 2 90 1
5 SELECT #+QUOTENAME(CAST(SERVERPROPERTY (N'#)AS SYSNAME), #)+# AS [URN],CAST(SERVERPROPERTY (N'#)AS SYSNAME)AS [N... 195 2 99028 198
0 < 6 154 2 35028 198
7 CREATE TABLE #TMP_PIVOT_CONFIG_TABLE(IMDWINSTANCE] SQL_VARIANT NULL, [MDWDATABASE] SQL_VARIANT NULL, [ENABLED] §... 193 2 95028 198
o 1% 1 99028 1
9 SELECT @CACHEWINDOW=ISNULL(PARAMETER_VALUE,0)FROM [MSDB].[DBO].[SYSCOLLECTOR_CONFIG_STORE] WHERE PARAMETER. 191 2 99028 198
1 99028 1
iR EE EiAE: 2018-01-11 10:45:32

- BESIFRALANSIRERE  AILIGRIIRIETRE.
- BEFIFRALANSHIREERE | EEcsvBl | A SR15IRFHTop SQLEGISH,



13.3.2.3.6 EEMELESR
BERER
R MESITTLE NZEEER I EERNEITRINFINETER , KEEERULUERR
FEITRINFEIEONFEER. , FAMEIETIEEEITHIN,
RS E
1. FHRLTEEER ( secadmin ) WEER=BEIEEFITRSR.
2. FUEBERITE , EEUEEFIRK , EEREERMINEEERE  RHER , HASUEEFAEER

=

o

3. EUEER > MBNERITE , IXEEAETE , REEN.
4. BEERFHITFIRIHEIES , WE 13-76: EEHEUE Q.

13-76: BEMEIER

%) AN $iEw ® == ] $B2= o5 FEE =(2) &secadmin~ | ®iEZ
|Z sqlserver . ST EGEE ESREE SWMsaL  TopsaL  FiENEH)  HTEST
S=am. _ —y
T O 4% X #B LR A mEv AETN a =i
e
Qe. e —
=S U v EFEEES
B
SIS 2013-01-01 00:00:00~2018-01-31 23:50:50 + ZHES EFER F
764,252
1 SELECT UPPER(S. LOGIN_NAME),CASE WHEN(S.NT_DOMAIN IS NULL O 5.NT_DOMAIN="JAND(S. NT_USER_NAME IS NULL OR $.NT_USER_NAME="JTHEN . 01-10 10:43:51
27 IO,
01-10 09:58:52
3 SELECT O.NAME FROM [REPORTSERVER].SYS.ALL_OBJECTS O INNER JOIN [REPORTSERVER].SYS. SCHEMAS S ON O.SCHEMA_ID=5.SCHENA_ID WHERE TY... 01-09 19:13:33
<
[+] 4 01-09 19:13:29
5 SELECT V.NAME FROM [REPORTSERVER].5YS.ALL VIEWS V INNER JOIN [REPORTSERYER].SYS.SCHEMAS 5 ON V.SCHEMA 1D-5.5CHEMA_ID WHERE S.NAM... 01-09 19:13:29
] g an
01-09 19:13:29
7 SELECT NAME FROM [REPORTSERVER].SYS.SCHEMAS ORDER BY NAME 01-09 19:13:29
01-09 19:12:34
9 SELECT*FROM MASTER.SYS.DM_EXEC_CONNECTIONS 01-09 19:05:37
01-09 18:56:29
11 SELECT COUNT(*)FROM AAA; 01-09 18:55:46
0109 18:45:03 .
1 ED =zimioozat 215
iERRE ER EGETE: 2018-01-11 10:45:59

il
[:] 588 :
HIIRFPRTIEG , IEFXETRNFE.
5. IGABUESSIRT |, EFEQICR , R EEREIRT B R NZETEEFITTN,

- BEBFEPIORENEEEDRE  ITBZE9RNEEED . RENZKETABE
MBEICR.

« BREHBFEPRRENEBGEDRE XS 0RAMRNES , RERBHHINZEEDE
PBRXBHITEE,



o BEBRFEPRREAFEINEDRE  IZE0IRAFEINED , RESABHEINZ

KiEa.
BEHENEGSIR ESENASERRELEREE |, Al ASRYIRTIATEIETIRER TN,

13.3.2.3.7 DtMBIaiE
BRER

IBRIES R TEEERT S FMnREdEEbLL. IRERF. ZEFimtil. TEMNASER.
BRMELR

1. ERAZEEER ( secadmin ) WSERAEHIEEFHITRSA.

2. FEBURTIE , EEUEREYIRXE , ISECSRINAVEEERE , REER  EASUEREFAEER

B A

3. EEIER > IBRESTRE , EEEENEEE , ERRNEROER B 13-77:. E&h
(RO TSR,

E] 5B

WEEYEREIE, BORERF. EFmtE, TEMNAEEIA S ENERRIDHTER | X
SR DT,

13-77: EEBITESHER

@ R AR S$iEg ® =i [l == &8 A FEE =(2) &secadmin~ | @iBH
[ sqlserver » SQl&T EOKE  EENE SHSOL TopsQl  FEES  ihEEESHT
S o +% % #Rm 18 EGl t5 == @ S
E e sESE v mESSS O ESemn O TSOEE
2H1
ﬂ.;.ﬂl iR
B mwnass s em
764,252 =
27
0 <
0

iFRE IR EHATiA: 2018-01-11 10:48:30

< BERERVER  REFMERNOTHEE | REERNEEERES NIRRT TIREL.



- BEERVE  BEHERNS N EN R ESNIEIRE S SR,

13.3.2.4 &%
SIEDITEXEUEERNFIBSIE ( Session ) {TARITH RS, DiffliEE , BFESERIT. &
EER., KWER. EHRSIE. NASIERNINEEER, BESiEothnee , EFEEEENSE
BHTERRDNT , FJLABREREAIXEE |, IREEUREXE o MTRORIEE,

13.3.2.4.1 BRI

B5=EE
SRS TUEN ISR ER TR MNSESRLT. o, BETIESEE , RIEZFIRIP, #iE
ERRP. TEEHERITIESIENEERE.

MEL TR
1. (FALELEHER ( secadmin ) IKEBERABEHIEEFTITES.
2. EMEBLRIOE , EEIEEYIRKE, , ERERINNEIEE  BEER  HNUEEFHEER

i

3. EEIRIE > RIERITTNE , TEFETENETE , REER , EESESRITER & 13-78:
BERIEFI SRR,

= | %8 :

HEEFiRP. #EEFEAF. EPmibi, TRIEHA SENERRISIESRITER | X525
HESIT.



13-78: BEERERITER

& TR AR $iEa ® =i [l $p= OF HRy FEE =(2) &secadminv | @EH
|2 sqlserver - AFEET aEmE SNER EReE  TEeE
ST B o 5% wx =8 19 [ 7 s=x Q5
s BN @EAEP OZEEAS 018
Ef EL\ =P |zrp | | sEpaEt
L 1172.17.71.235 - 306801
oL 2k
764,252 :
" 2 3 60.7
27 4.
5 60.2 - 4
o ¢ 61 =
0

M 17217.71.235 111162197176 [l 60.25.1072

I 32.106.109.203 c02s11.182 M B

iFHiRE EE EHEEA: 2018-01-11 10:48:59

HESIERITER

RIERMERRSE , REER ESEERS MENFESIENE.

o

g :
BEFESIEL , FTHASIEFERNE , EE5IFEER.
FESESITE

LIHRER A EMERAEZEFiRIP. #EERF. TEERESIEPN OB,

@ i58EB

FESIESRITE |, ISR, BPEEFDRE | BEENFIHEER AR THE R
HWEASE W8 13-79: FESIEFITHEFR.



13-79: FRRIEGIE

Fhizendseit

172.17.71.235 *+HEF
Ml sC FAlFEF
= =i

I
i

/
H

111.

N
Al

13.3.2.4.2 RERIEEE
BRER
TRIENETNH , “2ERRBEMERETUSTTSIEER.
IRMESE
1. FHALELEER ( secadmin ) WEER=BEIEEFITRSR.
2. EUEBERITE , EEUEEYIRK , SERERMINEIEE  RHER , HASUEEFMAEER

i

3. ENEIRIE > RIENTRTE , XETONETE , REER , RSEER , WE 13-60: 21
HERTEF.



13-80: RIEHFRTIE

@ 7 AR $izt ® =i [l 3p= o ANy FEE =(2) &secadminv | ®iEf
[2 sqlserver -~ EED AENE HES
e o 5% wx ¥ 1 EEl v =+ B
TEEE(459: 2018-01-01 00.00:00~2018-01-31 23:59'50 oW D

Ge.ae,
B

1 2532813110241000... 172.17.71.235 SA MICROSOFT JOBC D... 01-10 11:55:11 1377

7G4,252 2 172.17.71.235 AICROSOFT JDBC D_. 01-10 11:55:1 1377
3 2532813110141000... 172.17.71.235 SA MICROSOFT JDBC D... 01-10 11:55:11 1377
27 4 172.17.71.235 AICROSOFT JDBC D__. 01-10 11:55:1 1377
5 2532813110091000... 172.17.71.235 SA MICROSOFT JDBC D... 01-10 11:55:11 1377
0 < L] 172.17.71.235 AICROSOFT JDBC D__. 01-10 11:55:1 1377
7 2532813110081000... 172.17.71.235 SA MICROSOFT JDBC D... 01-10 11:55:11 1377
0 8 172.17.71.235 AICROSOFT JDBC D__. 01-10 11:55:1 1377
9 2532813110061000... 172.17.71.235 SA MICROSOFT JDBC D... 01-10 11:55:11 1377
172.17.71.235 AICROSOFT JDBC D__. 01-10 11:55:1 1377
11 2532813110551000... 172.17.71.235 SA MICROSOFT JDBC D... 01-10 11:55:11 1377
172.17.71.235 AICROSOFT JDBC D__. 01-10 11:55:1 1377
13 2532813110271000... 172.17.71.235 SA MICROSOFT JDBC D... 01-10 11:55:11 1377
172.17.71.235 AICROSOFT JDBC D_. 01-10 11:55:1 1377 .
d BB =amioozis 100005
iEPEE R EZ5AE 11 0

[;] %A :

SNEFIRTHIFE (5 ) IBHRASENRIETK.

« BESER  FIFSEFERE , ERZSENFAER.

- BEFIFRALANFIRERE , AILIGESIRIETRE.

- BISIFRE LANSHIREERE |, EEcsvBE | AIEHAIFIRPHISIFECRSE.

13.3.2.4.3 EFERKUSIE

EMERTEICREFEAMISEEE , LNERIRERISIEIEXER | FHRTRMEEL.
BMELER
1. (EAREEER ( secadmin ) WSERZELIREEHITRA.
2. ENEIMRSRIE , EEIREESIRXE , EERNEEE  RHER  BNSIEEFEFRERR
H.
3. BEISIE > KWERTHE , EEENEEE , BEER , EEERKVISEEE  TE
13-81: KWERTUEF7.



13-81: KMERTE

sEmt  aEdE  LNES  SEeE  nmeE

© 4% ®E *E LA 1R BEY A
IS 2018-01-01 00:00:00~2018-01-31 23:58:58 m M
101-1003:48 49, SA FEE 0saL-32 18456 B 'sa BRI 198
2/01-09 09:58 60. SA *EE EEE 18456 A/ =2 BRAHL.
3 01-08 20:06 140 TEST FES ZEE 18456 B test BRSM,
4/01-08 20:06 140 ADMIN == 7EEs 8456 B 'admin' BREH,
5 01-08 20:06 1405 SA FEEE EEE 18456 B s BREH.
<
1 B =mimszissz

« BERANEE , FIFAMERBERNE  EEFENKEERICR , ME 13-82: KMERB
AR,

13-82: KMERFH

EWBEREE

£ 2018-01-01 00:00:00~2018-01-10 03:45:00 + 49.4.135.15 + SA + FEE + 0S0QL-32 + 13456

101-1003:48 43 0 == SA 05QL-32 18456 1

FEE
2/01-1003:47 49 SA FiEE 05QL-32 8456 24
3 01-1003:47 45 SA EEE 050L-32 18456 25
4/01-1003:46 49 SA FiEE 05QL-32 8456 52
5 01-10 03:46 450 SA EE 05QL-32 18456 1
6/01-1003:45 43 H ZEE 05QL-32 8456
7 01-1003:45 45 ] SA EEE 05qL-32 18456 9
8/01-10 03:44 49 SA TEE 05QL-32 8430
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3. BEERINNENA , HEAENABERRE.
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14-22: FIAPE

pranlesla

T | X
e iTiE ~
admin EBEEERn
v userfl skE—= iEER

d) EEREESMMRE , SERIGER | SRR, RKAEDERENE,
) it
™

EBERINENIKE, KPESEENAE , BdRm , WE 14-23: FI0EVIKF TUEAT



14-23: FRINENMKATIE

RAOEE X

Bl | W 1 - | FH
RpiEE v

192.168.1.120 webiRSEEE Adrninistrator ROP

4. EFESHIINTTE , BREeEESHIN |, BSAmAI0AY R PFIFmARIDAY =M P31 TREk,
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3. E-EERNARERNHE , INBREERMOENRFS. B8, BIAKIERS.,
4. BEER,
BRERNNE  EEARTEENERED,
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Flash Player Flash Player@@IWeb S X BESIRHITIISIERER , WiigEs
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TR , FAFEESSH, TelnettYBIFANFHI TIZHEIRIE.
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1. BRTEEZIARS.

2. EURE%E > SN , BEA LARWebiSHEE.
3. TEWebiS#ECEXHAET , IFRERIMIN , FIANEESSH & TELNET & R ogi n,
4. EFEEFIRIER , BIANIEEPUTTY,

1588 :
NS B LR T MEENE PIntERs.
5. BEHFE.

g :
ANERNLEEFRHEFTFFURL - USM Si ngl e- Onl8  B937R , BBEH#TFFURL : USM Single
Sign-On,
6. AR REREENIGETR , BRENE , EMNEIMEREEFIREFMEME  BEIH | 25
E , WE 14-30: REREREETR



14-30: PG FRECE

BREERE X

ﬁﬂ' BrERes

HEEFEFR
PUTTY | |C:\Program Files (x86)\putty_V0.63.0.0.43510830.exe |E FIE.
HRE B3H
BCEMRINE | SRHIRTIHEE | WE 14-31: BREREERIIATR.
14-31: RS RECERLIN
(e S5
'0’ ErRESSY , SEETEEE
14.3.3.3 iz
14.3.3.3.1 @i SSHIHNER ENHITIEH
RMEL TR

1. BRTEEZTERS.
2. EUFEHE > EHISHETE.

E] 1588

ERRTETRMAEIIP, B, KASKEFES | RASENTBERIBREN.
3. EEREENAISSHIMYAIEN K, , BREESF , WNE 14-32: SSHIUEN WebimHEF7.

E] 1588



SNERNBTREAHEFTFFURL . USM Si ngl e- OnliB o A9/ , B2R¥TFFURL : USM Single
Sign-On,

14-32: SSHHEHXFEHWebiEHE

FHliz4E # WebiEeES
=gty L b =P == T &=
E)! FisA FillkA =i
1 68.1.1 [S5H] root TR+
1 68.1.1 ERES [RD mi 0 BEE+

4. EFEHSSHIEETE , AITESEIBAFEN - TEMIRIE , 1B 14-33: SSHINYENIES
SRR,

14-33: SSHIHYEHISHERIE

U=

588 :
SNERGEAR[ EMPTY] IR ERBEREN , FEFINEFEDNY , FHEABIREIIKFFIZ.



14.3.3.3.2 iBIRDPIHYE R EHHITIEYE
e

1. BREEELHRS.

2. E{UENEY > EHIEHETE.

=] wm.
ERFRETBAEIIP. ENE. KRFXEFEE | KRGS BaTRERNBmEN.
3. IEFERNAIRDPIMUAIENIK, | BBEER , WE 14-34: RDPIYEN Webiz4EFfR.

E] 15888

ANERNLTEFRHEFTFFURL - USM Si ngl e- Onl8 - B9 , BBEH#TFFURL : USM Single
Sign-On,

14-34: RDP{HYEHWebisiE

FHlizE £ WebiEEES
i ERlTE BE | | | 1/1~ & | &
EElaiE
£ Fil:A FillkF g%
192.168.1.110 Cent0S [SSH] root v g
102.168.1.120 windows WERES [RDP] Administrator v =R

4. BHIBE  FiiEREEETE.

5. MR REERXSIAET , RE&EER I ERTBFRENTHTEERE . WE 14-35:
RDPINNENEHERFRT7R.



14-35: RDPHHYEHISHERE

& 192:168:50-194 (B7<IP) - USM - 10 1 163389 - imigstmish: - o X

olowing tasks to configure this server

@ i58EB :
SNSREFR[ EMPTY] KA ERBEREN , FEFNEFMY , FHRABIRENIKFFIER,
14.3.3.3.3 I SFTPIHMYE R EHIHITIEH
SR
1. BREEERVES.
2. R > NS,

@ i58EB :

ERFETBAEIP. ENE. KAFXEFEE | KRGS BalTBEXNBREN.
3. EEEENAISFTPIMYAIENIK, , BEER , WE 14-36: SFTPIHYEN L WebiZ4ERfTR.

@ i58EB :

ANERNILE 2SS HHEEFTFFURL - USM Si ngl e- Onlg - AYIR= , BaF4#TFFURL : USM Single
Sign-On,



14-36: SFTPIHY EHIWebisiE

FHi=4E REREME ¢ A WS IR & WehiBiRiE
RS v Bl | @ 1 R | #=
EEE/E EEHAAEE
Fil k] FilkA BR
192.168.1.110 CentOS [SFTP] root B2
192.168.1.120 windows RlE==E [RDP] Administrator ===
192.168.1.125 WindowsERE=S [RDP] Administrator f=s-3 |

- BEISFTPz4ET R |, A EaiEFin LEERE Bin N TIZ4ERF | QNEl 14-37:
SFTPIMYENICHERI R,

14-37: SFTPHHYEISHEEE

"B Documents - admin@10.11.1.2 - WinSCP — O X
ML) FRSM) SHE(F) S4(0) =E(S) HER(0) ImRER) ZEI(H)

#UB SRe|WS|BR F - HEo o B - ®-
2 FRAISTRY = A6 A @[ % |1 root iE HOIED R
CAlsers\ding_ciDocuments froot
&x TE ENINE=i BaE A |&Fx R *h B R A
b HEEZ 2016/1... i . 2016/11/2... r-xr-xr-x
AIDAG4 Reports g ==y 2016/8... .cache 2016/11/1... rwx--—--—-—-
Fiddler2 g ==y 2016/9... .gnupg 2016/11/1... rwx--—--—-—-
Integration Ser... g ==y 2016/8... pki 2016/11/1... rwxr-----
Integration Ser... g ==y 2016/8... .ssh 2016/11/1... rwx--—--—-—-
My Knowledge g ==y 2016/9... vne 2016/11/2... rwxr-xr-
D My Music g ==y 2016/9... ] .bash_history 8,941 2016/12/2... rw-------
= My Pictures g ==y 2016/9... ] .bash_logout 18 2009/5/20... rw-r--r--
B My Videos g ==y 2016/9... ] .bash_profile 176 2009/5/20... rw-r--r--
NetSarang g ==y 2016/7... [ .bashrc 176 2004/9/23... rw-r--r--
QQPCMgr g ==y 2016/9... [ .cshre 100 2004/9/23... rw-r--r--
SQL Server Ma... g ==y 2016/1... [ .teshre 129 2004/12/4... rw-r--r--
Tencent Files g ==y 2016/1... [ .viminfo 5,359 2016/11/3... rw----—---
Virtual Machines g ==y 2016/1... ] Xauthority 66 2016/11/2... rw--—---—--
\fienial Shadin 2 it aniama Y || [ anaranda_be ifn A BET INA2MIE rareeeeo_ v
< > < >
0B of 73,203 KiB in 0 of 37 0B of267MiBin0 of 18
Cf F7 BlZER KL F10iBH
8 SFTP3 0:04:00
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SNER(ERR[ EMPTY] TEIKFPERBREN , BEFIMEEMY , FHAABRENIKFFIEE.
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3.4 KIENEFRENHITIEY

i

MBZEARMER NP, WAFERES  EZENREIEN , FEENEHEIIRFER.
RS |, IE#EARATLUBE RIFNE RIS NS RZ NI TIZHERE.

il
= i

FENERINEAZR  FEEAEERANAATERAERSR > FARENETEAZEEE
ZEILAER,

IS

1. ERTEELTRE.

2. RS > FHISHETE , BERBNER , NE 14-38: KENERFT.

14-38: KIFINER

= ¥ FENER || WebEERS
EEEANTE =@ | | | 1/1 -7 | %&E

EEAlAAEE

Fil e[k Tk~ 27
192.168.1.110 CentOs [S5H] root R
192.168.1.120 windows UE=g:ces [ROP] Administrator =g
192.168.1.125 WindowsiBE= [RDP] Administrator =1 )

3. EIEHEFXNEES , MAEIIPHER , RERE  IEREFREN , W& 14-39: KIFEN
EHEERIHEER.



14-39: KIBIIEHERISIEIE

ST s
FAIp* 192.168.1.115
HHY SSH L
= 22
PER roat
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= ise8
BORENESSRESENE | SEARIEEN > RENE RS NAEE SR
2

14.3.3.3.5 i=4E L ERIS

3.
S=RIER
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MNFEENEETERAARRIEIREINEENEN , BEEEARTEEVIEERAEN SR ZE
N, ERZERER. BHEARBRLTERRE , RASBNENEHPE , FEREEBARSHEY
&, BHEARABEERENIHTIEHERE.
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1. ERTEEZTERS.
2. EUFSHE > iISHHEILTUE , EERRCANERRISESE I RIFICRKFIVAE.
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T ERAERNEHERTE , EHEARRIEENESENEED Web SN ERIZENHITIEHER
£, BIZiz#EHBINSHEENEER,



14.3.4 CSHNIZHEIR{FIEr

B E—E= T MERET Web S TIZHIRIESN , ZEE2NAFEHHEIEFiRANHITE
YEIRME,

AETEFENBHEARBIEFHESZEERIESR , BhHaBIRENNzES .
14.3.4.1 ER AR EPIRSHIE(EER
14.3.41.1 @S ITE

EERERAREFInERCBELNAFRH T ENSHERFR , BHRE TN FFIESEIIF

« NERESFFSSHINAYapp , FlaNa<S1T4 R, SecureCRT, XshellZ,

o AMBERETIFRDPHNYAapp , FIANTE K EER.

- WHRERERFREFIHRSZEELVNAFNROERSER , TERUUTH NGO
= 60022 : BFHIAISSHIYAIEN.
= 63389 : AT iHIAIRDPHMYAIERL,

s BRZEEZVNAZARSBIRENEHiEOEEESE , HIaNSSHIY RinO. RDPHMY ik
-,

14.3.4.1.2 B3 ST IiRappHIRBEA N ER BIREHNHITIEH

BRER
REDLUGSITRiFapp G , BISSHIMYERBRENHITEHE. SIS EARETHPRRIE
FB(FAE B appERSSHIMYAIENMK,

IRES R

1. e <$iT%&imapp , MIALAT®S | IZEIZESE ( Enter ) |, W& 14-40: BImSTRIGERA
[EEZ A,

ssh ZEEZVEFNAFECCBEELZARSAHI P - p60022

58P
MR TEEMNER |, BRNIZAFIER |, #ZEZESE (Enter )

- ZEE2NAFHAF2EAEER (fl2ladmin ) FIEERAEFSE.
- ZEEZNAFNIPIERZEE2NARSAYIPHLL | FRIESSIREHEA.



14-40: BIGRSITERERTBEZN

K 4 iben — bash — 80x24

Last loginm: Thu Mar 17 14:46:51 on tiysQee =]
ibendeMacBook—-Air:~ iben% ssh admin@lB82.16B.27.71 —pEBBEZI



B 14-41: BI ST ERIREFE NS~

® @ iben — USMShell — ssh — BOx24

1 18.1.2.33 - 18.1.2.33 (1: test)

2 192.168.21.168 - 192.16B.21.168 (1:[EMPTY])

3 192.16B.27.49 - windows2@88 {1:administrator)
4 192.168. 27 B4 - llinux i

5 192.168.50.112 - F # = & (2...])

6 1892.168.568.113 - F 3 5 & (1: [EMPTY])

7 192.16B.50.114 - F & = {1: [EMPTY])

8 192.16B8.50.115 - ¥ & J| (1: [EMPTY])

ype “:h<Enter>" for basics learning.

EEENUKFE |, IKE%EHE (Enter ) |, WNE 14-42: @I ap A TRIREEEN KPR,

@ 1588

SRR EMAER , FRMANZENIKFER | ZEZE (Enter )



14-42: BT e SITEIREEFEENIKF

® @ iben — USMShell — ssh — BOx24
1 18.1.2.33 - 18.1.2.33 (1: test)
2 192.168.21.168 - 192.16B.21.168 (1:[EMPTY])
3 192.16B.27.49 - windows2@88 l:administrator)
4 192.168.27.84 -
5 192.16B8.50.112 -
6 192 Ej 5@. 113 -
7 182, 50,114 -
8 192.‘ .58, 115 =

ype “:h<Enter>" for basics learning.

EREFENHTIZLERIF , WE 14-43; BUALTRIRER BRI,
14-43: B G STEIREREFREN

o o iben — root@centoss:~ — ssh — BOx24

Last logim: Thu Mar 17 14:21:41 2816 from 192.168.27.71
[root@centoss ~1# [



14.3.4.1.3 B iniE R E&EFKappRIREF A ERBIFENHITIEHE
BRER
ABTLIEREEE Rl  BIROPHNEREIFENHTESE, GAUSEREHRIR
4 BB EappBERROPHN IR,
RESE

1. IR S miEREapp , MIA<ZEELNESF P>: 63389 , HHEE | tE 14-44; BitimiEs
HEERESEE2VERIR.

@ i58EB :
Hep , <cBE2NAZFNIPERZBEEVAFRIIPHEIL | iSRIESCIRERBIA.

14-44; B TERMEEERTBEZNRR

@ LREREEE

Microsaft®

BEAT Mac RYIZIE REERE

AL | 192.168.27.71:63389) | EE
(7Bl MyPC, name.microsoft.com, 192.168.2.8)

2. EREBMEERITEN 2 XIEETD |, PH&EE , WE 1445 BUTiERAEREETEER
MERFA,

14-45: B EREEEEERBEZNRR

UEH ERYFE 58 BT ER.
RENMEEEDETTHA?

~EA

3. EZEEZNAREREN , MAZEENREKNBARNED , BEER , B 14-46. 5
REBEEZNARGF.
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14-46: EREBHEZINRER

4. ERFEERE , WHISECENNENZ , B ETRERERRENG , NE 14-47: 8
AR REERI R A A,

=) m.

IRTHFEMNERD , BRNZEIIKFRES , BEERE,.
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14-47: B intE REEEEFEENE~

192.168.27.71
SN | Sl

FilE P | i &0
windows2008 192.168.27.49 administrator 3389
windows2008 192.168.27.49 user 3389
2003 192.168.27.47 administrator 8389
10.1.2.33 10.1.2.33 administrator 3389

BERERENBHTIEERE | E 14-48: B RS mERERBIREVATR.
14-48: BT it REEEEREATEN

e @ 192.168.27.71




14.3.4.2 Windows Rt & Pimis4HE(Fiam

14.3.4.2.1 HEETIE

EERAWindows RAZ FInER B RN AR TENGHHEIERT , BRRETR TIIEST
1 :
s AMELRFEFFSSHIMYANEHET R | FIUIPUTTY. SecureCRT. XshellFETH,
o AELESHSROPHMUANIEHT R |, fliWindows R B HHITE R EER T,
o AUWBLRESHFSFTPIMUANE4ET R , HIINWInSCP, XFTP, FlashFXPETH,
o FAELRESIFFTPINYANEHET R |, HIGNXFTP, FlashFXPETE,
o HRWindowsERAEFinSZBEELNAFNROEEES , FECFELU TR :
- 60022 : FAFifEISSH, Telnet, SFTPHMYAIEM.
= 63389 : AT iHIARDPHMNYAIERL.
= 60021 : FIFiHAFTPIMYAIERL.

s BRE=EE2NESZSBIRENREHROEFEZES , FIISSHIMY RiEM. RDPHMY iR
-,

1588 :
SFTP. FTPIMXAIEN K SFIZRBNRIRENEIER, BEE A TUH{TSFTP, FTPHMYE
WIE4ERT , EHIKSTIZEWRCESEE2VERZFESE , A5 FiER,
14.3.4.2.2 i[BISSHIT BEZBiInEHITEH
B8IERE
AEDLAPUTTYIZERA , BT SSHIMYER BT, S EAETHAVRIELE
FHRECEHTEEFRSSH, TelnetfMY AN,
IEMEL TR

1. TFPUTTYIR , AERBOPRAZEE2ZNAZRIPHIROAS (60022) |, B8
tOpen , W1E 14-49: IEEEEL2YIFR.



14-49: IEERBEZHN

% PuTTY Configuration @
Categary:
IEI-- Session | | Basic options for your PuTTY session |
Logging Specify the destination you want to connect to
=) Terminal
Host Mame (or IP address) Part
- Keyboard
- Eell 10.] 131 6002
- Features Connection type:
- Windaw )Raw () Telnet () Rlogin ©) Serial
?;EEEFHCE Load, save or delete a stared session
- Behaviour
. Translation Saved Sessions
- Selection
- Colours :
Default Settings
=~ Connection Load
- Rlogin
- 55H
-~ Sendl Close window on ext:
() Mways () Mewer @ Only on clean exit
About Qpen [ Cancel ]

2. GATEER2NAFHBFEEN |, REEH (Enter ) , W& 14-50: ERREE R,



14-50: BER=HEZMN

3. AR EERE , B L TRIEFCSENNENS , KEER (Enter ) , G0E] 14-51: 1%F



14-51: IR EHIF~

#P USMShell = =R 1
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