Alibaba Cloud

Apsara Stack

Apsara Uni-manager

Apsara Uni-manager
Management Console User
Guide

Product Version: V3.18.3
Document Version: 20250124

(-] Alibaba Cloud



Apsara Uni-manager Managemen

Apsara Uni-manager t Console User Guide-Legal discla

imer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it shall
be deemed as your total acceptance of this legal disclaimer.

1.

You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or

disseminated by any organization, company or individual in any form or by any means without
the prior written consent of Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment,

or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and an updated version of this document will be released through Alibaba Cloud-
authorized channels from time to time. You should pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and

services. Alibaba Cloud provides this document based on the "status quo", "being defective",
and "existing functions" of its products and services. Alibaba Cloud makes every effort to
provide relevant operational guidance based on existing technologies. However, Alibaba Cloud
hereby makes a clear statement that it in no way guarantees the accuracy, integrity,
applicability, and reliability of the content of this document, either explicitly or implicitly. Alibaba
Cloud shall not take legal responsibility for any errors or lost profits incurred by any organization,
company, or individual arising from download, use, or trust in this document. Alibaba Cloud shall
not, under any circumstances, take responsibility for any indirect, consequential, punitive,
contingent, special, or punitive damages, including lost profits arising from the use or trust in
this document (even if Alibaba Cloud has been notified of the possibility of such a loss).

. By law, all the contents in Alibaba Cloud documents, including but not limited to pictures,

architecture design, page layout, and text description, are intellectual property of Alibaba Cloud
and/or its affiliates. This intellectual property includes, but is not limited to, trademark rights,
patent rights, copyrights, and trade secrets. No part of this document shall be used, modified,
reproduced, publicly transmitted, changed, disseminated, distributed, or published without the
prior written consent of Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud
shall not be used, published, or reproduced for marketing, advertising, promotion, or other
purposes without the prior written consent of Alibaba Cloud. The names owned by Alibaba Cloud
include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba
Cloud and/or its affiliates, which appear separately or in combination, as well as the auxiliary
signs and patterns of the preceding brands, or anything similar to the company names, trade
names, trademarks, product or service names, domain names, patterns, logos, marks, signs, or
special descriptions that third parties identify as Alibaba Cloud and/or its affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.

> Document Version: 20250124 |



Apsara Uni-manager

Apsara Uni-manager Managemen
t Console User Guide-Document
conventions

Document conventions

Style

& Danger

Warning

(]> Notice

@ Note

Bold

Courier font

[talic

[1or[alb]

{} or {a|b}

Description

A danger notice indicates a situation
that will cause major system changes,
faults, physical injuries, and other
adverse results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other
adverse results.

A caution notice indicates warning
information, supplementary
instructions, and other content that the
user must understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

Italic formatting is used for parameters
and variables.

This format is used for an optional
value, where only one item can be
selected.

This format is used for a required
value, where only one item can be
selected.

Example

/\ Danger:

Resetting will result in the loss of
user configuration data.

Warning:
Restarting will cause business

interruption. About 10 minutes are
required to restart an instance.

[i]) Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all
files.

Click Settings> Network> Set
network type.

Click OK.
Run the cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.What is the Apsara Uni-
manager Management
Console?

The Apsara Uni-manager Management Console is provided by Apsara Stack to help
organizations perform cloud deployment. The platform improves IT management and
operations, aiming to provide large-scale, cost-efficient end-to-end cloud computing and big
data services for customers in sectors like public service, education, healthcare, and financial
services.

Overview

The Apsara Uni-manager Management Console simplifies the management and deployment
of physical and virtual resources, facilitating application development, improving resource
utilization, and reducing O&M costs. The console is an integral part of the ecosystem built
around cloud computing.

Procedure

Operations in the Apsara Uni-manager Management Console are classified into the following
parts:

¢ Basic configurations for system initialization, such as creating organizations, resource sets,
and users, creating basic resources such as virtual private clouds (VPCs), and creating
contacts and contact groups in CloudMonitor.

e Creation of cloud resources (performed by administrators).

e Resource management, such as starting, using, and releasing resources, and changing
resource configurations and resource quotas.

Emergency mode

The Apsara Uni-manager Management Console is switched to the emergency mode when
faults occur to Apsara Stack.

In this mode, only emergency features are available.

Apsara Stack faults
When faults occur to Apsara Stack and Apsara Uni-manager Management Console enters the
emergency mode, the following features become unavailable.

Module Feature Description

Document Version: 20250124 13
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e Organization management: manage AccessKeys; create
users and user groups.
e Resource set management: grant permissions to users.
e Resource set details: grant permissions to users.
¢ User management: create, modify, disable, delete, and
grant permissions to users; add users to and remove users
from user groups; configure logon policies; configure multi-
factor authentication (MFA).
e User group management: create, modify, delete, and grant The features
Enterpri rmissions t rgr ; rs to and remov r .
erprise permissions to user groups; add users to and remove users become unavailable.
from user groups.
e Role permissions: create, modify, disable, delete, replicate,
and customize roles.
e Data permissions: modify data permissions.
e Access control: create, modify, disable, and delete access
control policies.
e Permission boundary: create, modify, disable, and delete
service boundaries; create, modify, and delete API control
policies.
e Create cloud resources.
The features
Products e Manage cloud resources.

Redirect to consoles of cloud products.

Central region faults

If your Apsara Stack is deployed across regions, when a fault occurs to the central region, the
following features become limited or unavailable in the general regions.

Important

become unavailable.

Data inconsistency between the central and general regions may exist when the services
are recovered, but will be resolved within five minutes.

Module Feature Description

e When the console enters the
emergency mode, users on the
general regions are logged out.

Console Logon status

L]
Homepage o

e This also happens when the
console goes back to normal.
Users need to log on again.

Overview: view resources loads.
Platform operations: all features.

Platform resources: all features.

The features become unavailable.

14

> Document Version: 20250124



Apsara Uni-manager Managemen
t Console User Guide-What is the
Apsara Uni-manager Managemen

t Console?

Apsara Uni-manager

e Organization management: create, modify,
and delete organizations; manage
AccessKeys; create resource sets, users,
and user groups.

e Resource set management: create and
delete resource sets; modify the names of
resource sets; grant permissions to
members.

e Resource set details: grant permissions to
users.

¢ Region management: update associations.

¢ Change management: all change
management features.

¢ User management: create, modify, disable,
delete, and grant permissions to users; add
users to and remove users from user
Enterprise groups; configure logon policies; configure The features become unavailable.

MFA.

e User group management: create, modify,
delete, and grant permissions to user
groups; add users to and remove users from
user groups.

e Role permissions: create, modify, disable,
delete, replicate, and customize roles; grant
permissions to users and user groups.

e Data permissions: modify data permissions.

e Access control: create, modify, disable, and
delete access control policies.

e Permission boundary: create, modify,
disable, and delete service boundaries;
create, modify, and delete API control
policies.

e Service orders: all features.
e Services: all features.
e Quotas: manage quotas and quota alerts.
o Statistical analysis: all features.
e Metering management: all features.
Operations  Bills: all features. The features become unavailable.
e Tags: all features.
e Cloud resource optimization: all features.
e Billing management: all features.

e Global search: search for organizations,
resource sets, and resources.

Product overview The feature becomes unavailable.

> Document Version: 20250124 15
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The feature becomes limited.

Products e Service catalogs cannot be used
when you create instances.

e If instances of a specific cloud
Instance creation product have never been
created in a level-1 organization,
instances of that cloud product
cannot be created within that
organization and its sub-
organizations.
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2.Getting started

2.1. Log on to the Apsara Uni-
manager Management Console

This topic describes how to log on to the Apsara Uni-manager Management Console.

Prerequisites

e The URL of the Apsara Uni-manager Management Console is obtained from the deployment
personnel.

e A web browser is available. We recommend that you use Google Chrome.

Procedure
1. Enter the URL of the Apsara Uni-manager Management Console in the address bar and
press the Enter key.

C‘J Alibaba Cloud Apsara Uni-ma..

Hello,
Welcome to Apsara Uni-

manager

m

Password

Fargot Password

® Note

o You can click the current language in the upper-right corner to switch to another
language.

2. Enter your username and password.

> Document Version: 20250124
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® Note
o Obtain the username and password from an operations administrator.

o If this is the first time you log on to the Apsara Uni-manager Management
Console, you must follow the on-screen instructions to change the password of
your account. For security purposes, the password must be 10 to 32 characters in
length. It must contain all of the following character types: uppercase letters,
lowercase letters, digits, and special characters. The following special characters
are supported: ' @ # $ %

3. Click Log On.

4. If multi-factor authentication (MFA) is enabled for your account, perform the corresponding
operations in the following scenarios:

o This is the first time that you log on to the Apsara Uni-manager Management
Console after MFA is forcefully enabled by the administrator.

a. On the Bind Virtual MFA Device page, follow the instructions to bind an MFA device.
b. Enter the username and password again as in Step 2 and click Log On.
c. Enter a 6-digit MFA verification code and click Authenticate.

o You have enabled MFA and bound an MFA device.

Enter a six-digit MFA verification code and click Authenticate.

® Note

For information about how to enable MFA and bind an MFA device, see Manage MFA.

What to do next

Forget password

1. If you forget the logon password, click Forgot Password below the Password field.

2. On the Forgot Password page, configure the Account Name and Email Address
parameters, specify the verification code, and then click Confirm.

Forgot Password
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® Note

o You can use the username of your account and the email address that was used
to create the account.

o The system sends a link for resetting the password to the email address that you
specify.

2.2. Homepage

This topic describes the operations and features on the homepage of the Apsara Uni-manager
Operations Console.

Homepage of the Apsara Uni-manager Management Console

Hi., admin Administrator

Overview Resource Operations &M Dashboard +Add Card

Average CPU (%) T0P5 : Average Memory Usage (%) TOPs :: Average Disk Usage (%) 0P Average GPU Usage ToPs w

Monitoring and Alerts ewmore -t Organization Overview

Monitor alert trends Monitoring alert ranking

171 206 196

No. Section Description

You can search for resources, features, services, users, and documents.
After the search, the related search results are displayed by total, API,
document, and console. On the Console tab, the cascading menu

1 Search box ‘ 1halltd €
information is displayed.
After you click the search box, recent searches and visits are displayed.
2 Top navigation bar You can move the pointer over or click the required operation.
3 Multi-language You can switch the language. Simplified Chinese, Traditional
switching Chinese, and English are supported.
4 Color mode You can switch between the dark mode and the light mode for the
switching console.
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5 Help information You can view online documentation.

6 Notifications You can click More to go to Message Center to view all messages.

You can modify user information, view version information, orlog

7 User center
out.
Different information and related operations are displayed on different
pages.
® Note
Information is displayed in the list.
e The (3,[=,&, and ;{ buttons are displayed above the list.
You can adjust the list based on your business
requirements.
o (%: refreshes the list.
) o [=:displays information in the default or compact
8 Information and
operation section mode.

o i&t: shows or hides specific items in the list. Move

the pointer over a display item and click the | T

icon to the right of the display item to adjust the
order of the items.

o £7: displays information in full screen mode.

e You can resize the width of columns based on your business
requirements. The column width configuration is stored in
the local storage of the browser. If you clear the local
storage, the configuration becomes invalid.
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You can expand the floating menu to switch roles, view the shopping
cart, view documentation, and go to service consoles based on the
permissions of the logon user.

. :_ : allows you to switch to a specific Resource Access Management

(RAM) role or the Apsara Stack tenant account to meet the
requirements of various cloud services.

. 1E(B': views the shopping cart. The number on the icon indicates the

number of services added to the shopping cart. Whether this icon is

) displayed depends on the permissions of the current logon user.
9 Floating menu

. “: views documentation. This icon is displayed on all pages of the

cloud services that have documentation.

° ﬁ: navigates you to service consoles. This icon is displayed only

after you go to a cloud service console. You can click the icon and
click the cloud service that you want to manage in the dialog box that
appears to go to the corresponding console.

2.3. Organization and permission
models

The Apsara Uni-manager Management Console allows you to efficiently manage resources.
The Apsara Uni-manager Management Console introduces organizations and resource sets for
resource management. This allows enterprises to manage the resources of multi-level
organizations and projects.

Organizational structure

The Apsara Uni-manager Management Console provides the following features based on the
multi-level organization structure of enterprises:

The organizational structure is a tree structure that consists of a root organization and
multiple organizational units. The root organization is automatically generated by the system
and is at the top of the tree structure. An organizational structure can have multiple
organizational units, which indicate the subsidiaries or departments of an enterprise.
Organizational units are parallel.

® Note

An organization unit has only one level-1 organization. A level-1 organization can have
multiple subordinate organizations. By default, an organization unit can have up to five
levels of organizations.

In the Apsara Uni-manager Management Console, cloud resources and users belong to Apsara
Stack tenant accounts and each level-1 organization corresponds to an Apsara Stack tenant
account. The subordinate organizations of a level-1 organization and the related users belong
to the Apsara Stack tenant account to which the level-1 organization belongs.
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After a level-1 organization is created, the system automatically generates an AccessKey pair
for the organization. An AccessKey pair consists of an AccessKey ID and an AccessKey secret.
AccessKey pairs are used to authenticate request senders. The AccessKey ID is used to
identify a user. The AccessKey secret is used to encrypt a signature string.

Lewal-2 Qrganization
At

Level2 Onganization

Level-2 Onganization
Bi

Relationships between items

Organization: Resources and accounts belong to organizations. An organization does not
manage resources. Instead, the organization classifies resources into resource sets that
belong to the organization. Organizations are similar to the subsidiaries or departments of
enterprises.

User: Users are user accounts associated with roles. When you create a user, you must
associate the user with a role to grant the permissions of the role to the user. User accounts
are used to log on to the Apsara Uni-manager Management Console.

User group: A user group contains a group of users who have the same permissions. User
groups can be associated with roles in the same way as users. This allows you to grant
permissions to all users in a user group at a time.

Role: A role specifies a set of access permissions. When you create users, you need to
associate different roles with the users to grant various access permissions to the users
based on your business requirements.

Resource set: Similar to a project of an enterprise, a resource set allows you to manage
resources in a centralized manner. All resources are added to resource sets. Users or user
groups can manage resources in a resource set after they are added to the resource set.

Relationshi

Items Description
p type

Sr:garr;':gltjlrocr; One-to- An organization can have multiple resource sets, but a resource
many set can belong to only a single organization.

set
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Organization One-to- An organization can have multiple users, but a user can belong to
and user many only a single organization.
User and Many-to- A user can be added to multiple resource sets. A resource set can

also be assigned to multiple users in the level-1 organization to

resource set man .
y which the resource set belongs.
Many-to- A user can have multiple roles. A role can be assigned to multiple
User and role Y P 9 P
many users.
Resource set One-to- A resource set can have multiple resources, but a resource can
and resource many belong to only a single resource set.

Role permissions

The Apsara Uni-manager Management Console supports fine-grained permission
management. This allows you to grant write and read permissions on various cloud resources
to different users.

A user can have multiple roles. However, you need to switch to one role to manage resources.

Management permissions: allows a role to perform specific operations in the Apsara Uni-
manager Management Console. For example, you can grant management permissions to a
role to authorize the role to perform operations on organizations, users, or resource sets.

Application permissions: allows a role to perform operations on cloud services. You can
grant application permissions to a role to allow the role to perform specific operations on
specific cloud services. For example, if you want to authorize the role to only view Elastic
Compute Service (ECS) instances, you need to only select the ECS instance view
permissions on the Application Permissions tab.

Menu permissions: allows a role to view specific menus. This implements menu access
control. If you grant management permissions on the Apsara Uni-manager Management
Console and application permissions on cloud services to a role, you must grant menu
permissions on the console to the role. This prevents the role from being unable to see
corresponding menus.

Custom policy: You can attach a custom Resource Access Management (RAM) policy to a
role to allow or prohibit the role from performing specific operations on specific resources.
When you configure a custom policy, you must specify the Allow and Deny parameters in
the Set RAM Action for Application section. Enter the name of an action that you want to
allow for the Allow parameter and enter the name of an action that you want to deny for
the Deny parameter. If you specify both the Allow and Deny parameters, the deny
authorization takes precedence over the allow authorization.
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Account permission model

The Apsara Uni-manager Management Console provides a system that integrates accounts
with permissions based on the permission and account system of Apsara Stack. In this
system, accounts and roles are separately managed. You can flexibly control the permissions
in Apsara Stack by associating accounts with roles.

In the Apsara Uni-manager Management Console, you can associate accounts with roles to
grant or remove the permissions on corresponding resources.

The following figure shows the account permission model in the Apsara Uni-manager
Management Console.

Apsara
Stack

Level1
organizations

Up to 5 levels
b Subordinale

organizations

-
B

User groups

You can use one of the following three methods to grant permissions to users in the Apsara
Uni-manager Management Console:

e Associate a preset role or a custom role with a user
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You can associate a preset role or a custom role with a user. This is a common
authorization method.

o Preset roles are a set of roles that are preset by the system and have specific
permissions. These roles have permissions for common operations and can be directly
assigned to users. This simplifies the process of permissions configuration. For more
information, see Preset roles and permissions.

o Administrators can configure custom permissions for custom roles based on their
business requirements. This ensures that the user permissions match their
responsibilities and prevents excessive or insufficient permissions. For more information,
see Create a role.

. Authorize Allow
4 -
-
L Preset Role

User Permissions
L Custom Role

¢ Grant permissions to multiple users by using a user group

To grant the same permissions to multiple users, you can add these users to a user group

and associate the user group with a role that has the corresponding permissions. This way,
users in the user group are granted the same permissions. For more information, see User
groups.

Allowr

)

Authorize Permissions

Preset Role
- Custom Role

| Added to

A 2

User User Authorize ey Allowr 1
Group —_— 6 -+ ‘

_
T

RAM Authorization Paolicy

e Grant data permissions to users

You can grant data permissions to users, which is a critical permission management
method. On the Data Permissions page, you can accurately grant access, operation, or
management permissions to users on specific resources based on the business
requirements of the users. This way, users can efficiently use the required data within their
scope of responsibility. You can grant data permissions on resource instances to users. This
enhances fine-grained management. For more information, see Data permissions.

. Authorize s Allow
+ R -+ I ‘

User Data Permissicns Paolicy

Benefits
e Clear hierarchical relationships

Hierarchical relationships between enterprise organizations are clearly displayed.
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e Easy management
Managers can clearly understand and easily manage various departments and teams.
¢ High flexibility

Organization and permission models can be adjusted based on the business requirements
of enterprises.

2.4. Initial configuration

2.4.1. Preset roles and permissions

To implement separation of privilege, the Apsara Uni-manager Management Console provides
several preset roles based on common use cases on cloud platforms. Each role has a
collection of permissions that fit their definition.

Before you use the Apsara Uni-manager Management Console, make sure that you are
familiar with the preset roles and their permissions. This way, you can use the preset roles to
properly manage the cloud platform.

e The Management scope column specifies the management scope of role permissions.
o All Organizations: The role has permissions on all organizations.

o Specified Organization and Subordinate Organizations: The role has permissions on an
organization and its subordinate organizations.

o Resource set: The role has permissions on the resource sets of the associated user.

e The permissions in the Permission list column include the permissions of roles to perform
management operations and call APl operations in the Apsara Uni-manager Management
Console.

® Note
e The preset roles and their permissions cannot be modified or deleted.

e Basic permissions in the Permission list column refer to a set of encapsulated
permissions to perform basic operations, such as viewing the homepage and
managing user information.

Platform administrator (the username of the preset role is
super)

Initializes the configurations of the Apsara Uni-manager Management Console, such as the
technical component configurations, language configurations, and customization settings.

Managem

Permission list
ent scope
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¢ User management

View, create, delete, enable, disable, and manage users.

@ Note

The platform administrators can view only preset users and custom
operations administrators.

o Preset users: Platform administrators can only view preset
users.

o Custom operations administrators: Platform administrators

Enterpri can manage custom operations administrators.

se

¢ AccessKey management

View, delete, enable, and disable the AccessKey pairs of users, view
AccessKey logs, and create AccessKey pairs for users.

e Access policy
View, create, delete, and manage access policies.

All ¢ Service-linked role
organizati

ons View and create service-linked roles.

¢ Menu management
Parame Manage menus.
ter e Announcement

Manage announcements.

OpenAPI Explorer

View and modify page integration configurations, and modify custom
Others settings.
¢ System configuration

Configure the system.

Basic « Basic permissions
permiss _ o
ions Have basic management permissions.

Operations administrator (the username of the preset role is
admin)

Creates and manages organizations and resource sets, adds and manages users, assigns and
manages roles, and activates and manages resources in the Apsara Uni-manager
Management Console.

Managem

Permission list
ent scope
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e API control policy
View, create, delete, and manage API control policies.
¢ Role management

View, create, delete, manage, lock, and unlock roles, and grant
permissions on cloud services to roles.

e Service boundary

View, create, manage, delete, enable, and disable service boundaries.
¢ User management

View, create, delete, enable, disable, lock, unlock, and manage users.
e Tag management

Manage tags.
¢ AccessKey management

. View the AccessKey pairs of users and organizations, create AccessKey
Enterpri pairs for organizations and users, delete, enable, and disable the
se AccessKey pairs of organizations and users, and view AccessKey logs.

¢ Resource set management

View, create, delete, and manage resource sets.
e« User group management

View, create, delete, and manage user groups.
¢ Organization management

View, create, delete, and manage organizations.
e Access policy

View, create, delete, and manage access policies.
¢ Change management

Change organizations, resource sets, users, or resources.
e Service-linked role

View and create service-linked roles.
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All
organizatio
ns

Operati
ons

Quota management

View quotas and manage quotas and specification quotas.
Idle resource and bottleneck analysis

View the idle resource and bottleneck analysis.
Document management

View, create, modify, copy, delete, publish, and unpublish documents,
add, modify, move, and delete document categories, and manage
document versions.

Discount management

View, delete, create, and modify discount configurations.
Billing configuration

View, manage, create, and delete prices.

Health analysis

View health status, and view and modify resource optimization
configurations.

Operation log
View and set the storage mode of operation logs.
Service catalog

View, create, modify, delete, publish, and unpublish service catalogs,
and manage service catalogs by category.

Carbon footprint report

View the carbon footprint reports of organizations and resource sets,
and export carbon footprint reports.

Process management

View, create, modify, publish, disable, and delete processes, and view
organization applications.

Report download

View, create, and delete tasks, download reports, and view and create
report pushing rules.

Bill reconciliation
Manage bills.
Portal management

View, create, modify, publish, unpublish, and delete sites, view, create,
modify, copy, build, publish, and delete pages, and view, upload,
modify, and delete materials.

Usage statistics
View and export usage statistics.
Bill management

View the bills of organizations and resource sets, and export and
regenerate bills.

Order management

View organization orders.
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Configu
ration

Others

Basic .
permissi
ons

Multi-cloud management

Manage multi-cloud organizations, multi-cloud resource sets, and multi-
cloud roles.

Announcement management

Manage announcements.

Billing switch

Modify billing switch settings.

Multi-cloud management platform hosting

Configure multi-cloud management platform hosting.

OpenAPI Explorer

View call statistics, view and modify page integration configurations,
and modify custom settings.

Basic permissions

Have basic management permissions.

Organization administrator

Manages the specified organization, creates and manages subordinate organizations, creates
and manages resource sets, adds and manages users, assigns and manages roles, activates

and manages resources, assigns administrators and quotas to subordinate organizations and
resource sets, and approves resource applications based on service process settings.

Managem

Permission list
ent scope
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Specified
organizati
on and its
subordina
te
organizati
ons

Enterpris
e

Role management

View, create, delete, and manage roles, and grant permissions on cloud
services to roles.

User management

View, create, delete, enable, disable, and manage users.
Tag management

Manage tags.

AccessKey management

View the AccessKey pairs of users and organizations, create AccessKey
pairs for organizations and users, delete, enable, and disable the
AccessKey pairs of organizations and users, and view AccessKey logs.

Resource set management

View, create, delete, and manage resource sets.
User group management

View, create, delete, and manage user groups.
Organization management

View, create, delete, and manage organizations.
Access policy

View, create, delete, and manage access policies.
Change management

Change organizations, resource sets, users, or resources.
Service-linked role

View and create service-linked roles.
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¢ Quota management
View and manage quotas.
¢ Idle resource and bottleneck analysis
View the idle resource and bottleneck analysis.
o Health analysis
View health status and resource optimization configurations.
e Service catalog
View, create, modify, delete, publish, and unpublish service catalogs.
e Carbon footprint report

View the carbon footprint reports of organizations and resource sets,
Operatio and export carbon footprint reports.

ns + Process management
View processes and organization applications.
¢ Report download

View, create, and delete tasks, download reports, and view and create
report pushing rules.

¢ Usage statistics

View and export usage statistics.
¢ Bill management

View the bills of organizations and resource sets, and export bills.
¢ Order management

View organization orders.

¢ OpenAPI Explorer

Others . o ] . . )
View call statistics and page integration configurations.

Basic « Basic permissions

permissi ) o

ons Have basic management permissions.

Resource set administrator

Manages the specified resource set, adds and manages users, activates and manages
resources, and approves resource applications based on service process settings.

Manage
ment Permission list
scope
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¢ User management
View users.
e Tag management
Manage tags.
o AccessKey management
Enterpris View AccessKey logs.
e ¢ Resource set management
View and manage resource sets.
e User group management
View user groups.
¢ Organization management

View organizations.

¢ Quota management
Resource View quotas.
set .
¢ Idle resource and bottleneck analysis
View the idle resource and bottleneck analysis.
¢ Health analysis
View health status.
Operatio . carbon footprint report
ns

View the carbon footprint reports of organizations and resource sets,
and export carbon footprint reports.

¢ Report download

View, create, and delete tasks, download reports, and view and create
report pushing rules.

¢ Usage statistics

View and export usage statistics.

Basic « Basic permissions
permissi . o
ons Have basic management permissions.

Resource user
Uses the cloud resources created and allocated by the operations administrator.
Manage

ment Permission list
scope
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Tag management
Manage tags.
Resource set management

Enterpris View resource sets.

e Organization management
View organizations.
Service-linked role
View service-linked roles.

Resource
set
Quota management
. View quotas.

Operatio

ns Report download
View, create, and delete tasks, download reports, and view and create
report pushing rules.

Basic Basic permissions

permissi ) o

ons Have basic management permissions.

Resource auditor (the username of the preset role is auditor)

This role has the read-only permission on all resources in Apsara Stack.

Manage

ment Permission list

scope

Enterpri
se

Role management
View roles.
User management
View users.

AccessKey management

View the AccessKey pairs of users and AccessKey logs.

Resource set management
View resource sets.

User group management
View user groups.
Organization management
View organizations.

Access policy

View access policies.
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All
organiza
tions

Operatio
ns

Basic
permissi
ons

Quota management

View quotas.

Idle resource and bottleneck analysis
View the idle resource and bottleneck analysis.
The configuration of the billing method.
View prices.

Health analysis

View health status.

Operation log

View and download operation logs, and view the storage mode of
operation logs.

Service catalog

View service catalogs.

Process management

View organization applications.

Report download

View tasks, download reports, and view and create report pushing rules.
Usage statistics

View and export usage statistics.

Bill management

View the bills of organizations and resource sets, and export bills.
Order management

View organization orders.

Basic permissions

Have basic management permissions.

Organization resource auditor

Has read-only permissions on all resources in the organization to which it belongs.

Manage
ment
scope

Permission list

> Document Version: 20250124 35



Apsara Uni-manager Managemen
t Console User Guide-Getting sta Apsara Uni-manager
rted

Security auditor

Specified
organizat
ion and
its
subordin
ate
organizat
ions

Enterpris
e

Operatio
ns

Basic
permissi
ons

Role management

View roles.

User management

View users.

AccessKey management
View the AccessKey pairs of users and AccessKey logs.
Resource set management
View resource sets.

User group management
View user groups.
Organization management
View organizations.

Access policy

View access policies.

Quota management

View quotas.

Idle resource and bottleneck analysis

View the idle resource and bottleneck analysis.

Health analysis

View health status.

Operation log

View and download operation logs.

Service catalog

View service catalogs.

Process management

View organization applications.

Report download

View tasks, download reports, and view and create report pushing rules.
Usage statistics

View and export usage statistics.

Bill management

View the bills of organizations and resource sets, and export bills.
Order management

View organization orders.

Basic permissions

Have basic management permissions.
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Audits the security of Apsara Stack.

Manage
ment
scope

All
organizat
ions

Permission list

Operatio ¢ Operation log

ns View and download operation logs.

e OpenAPI Explorer

Other
View call statistics and page integration configurations.
Basic « Basic permissions
permissi ) o
ons Have basic management permissions.

Platform security administrator

This role has the permissions to use SOC to manage the security of Apsara Stack.

Manage
ment
scope

All
organizat
ions

Permission list

Operatio e Operation log

ns View and download operation logs.
Basic o Basic permissions

permissi . o
ons Have basic management permissions.

Global organization security administrator (the username of
the preset role is yundunadmin)

Uses SOC to conduct security management for Apsara Stack and all tenants, and manages
security products related to Elastic Compute Service (ECS).

Manage
ment
scope

Permission list
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View, create, delete, and manage roles.
¢ User management
View, enable, disable, and manage users.
o AccessKey management
Enterpris View AccessKey logs.
e ¢ Resource set management
View resource sets.
All ¢ Organization management
organizat View organizations.
ions
¢ Service-linked role
View and create service-linked roles.
Operatio e Operation log
ns View and download operation logs.
Basic o Basic permissions
permissi
ons Have basic management permissions.

Organization security administrator

Uses SOC to manage the security of hosts, applications, and networks for an organization.
This role also manages security products related to Elastic Compute Service (ECS).

Manage
ment
scope

Specified
organizat
ion and
its
subordin
ate
organizat
ions

Permission list

Enterpris
e

Operatio
ns

Basic
permissi
ons

Resource set management
View resource sets.
Organization management
View organizations.
Service-linked role

View and create service-linked roles.

Operation log

View and download operation logs.

Basic permissions

Have basic management permissions.

Security system configuration administrator
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Configures system security features such as the upgrade center and global configurations.

Manage
ment
scope

All
organizat
ions

Permission list

Operatio e Operation log

ns View and download operation logs.
Basic « Basic permissions

permissi ) o
ons Have basic management permissions.

Platform security auditor

This role has the permissions to use SOC to check the security conditions of Apsara Stack.

Manage
ment
scope

All
organizat
ions

Permission list

¢ Resource set management
Enterpris View resource sets.
e e Organization management

View organizations.

Operatio e Operation log

ns View and download operation logs.
Basic « Basic permissions

permissi ) o
ons Have basic management permissions.

Global organization security auditor

This role has the permissions to use SOC to check the security conditions of all organizations.

Manage
ment
scope

Permission list

¢ Resource set management
Enterpris View resource sets.
e ¢ Organization management

View organizations.
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?Jl?:nizat Operatio  * Operation log
ns View and download operation logs.
Basic ¢ Basic permissions
permissi

ons Have basic management permissions.

Platform security configuration administrator

This role has the permissions to configure security services in Apsara Stack, such as Server
Guard and Web Application Firewall (WAF).

Manage
ment Permission list
scope
Operatio e Operation log
ns View and download operation logs.
All
organizat
ions .
Basic o Basic permissions
permissi
ons Have basic management permissions.

2.4.2. Configuration description

Before you use the Apsara Uni-manager Management Console, you must complete a series of
basic configuration operations as an administrator, such as creating organizations, resource
sets, users, and roles and initializing resources. This is the initial system configuration.

The Apsara Uni-manager Management Console manages the organizations, resource sets,
users, and roles of cloud data centers in a centralized and service-oriented manner to grant
different resource access permissions to different users.

e QOrganization

After the Apsara Uni-manager Management Console is deployed, a root organization is
automatically generated. You can create other organizations under the root organization.

Organizations are displayed in a hierarchical structure. You can create subordinate
organizations under each organization level.

e Resource Set

A resource set is a container used to store resources. Each resource must belong to a
resource set.

e User
A user is a resource manager and user.
e Role

A role is a set of access permissions. You can assign different roles to different users to
implement system access control to meet a variety of different requirements.

The following table describes the relationships among organizations, resource sets, users,
roles, and cloud resources.
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Relationship

Relationsh I
between two ip type Description
items
(a)r:garglszgflll?cg One-to- An organization can have multiple resource sets, but each
cet many resource set can belong to only a single organization.
Organization One-to- An organization can have multiple users, but each user can belong
and user many to only a single organization.
Resource set Many-to- A user can have multiple resource sets, and a resource set can be
and user many assigned to multiple users under the same level-1 organization.
User and role Many-to- A user can have multiple roles, and a role can be assigned to
many multiple users.
Resource set One-to- A resource set can have multiple resources, but each cloud
and resource many resource can belong to only a single resource set.

2.4.3. Configuration process

Before users can the Apsara Uni-manager Management Console, administrators must

¢

complete the initial system configuration based on the process shown in the following figure.

.

Initialization

Initialization

Create an organization
Create an organization to store resource sets and their resources.
Create a user

Create users and assign the users different roles to meet different requirements for system
access control.

Create a resource set
Create a resource set before you apply for resources.

Users that have the permissions on a resource set can use the resources in the resource
set. For information about how to authorize a user to use a resource set, see the Grant
users the permissions on a resource set section of the "Manage resource sets" topic.

Create cloud resources
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Create instances in the consoles of cloud services based on project requirements. For more
information about how to create cloud service instances, see the user guide of each cloud
service.
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3.Home

The Home page displays the usage and monitoring status of system resources in different
regions from different dimensions by using a card-based layout. This helps you understand
the overall resource status and provides supporting data for refined operations and statistical
analysis.

Procedure

By default, the card-based layout of the Home page varies based on roles. You can add or
remove cards to change the layout based on your business requirements.

1. Log on to the Apsara Uni-manager Management Console.
2. In the top navigation bar, click Home.

3. If you have multiple roles, you can change roles in the upper-left corner.

Hi., ¢ I

+Add Card

4. In the upper-right corner of the page, click Add Card.

® Note

If multiple tabs are displayed on the Home page, you can click a specific tab, and then
add cards on the tab.

5. In the Add Card panel, select or deselect a card to specify the information that you want to
display on the Home page.
® Note

o You can select or deselect cards to add cards to or remove the cards from the
Home page. After you add a card, you can click the _., icon in the upper-right

corner of the card and then click Remove from Workbench to remove the card
from the Home page.

o You can click and drag the icon in the lower-right corner of a card to resize the

card. You can click and drag the icon in the upper-left corner of a card to

change the position at which the card is displayed.

o You can click Restore to Default Layout at the bottom of the Add Card panel
to restore the default layout of the Home page.
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Add Card X
All Categories [ ]
Quick Navigation (]

Provides shortcut navigation an...

Organization Overvi... (@

Displays the distribution of reso...

Card categories

The cards are classified into the following categories: commonly used information, resource
alerts, resource health analysis, resource statistics and analysis, and resource bills. Different
roles have different permissions. The cards associated with a role are displayed.

Commonly used information

The commonly used information category includes the following cards: Quick Navigation,
Organization Overview, Announcements, To Do Center, Services and Support,
Physical Resource Overview, Virtual Resource Overview, Resource Overview, and
Resource Search.

¢ Quick Navigation: provides multiple shortcuts for quick navigation to the corresponding
pages. In the Quick Entry and Recent Visit sections, you can click the displayed
shortcuts to go to the corresponding pages.

® Note

In the Quick Entry section, you can add the shortcuts based on your business
requirements. You can add up to 12 shortcuts of services and modules. To add a
shortcut, you can perform the following steps: Click Add Entry in the Quick Entry
section. In the drop-down menu that appears, click a service category in the left-side
navigation pane, move the pointer over the name of the service whose shortcut you

want to add, and then click the % icon. After you add a shortcut, the 4 icon is displayed

to the right of the service name.

Quick Navigation

Quick entry  Log Senvice Elastic Block Storage Elastic Compute S... Edge Entity Auto Scaling Data Management ApsaraMQ for Roc.. DNS (Multicloud |..

Recent visit 3

e Organization Overview: displays the resource distribution of organizations. You can click
the sections in the card to go to the corresponding pages.

Organization Overview Mowv 11, 2024, 11:16:15

Organizations » Resaurce Sets > Users > .
4 < N

100 > 134 2~ 6,164 :

¢ Announcements: displays announcements and details. You can click View More to view
more announcements in the Announcement panel.
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Announcements View more

All Upgrade Announcement Q&M Motifications Security Notifications Urgent Ew b

MNo Results Found.

e To Do Center: displays the to-do list of the current role. You can click View More to view
more to-do items in the To-do Center panel.

To Do Center View more
Application Form Order

Manage ... 2024-11-08 15:16:57
pi-24110815 Approval = Transfer

Manage ... 2024-11-08 15:15:33
pi-24110815 Approval = Transfer

e Services and Support: provides links to technical support and documentation. You can
click the links to go to the corresponding pages.

Services and Support

Apsara Stack Enterprise Edition > Apsara Uni-manager Help >

Provides comprehensive topics that are related to information about services, tutorials, and best practices. The Apsara Uni-manager Management Console is customized for various public service and enterprise
customers based on Apsara Stack. The console is built for industry cloud computing and provides large-
scale, low-cast one-stop cloud computing and big data services for customers in public services, education,
medical care, finance, enterprises, and other industries.

OpenAPI Explorer > What is ECS? »
Allows developers to query service APls and AP| documentation, and perform tests to verify the capabilities Elastic Compute Service (ECS) is a computing service that provides scalable processing capabilities. It is
of APls.

easier to manage and more user-friendly than physical servers. You can create instances, resize disks, and
add or release ECS instances at any time to meet your business requirements.

Cloud Defined Storage (CDS) » Migrate other applications to the current cloud platform >

Cloud Defined Storage (CDS) is a distributed file system that provides storage based on cloud services. CDS CMH provides automated and intelligent system surveys, cloud planning, and migration management to
is secure, cost-efficient, and highly relisble. You can centrally manage re < in CDS and flexibly scale help you simplify and accelerate cloud transformation. The capabilities of CMH allow you to manage
resources on and off the cloud. This facilitates local data storage and retrieval. migration in a busi riented and visualized manner throughout the full Iifecycle. You can migrate

servers, replace the S, and evaluate source code across platforms.

¢ Physical Resource Overview: displays statistics on the number of physical resources on
the current platform.

Physical Resource Overview Mov 11, 2024, 11:31:47

Servers Racks Metwork Devices Data Centers

15 10 13 1
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¢ Virtual Resource Overview: displays statistics on the number of cloud resources on the

current platform.

Virtual Resource Qverview

¥

nstance

16,945

[r=]

e Resource Overview: displays global resources. Click Create resources. In the dialog box
that appears, find the service that you want to manage and activate the service.

Resource Overview
My Resources  Newly Created Recent Actions

root223 v All Regions

Virtual Private Cloud >

59 Route Tables...

Elastic Compute Service >

25 Ecs.

Apsara file Storage > Data Transmission Service >

7 File Systems... 5 Migration Tasks..

All Products

Server Load Balancer >

24 server Load Balancer..

Log Service >

8 Log Service Projects

ApsaraDB RDS >

17 ros.

Enterprise Distributed Ap...

4 Clusters...

t Create resources -«

Cloud monitoring CMS > Object Storage Service

11 AertRules.. 10 055 Instance...

Elastic IP Address > Auto Scaling »

© EIP Instance 4] ESS Scaling - Auto Scaling...

e Resource Search: allows you to search for cloud resources globally. You can search for
resources by service type, organization, resource set, region, label, resource ID, and

keyword.

Resource Search
?h-i'j Filters ™
. Resource ID 'f-‘Q

source ID/nam (=
Resource ID/name Geography

3 1
1ac
en 1
-
i 1
] 1
1ac
sq

Resource alerts

Resource Type

ECS Image

Elastic Network Interfaces

ECS Disk

vSwitches

Total 16,184

v ~

Save Filter Criteria

Organization/Resource Set

Label Operation
ishua Operation
Operation
Operation
Operation
- 100+ > 1/100+ Gote Page View

The resource alerts category includes the following cards: Resource Load, Monitoring and

Alerts, and Alerts.

e Resource Load: displays the resource load of the current account. You can click the
Region drop-down list above the resource list to change regions.

46
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Resource Load S

ECS RD: K Ser EIP Instance VPN Gateway Bj
Average CPU (%) TOP5 Average Memory Usage (%)  TOPS Average Disk Usage (%) TOP3 Average GPU Usage TOPS
0.00 %
: 0.00 %

r

:_ 0.00%
i 0.00%
0.00%

¢ Monitoring and Alerts: displays the information about resource monitoring and alert
analysis from the CloudMonitor console. You can click View More to go to the Alert
History page of the CloudMonitor console.

Monitering and Alerts (D) View more ...
Monitor alert trends Monitoring alert ranking
10 ©Q s ® Critical 19 Warn 0 info 0
RDS > ® Critical 1 Warn 0 Info 0
Message Queue for Apache Rocket.. > ® Critical 1 Warm 0 Info 0

1-10:15:11:00 -10:17:11:00 11-10:20:11:00 11-11:06:11:00

®m Critical = Wamn Info

e Alerts: display the alerts of the current account.

Alerts
Alarm Level Product Instance ID Alert value/expression Monitoring items  Organization Resource set Time
Critical ECS i 0 Ne...
Critical ECS i ) No.
Critical ECS i ] Ne...
23 0 0 Total 22 >

Resource health analytics

The resource health analytics category includes the following cards: Resource Health
Overview, Resource Health Analytics, Idle Resource Ranking, and Resource
Bottleneck Rankings.

e Resource Health Overview: displays the health status of the current organization
resources. You can click To improve to go to the Overall Health Score page under the
Operations menu to view details.
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® Note

o The overall health score is calculated based on resource usage, idle resource
analytics, and resource compliance analytics.

o The following items describe the health score classification:
= 0 to 50 points: poor
= 51 to 70 points: average
= 71 to 90 points: good
= 91 to 100 points: healthy

Resource Health Overview (1)

Last 30 days 5 7 ® 6 5 Points To improve
v

TR T
Difference (0-50) General (51-70) Good (71-90) Health (91-100)
65 —_—
60 ___-_____________..---"' —
55 et i
50 =
Sep 10 Sep 20 Sep 30 Oct 10 Oct 20 Oct 30 Nowv 09

¢ Resource Health Analytics: displays the health status of the resources and resource sets
of the current account. You can click From high to low or From low to high to sort the
health status based on health cores.

® Note

o You can click the | icon to change the display order of resources based on your

business requirements.

o You can click the icon to add the resources that you want to display.

Resource Health Analytics Resource set From high to low From low to high
ECS Security Groups Message Queue for Apache RocketMQ 4.0 Server Load Balancer File Systems 055 Instance I
100 \ If g ses T 2024-11-10

|
——— AR A { m
75 ] N "X:—ﬁ\ I‘;'p;,. e 1 100.00 Points
s ] VW=7 . A i,
J n
25 \ \/ 3 71.60 Paints
g 4 71.25 Points
Sepn Sep 16 Sep 21 Sep 26 Oct 01 Oct 06 Oct 11 Oct 16 Oct 21 Oct 26 Oct 31 Nov 05 Nov 10 13 >

¢ Idle Resource Ranking: displays idle resources by organization or resource set and
provides idle resource analysis and detailed data. You can click View More to go to the Idle
Resource Analysis page under the Operations menu to view details.
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® Note

o You can click the |r icon to change the display order of resources based on your

business requirements.

o You can click the icon to add the resources that you want to display.

Idle Resource Ranking (1) Resource Set View maore

ECS RDS KWStore for Redis Instances Ir
Idle CPU resources Memory idle resources

1 Idle 233 Muclear Idle rate 76.365% 1 die 840 GB  Idle rate 67.45%
2 | Idle 81 Nuclear Idle rate 78.66% 2 i dle 455 GB  Idle rate 76.35%
3 Idle 64 Muclear Idle rate 70.14% 3 Idle 81 GB  Idle rate 34.72%
4 Idle 30 Muclear Idle rate 84.91% 4 Idle 71 GB  Idle rate 85.32%
B Idle 11 Muclear Idle rate 83.07% 5 Idle 57 GB  Idle rate 55.17%
6 dle 7 Muclear Idle rate 99.12% 6 Idle 50 GB  Idle rate 65.16%

Idle resources Used resources

e Resource Bottleneck Rankings: displays resource bottlenecks by organization or
resource set and provides resource bottlenecks analysis and detailed data. You can click
View More to go to the Bottleneck Analysis page under the Operations menu to view
details.

® Note

o You can click the | icon to change the display order of resources based on your

business requirements.

o You can click the icon to add the resources that you want to display.
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ECS RD5 KV5tore for Redis Instances Ir
CPU resource usage Memory resource usage
1 Busy 0%  Activate 8 Nuclear 1 Busy 73.49%  Activate 22 GB
z Busy 0%  Activate 2 Nuclear E Busy 73.77%  Activate 16 GB
3 Busy 0%  Activate 4 Nuclear 2 Busy 71.42%  Activate 4 GB
4 Busy 0%  Activate 2 Nuclear 4 Busy 75%  Activate 2 GB
Busy Resources Opened

Resource statistics and analysis

The resource statistics and analysis category includes the following cards: Total Cloud
Resource Growth, Instance Distribution, Total Instance Distribution, Organization
Resources, Resources, Regions, Server Distribution, Quota Overview, and Resource
Set Resource Statistics.

¢ Total Cloud Resource Growth: displays the total amount of cloud resources and the
monthly growth rate of cloud resources. The cloud resources include only instances that
belong to the organizations of users.

Total Cloud Resource Growth (1) Unit

Total Current Month/instance

5303 /16922 Month-on-month T 45.64%

10000

2000

0

2024-09-30 2024-10-09 2024-10-18 2024-10-27 2024-11-05

¢ Instance Distribution: displays the distribution of the total number of cloud service
instances. You can view the cloud service types and the corresponding number of
instances.
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Instance Distribution (1) Unit: +

o

e Networking 15168 89.53%

e Elastic Computing n74 6.93%

& Storage 131 0.77%

» Development Tools 17 0.69%

Migration and O&... m 0.66%

e Database Services a2 0.54%

Total number of instances ® Application Services a1 0.54%
& Security 20 0.12%

* Middleware 20 0.12%

¢ Analytics Computi... 17 0.10%

e Total Instance Distribution: displays the distribution of the total number of instances
that are created on the current platform.

Total Instance Distribution wEE Start Date - End Date B | WSEE | MESRS
1 10928 I
2 4,002
3 ss5 [
3 5l s35 M
5) o, azs M

0 3000 6000 9000 12000
8 > m Development Tools ® Application Services ® Database Services Elastic Computing Networking ® Security ® Storaged 1/2W

¢ Organization Resources: displays the overview statistics about the organization
resources. You can view data by organization, region, and cloud service.

Organization Resources

£24a v #a# All Regions v =rm 28w b
FREREE A Elastic Compute Service > A ApsaraDB RDS > A Log Service >
5303 /16922 Azmx1as6a%
1136 == 35 = 33 =4
hBE=BERSKES
17000

Virtual Private Cloud > Resource Orchestration ROS > Automated Orchestration ... »
15000 f
13000
— 15042 == 106 =» 91=n

n
Sep 30,2024 Oct 11,2024 Oct 22,2024 Nov 2,2024

e Resources: displays the total number of instances and the historical growth trend of
instances.
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Resources
Number of Instances Historical Trends
4,000
3,000
2,000
1,000
R | e S — z TR S
B 1. & O & o B S On

e Regions: displays the regions in which the cloud platforms reside in a map

Regions @ Cloud Platform Region

O§, Enter the region

& root

Q@ o

e Server Distribution: displays distribution statistics on instances and servers.

® Note

The data source is the total amount of resources managed by the current role. The data
update has a latency of more than 10 minutes.

Server Distribution Instance Distribution (@)

150

100

1 1 5 Platform

Physical Server 50

B - l . [t
“ < B o1 T =

#® intel 115 u intel

* Quota Overview: displays the specification fields of services and the usage of resource
quotas. You can view the usage of resource quotas by organization or region.
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Quota Overview

APl Gateway (Old) Resource Orchestration ROS

Not Set
Quota
0% @ Not Set
API Groups Assigned
3units
Used

Container Service for Kubemetes Auto Scaling

Not Set
Quota
0% & Not Set
Extensions Assigned
2uUnits

d

Container Registry Standard Edition

Dedicated Host I
= Mot Set
Quota
0% & Mot Set
Applications Assigned
3Bunits

e Resource Set Resource Statistics: displays the resource statistics of resource sets. You
can view statistical data by resource set or service.

Resource Set Resource Statistics

SREEANE

16768 /16768 =&kt 100.00%

Resource bills

The resource billing category includes the Expense Statistics card.

A Elastic Compute Servi... >

1 1 36 ECS Command Ex...

Resource Orchestration R... >

106 smack

A Auto Scaling >

17 £S5 Scaling - Auto Scali...

Automated Orchestration... >

91 laC Module

hd Exi T b

Virtual Private Cloud >

15042 Network ACL

Operation Orchestration ... 2

86 Operation Orchestratio...

Expense Statistics: displays the statistics on and analysis of the traffic charges of resources
by organization or resource set. You can click View More to go to the Overview of
Organization Bill page under the Operations menu to view details.

Expense Statistics

Overall cost distribution (1)

¥ 25261.58
¥12191.61

323%
1550 %

o Virtual Private Clo...

» Elastic Block Store

This month Last month 2024-09 Historical accumulation  View more ==+
Organization expense ranking
¥ 20000
=
¥15000 B
¥ 10000 I
¥ 5000 [ ]
| B o
yo 2 H B -
& U B Ly & BREE o S B e % O D T 9% 4 o . A
% % % % % %, % ")% L oan % 8% 5% % BB N RNt %% 2% R%

m Container Service W APl Gateway W Image Repository (Apsara Stack Standard Edition)

Namespace {Apsara Stack Standard Edit +30 ¥
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4.Enterprise
4.1. Overview

Most modern enterprises are in hierarchical structures that are constantly evolving. To allow
enterprises to manage cloud resources in a tiered manner, Apsara Stack provides the
Enterprise component in the Apsara Uni-manager Management Console.

Apsara Uni-manager

You can organize your resources on the platform by organizations and projects to implement
cost-effective and refined resource management.

The Enterprise component consists of the following modules.

Module Description

The resource management features, such as organization management,
resource set management, region management, and change management,

Resources allow you to build a resource management structure that suits your enterprise.
You can easily manage the ownership of resources to improve resource
utilization.

The user management and user group management features allow you to
manage the structure and permissions of users and user groups in a centralized
manner. This can improve management efficiency and meet the various
requirements for system and resource access.

Users

The permission management features, such as role permissions, data
permissions, access control, permission boundaries, and AccessKey logs, allow
you to manage permissions based on scenarios, users, and cloud services,
thereby improving the system security.

Permissions

4.2. Resource management

4.2.1. Overview

In the Resources module, you can manage organizations, resource sets, regions, and
changes. This way, you can build a resource management system that suits your enterprise.
You can easily manage the ownership of resources to improve resource utilization.

Organizations

The Organizations page displays the organizational structure of your enterprise. Each
organization can be defined as a company or department. You can build a resource
management system that suits your enterprise on the Organizations page.

In the Apsara Uni-manager Management Console, organizations are where resources and
resource sets belong. A root organization is created by default. It does not accommodate
resources. Organizations that are directly subordinate to the root organization are level-1
organizations, and those that are directly subordinate to level-1 organizations are level-2
organizations, and so on. The lowest-level organizations are level-5 organizations.

After a level-1 organization is created, a cloud account and an AccessKey pair are
automatically generated for the organization. The cloud account and the AccessKey pair are
used to create resources in the system.
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Operations for managing organizations:

e Basic operations: create organizations, modify organizations, delete organizations, change
the sorting of organizations, and change the relationship between organizations.

e Manage the AccessKey pairs of organizations: create, disable, enable, and delete the
AccessKey pairs of organizations.

Resource sets

Each time an organization is created, the system automatically creates a resource set for the
organization.

A resource set is similar to a project and is a group of resources. Resource sets are isolated
from each other. Therefore, you can use resource sets to isolate resources to solve complex
issues such as user authorization. An organization can have multiple resource sets, but each
resource set can belong to only a single organization.

When you create a resource, you need to select a resource set for the resource. Users who
are added to the resource set can use the resources in the resource set.

Operations for managing resource sets:

e Create resource sets

e Change the names of resource sets

e Grant permissions to users in resource sets

e Delete resource sets
Regions

The Apsara Uni-manager Management Console allows you to manage multiple regions. You
can manage and change the association between an organization and a region. This way, you
can control the region in which the resources are created.

Regions can only be associated with level-1 organizations. An organization can be associated
with multiple regions, and a region can be associated with multiple organizations.

Changes

The Apsara Uni-manager Management Console allows you to modify organizations, resources,
and users in accordance with the changes of your organizations and projects. Changes cannot
be made across level-1 organizations.

e Change organizations: You can change the hierarchical relationships of organizations at
level 2 and lower. Level-1 organizations do not support changes in hierarchical
relationships.

e Change resources: You can change the resource sets to which resources belong.

e Change users: You can change the organizations to which users belong and the roles of
users, including the users that belong to level-1 organizations.

4.2.2. Organization management

4.2.2.1. Create an organization

Organizations reflect the architecture of an enterprise. An organization can be defined as a
company or department, and is the core of personnel and resource management.
Organizations can meet requirements for hierarchical management and resource isolation.
You can build a resource management system that meets the requirements of your
enterprise by using organizations based on the business environment of your enterprise. This
helps you establish hierarchical relationships between resources.
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ackground information

In the Apsara Uni-manager Management Console, organizations are where resources and
resource sets belong. A root organization is created by default. It does not accommodate
any resource.

The root organization contains level-1 organizations, the level-1 organizations contain level-
2 organizations, and so on.

When you create an organization, the system creates a resource set for the organization by
default.

When a level-1 organization is created, an AccessKey pair is automatically generated for
that organization. The AccessKey pair consists of an AccessKey ID and an AccessKey secret,
which are used to authenticate and authorize cloud service resources. You can change the
AccessKey pair on a regular basis based on your business requirements. This enhances
security. The system records AccessKey logs. You can detect abnormal activities and track
and identify potential security threats in a timely manner based on the AccessKey logs.

Limits

P

You can create up to five levels of organizations.

You can create a maximum of 500 organizations at a time.

lanning

Before you create an organization, you need to plan an organizational architecture based on

th

C

1
2
3.
4

5.

e business requirements of your enterprise. Example:
Plan the organizational architecture by department and responsibility

An enterprise is usually divided into different departments based on their business
requirements and responsibilities, such as the human resources department, the sales
department, and the R&D department. Each department has different responsibilities and
provides different services.

Plan the organizational architecture by business unit and geographical distribution
Large enterprises usually divide their business into different units. Each business unit may
be responsible for a specific product line or region.

reate a single organization

. Log on to the Apsara Uni-manager Management Console.

. In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Resources > Organizations.

. In the left-side Organization Structure section of the Organizations page, select the

parent organization and click Create Organization in the upper-right corner of the page.

® Note
o If you select the root organization, a level-1 organization is created.

o If you need to create a level-2 organization, you must select a level-1
organization. You can create up to five levels of organizations.

o An operations administrator can create level-1 to level-5 organizations. An
organization administrator can create only subordinate organizations under the
organization to which the organization administrator belongs.

In the Add Organization dialog box, configure the parameters.
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Description

Parameter
The name of the organization. The name must be 2 to 128 characters in length.
The name cannot begin or end with a space.
Name @ Note
The organization name must be unique in the organizational architecture.
Description The description of the organization.
If no global identity provider (IdP) is configured on the Apsara Uni-manager
Management Console, you can select Set Now or Set Later.
o If you select Set Now, you need to select a local IdP name from theldP Name
drop-down list. You can associate only one IdP.
o If you select Set Later, third-party authentication is not associated.
Associate
Third-party Important
Authenticatio
n o The Associate Third-party Authentication parameter is displayed
only when you create a level-1 organization.
o If a global IdP has been configured on the Apsara Uni-manager
Management Console, the level-1 organization cannot be associated
with third-party authentication, and the options Set Now and Set
Later are unavailable.
6. Click OK.

Create multiple organizations at a time

1. In the left-side Organization Structure section of the Organizations page, click Batch
Create.

2. In the Create Organizations dialog box, click Create Organization Templates and
download the template file (.xIsx file) to your local computer.

Create Organizations 4
o Download 2 Import 3 0K
Template
O cport the organization template and fill in the information as required. Then, click Mext to import the template.You can create up to
500 organizations at a time.
Download Template ¥, Create Organization Templates

Mext
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3.

Fill the template file with the information of the organizations to be created and save the
file. The following figure shows an example of the information.

1. If the organization name is the same as the name of an existing organization at the same level, a subordinate organization is created in the
existing organization. Check organization names at all levels before you create organizations.
2. Naming requirements: The organization name must be 2 to 128 characters in length, and cannot start or end with a space character.

Level 1 Organization Name *Level 2 Organization Mame Level 3 Organization Name Level 4 Organization Name Level 5 Organization Mame
CompayA DepartmentA MarketA BusinessA ApplicationA
CompayA DepartmentB MarketB BusinessB ApplicationB

Click Next in the Create Organizations dialog box.

Create Organizations X

v Download o Import 3 OK
| Template

O oportthe organization template and fill in the information as required. Then, click Next to import the template.You can create up to

500 organizations at a time.

Import Template Upload Template

Prev

Click Upload Template and select the template file you edited. After the template file is
verified, click Next.

Important

After the template file is uploaded, the system automatically checks whether the
content of the template file is correct. If incorrect content exists, you cannot create the
organizations. You must modify the template file and click Re-upload.

Create Organizations x

v Download o Import 3 0K
Template

o Export the organization template and fill in the information as required. Then, click Next to import the template.You can create up to

500 organizations at a time.

Import Template [31 Upload Template

batch_create_organization.xlsx

Verified

Prev Next
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6. Confirm the organization information and click OK.

| Create Organizations

v Download v Import
Template

O coportthe organization template and fill in the information as required. Then, click Next to import the template.You can cre

N Level 1 Organization Name Level 2 Organization Level 3 Organization
o. :
x Name Name
1 Compay# Departmentd MarketA
Add Organization Add Organization Add Organization
i Compayd DepartmentB MarketB
2 Al ¥ i il
Add Organization Add Crganization Add Organization

© o«

Level 4 Organization
Name

Business,
Add Organization

BusinessB
Add Organization

Pre.\" “

7. Optional. Click Task List in the dialog box to view the organizations you created.

Create Organizations

The creation task is issued.

Go to Task Listto view the result.

4.2.2.2. Manage organizations

Disable

You can make corresponding adjustments to your organizations if the configurations of the

organizations change.

Limits

Limits on the AccessKey pairs of an organization
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You can create up to two AccessKey pairs for each level-1 organization. By default, only
operations administrators and level-1 organization administrators have the permissions to
obtain the AccessKey pairs of organizations.

e QOperations administrators can manage the AccessKey pairs of all level-1 organizations.

e Level-1 organization administrators can manage only the AccessKey pairs of the
corresponding level-1 organizations.

Limits on organization sorting

To perform organization sorting, you can drag and drop organization components within

organization components only at the same level.

Limits on organization deletion

You cannot delete the root organization.

Limits on third-party authentication

e The third-party authentication information is displayed only in the basic information about
level-1 organizations.

e Only level-1 organizations can be bound to identity providers (IdPs). Each level-1
organization can be bound to only one IdP including a global I1dP.

o After you bind a level-1 organization to an IdP, the identities of users of the level-1
organization and subordinate organizations are authenticated when the users log on to
the system.

o |If a global IdP is configured for the platform, the global IdP is displayed and cannot be
changed.

o If a level-1 organization is bound to a local IdP, other level-1 organizations can still be
bound to the same local IdP or other local IdPs.

o When an organization is bound to a local IdP, the button for authorization logon is
unavailable on the logon page of the system. This way, users can be redirected to the
system only after they log on to the local I1dP.

e Before you bind a level-1 organization to or unbind a level-1 organization from a local IdP or
change the local IdP bound to the level-1 organization, make sure that you configure the
local IdP. For more information, see Third-party authentication.

View the information about an organization

You can view the hierarchical architecture, basic information, resource sets, users, and user
groups of an organization.

1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Enterprise.

3. In the left-side navigation pane, choose Resources > Organizations.
4

. Optional. In the left-side Organization Structure section of the Organizations page,
enter a keyword in the search box to search for the organization that you want to manage.

5. View the organization hierarchy and organization names in the left-side organizational
structure.
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EH root
[ Compaya
: Fl DepartmentA

Bl Marketa

[l BusinessA
[ Applica...
[l DepartmentB
[y Markets
[l BusinessB
[ Applica...

® Note

If you bind a multi-cloud organization to a level-1 organization, the Multi-cloud tag is
displayed next to the name of the level-1 organization.

6. Click the name of an organization and view the information about the organization on the
right side of the Organizations page.

Section Description

The following parameters are displayed in the Basic Information section:
Organization Name, Organization ID, Organization Level, Description,
Third-party Authentication, Created By, and Created At.

Basic
Information ® Note
The Third-party Authentication parameter is displayed only for a level-1
organization. If an IdP is bound to the organization, the IdP name is displayed.
The information about the resource sets of the organization is displayed on this
tab in the following columns: Resource Set Name/ID, Organization Name,
Security Level, User Group, Managed Cloud Resource, Creator, and
Created At.
Resource Set: i User Groups  Multi-cloud Organization Management
Resource set name/ID Organization Name Security Level User Group Managed Cloud Resource Creator Created At
Resource : = - =dmin Nov 08, 2024, 13:53:06
Sets . ;

admin Nov 06, 2024, 14:08:50

@ Note

o You can click the name of a resource set to go to the details page of
the resource set.

o You can click Create Resource Set above the resource set list to
create a resource set.
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The information about the users of the organization is displayed on this tab in the
following columns: Username, Display Name, Organization, Status, and Role.

Resource Sets  Users  User Groups  Multi-cloud Organization Management

Username Display Name Organization Status Role Actions

Users ® Note
o You can click the name of a user to go to the details page of the user.
o You can click Create User above the user list to create a user.

o You can click Disable or Enable in the Actions column to disable or
enable a user.

o You can click Delete in the Actions column to delete a user.

The information about the user groups of the organization is displayed on this tab
in the following columns: User Group Name/ID, Organization, Role, User,
Resource Set, and Created At.

Resource Sets  Users  User Groups  Multi-cloud Organization Management

User group name/ID Organization Role User Resource Set Created At

ree User X = Nov 08,2024, 17:33:45

User Groups ® Note

o You can click Create User Group above the user group list to create
a user group.

o The number in the User column of a user group indicates the number
of users who belong to the user group. When you move the pointer
over the number, you can view the users who belong to the user
group. If no users belong to the user group, a hyphen (-) is displayed in
the User Group column.
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Only level-1 organizations are displayed. The information about the multi-cloud
organizations that are bound to the level-1 organization is displayed in the
following columns: Cloud Platform, Cloud Platform Type, Apsara Stack
Organization Name/Public Cloud Account Name, and Authorization Time.

Resource Sets  Users  UserGroups  Multi-cloud Organization Management

+ Bind a multi-doud organization C|lE| @]
Cloud Platform Cloud Platform Type Apsara Stack Organization Name/Public Cloud Account Name Authorization Time Actions
Oct 30, 2024, 16:06:50 Unbind

Now 05, 2024, 15:45:46 Unbind

Total 2 Items perpage:| 10 v
Important
Multi-cloud Only the operations administrator of the primary cloud can perform binding
Organizatio and unbinding operations on the Multi-cloud Organization Management tab.
n Other administrators can only view information on the Multi-cloud
Managemen Organization Management tab.

t
o To bind a multi-cloud organization to the required level-1 organization,

you can click Bind Multi-cloud Organization on the Multi-cloud
Organization Management tab. Before you perform binding operations,
make sure that the cloud platform in which the multi-cloud
organization resides is connected to the Apsara Uni-manager
Management Console.

You can bind a level-1 organization to only one Alibaba Cloud account.
An Alibaba Cloud account can be bound to only one level-1
organization.

o To unbind a multi-cloud organization from a level-1 organization, you
can click Unbind in the Actions column. After you unbind the
organization, all resource sets of the organization are unbound and all
temporary users in the organization are removed.

Manage the AccessKey pairs of an organization
You can view, add, disable, enable, and delete the AccessKey pairs of an organization.

1. On the left side of the Organizations page, find the level-1 organization that you want to
manage in the organizational structure and click its name.

2. Click Management AccessKey in the Basic Information section.

3. In the upper part of the Management AccessKey dialog box, view the following
parameters: Cloud Account Alias of Current Organization, Cloud Account Name of
Current Organization, and UID.
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Management AccessKey b ¢
Cloud Account 19889017 Cloud Account ascm-org-1
Alias of Current Name of Current
Organization Organization
uiD 19889017.

Create AccessKey

AccessKey ID AccessKey Secret State Created Actions

IBKEHBIS = cveemeemremsmmrassssasasesss & ® Enable Dec 18, 2023, 13:31:38 Disable Delete
PpOnpOidi. =~ seoeesesreesmsssssssssseseses @ Enable Dec 05, 2023, 10:40:40 Disable Delete

Closed

4. In the lower part of the Management AccessKey dialog box, manage the AccessKey pairs
of the organization.

Operation Procedure

View the AccessKey ID and AccessKey secret.

View an AccessKey pair o Click the ¢Z3 icon to display the hidden AccessKey secret.

o Click the ¢z icon to hide the AccessKey secret.

Click Create AccessKey.

Create an AccessKey ® Note
air )
P You can create up to two AccessKey pairs for each level-1
organization.
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i. Find the AccessKey pair that you want to disable and clickDisable in
the Actions column.

ii. In the dialog box that appears, view the information about the
AccessKey pair and the impacts after you disable the AccessKey pair.
After you evaluate the impacts, select I have known the risks and
confirm this operation. and click Disable. After you disable the
AccessKey pair, the AccessKey pair changes to the Disabled state.

(@ Important

= Find the desired AccessKey pair and clickView
AccessKey Logs in the Actions column to go to the
AccessKey Logs page. View the logs of the AccessKey
pair to evaluate the impacts.

= After you disable the AccessKey pair, the services or
programs that use the AccessKey pair become unavailable.

Disable an AccessKey Proceed with caution when you perform this operation.

pair

Are you sure that you want to disable the AccessKey pair (n

If the AccessKey pair is disabled, the services or programs that use the AccessKey pair may not work as expected. In this case, re-enable the AccessKey pair.

Associate AccessKey Information

AccesskeyID Status

November 16,2023, 11:48: T nber 12,2023, 04:11:11  IP: 1¢

TxKtvvl
HGH Eated a2 Time: December 12, 2023, 04:11:11  IP: 1

I have known the risks and confirm this operation.

Find the AccessKey pair that you want to enable and clickEnable in the
Actions column. After you enable the AccessKey pair, the AccessKey pair
changes to the Enabled state.

Enable an AccessKey
pair
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i. On the Management AccessKey dialog box, find the AccessKey pair
that you want to delete and click Delete in the Actions column.

ii. View the information about the AccessKey pair and the impacts after
deletion. After you evaluate the impacts, select | have known the
risks and confirmed this delete operation and click Delete.

Important

= Click View AccessKey Logs in the Actions column to go
to the AccessKey Logs page. View the logs of the
AccessKey pair to evaluate the impacts.

= After you delete the AccessKey pair, the applications that
Delete an AccessKey depend on the AccessKey pair may become unavailable.
pair Proceed with caution when you perform this operation.

Are you sure that you want to delete the AccessKey pair [n ?

After the AccessKey pair is deleted, the services or programs that use the AccessKey pair may not work as expected. Proceed with caution. We recommend that you disable
the AccessKey pair to evaluate the impacts.

Modify the name and description of an organization
You can modify only the name and description of an organization.

1. On the left side of the Organizations page, find the level-1 organization that you want to
manage in the organizational structure and click its name.

2. In the Basic Information section, click Edit.

3. In the Edit Organization dialog box, modify the Name and Description parameters and
click OK.

Edit Organization b4
Name
bas o
The description must be 2 to 128 characters in length.
Description
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Sort organizations

1. On the left side of the Organizations page, you can drag and drop an organization
component in the organizational structure to perform custom sorting.

You can click View above the organizational structure to learn how to drag and drop a
component.
Organization Structure Batch Create

%
e,

Q vouan drag an organization to *

customize scr'.in;l

) root
[l baseservicetestsss
:|_ myptests
:|_ eas-test
[l wgy01
[l slb-tes
[l wg
[l sls-tes

Manage third-party authentication for an organization

1. On the left side of the Organizations page, find the level-1 organization that you want to
manage in the organizational structure and click its name.

2. In the Basic Information section, click the ... icon, and then click Third-party
Authentication.

3. In the Third-Party Authentication dialog box, manage the local IdP bound to the
organization.

Operation Procedure
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If the level-1 organization is not bound to a local IdP and no global IdP
is configured for the platform, you can bind the level-1 organization to
a local IdP.

i. Select an IdP from the Associate IdP drop-down list.

Third-party Authentication X

0 Each level-1 organization can be associated with one IdP (including a global IdP).
1. If a global IdP is configured for the platform, you cannot associate a local IdP with the level-
1 organization.
2. If a level-1 organization is associated with a local |dP, other level-1 organizations can still be

associated with the same or another local IdP.

. . . E;I;:uthentica‘tion @ Local IdP
Bind the organization to a
local IdP

Associate |dP

Cancel

ii. Click OK.
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Change the local IdP
bound to the organization

Unbind the organization
from the bound local IdP

Click Modify next to Associate IdP.

Select another IdP from the Associate IdP drop-down list.

® Note

You can click Cancel to cancel the change operation.

I Third-party Authentication %

O ohiee organization can be associated with one IdP (including a global IdP).
1. If a global IdP is configured for the platform, you cannot associate a local IdP with the level-
1 organization.
2. If a level-1 organization is associated with a local |dP, other level-1 organizations can still be

associated with the same or another local IdP.

IdP Authentication © Local IdP
Type

Associate |dP Cance

| After you configure or madify IdP authentication settings, identity verification will be performed,

which may affect user logon. | am aware of the risk and confirm the modifications.

Cancel

Click OK.

Click Modify next to Associate IdP.

Select Dissociate Current IdP from the Associate IdP drop-down
list.

Third-party Authentication b4

o Each level-1 organization can be associated with one IdP (including a global IdP).
1. If a global IdP is configured for the platform, you cannot associate a local IdP with the level-
1 organization.
2. If a level-1 organization is associated with a local IdP, other level-1 organizations can still be

associated with the same or ancther local IdP.

IdP Authentication © Local IdP

Type
Associate IdP | Disassociate Current IdP ~ iCance
After you configu + Disassociate Current IdP ation will be performed,
which may affect user ions.
Cancel “
Click OK.

Delete an organization
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1. On the left side of the Organizations page, find the organization that you want to delete in
the organizational structure and click its name.

2. In the Basic Information section, click the .. icon, and then click Delete.

Important

o After the organization is deleted, the data of the organization cannot be
recovered. Proceed with caution.

o Before you delete the organization, make sure that the organization does not
have users, resource sets, and subordinate organizations.

Basic Information

onle.. 1level

Jan 04, 2024, 12:23:33 Delete

Resource Sets Users User Groups

A o Search CllE| |82
Resource Set Name/ID ganization name

User Group Creator Created At

Jan 04, 2024, 12:23:34

3. In the message that appears, click OK.

4.2.3. Resource set management

4.2.3.1. Create a resource set

A resource set is a group of resources and is similar to a project. After a user or user group is
added to a resource set, the user or users in the user group can manage resources in the
resource set. The resource set management feature enables you to resolve complex issues
such as user authorization. If an organization has multiple projects, you can create multiple
resource sets in the organization. This allows users to use and manage resources by resource
set.

Background information

A resource set is a logical container that associates multiple resources. Each resource must
belong to a resource set. When you create a resource, you need to select a resource set for
the resource.

e When you create an organization, the system creates a resource set for the organization by
default.

e Resource sets are isolated from each other.

e An organization can have multiple resource sets, but each resource set can belong to only
one organization.

Prerequisites

An organization is created.

Procedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Enterprise.
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3. In the left-side navigation pane, choose Resources > Resource Sets.
4. Click Create Resource Set.

5. In the Create Resource Set dialog box, set the Name and Organization parameters.

® Note

If you enable the secret level access feature in the security policy, you must configure
the Security Level parameter for your resource set when you create the resource set.
You must make sure that the security level of the resource set is lower than the
security level of the current operation role.

Create Resource Set »

Name

Organization

6. Click OK.

4.2.3.2. Manage a resource set

After you create a resource set, you can modify the resource set, add users to the resource
set, and delete the resource set.

Procedure
Log on to the Apsara Uni-manager Management Console.
In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Resources > Resource Sets.

P w N

Optional. In the upper part of the page, select an organization or specify the name of a
resource set in the search box.

5. Find the required resource set and perform the following operations.

Operation Step
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Click the name of the resource set.

o In the Basic Information section of the page that appears, view information
such as the name, ID, organization, creation time, and creator of the resource
set.

® Note

If you enable the secret level access feature in the security policy, you
can view the security level of the resource set.

o On the Resources tab, view the resources in the resource set.

o On the Users tab, view the users or user groups in the resource set.

® Note

= Click Member authorization, select a role type, and then select a
user or user group to add the user or user group to the resource

set.
= Click Remove Authorization in the Actions column of a user or
View user group to remove the user or user group from the resource
information set.
about the

resource set
o On the Multi-cloud Resource Set tab, view information about the required
multi-cloud resource set. You can view information such as Cloud Platform

Code, Cloud Platform Display Name, Resource Set, and Cloud Platform

Type.

(O Important

The Multi-cloud Resource Set tab can be used only by the operations
administrator and the level-1 organization administrator of the primary
cloud to perform binding and unbinding operations. Other administrators
can only view information on this tab. Before you can bind a multi-cloud
resource set to a cloud platform, make sure that the cloud platform is
connected.

= Click Associate Multi-cloud Resource Set and select a cloud
platform, an organization, and a multi-cloud resource set to bind
the multi-cloud resource set to the cloud platform and
organization.

= Click Unbind in the Actions column of a multi-cloud resource set
to unbind the multi-cloud resource set from the cloud platform and
organization.

i. Click Edit in the Actions column.

ii. In the Modify Resource Set dialog box, modify the name and security level of
the resource set.

. ® Note
Modify the

resource set If a user is being added to the resource set when you modify the security

level, you can change the security level only from high to low. If no user is
being added to the resource set, you can change the security level based

on your business requirements.

iii. Click OK.
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i. Click Member authorization in the Actions column.

ii. In the Member Authorization dialog box, select a role type and select a user or

user group.
Important
When you create the resource set, if you configure the Security Level
Grant users the parameter in the Secret Level Access section, you can add only users or
permissions on user groups whose security levels are higher than or equal to the security
the resource level of the resource set to the resource set.
set

= Grant the permissions to a user or a user group: In the lower-left section,
select the required user or the user group.

= Revoke the permissions of a user or a user group: In the lower-right section,
click Remove in the Actions column of the required user or user group.

iii. Click OK.

Important
o You cannot delete the default resource set.

o Before you delete a resource set, you must make sure that the
resource set does not contain resources and no users or user groups

are added to the resource set. Otherwise, the resource set cannot be
Delete the deleted.

resource set

i. Find the resource set that you want to delete and clickDelete in the Actions
column.

ii. Click OK.

4.2.4. Manage regions

You can manage the regions associated with organizations. Regions determine the
geographical locations in which resources are created. Large-sized enterprises typically divide
their business into different units. Each business unit may correspond to specific product lines
or regions. In this case, they need to create different resources in specified regions.
Enterprises can associate their organizations with regions to meet their requirements.

Background information

e An organization can be associated with multiple regions, and a region can be associated
with multiple organizations.

e After an organization is associated with regions, resources of the organization can be
created only in the associated regions.

Limits

e After a level-1 organization is associated with a region, its subordinate organizations can
also be associated with the region.

e |f resources are activated in a region supported by an organization, you cannot disassociate
the organization from the region.

Update the association between an organization and a region
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1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Enterprise.

3. In the left-side navigation pane, choose Resources > Regions.
4

. In the left-side organizational structure, click the name of the organization that you want to
manage.

5. In the right-side Regions section, select or clear the name of the desired region.

If you select the name of a region, the organization is associated with the region. Then, you
can create resources in this region. If you clear the name of a region, the organization is
disassociated from the region. Then, you cannot create resources in this region.

Regions
Manage the regions to which o s the |
{“\x
pp wpiest autotest
| yundunupgrade
B autotest Regions
ess UnHCb
El process. Region Name
[l wetest_catalog_test
Fll process qbouy cn-wl-env 13-dul

Fl yundunacgis

[l CloudNativeAutotest
Fl| autotest 3IR9AC

: otest 268 ST
| autotest 2ci8Bb o 2

[l autotest p2V77u

6. Click Update Association.

4.2.5. Manage changes

You can modify the organizations, resources, and users in the console according to the
changes of your organizations or projects.

Changes cannot be made across level-1 organizations, and names of organizations and users
within a level-1 organization must be unique.

Procedure
Log on to the Apsara Uni-manager Management Console.
In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Resources > Changes.

P W

Optional. Search for the required organization in the search box above the organization
navigation tree. Fuzzy search is supported.

5. Find the required organization and perform the following operations.

Operation Step
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Change the ;.
parent
organizatio V.
n of an
organizatio

n

Change the
ownership
of
resources V.

iv.

. Click the name of the required organization.

i. On the right side of the page, clickChange Organization.

Select a new organization from the Change Organization To drop-down list.
Click OK.

® Note

After you change the organization, the resource sets and users of the
organization are also moved to the new organization.

. Click the + icon to the left of the required organization and click a resource set

under the organization.

i. On the right side of the page, configure theProduct Type and Resource Type

parameters.
Change the ownership of resources

= Change the ownership of a single resource: In the instance list, find the required
resource and click Change Ownership in the Actions column.

= Change the ownership of multiple resources: In the instance list, select the
target resources and click Batch Change Ownership at the bottom of the
page.

In the dialog box that appears, select a resource set from theChange Resource
Set To drop-down list.

Click OK.

® Note

o Changing the ownership of a resource does not affect the organization
and users.

o You can click View Resource Relations in the Actions column of a
resource to view the parent resources of the resource. If the current
resource has a parent resource, the ownership of the current resource
cannot be changed. If you still want to change the ownership of the
current resource, we recommend that you change the parent resource
first. The ownership of the current resource automatically changes with
the parent resource.
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i. Click the name of the required organization.
ii. On the right side of the page, clickUsers.
iii. Find the required user and clickChange in the Actions column.

iv. In the dialog box that appears, select an organization from theChange
Organization To drop-down list and select roles from the Assigned Roles drop-

down list.
Change the
organizatio  v. Click OK.
n to which
a user
belongs ® Note

Changing the organization of a resource does not affect the organization and
users.

4.3. User management

4.3.1. Overview

The user management and user group management features allow you to centrally manage
the structure and permissions of users and user groups. This can improve management
efficiency and meet the various needs for system and resource access.

User management

You can perform management operations on users such as managing lifecycle for users,
attaching roles to users, and controlling logons.

e On the System Users tab of the Users page, you can create, modify, disable, enable, and
delete users. You can also grant permissions, configure logon policies, view user
information, add users to user groups, remove users from user groups, configure multi-
factor authentication (MFA), view the initial passwords of users, and view the resources sets
of users.

e On the Historical Users tab, you can restore deleted users or permanently delete users.

User group management

You can add users to user groups to implement batch permission management. You can:
e Create user groups

e Modify user groups

e Add users to user groups

e Grant permissions to user groups

e Remove users from user groups

e Delete user groups

4.3.2. User management

76 > Document Version: 20250124



Apsara Uni-manager

Apsara Uni-manager Managemen
t Console User Guide+Enterprise

4.3.2.1. Create a user

Administrators can create users and assign the users different roles to meet different

requirements for system access control.

Create a single user

Procedure
1.
2.
3.
4.
5.

Parameter

User name

Display name

Role

Organization

Logon policy

Required

Yes

Yes

Yes

Yes

Yes

Log on to the Apsara Uni-manager Management Console as an administrator.
In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Users > Users.

Click the System Users tab. Click Create a user.

In the Create a user dialog box, configure the parameters.

Description

The name of the user. The name must be 2 to 64
characters in length and can contain letters, digits,
hyphens (-), underscores (_), and periods (.).

® Note

User names must be unique.

The display name of the user. The name must be 1 to 128
characters in length and can contain letters, digits,
hyphens (-), periods (.), and at signs (@).

The roles to be assigned to the user.

@ Note

You can enter role names in the field. Fuzzy match is
supported.

The organization to which the user belongs.

The logon policy that limits the logon time and IP address
of the user. The default policy is automatically associated
with new users.

® Note

The default policy does not limit the logon time and IP
address of the user. To impose limits, you can modify
the default logon policy or create a new logon policy
for the user. For more information, see Create an
access policy.
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The phone number of the user. This phone number is used
to notify users of resource application and usage. Make
sure that this mobile number is valid.

Phone Yes ® Note
If the phone number of the user changes, update it on
the system in a timely manner.

The landline number of the user. The landline number
Landline No must be 4 to 20 characters in length and can contain only
digits and hyphens (-).

The email address of the user. Emails about the resource
application and usage are sent to this email address. Make
sure that this email address is valid.

Email Yes
® Note

If the email address changes, update it on the system
in a timely manner.

The key of the chatbot for the DingTalk group to which the
DingTalk Key No user belongs. For more information about how to configure
the key, see DingTalk development documentation.

If this option is selected, the Apsara Uni-manager
Management Console notifies the user configured as the
alert contact by email whenever an alert is generated.

Notify User by

Email No ® Note
You must configure an email server to notify the user
by email. For more information, contact on-site O&M

engineers.

If this option is selected, the Apsara Uni-manager
No Management Console notifies the user configured as the
alert contact by DingTalk whenever an alert is generated.

Notify User by
DingTalk

Create multiple users at a time
Procedure

Log on to the Apsara Uni-manager Management Console as an administrator.
In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Users > Users.

P w N

Click the System Users tab. Click Batch Create Users.
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® Note

o To batch create users, you need to download the template file, fill in the
information of the users in the spreadsheet, and then upload the file to the
system.

o A maximum of 100 users can be created at a time.

5. In the Batch Create Users dialog box, click User Creation Template.

6. In the downloaded template file, fill in the information of the users.

Parameter Required Description

The name of the user. The name must be 2 to 64 characters in
length and can contain letters, digits, hyphens (-), underscores
(_), and periods (.).

Username Yes
® Note

User names must be unique.

The display name of the user. The name must be 1 to 128
Display Name Yes characters in length and can contain letters, digits, hyphens (-
), periods (.), and at signs (@).

The role of the user. For a list of roles, clickPermissions >
Role Yes Role Permissions in the left-side navigation pane in the
console.

The path of the organization to which the user belongs.

® Note

Format: root/<Level-1 organization>/<Level-2
organization> If the root organization has been renamed,
use the actual name.

Organization Yes

The name of the logon policy of the user. For a list of logon
Logon Policy Yes policies, click Permissions > Access control in the left-side
navigation pane in the console.

Country Code Yes The code of the country that the user is in.
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The phone number of the user. This phone number is used to
notify users of resource application and usage. Make sure that
this mobile number is valid.

Mobile Phone Yes ® Note
If the phone number of the user changes, update it on the
system in a timely manner.
The landline number of the user. The landline number must be
Landline No 4 to 20 characters in length and can contain only digits and
hyphens (-).
The email address of the user. Emails about the resource
application and usage are sent to this email address. Make
sure that this email address is valid.
® Note
Email Yes If the email address changes, update it on the system in a

timely manner.

Valid values: Yes and No. Default value: No.

If you set the parameter to Yes, the Apsara Uni-manager
Management Console notifies the user configured as the alert
contact by email whenever an alert is generated.

® Note
Enable Email No You must configure an email server to notify the user by
Notifications email. For more information, contact on-site O&M
engineers.

Valid values: Yes and No. Default value: No.

Enable
DingTalk No If you set the parameter to Yes, the Apsara Uni-manager
Notifications Management Console notifies the user configured as the alert

contact by DingTalk whenever an alert is generated.
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DingTalk Key No

Email me the
password after
the useris
created.

No

® Note

8. After the file is uploaded, click OK.

The key of the chatbot for the DingTalk group to which the user
belongs. For more information about how to configure the key,
see DingTalk development documentation.

® Note

This parameter takes effect only when Enable DingTalk
Notifications is set to Yes.

Valid values: Yes and No. Default value: No.

® Note

This parameter takes effect only when Enable Email
Notifications is set to Yes.

Save the file. Click Next in the Batch Create Users dialog box. Click Upload Template.

When the template file is uploaded, the system checks the validity of the parameter
values. If invalid values exist, the users cannot be created. You need to modify the
template file and re-upload it.

9. (Optional) On the Batch Tasks tab of the Users page, view the status and details of the
batch user creation task. If Succeeded is displayed in the Status column of the task, the

task has been completed.

4.3.2.2. Manage system users

You can perform management operations on users, including managing the lifecycle in the
console, attaching roles to users, and controlling logons.

Background information

An operations administrator can manage the system users of all organizations. An
organization administrator can manage only the system users of the corresponding
organization and the subordinate organizations.

View the information about a user

View the basic information and details of a user.

. Log on to the Apsara Uni-manager Management Console.

. In the top navigation bar, click Enterprise.

1
2
3. In the left-side navigation pane, choose Users > Users.
4

. Click the System Users tab.
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® Note

You can click the & icon to select the fields that you want to display.

5. Find the system user that you want to manage and click its name or click View Details in
the Actions column to go to the details page of the system user.

o In the upper part of the details page, you can view the basic information about the
system user in the following fields: Username, Display Name, Password,
Organization, UID, Mobile Phone Number, Landline, Email Address, Most Recent
Logon, External System Association, DingTalk Token, Remarks, User Role, and
User Group Role.

< Username:

o In the lower part of the details page, click the Resource Set, User Group, and Role
Permissions tabs to view the resource sets and user groups to which the user belongs
and the role permissions granted to the user.

= View the resource sets to which a user belongs : On the Resource Set tab, select
a role of the user from the Role drop-down list to view the information about the
resource sets to which the user belongs.

= View the user groups to which a user belongs : On the User Group tab, view the
information about the user groups to which the user belongs.

® Note

The number in the User field of a user group indicates the number of users added
to the user group. The users who are added to the user group are displayed when
you move the pointer over the number.

= View role permissions of a user: On the Role Permissions tab, select a preset or
custom role from the drop-down list to view the permissions of the role on the
Management Permissions, App Permissions, and Menu Permissions tabs. You
can also view the permissions of Resource Access Management (RAM) users.
Modify the basic information about a user

If the information about a user changes, perform the following steps to modify the
information:

1. On the System Users tab, find the user that you want to manage in the list and click Edit
in the Actions column.

2. In the Edit User dialog box, modify the values of the parameters.

® Note

You cannot modify the values of the User Name and Organization parameters.
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Edit User *

User Name

The value must be 2 to 64 characters in length and can contain
etters, digits, underscores (), hyphens (-), and periods ().

Display Mame )
It must be 1 to 128 characters in length and can contain letters,
digits, hyphens (-), periods (), and at signs (@).

Organization

Phone China (+86) v | . Q

Landline

Email a :

DingTalk Key

Message Notify User by Email Notify User by DingTalk

3. Click OK.

Manage the roles of a user

Perform the following steps to modify the roles of a user: Make sure that a role is created
before you assign the role to a user.

1. On the System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click Role Authorization.

2. In the Role Authorization dialog box, select or deselect roles to assign roles to or revoke
roles from the user.

® Note

o You can assign up to 10 RAM roles to a user. The RAM roles include roles directly
assigned to the user and roles assigned to the user group to which the user
belongs.

o If you select a multi-cloud role, each user can be assigned only one RAM role in
the Alibaba Cloud public cloud. If no RAM role exists, click Authorize to create a

RAM role. If a RAM role is assigned, you can update the policy of the RAM role or
remove the RAM role.

o When you select a multi-cloud role for Apsara Stack, you can select a role that
has the permissions to manage only resource sets.
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Role Authorization X

o A user can be associated with up to 10 RAM roles, including roles directly associated with the user and roles associated with the user group of the user.

Username
Salaat Role All Roles:107 Authorized Roles: 2. Roles to Add: 0. Roles to Remove: 0.
* Preset Role ¥ Preset Role
Rescurce User Organization Administrator
QOrganization Administrator Resource Set Administrator

Resource Set Administrator
Resource Auditor
Organizational Security Admi...
Security Auditor

Security System Configuratio...
Global Organization Security ...
Platform Security Administrat...

Global Organization Security ...

Select a multi-cloud role
Apsara Stack o

PublicCloud 23 NoRAMrole  Authorize Now

“Apsara Stack : v

@

ancd “

3. Click OK.

Modify a multi-cloud role

You can modify the multi-cloud role of a user.

1. On the System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click Role Authorization.

2. In the dialog box that appears, select a multi-cloud role and click OK.

® Note

o If you select a multi-cloud role, each user can be assigned only one RAM role in
the Alibaba Cloud public cloud. If no RAM role exists, click Authorize to create a
RAM role.

o When you select a multi-cloud role for Apsara Stack, you can select a role that
has the permissions to manage only resource sets.
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Edit Cross-cloud Role b4

Select Multi-cloud

Apsara Stack W
Public’ Cloud Mo RAM role  Authorize Mow
Apsara Stack had

P
(7)
g

Manage the resource sets to which a user belongs

Perform the following steps to modify the resource sets to which a user belongs:

1. On the System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click Resource Sets.

2. On the Resource Set tab of the user details page, select a role to view the information
about the resource sets to which the user belongs.

® Note
Find the resource set that you want to manage and click Remove in the Actions
column to remove the user from the resource set.

3. Click My Resource Sets above the list.

Important
Make sure that a resource set is created before you add a user to the resource set.

4. In the Add to Resource Set dialog box, select a role type from the Select a role type
drop-down list and select one or more resource sets to which you want to add the user in
the resource set list.

® Note

If you enable the secret level access feature in the security policy, you must configure
the Security Level parameter for your resource set when you create the resource set.
You can add only users whose security level is higher than or equal to the security level
of the resource set to the resource set.

5. Click OK.

Manage user groups to which a user belongs

Perform the following steps to modify the user groups to which a user belongs:

1. On the System Users tab, find the user that you want to manage, click the --- icon in the

Actions column, and then click User Group Management.
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2. On the User Group tab of the user details page, view the information about the user
groups to which the user belongs. The information is displayed in the following columns:
User Group Name/ID, Organization, Role, User, Associate Resource Set, and
Creation Time.

® Note

o The number in the User column of a user group indicates the number of users
who are added to the user group. When you move the pointer over the number,
you can view the users who are added to the user group.

o Find the user group that you want to manage and click Remove in the Actions
column to remove the user from the user group.

3. Click Add to User Group above the list.

Important

Make sure that a user group is created before you add a user to the user group.

4. In the Add to User Group dialog box, select one or more user groups to which you want to
add the user.

5. Click OK.

Configure one or more access policies
Perform the following steps to modify the logon policies of one or more users:
e Configure a logon policy for a single user

i. Onthe System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click Configure Access Control Policy.

ii. Inthe Assign Logon Policy dialog box, select an option from the Logon Policy drop-down
list.

Assign Logon Policy *

User Name

Logen Policy

Default Policies e

e Configure a logon policy for multiple users

iii. Click OK.

i. Onthe System Users tab, select multiple users in the list.
ii. Click Configure Logon Policy below the list.

iii. In the Batch Assign Logon Policy dialog box, select an option from the Logon Policy
drop-down list.
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Batch Assign Logon Policy X

Logon Policy

Default Policies hd

iv. Click OK.

Configure MFA settings

To implement Global Multi-factor Authentication (MFA), you must bind a virtual MFA device,
such as Alibaba Cloud App. In this case, you must provide multiple identities for
authentication when you log on to the console. This improves account security.

1. On the System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click MFA Settings.
2. In the MFA Settings dialog box, turn on or off MFA Settings.
@ MFA settings
Username/Display

Name

MFA Status DisabledUnbound

MFA Settings

After MFA is enabled, you must pass MFA when you log on.

sassociate the MFA device, the MFA device becomes invalid. If MFA is enabled, you must associate another MFA

° (:) : MFA is enabled.
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= If MFA is enabled for a user but no MFA device is bound to the user : When the
user logs on to the console by using the username and password, the Bind Virtual
MFA Device page appears and the user is required to bind an MFA device.

Bind Virtual MFA Device

@ Instructions
T e e ot ot ot s = hacs el IRt 10 Jesc vl s ANt el iy Ao it Albibon Clonint g
). Oprein i s et e chmmlnd i o S O il s e Bt ot ol i s ok et

3 Log on again and enter the 6-digit security code within the valid period of time to complete authentication.

Step 1: Use the MFA app on your mobile phone to scan the QR code or enter the key in the Step 2: Enter two consecutive sets of security codes that you obtained from the MFA app
lower part of this page to obtain security codes

First Security Code Set ~

Second Security Code Set -

Usemame: cujie™ ([ aff e = oMet 003
Confirm
Key: UAHETR OO LD SRS WD TR ST e " I L DR ST

= MFA is enabled and an MFA device is bound : When the user logs on to the console
by using the username and password, a dynamic MFA code is required for
authentication.

® Important

If you want to unbind an MFA device from a user, select Unbind Current Device
in the MFA Settings dialog box. After you unbind the MFA device, the MFA device
becomes invalid.

Hello,
Welcome to Apsara Uni-

manager

Enter 6-digit Dynamic MFA Code

Authenticate

< Back to Log On

o : MFA is disabled.
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= If MFA is disabled for a user but an MFA device is bound to the user : When the
user logs on to the console by using the username and password, a dynamic MFA code
is still required for authentication.

Important

If you want to unbind an MFA device from a user, select Unbind Current Device
in the MFA Settings dialog box. After you unbind the MFA device, the MFA device

becomes invalid.

= If MFA is disabled for a user and an MFA device is not bound to the user :
When the user logs on to the console by using the username and password, a dynamic
MFA code is not required for authentication.

3. Click OK.

View the initial password of a user

You can view the initial password of a user only if the user has not been used to log on to the
Apsara Uni-manager Management Console. If the user is already used to log on to the
console, the password is not displayed.

1. On the System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click View Initial Password.

2. In the View Initial Password dialog box, view the displayed initial password.

View Initial Password *

Closzed

Reset the password of a user
You can reset the password of an account if the password is forgotten.

1. On the System Users tab, find the user that you want to manage in the list and click its
name to go to the user details page.

2. Click Reset Password next to the Password parameter and click the  icon to view the

reset password.

Manage the AccessKey pair of a user

The administrator can manually rotate the AccessKey pairs of users.

1. On the System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click AccessKkey Management.
2. In the Manage User AccessKey Pairs dialog box, manage the AccessKey pair.

o In the AccessKey pair list, view information such as AccessKey ID, State, Created, and
AccessKey Audit Logs.
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® Note

The administrator can view only the AccessKey ID of the AccessKey pair. To view the
AccessKey secret, go to the Personal Information page.

o Click Create AccessKey. The system automatically creates an AccessKey pair. Each
user can have up to two AccessKey pairs.

o In the AccessKey pair list, find the required AccessKey pair and click Disable in the
Actions column. In the dialog box that appears, read and select | have known the risks
and confirm this operation. and click Disable. After the AccessKey pair is disabled,
the status of the AccessKey pair changes to Disabled.

Important
= Only AccessKey pairs in the Enabled state can be disabled.

= After an AccessKey pair is disabled, the services or programs that use the
AccessKey pair may be interrupted. If this issue occurs, enable the AccessKey
pair to resolve the issue.

o In the AccessKey pair list, find the required AccessKey pair and click Enable in the
Actions column. After the AccessKey pair is enabled, the status of the AccessKey pair
changes to Enabled.

Important

Only AccessKey pairs in the Disabled state can be enabled.

o In the AccessKey pair list, find the required AccessKey pair and click Delete in the
Actions column. In the dialog box that appears, read and select | have known the risks
and confirmed this delete operation. and click Delete.

Important

After the AccessKey pair is deleted, the services or programs that use the AccessKey
pair may be interrupted. Proceed with caution. We recommend that you disable the
AccessKey pair to evaluate the impacts before you delete the AccessKey pair.

Disable a user
Perform the following steps to disable a user:

Important

e You can disable only users in the Enabled state. After a user is disabled, the user
enters the Disabled state.

e After you disable a user, the user is forbidden from logging on to the Apsara Uni-
manager Management Console, the AccessKey pair of the user is disabled, and the
user logon status is invalid.

o After an AccessKey pair is disabled, the services or programs that use the
AccessKey pair may be interrupted. If this issue occurs, enable the AccessKey pair
to resolve the issue.
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1. On the System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click Disable.

2. In the dialog box that appears, select | have known the risks and confirm this
operation.

® Note

Move the pointer over the AccessKey Pair Reference Information column to view the
information about the events that reference the AccessKey pair.

Are you sure that you want to disable [yuruiTest]? *

Disabling usernames will cause:

1. Logons with the username are forbidden.
2. The AccessKey pair of the user is forbidden.
3. The logon state of the user will become invalid.

Associate AccessKey Information

AccessKey Pair Reference Information

AccessKey ID State Created * The information is obtained from logs and does not include data from reference records in the cache. In multi-region scenarios, only data from the 1
reference.
® Enable  Oct 23, 2024, 19:20:36 Event APL: GetAllNavigationInfoHasPermissionCheck  Service: Unified Cloud Management Platforn

Note: After an AccessKey pair is removed. the service or program that references this AccessKey pair may also become unavailable. If such unavailability occurs. activate the
username to restore your service.

| have known the risks and confirm this operation.

e

3. Click Disable.

Enable a user

Perform the following steps to enable a disabled user:

Important

e You can enable only users in the Disabled state. After a user is enabled, the user
enters the Enabled state.

e After you enable a user, the associated AccessKey pair is also enabled.

1. On the System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click Enable.

2. In the message that appears, click OK.

® Note

Move the pointer over the AccessKey Pair Reference Information column to view the
information about the events that reference the AccessKey pair.
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Are you sure that you want to activate ™ e

Note: If you activate a username, the AccessKey pair of the user s also activated.

Associate AccessKey Information

AccessKey Pair Reference Information

AccessKey ID State Created * The information is obtained from logs and does not include data from reference records in the cache. In multi-region scenarios, only data from tl
reference.
® Dicable  Oct 24, 2024, 16:50:30
® Dicable Sep 27, 2024, 10:55:57 Event API: ListResourceGroupByOrgldinner  Service: Unified Cloud Management Platform

Delete a user

You can delete a user that you no longer use.

Important

e After you delete a user, if the user is forbidden from logging on to the Apsara Uni-
manager Management Console or the AccessKey pair of the user is deleted, the
user logon status is invalid.

e After you delete a user, the user data cannot be recovered. After an AccessKey pair
is deleted, the services or programs that use the AccessKey pair may not work as
expected. We recommend that you disable the user first and troubleshoot issues
before you delete the user.

1. On the System Users tab, find the user that you want to manage, click the --- icon in the
Actions column, and then click Delete

2. In the dialog box that appears, select I have known the risks and confirmed this
delete operation and

Are you sure that you want to remove the username

Removing a username will cause:

1. Logons with the username are forbidden.

2.The Key pair of the user is removed.

3. The logon state of the user will become invalid.

Associate AccessKey Information

AccessKey Pair Reference Information

AccessKey ID State Created * The information is obtained from logs and does not include data from reference records in the cache. In multi-region scenarios, only data from t

reference.
® Disable  Oct 24, 2024, 16:50:30

® Disable  Sep 27, 2024, 10:55:57 Event API: ListResourceGroupByQrgldinner  Service: Unified Cloud Management Platform

Note: A removed username cannot be restored. After an AccessKey pair is removed, the service or program that references this AccessKey pair may also become unavailable.
We recommend that you disable this username and check configurations before you remove the username.

| hawe known the risks and confirmed this delete operation.

3. Click Delete.

The deleted system user is displayed on the Historical Users tab. You can restore or
permanently delete the user on the Historical Users tab.

4.3.2.3. Manage historical users
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You can restore or permanently delete deleted users.

Procedure
Log on to the Apsara Uni-manager Management Console.
In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Users > Users.

P W N

Click the Historical Users tab.

Operation Procedure

After you restore a deleted user, the user will be added back to the System Users

list.
Restore a i. Click Restore in the Actions column corresponding to a user.
user ii. In the dialog box that appears, select the organization to which the user belongs
and the roles of the user.
iii. Click OK.

After you permanently delete a user, the user will be removed from the Historical
Permanently Users list and can no longer be restored.

deleteauser (jick Delete in the Actions column corresponding to a user.

ii. Inthe message that appears, clickDelete.

4.3.3. User group management

4.3.3.1. Create a user group

This topic describes how to create user groups in an organization. You can use user groups to

manage permissions of users in batch.

Prerequisites

An organization is created. For more information, see Create an organization.

Background information

Subjects Description

o A user group belongs to only a single organization.
User groups and organizations

Multiple user groups can be created within an organization.

A user group can contain multiple users. It can also contain no
user.
User groups and users

A user does not necessarily need to belong to a user group.

e A user can be added to multiple user groups.
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A role can be assigned to multiple user groups.

User groups and roles e When a role is assigned to a user group, the permissions that the
role has are automatically granted to users within the user group.

A resource set can contain multiple user groups. It can also

User groups and resource sets contain no user group.

A user group can be added to multiple resource sets.

Procedure

Log on to the Apsara Uni-manager Management Console.

In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Users > User Groups.

Click Create a user group in the upper-left corner.

u ok wWN e

In the dialog box that appears, set User Group Name, Organization, and Role
authorization.

Parameter Description

The name of the user group. The name must be 3 to 255 characters in
User Group Name length and can contain letters, digits, underscores (_), hyphens (-), periods
(.), and at signs (@).

Organization The organization to which the user group belongs.
Role authorization The roles that are assigned to the user group.
6. Click OK.

4.3.3.2. Manage user groups

You can modify the name, permissions, and users of a user group.

Procedure
Log on to the Apsara Uni-manager Management Console.
In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Users > User Groups.

P W N

On the User Groups page, find the user group that you want to manage and perform
operations. The following table describes the operations that you can perform.

Operation Procedure
View user On the User Groups page, view information about user groups, including the
groups organization, assigned roles, number of users, and associated resource sets.
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You can modify the name of a user group.
Modify a user i. Click Editing in the Actions column.
group ii. In the Modify User Group dialog box, enter a new name.

iii. Click OK.

After a user is added to a user group, the user has the permissions of the role
that is assigned to the user group.

i. Find the user group to which you want to add users and clickAdd User in the
Actions column.

ii. In the left-side list of the Add User dialog box, select the users that you want to
Add a user add to the user group and click the [ icon to add the users to the right-side
list.

iii. Click OK.

After a user is removed from a user group, the user no longer has the
permissions of the role that is assigned to the user group.

i. Find the user group from which you want to remove users and move the
pointer over the --- icon in the Actions column. In the menu that appears,
Remove a user select Remove User.
ii. In the left-side list of the Remove User dialog box, select the users you want to

remove and click the icon to add them to the right-side list.

iii. Click OK.

You can assign a role to a user group to grant the role permissions to all users
within the group.
i. Find the user group that you want to manage and move the pointer over the

Assign roles to .-« icon in the Actions column and clickAuthorized.
a user group
ii. In the Authorized dialog box, select the roles you want to assign to the user
group from the Role Permissions drop-down list.

iii. Click OK.

Important
When a user group is deleted, resources such as roles, users, and resource
sets that are associated with the user group are automatically unbound.

Delete user

groups
i. Find the user group that you want to manage and move the pointer over the

- icon in the Actions column and clickDelete.

ii. Click OK.
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4.4. Permission management

4.4.1. Overview

The Apsara Uni-manager Management Console allows you to manage permissions based on
scenarios, users, and cloud services by using features such as the features for role
permissions, data permissions, access control, permission boundaries, and AccessKey logs.
These features improve system security.

Role permissions

You can create roles and assign the roles to users or user groups to implement fine-grained
access control on users. The following operations are supported:

e Create roles
e Disable roles
e Enable roles
e Delete roles

e Replicate roles

Data permissions

You can grant users the data permissions to access specific cloud instances. You can also
view and modify the data permissions granted to users. The following operations are
supported:

e Configure the data permissions on cloud instances
e View user data permissions

e Modify user data permissions

Access control

You can configure access policies to control the time and IP addresses for user logon. After a
user is associated with an access policy, user logons are limited based on the logon time and
IP addresses specified in the policy. The following operations are supported:

e Create access policies
¢ Modify access policies
e Disable access policies
¢ Enable access policies

e Delete access policies

Permission boundaries

You can create service boundaries and configure API control policies to block APl operations
on the core gateway of Apsara Stack. Custom API control policies can be created. The
following operations are supported:

e Create service boundaries and API control policies

¢ View service boundaries and API control policies

e Modify service boundaries and API control policies

e Edit service boundaries and API control policies

e Enable and disable service boundaries and API control policies

e Modify whitelists of service boundaries
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e Delete service boundaries and API control policies

AccessKey logs

You can view AccessKey logs based on the AccessKey ID to facilitate security management of
AccessKeys pairs. The following operations are supported:

e View the basic information about AccessKey pairs

e View the cloud services accessed by using an AccessKey pair

4.4.2. Role permissions

4.4.2.1. Overview

A role is a collection of access permissions. In the Apsara Uni-manager Management Console,
role types include preset roles, custom roles, RAM role-based authorization, and RAM-based
authorization.

Role types

Preset role

A preset role is a collection of preset permissions for specific operations. To implement
privilege separation, the Apsara Uni-manager Management Console provides preset roles
based on the general use cases in cloud platforms. After a RAM user is assigned a preset role,
the user has the corresponding operation permissions. During authentication, the system
determines whether the user has the permissions to perform the corresponding operations
based on the permissions that belong to the preset role assigned to the user. For more
information, see Preset roles.

Custom role

You can create a custom role to combine and set permission policies based on your business
requirements. You can configure the sharing scope and permissions on resources,
applications, and menus for the custom role, and configure custom permission policies to
flexibly specify the services that can be accessed by the role, the operations that can be
performed by the role, and the resources that can be managed by the role. Compared with
preset roles, custom roles are more flexible and can be customized.

. User

. Role
a'd

) m—
| o—
o/

it P issi Application Permission Menu Permission Custom Permission Policy
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® Note

Custom roles are commonly used to manage the permissions of users who log on to cloud
service consoles. In addition, third-party independent software vendors (ISVs) can create
custom roles when they require AccessKey pairs with limited permission scope to call
cloud service APIs for application development.

RAM role-based authorization

RAM role-based authorization is the process of associating a RAM role with RAM users, other
Apsara Stack tenant accounts, or Apsara Stack services. An authorized entity can directly
assume a RAM role to obtain the collection of permissions that belong to the role without the
need to grant permission policies to the entity.

e * L
," Apsara Stack Tenant Account j ‘.‘

I

{ \
1 1
! | I I
I !
} i
| |
i !
i

I

i

i

I

i

i

RAM Policy |

I
|

Add a Trust Entity/Assume This Role Add a Trust Enfity/Assume This Role
'

RAM Role 7

Other Apsara Stack Tenant Accounts Mg, eed® Apsara Stack Service

® Note

RAM role-based authorization can be divided into the role of Apsara Stack tenant
accounts and the role of Apsara Stack services based on the types of trust entities.

e Role of Apsara Stack tenant accounts: the role that can be assumed by RAM users.
RAM users who assume this type of role can belong to the own Apsara Stack tenant
accounts or other Apsara Stack tenant accounts. The roles of this type are used for
cross-account access or temporarily authorized access.

¢ Role of Apsara Stack services: the role that can be assumed by cloud services. The
roles of this type are used for access across Apsara Stack services.

RAM-based authorization

Each RAM user is a user entity with a unique identity. You can assign custom policies to RAM
users by using user groups. This way, the RAM users always have these permissions
regardless of whether they assume a role.
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RAM Group

5

MM Association

. N:N Association
RAM User RAM Palicy
® Note
e RAM-based authorization is performed based on RAM user groups other than RAM
roles.

e RAM-based authorization is used to enhance the fine-grained permission control of
custom roles that are created on a GUI. After you create a custom role, you can use
RAM-based authorization to attach a RAM policy to RAM users if some permissions
cannot be granted by using the custom role.

e RAM-based authorization must be used together with user groups.

4.4.2.2. RAM policies

This topic describes the elements, structure, and syntax of RAM policies that are used to
define the scope of permissions for custom roles, RAM authorization and RAM role-based

authorization.

Structure

RAM policies are in the JSON format, containing two parts:
e Version: the version number of the policy.

e Statements: the statements that specify the permissions. The elements of statements
include Effect, Action, Resource, Condition, and Principal.
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Version -
e Effect
#
Statements o
w Action
<statement-1>
\ Resource
<statement-2> \‘\\ ]
~ i Condition !

<statement-3>

Elements in statements

The elements of statements include Effect, Action, Resource, Condition, and Principal.

Effect (Required)

Specifies whether a statement result is an explicit allow or an explicit deny. Valid values:
Allow and Deny.

® Note

Precedence of Deny: Deny statements take precedence when a user is assigned multiple
policies that contain Allow and Deny statements, and when a single policy contains both
Allow and Deny statements.

Example

"Effect": "Allow"

Action (Required)

The specific APl operations involved in the statement.

The Action element is in the following format: <ram-code>:<action-name>
e <ram-code> : the product code.

e <action-name> : the APl operation of the product involved in the policy.

® Note

The values of the Action element are case-insensitive. However, to ensure consistency,
we recommend that you follow the standard capitalization of the product code and API
operation names.

Example
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"Action": [
"oss:ListBuckets",
"ecs:Describe*",

"rds:Describe*"

® Note

You can use the asterisk (*) as a wildcard character. For example, in the preceding
example, ecs:Describex indicates that all the APl operations of Elastic Compute Service

(ECS) whose names start with Describe are involved in the policy.

Resource (Required)

The resources of cloud services involved in the statement, which are indicated by their Aliyun
Resource Names (ARNS)

Resource elements are in the following format: acs:<ram-code>:<region>:<account-id>:
<relative-id>

e acs : the prefix of ARNSs. It stands for Alibaba Cloud Service.
e <ram-code> : the product code.

e <region> :the region ID of the resource. You can use the asterisk (*) as a wildcard
character to indicate regionless resources or resources in all regions.

® <account-id> : the user ID of the level-1 organization. This is used to specify the
resources that belong to a specific level-1 organization.

e <relative-id> :the description of the specific resources. Its syntax is product-specific.

For example, the relative-id for an OSS object is a path of that object, such as
mybucket/dirl/objectl.jpg.

Example

"Resource": [
"acs:ecs:*:*:instance/inst-001",
"acs:ecs:*:*:instance/inst-002",
"acs:oss:*:*:mybucket",
"acs:0ss:*:*:mybucket/*"

]

Condition (Optional)

The conditions that are required for the policy to take effect. A Condition element, or a
condition block, contains one or multiple conditions. Each condition consists of an operator, a
condition key, and a condition value.

Condition keys are case-sensitive. The case-sensitivity of the condition values is determined
by the operator. For example, assume that a condition key of the string type is specified. if
the StringEquals operator is used, the system performs a case-sensitive match. If the
StringEqualsignoreCase operator is used, the system performs a case-insensitive match.

Description:

e Evaluation logic
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o You can specify one or more values for a condition key. If the value in a request matches

one of the values, the condition is met.

o A condition can have multiple keys that are attached to a single conditional operator. The
condition of this type is met only if all requirements for the keys are met.

o A condition block is met only if all of its conditions are met.

e Operators

Operators are classified into the following types: string, number, data and time, Boolean,

and IP address.

Category Operator

o StringEquals
o StringNotEquals
String o StringEqualslgnoreCase
o StringNotEqualsignoreCase
o StringLike

o StringNotLike

o NumericEquals

o NumericNotEquals

o NumericLessThan
Number )

o NumericLessThanEquals

o NumericGreaterThan

o NumericGreaterThanEquals

o DateEquals
o DateNotEquals
o DatelLessThan
Date and time
o DatelLessThanEquals
o DateGreaterThan

o DateGreaterThanEquals

Boolean Bool

o IpAddress
o NotlpAddress

IP address

e Condition keys
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o General condition keys are in the following format: acs:<condition-key>

General condition

key Type Description

The time when the server receives the request.
acs:CurrentTime Date and time Specify the time in the ISO 8601 standard, for
example, 2012-11-11T23:59:59Z.

Specifies whether a secure channel is used to send a
acs:SecureTransport Boolean request. For example, a request can be sent over
HTTPS.

The IP address of the client that sends the requestit
can be a single IP address or a CIDR block. If the
value is a single IP address, you must specify the

acs:Sourcelp IP address specific IP address rather than a CIDR block. For
example, you must specify 10.0.0.1 rather than
10.0.0.1/32.

acs:MFAPresent Boolean Specifies whether multi-factor authentication (MFA) is
used when the user who sends the request logged on.

acs:PrincipalARN String The identity of the requester. This operator is only

used in trust policies of RAM roles.

o Service-specific condition keys are in the following format: <ram-code>:<condition-key>

Service-specific Cloud e

condition key service Type Description
Elastic

. ) Compute . The condition key for tags of ECS resources,

ecs:tag/<tag-key> Service String which are customizable.
(ECS)

rds:ResourceTag/<t ApsaraDB Stri The condition key for tags of ApsaraDB RDS

ring . .

ag-key> RDS resources, which are customizable.
Objective

o0ss:Delimiter Stora)ge String The delimiter used by OSS to categorize object
Service names.
(0SS)

oss:Prefix 0SS String The prefix of an OSS object name.

Principal
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The entity that is allowed or denied to call the related API operations. This element is
available only for resource-based policies. For example, in a trust policy attached to a RAM
role, you can specify the resources that are allowed to assume the role in the Principle
element. The Principal element is required in resource-based policies.

® Note

You cannot specify the Principal element in identity-based policies. Identity-based policies
are attached to RAM identities. The RAM identities to which identity-based policies are
attached are the principals.

You can specify multiple types of principals for the Principal element in a policy. You can also
specify multiple principals of the same type for the Principal element in a policy. If you specify
multiple types of principals, separate the types with commas (,). If you specify multiple
principals of the same type, separate the principals with commas (,) and enclose the
principals with brackets ([]). Multiple principals are associated with each other by the OR
operator, meaning that the policy is attached to all principals in the policy.

Example

"Principal": {

"RAM": [

"acs:ram: :123456789012****:root",
"acs:ram::987654321098**** :root"
1,

"Service": "ecs.aliyuncs.com"

}

Principals are authenticated RAM entities, which are divided into the following types:
e Organization account

Set the Principal element to the account of the level-1 organization. When you configure the

trust policy of a RAM role-based authorization, the account ARN of the selected trust

organization will be added to the policy as the principal, such as
acs:ram::165399189392****:root

e Cloud service

Set the Principal element to a cloud service. When you configure the trust policy of a RAM
role-based authorization, the identifier of the selected trust service will be added to the
policy as the principal, such as ecs.aliyuncs.com .

Policy syntax
A RAM policy consists of the version_block and statement_block components.

policy = {
<version block>,
<statement block>

}

version_block

The version of the policy. By default, the value is 1.

<version block> = "Version" : ("1")
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statement_block

The statements. A RAM policy can contain multiple statements.

<statement block> = "Statement" : [ <statement>, <statement>, ... ]

e Each statement consists of the effect_block, action_block, resource_block, and
condition_block elements. condition_block is an optional element.

<statement> = {
<effect block>,
<action block>,
<resource block>,
<condition block?>
}

o Valid values of an effect_block element are aliow and Deny

"Deny")

<effect block> = "Effect" : ("Allow"
o Multiple action_block and resource_block elements can be specified in each statement.

<action block> = "Action"
("*" | [<action string>, <action string>, ...])
<resource block> = "Resource"

("*" | [<resource_ string>, <resource string>, ...])

o Each condition_block element can contain multiple operators and

<condition block> = "Condition" : <condition map>

<condition map> = {
<condition type string> : {
<condition key string> : <condition value list>,

<condition key string> : <condition value list>,

}l
<condition type string> : {
<condition key string> : <condition value list>,

<condition key string> : <condition value list>,

Valid values of elements

e If an element value is a string, number, date, time, Boolean value, or an IP address, the
value must be enclosed in double quotation marks ("").

¢ If an element value is a string, you can use asterisks (*) and question marks (?) as wildcard
characters.

o An asterisk (*) indicates 0 or multiple letters. For example, ecs:Describe* indicates all
the API operations of Elastic Compute Service (ECS) whose names start with Describe.

o A question mark (?) indicates a single letter.
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Policy syntax check

RAM policies follow the JSON format. When you create or update a RAM policy, the system
automatically checks the validity of the JSON format. We recommend that you use JSON
validators or formatters to help you ensure the validity of the policy. For more information
about JSON syntax standards, see RFC 7159.

4.4.2.3. Create a role

You can create custom roles, Resource Access Management (RAM) role-based authorization,
and RAM-based authorization to facilitate permission management.

Limits

Limits on the management scope of resource sets

If you set the Management Permissions parameter to Resource Sets when you create a
custom role, the role has the permissions on the resource sets of the associated user by
default. This role is mainly used to manage resources. The permissions described in the
following table are beyond the management scope of resource sets and do not take effect
even if you select them.

Management
permission

User management

Role management

User group
management

Organization
management

Resource set
management

AccessKey pair
management

Access policy

Description

The permissions to create a user, delete a user, activate a user, disable a user,
lock a user, unlock a user, and perform other operations on the user.

The permissions to create or delete a role, lock or unlock a role, and perform
other operations on the role.

The permissions to view a user group, create or delete a user group, and
perform other operations on the user group.

The permissions to create or delete an organization and perform other
operations on the organization.

The permissions to create and delete a resource set.

The permissions to view the AccessKey pair of an organization, create an
AccessKey pair for an organization, delete the AccessKey pair of an
organization, activate the AccessKey pair of an organization, disable the
AccessKey pair of an organization, view the AccessKey pair of a user, and view
AccessKey logs.

The permissions to create or delete an access policy, and perform other
operations on the access policy.
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Change The permissions to change a resource set, change a resource,and change a
management user.

The permissions to view the bills of a cloud service, an organization, and a

Bill management resource set, export bills, and modify bills.

Service-linked role - . .
The permissions to create a service-linked role.

management

Process The permissions to view organization applications.

management

Multi-cloud

management The permissions to configure multi-cloud management platform hosting.

platform hosting

Announcement

The permissions to manage announcements.
management

Create a custom role

vk wN e

Log on to the Apsara Uni-manager Management Console.

In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Permissions > Role Permissions.
On the page that appears, click Create Custom Role.

In the Basic Configuration step, configure the parameters and click Next.

Create a custom role as an operations administrator

Enterprise | Permission management | Role Permissions

< Create Custom Role

Basic 2 Manage 3 Application 4 Menu 5 Custom
configuration permissions permissions permissions Policy

Sharing Scope @ Global
Management Permissions All Organizstions (@) Spacified Organization and Subsrdinste Organizations Resource Sets
Custom Policy o

m Kok

Create a custom role as an organization administrator
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Enterprise | Permission management | Role Permissions

< Create Custom Role

© s=sic

eonfiguration

Role name

Description

2 Manage 3 Application 4 Menu 5 Custom
permissions permissions permissions Policy

Sharing Scope Global (@ Current Organization Subordinate Organization

Management Permissions (®) Specified Organization and Subordinate Organizations Resource Sets

Custom Policy

Parameter

Role Name

Description

Sharing Scope

Management
Permissions

«©

Description

The name of the role.

The description of the role. This parameter is optional.

The scope in which the role is available. Only Global is available when you
create a custom role as an operations administrator. Valid values:

o Global: The role is shared by all organizations.
o Current Organization: The role is shared within the current organization.

o Subordinate Organization: The role is shared by the current organization
and its subordinate organizations.

The scope of resources that can be managed by the role. OnlySpecified
Organization and Subordinate Organizations and Resource Sets are
available when you create a custom role as an organization administrator. Valid
values:

o All Organizations: This role can manage cloud resources in all
organizations.

o Specified Organization and Subordinate Organizations: This role can
manage the cloud resources in the current organization and its subordinate
organizations.

o Resource Sets: This role can manage only cloud resources in the specified
resource sets. For more information about the limits on the management
scope of resource sets, see Limits on the management scope of resource
sets.
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The security level that you want to configure for the role of a resource set.

® Note

o This parameter is required if you enable the secret level access
feature in the security policy and set the Management
Permissions parameter to Resource Sets.

Secret Level

o The security level of the current operation role must be higher than
Access

or equal to the security level of the role that you are creating.

The status of the custom policy. Valid values:

. : disables the feature. Custom policies are not supported.
Custom Policy

@ ): enables the feature. Custom policies are supported.

6. In the Manage Permissions step, configure the parameters and click Next.

In this step, you can specify the management operations that this role can perform in the
Apsara Uni-manager Management Console, such as operations on organizations, users, and
resource sets.

Important

If you set the Management Permissions parameter to Resource Sets, the role has the
read-only permissions but does not have the write permissions.

7. In the Application permissions step, configure the parameters and click Next.

In this step, you can specify the operations that this role can perform on cloud products. If
you need to only grant the user the permissions to view ECS instances, you need to only
select View instance in the ECS section.

Important

The system selects the required permissions that the specified operation depends on. If
you remove the dependency, the operation may fail.

8. In the Menu permissions step, configure the parameters and click Next.

In this step, you can specify the menu items that are available to this role.

Important

To authorize a role in the Apsara Uni-manager Management Console, you must select
management permissions, application permissions, and menu permissions. Otherwise,
the role cannot access the corresponding pages.

9. Optional. In the Custom Policy step, configure the parameters and click Create.
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Important

The Custom Policy step is available only if you turn on Custom Policy in the Basic
configuration step.

You can configure RAM actions to precisely describe authorized resources and operations
on these resources. The Set RAM Action for Application section contains two parts: Allow
and Deny. In the Allow field, you can specify the operations that are allowed to perform. In
the Deny field, you can specify the operations that are not allowed to perform. If a RAM
policy includes both an Allow statement and a Deny statement, the Deny statement takes
precedence over the Allow statement.

A RAM action is specified in the <ram-code>:<action-name> format. Separate multiple
actions with commas (,).

o <ram-code> indicates the RAM code of the cloud service, which is generally the code of
the cloud service.

o <action-name> indicates the name of an open API operation of the cloud service.

If you specify oss:ListBuckets,ecs:Describe*, rds:Describe* in the Allow field, this role

can list all the Object Storage Service (OSS) buckets, call all Elastic Compute Service (ECS)
API operations whose names start with Describe, and call all ApsaraDB RDS API operations
whose names start with Describe.

Set RAM Action for Application

Allow

0. In the Create Custom Role message, click Complete.

You can also click Authorize now to assign the role to users or user groups on the
Authorized Personnel tab.

Create RAM role-based authorization

1. Click Create Custom Role. On the Role Permissions page that appears, click Advanced
Settings at the lower part and click Create RAM Role & Attach Policy.

2. In the Basic Configurations step, configure the parameters and click Next.

Parameter Description

Role Name The name of the RAM role-based authorization.

The description of the RAM role-based authorization. This parameter is

Description optional.

110 > Document Version: 20250124



Apsara Uni-manager

Apsara Uni-manager Managemen
t Console User Guide-Enterprise

3.

4.

The scope in which the RAM role-based authorization is available. You
can select only Global when you create the RAM role-based
authorization as an operations administrator. Valid values:
o Global: The RAM role-based authorization is shared by all
Sharing Scope organizations.
o Current Organization: The RAM role-based authorization is shared
within the current organization.

o Subordinate Organization: The RAM role-based authorization is
shared by the current organization and its subordinate organizations.

In the Configure Custom Policy step, select policies and click Next.

If none of the listed policies meets your requirements, you can click Create Policy in the
upper-right corner of the Select Policy section to create one. You can click Policy Content
in the Actions column of a policy to view JSON-formatted policy content.

Select Policy

con-rzm . Oct 10, 2023, 1702:46

riaastest - Oct 10,2023, 18:1031

In the Configure Trust Policy step, configure the Trust Organization and Trust Cloud
Service parameters and click Next.

A trust policy is used to define the entities that can assume this RAM role. For example, you
can specify level-1 organizations (tenant accounts) and Apsara Stack services to assume
this RAM role.

® Note

If you enable the Open ID Connect (OIDC) feature, you can also authorize an OIDC
provider to assume the RAM role and configure the Limits parameter.

o Trust Organization: Specify one or more level-1 organizations (tenant accounts) to
assume this RAM role.

o Trust Cloud Service: Specify one or more Apsara Stack services to assume this RAM
role.

5. In the Preview Policy step, check the selected policies and the trust policy and click Create.

6. In the role list, find the RAM role template you created and click its name.

7. On the page that appears, click the RAM Role tab, click Create, and then select a level-1

organization to create a RAM role instance.
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Create

Organization

8. After the RAM role instance is generated, the trust entities in the trust policy can assume
this RAM role to access and manage the corresponding resources.

< Role Name: ramrole1 & Modify Basic nformation | [ Delete
Role Type  RAM Role-based Batch Authorization Description - Sharing Scope  Global

Custom Policy ~ TrustPolicy ~ RAM Role

amrolel Planning Department

Total 1 n

Create RAM-based authorization

1. Click Create Custom Role. On the page that appears, click Advanced Settings at the
lower part and click Create RAM Authorization.

2. Configure the parameters in the Basic Information step.

Parameter Description

Role Name The name of the RAM-based authorization.

Description The description of the RAM-based authorization. This parameter is
optional.

The scope in which the RAM-based authorization is available. Only
Global is available when you create the RAM-based authorization as an
operations administrator.
o Global: The RAM-based authorization is shared by all organizations.
Sharing Scope
o Current Organization: The RAM-based authorization is shared
within the current organization.

o Subordinate Organization: The RAM-based authorization is shared
by the current organization and its subordinate organizations.

3. Click Create and Configure RAM Authorization. In the Role Permissions step,
configure the authorization.

o User Groups: Configure the users to which you want to attach the policy. You can add or
remove user groups.
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= Add a user group
a. Click the User Groups tab.

b. Click Add User Group. In the Add User Group dialog box, select a user group and
click OK.

= Remove a user group
a. Click the User Groups tab.

b. Find the user group that you want to manage and click Remove in the Actions
column to remove the user group.

o Permissions: Configure access permissions on resources. You can add or remove
permissions.

= Add a policy
a. Click the Permissions tab.

b. Click Add Policy. In the Add Policy dialog box, select policies and click OK. If the
listed policies do not meet your requirements, you can create a policy.

= Remove a policy

a. Find the permission that you want to manage and click Remove permissions in the
Actions column.

b. In the message that appears, click OK.
4. Click OK.

4.4.2.4. Manage roles

You can change the permissions and status of a role to change the permissions and logon
status of the users that are assigned this role.

Limits

¢ Preset roles cannot be modified or deleted.

e Resource Access Management (RAM)-based batch authorization roles and RAM role-based
batch authorization roles cannot be disabled, enabled, or copied.

e Before you delete a role, make sure that no users or user groups are associated with the
role.

e |f a role is locked, the role cannot be modified, deleted, disabled, or enabled. In addition, a
locked role cannot be used to authorize users.

e Only custom roles support batch authorization.

View the details of a role

View the basic information and permissions of a role.

1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Enterprise.

3. In the left-side navigation pane, choose Permissions > Role Permissions.
4

. On the Role Permissions page, find the role that you want to view and c lick its name to go
to the role details page and view the role details.

5. View the details of the role.

o View the details of a preset role or a custom role
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Click the Management Permissions, Application Permissions, Menu Permissions,
and Authorized Personnel tabs to view the details of different permissions.

o View the details of a RAM role-based batch authorization role

Click the Custom Policy, Trust Policy, and RAM Role tabs to view the information
about the added policies, trust policy, and RAM roles.

< =] Role Name: 2 Modiy Basic I

Type  RAM Rok

Custom Policy

o View the details of a RAM-based batch authorization role

Click the User Groups and Permissions tabs to view the authorized user groups and
policies.

& [ Role Name: h| 2 Modify Basic Information || [1] Delete

RAN

xianzi

Modify role information

You can update the basic information and permissions of a role.

® Note

Preset roles cannot be modified.

1. On the Role Permissions page, find the role that you want to manage and click Modify in
the Actions column.

2. On the page that appears, click Modify Basic Information in the upper-right corner.
3. Modify the permissions of the role.
o Modify the permissions of a custom role

Click the Management Permissions, Application Permissions, Menu Permissions,
and Authorized Personnel tabs to modify the corresponding permissions.

o Modify the permissions of a RAM role-based batch authorization role
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= On the Custom Policy tab, add or remove policies based on your business
requirements.

= On the Trust Policy tab, modify the values of the Trust Organization and Trust Cloud
Service parameters.

= On the RAM Role tab, add or remove RAM roles based on your business requirements.

o Modify the permissions of a RAM-based batch authorization role

= On the User Groups tab, add or remove user groups based on your business
requirements.

= On the Permissions tab, add or remove policies based on your business requirements.

Disable a role

When a role is disabled, all permissions of the role are revoked. All users associated with the
role cannot log on to the console.

® Note

RAM role-based batch authorization roles and RAM-based batch authorization roles cannot
be disabled.

1. On the Role Permissions page, find the role that is in the Enabled state and you want to
manage and click Disable in the Actions column.

2. In the message that appears, click OK.

Enable a role

You can enable a disabled role. After the role is enabled, all users associated with the role
acquire the permissions of the role.

® Note

RAM role-based batch authorization roles and RAM-based batch authorization roles cannot
be enabled.

1. On the Role Permissions page, find the role that is in the Disabled state and you want to
manage and click Enable in the Actions column.

Copy a role

® Note

RAM role-based batch authorization roles and RAM-based batch authorization roles cannot
be copied.

When you copy a role, a new role with the same sharing scope, management permissions,
application permissions, and menu permissions is created. You can adjust the permissions of
the new role based on your business requirements.
1. On the Role Permissions page, find the role that you want to copy, click the --- icon in the
Actions column, and then click Copy.

2. Modify the basic configurations, management permissions, application permissions, and
menu permissions of the new role based on your business requirements.
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® Note

The name of the new role cannot be the same as that of the role that you copy.

Delete a role

You can delete a role if you no longer need it.

® Note
o Preset roles cannot be deleted.

e Before you delete a role, make sure that no users or user groups are associated
with the role.

1. On the Role Permissions page, find the role that you want to delete, click the --- icon in
the Actions column, and then click Delete.

2. In the message that appears, click OK.

Lock a role

If an external system is associated with a role, you can lock the role.

Important

If a role is locked, the role cannot be modified, deleted, disabled, or enabled. In addition,
a locked role cannot be used to authorize users.

1. On the Role Permissions page, find the role that you want to manage, click the --- icon in
the Actions column, and then click Locked.

2. In the message that appears, click OK.

Unlock a role

If a role is locked, you can unlock the role.

Important

If a locked role is associated with an external system, issues related to external system
permissions and data synchronization may occur when you forcefully unlock the role.
Proceed with caution.

1. On the Role Permissions page, find the role that you want to manage, click the --- icon in
the Actions column, and then click Unlock.

2. In the message that appears, click OK.

Grant permissions to multiple roles at a time

In specific service upgrade scenarios, new permissions are required to be granted to roles of
a specific type. You can grant the permissions to multiple roles at a time to improve your
work efficiency.

Important
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In this case, new permissions are granted to the roles without reducing or overwriting the
existing permissions of the roles.

e If the selected roles do not have the new permissions, the permissions are added.

e |f the selected roles have the new permissions, the existing permissions are not
affected.

1. On the Role Permissions page, select Custom Role from the Role Type drop-down list.
2. Select multiple custom roles to which you want to grant permissions.

3. Click Add Permissions in the lower-left corner of the page. In the message that appears,
click OK.

4. Perform the following steps to grant permissions to the selected roles:
i. Selected Roles: Confirm the selected custom roles.
= If you want to add roles, you can click Add Role.

= |f you want to delete a selected role, find the role that you want to manage and click
Remove in the Actions column.

© sciectea 2 Add 3 Add 4 Add Menu
Roles Management Applieation Permissions
o P

Selected Roles
+ Add Role.

Role Name/ID Role Type Role Description Roles

ii. Add Management Permissions: Select the management permissions that you want to
add to the selected roles.

iii. Add Application Permissions: Select the operations permissions on products that you
want to add to the selected roles.

iv. Add Menu Permissions: Select the menu permissions that you want to add to the
selected roles.

5. Optional. After the Batch Role Authorization task is created, go to the Asynchronous Task
page to view the execution details of the task.
Manage multi-cloud roles
1. On the Role Permissions page, click the required multi-cloud role tab.
2. View and manage multi-cloud roles.
o Multi-cloud roles for Apsara Stack

On the multi-cloud role tab for Apsara Stack, view the Apsara Stack roles that are
connected. You can view only the roles that have the permissions to manage resource
sets.

o Multi-cloud roles for the Alibaba Cloud public cloud

On the multi-cloud role tab for the Alibaba Cloud public cloud, view and manage the
connected public cloud roles.
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= Create a RAM role
a. Click Create RAM Role.

b. In the Create RAM Role dialog box, configure the Resource Access Management
(RAM) role and click OK. After the RAM role is created, you have the permissions of

the RAM role.
Parameter Description
Role Name Specify the name of the RAM role for the Alibaba Cloud public cloud.

The name can be up to 64 characters in length.

Select an organization that is bound to the Alibaba Cloud public cloud

Organization from the drop-down list.

Select a user that has been bound to an Alibaba Cloud public cloud

Bind User organization from the drop-down list to authorize the user to use the
RAM role.
Remarks Enter the description of the RAM role.

Permission Policy Select the policy of the RAM role. You can select multiple policies.

= View information about a RAM role

a. In the RAM role list, view the RAM role that you create. You can view information
such as Role Name, Authorized Object, Description, and Created At.

b. Find the RAM role that you want to view and click View in the Actions column. In the
panel that appears, view the policy that is attached to the RAM role.

= Update a RAM role

a. In the role list, find the RAM role that you want to update and click Update in the
Actions column.

b. In the dialog box that appears, update the description and policy of the RAM role and
click OK.

= Delete a RAM role

a. In the RAM role list, find the RAM role that you want to delete and click Delete in the
Actions column.

b. In the dialog box that appears, click Delete. After you delete a RAM role, the
permissions granted to the RAM role become unavailable.

4.4.2.5. Limits on roles

Limits on the management scope of resource sets
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If you select Resource Sets for Management Permissions when you create a custom role, the
role has permissions on the resource sets of the associated user by default. This role is
mainly used to manage resources. The permissions described in the following table are
beyond the management scope of resource sets and do not take effect even if you select

them.

Management
permission

User management

Role management

User group
management

Organization
management

Resource set
management

AccessKey
management

Access policy

Change
management

Bill management

Service-linked role

Process
management

Multi-cloud
management
platform hosting

Announcement

Description

Create, delete, enable, disable, lock, unlock, and manage users.

Create, delete, lock, unlock, and manage roles.

View, create, delete, and manage user groups.

Create, delete, and manage organizations.

Create and delete resource sets.

View the AccessKey pairs of organizations and users, create AccessKey pairs for
organizations, delete, enable, and disable the AccessKey pairs of organizations,
and view AccessKey logs.

Create, delete, and manage access policies.

Change resource sets, resources, or users.

View the bills of cloud services, organizations, and resource sets, and export and
modify bills.

Create service-linked roles.

View organization applications.

Configure multi-cloud management platform hosting.

Manage announcements.
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4.4.2.6. Examples

4.4.2.6.1. Example: Create a custom role with ECS
read-only permissions

Background information

Company A (level-1 organization) needs to grant only view permissions on Elastic Compute
Service (ECS) resources to an ECS resource administrator named Administrator A. This way,
Administrator A can view all ECS resources of the company to implement O&M.

Planning

As an O&M engineer for ECS resources of the company, Administrator A needs to view all ECS
resources of the company. In this case, you can create a custom role, set the management
scope of the role to the level-1 organization and its subordinate organizations, grant only view
permissions on ECS resources to the role, and then add menu permissions for accessing ECS
resources.

Procedure

By default, the level-1 organization administrator of Company A is Organization A. The
following section describes how to create a custom role as Organization A.

1. Log on to the Apsara Uni-manager Management Console as Organization A.

2. In the top navigation bar, click Enterprise.

3. In the left-side navigation pane, choose Permissions > Role Permissions.

4. On the Role Permissions page, click Create Custom Role.

5. On the Basic configuration wizard page, specify the required parameters and click Next.
o Role Name: Enter ECS read-only administrator.
o Description: Enter View permissions on ECS resources.
o Sharing Scope: Select Current Organization.

o Management Permissions: Select Specified Organization and Subordinate
Organizations.

6. On the Manage permissions wizard page, you can specify parameters to allow the role to
perform specific operations on specific organizations or specific resource sets in the
console. You can skip this step and click Next when you create an ECS read-only role.

7. On the Application permissions wizard page, search for ECS in the Cloud products
section. Select the desired view permissions on ECS resources or click Read only in the
upper-right corner of the section. Then, click Next.
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T B s Read and write || Read only (15)

B Cloud assistant

Create and execute commands Delete command Modify cemmand Cloud Assistant View Send file

B Host

Share Host View proprietary host Create a dedicated host Delete propristary host Operate a proprietary host

B Hostcrew

Operate a proprietary host unit View proprietary host crew Create a proprietary host crew Delete proprietary host crew

B Deployment set

View deployment sets Create deployment set Delete deployment set Modify deployment set

B oisk
Madify Disk Maunt and unmount disks Create disk Delete disk Modify disk properties Reinitialize disk Expand disk Execute and cancel the automatic snapshot policy View disk

Replace the system disk

B clastic network card

View ENI Create an elastic network card Delete ENI Modify the ENI Bind flexible network card Unbind flexible network card

B super Computing Clusters

Delete Computing Cluster Modify Computing Cluster Create Computing Cluster View Computing Cluster

B wiror
View mirror Copy mirrar Create mirror Delete mirror Export mirror Shared mirror Edit mirror properties Upload image
B instance

8. On the Menu permissions wizard page, add menus for accessing ECS resources.
Otherwise, the user associated with the role cannot see the menus for accessing ECS
resources after the user logs on to the console.

v Basic ~ Manage S 1 © Venu
configuration permissions permissions permissions
Menu permissions Select All Clear

Security Assessment

View only authorized
Tenants

Home n Task Management
Products 177366

Applications 0

Enterprise o3

Conti o

Operations 021

Images
Storage & Snapshots

Security Groups
ENIs
Key Pairs

Deolovment Sets & Elasticity

9. After you add the menus for accessing ECS resources, click Create. The administrator role
with ECS read-only permissions is created.

After the role is created, you can associate the role with the desired user Administrator A.
This way, Administrator A can view all ECS resources of Company A.

Role Name/ID Role Type Role Description Roles Sharing Scope Status Lock Mode @ ¥ Actions

EnterECSread-onlyadministr...
S ! Custom Role Enter View permissions on ECS resources. 0 Current Organization ® Enabled - Modify | Disable

4.4.2.6.2. Example: Modify a custom role with ECS
read-only permissions

Background information
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Due to the business changes of Company A, Administrator A not only needs to view all Elastic
Compute Service (ECS) resources of Company A but also needs to view all Virtual Private
Cloud (VPC) resources of Company A. The ECS read-only role of Administrator A is created.
For more information, see Example: Create a custom role with ECS read-only permissions.

Planning

To allow the ECS read-only role to view all VPC resources of Company A, you can grant read-
only permissions on VPC resources to the role.

Procedure

By default, the level-1 organization administrator of Company A is Organization A. The
following section describes how to modify a custom role as Organization A.

Log on to the Apsara Uni-manager Management Console as Organization A.
In the top navigation bar, click Enterprise.
In the left-side navigation pane, choose Permissions > Role Permissions.

On the Role Permissions page, click the created ECS read-only role.

vk wWN e

Click Modify in the Actions column that corresponds to the role.

Role Name/ID Role Type Role Description Roles Sharing Scope Status Lock Mode © Y Actions

EnterECSread-onlyadministr...

6. On the details page of the role, modify the basic information and grant VPC read-only
permissions to the role.

o Modify basic information: Change the role name to ECS and VPC read-only administrator
and the description of the role to View permissions on ECS and VPC resources. You can
click Modify Basic Information in the upper-right corner of the page to modify the
basic information about the role.

Modify x
ECSand\VPCread-onlyadministrator

Role name EnterECSandVPCread-onlyadministrato

Description Enter View permissions on ECS and VPC resources.

Manage Permissions (®) Specified Organization and Subordinate Organizations

Resource Sets

o Add read-only permissions on VPC resources: Click the Application Permissions tab.
Enter VPC in the search box below the Cloud products section and select the desired view
permissions on ECS resources or click Read only in the upper-right corner of the tab.
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Management Permissions  Application Permissions  Menu Permissions  Authorized Personnel
it Py - Read and write | [ Read only (20)
View anly authorized products B ion
B Create an instance Delete instance Editinstance Bind £CS Unbind ECS Bind flexible network card Unbind flexible network card
Modify VPC Delete VPC Create VPC View VPC

Craate 1PV anly active out s View IPV6 only active out rules Delete IPu6 only active et rule
B 176 gateway
Delete IPv6 gateway View IPv6 gateway Modify IPv6 gateway properties Create IPv6 gateway

B 175 puslic nes jdth
Enable IP6 public network bandwidith View IPv6 public network bandwiith Delete IPv6 public network bandwidth View IPv6 address pool Modify IPv6 public network bandwidth address attributes
Modify bandwith

[ N

7. On the Menu Permissions tab, select menus for accessing VPC resources.
Management Permissions Application Permissions Menu Permissions Autherized Personnel

My Templates

Container Service for Kuberetes  The visibility permission can be configured only in the Apsara Uni-manager Management Console
View only authorized
Container Registry

Home 7 " -
Virtual Private Cloud
Products 31/366 Bl Cverview
S g Vit rivate C
Applications 07 . Virtual Private Clouds

Route Tables

Enterprise 0/9
Configurations 01
Operations 021 Elastic |P Addresses

NAT Gateways
IPvi Gateways
High-availability Virtual IP Address
VPN Gateways

VPN Gatev

Customer Gateways
IPsec Connections
SSL Servers

8. Click Update to modify the ECS read-only role. View the modified role in the role list.

Role Name/ID Role Type ole Description Roles Sharing Scope Statu: Lock Mode @ ¥ Actions
EnterECSandVPCread-onlyad. View per ns on ECS and VRC
B"V_E‘L sl Custom Role ,Equr: T et o 0 Current Organization ' Enabled - Modify | Disable

4.4.2.6.3. Use a RAM role to grant users the

permissions to restart ECS instances

Background information

You need to use a Resource Access Management (RAM) role to grant O&M Engineer A of a
level-1 organization named Company A the permissions to restart all Elastic Compute Service
(ECS) instances.

Planning

You can configure a policy that grants the specified role the permissions to restart all ECS
instances in RAM role-based authorization, and then configure a trust policy to specify O&M
Engineer A to assume this role.

Procedure
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By default, the level-1 organization administrator of Company A is orgA. In this example, orgA
is used as the organization administrator.

Log on to the Apsara Uni-manager Management Console as the organization administrator.
In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Permissions > Role Permissions.

On the Role Permissions page, click Create Custom Role.

On the page that appears, click Advanced Settings and click Create RAM Role &
Attach Policy.

6. In the Basic Configurations step, configure the basic information about the RAM role by
referring to the following parameter values and click Next.

vk wnNn o

o Role Name: RebootECSRebootinstancesRamRole
o Description: Users can assume this RAM role to restart ECS instances.

o Sharing Scope: Current Organization

7. In the Configure Custom Policy step, click Create Policy and create a policy that grants
permissions to restart all ECS instances by referring to the following parameter values.

o Policy Name: RebootECSInstancesoPolicy
o Sharing Scope: Current Organization
o Description: This is a policy for restarting all ECS instances.

o Policy Content:

{

"Version": "1",
"Statement": [
{
"Action": "ecs:RebootInstance",
"Resource": "*",
"Effect": "Allow"
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Create Policy X
Policy Na... = RebootECSInstancesoPolicy (<]
Sharing Sco... Global (®) Current Organization Subordinate Organization

Description This is a policy for restarting all ECS instances,

Policy Con... * = . b et sl
2 Version”: "1%,
=5 "Statement”: [
4- {
5 "Action": "ecs:RebootInstance”,
6 "Resource”: "¥",
7 "Effect”: "Allow"
8 }
9 ]
18 |}

8. In the Select Policy section, select the policy you created and click Next.

Select Policy Create Policy
RebootECSinstancesoPol... € cllells]| sz
Policy Name Description Created At Actions
RebootECS soPolicy This is a policy for restarting all ECS instances. May 22, 2024, 11:02:38 Policy Content

9. In the Configure Trust Policy step, specify O&M Engineer A whose username is xiaozhuan
to assume this role.
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Apsara Uni-manager

i. Select Company A from the Trust Organization drop-down list. This grants the

permissions to assume this role to all RAM users and RAM roles within the Apsara Stack
tenant account of Company A. The Alibaba Cloud Resource Name (ARN) of the Apsara

Stack tenant account is automatically filled in the trust policy. Example:
acs:ram::139900176770****:root

® Note

= ARN format for the Apsara Stack tenant account: acs:ram::<account-

Stack tenant account.

= ARN format for RAM users: acs:ram::<account-id>:user/<user-name>

= ARN format for RAM roles: acs:ram::<account-id>:role/<role-name>
specifies the RAM roles within the Apsara Stack tenant account.

= <account-id>: the ID of the Apsara Stack tenant account.

id>:root , which specifies the RAM users and RAM roles within the Apsara

’

which specifies the RAM users within the Apsara Stack tenant account.

which

ii. Change the ARN t0 acs:ram::139900176770%***:user/xiaozhuan in the trust policy. This

grants the permissions only to O&M Engineer A whose username is xiaozhuan.

Trust Policy

1~
2 "Version": "1",
3~ "Statement™: [
4~
5 "Action": "sts:AssumeRole",
6 "Effect™: "Allow™,
7T "Principal”: {
2 "Service": [],
o- "RAM": [
1@ "acs:ram: :139968 ruser/xiaozhuan”
11 ]
12 1
i[5 :
14 1
15 ¥

0. In the Preview Policy step, confirm the policy and the trust policy, and click Create.

The RAM role template is created.

v Basic v Configure v Configure
Configurations Custom rust Policy
Policy

Selected Policies Select 2 table. Vo

Policy Name Description

@  RebootiCSinstancesofolicy Tt e e (e

1 items selected Total 1

Trust Policy

“acs :ram: 1 13998¢ 3:user/xiaozhuan”,

1. On the Role Permissions page, click the name of the RAM role you created.

© rreview

Policy
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2. On the role details page, click the RAM Role tab and click Create. In the dialog box that
appears, select Company A from the Organization drop-down list and click OK. This way,
the RAM role is created within the Apsara Stack tenant account of Company A, and O&M
Engineer A whose username is xiaozhuan can assume this role to restart ECS instances.

Create

Organization

companyA hd

4.4.2.6.4. Example: Use RAM-based authorization
to grant users the permissions to view and delete

VPC instances

Background information

You need to use RAM-based authorization to grant users in the VPC-Group user group of
Company A (level-1 organization) the permissions to view and delete VPC instances.

Planning

You can define a policy that contains the permissions to view and delete all VPC instances in
RAM-based authorization, and then attach the policy to the user group to grant the users in
the user group the permissions.

Procedure

By default, the level-1 organization administrator of Company A is orgA. In the following
example, orgA is used as the organization administrator.

Log on to the Apsara Uni-manager Management Console as the organization administrator.
In the top navigation bar, click Enterprise.
In the left-side navigation pane, choose Permissions > Role Permissions.

In the upper-left corner of the Role Permissions page, click Create Custom Role.

vk W

On the page that appears, expand Advanced Settings and click Create RAM
Authorization.

6. In the Basic Information step, configure the parameters and click Create and Configure
RAM Authorization.

o Role Name: viewanddeleteVPCinstances

o Description: Use RAM-based authorization to grant users the permissions to view and
delete VPC instances.

o Sharing Scope: Current Organization
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Basic 2 Role

Information Permissions

Role Name viewanddeleteVPCinstances 0

Description Use RAM-based authorization to grant users the permissions to view and delete VPC instances.

Sharing Scope Global @' Current Organization Subordinate Organization

Create and Configure RAM Authorization Cancel

7. Click the Permissions tab, and click Add Policy.
8. In the Add Policy dialog box, click Create Policy.
o Policy Name: DescribeAndDeleteVpcsPolicy
o Sharing Scope: Current Organization
o Description: This is a policy for viewing and deleting VPC instances.

o Policy Content:

"Version": "1",
"Statement": [
{

"Action": [
"vpc:DescribeVpcs",
"vpc:DeleteVpc"

1,

"Effect": "Allow",

"Resource": [

wkn
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Create Policy *
Policy Na... * DescribeAndDeleteVpcsPolicy for]
Sharing Sco... Global  (®) Current Organization Subordinate Organization

Description This is a policy for viewing and deleting VPC instances.

Policy Con... * o d - o B0 T e
2 Version™: "1%,
3~ "Statement™: [
|
5~ "Action™: [
& "vpc:DescribeVpcs”,
7 "vpc:DeleteVpc”
8 1,
=] "Effect™: "Allow",
18~ "Resource”: [
11 iR
12 1
13 }
14 |
15 [y

9. After the policy is created, select the policy in the Add Policy dialog box and click OK to add
the policy for the RAM-based authorization.

Add Poelicy *

You can bind a role to a maximum of 30 policies.

Select Policy Create Policy
DescribeAncDeletetVpes.. @ C = S b4
Policy Name Description
DescribeAndDeleteVpesPalicy This is a policy for viewing and deleting VPC instances.

0 items selected Total 1 ltems per page: | 10~

0. Click the User Groups tab, and click Add User Group.

In the Add User Group dialog box, select VPC-Groupl from the drop-down list and click
OK. The DescribeAndDeleteVpcsPolicy policy is attached to the user group.
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Add User Group x

User Group

VPC-Groupl hd

2. On the page that appears, click OK. The RAM-based authorization is created, and users in
the VPC-Group user group have the permissions to view and delete VPC instances.

4.4.3. Data permissions

On the Data Permissions page, you can authorize specific users to access specific cloud
service instances. You can also view and change all data permissions granted to specific
users.

Background information

In the Apsara Uni-manager Management Console, you can view and manage the
management permissions, application permissions, and menu permissions granted to users.
The preceding permissions allow users to manage resource sets or organizations. However,
the scopes of the preceding permissions are still not fine-grained enough to meet the
business requirements of customers in specific scenarios. Therefore, the Apsara Uni-manager
Management Console allows you to grant data permissions to a user on a specific resource
instance. This way, you can not only control access to resource sets or resources, but also
manage the operations of a specific user on a specific resource instance.

To simplify and optimize data permissions on instances, the Apsara Uni-manager
Management Console provides an intuitive and easy-to-use data permission feature. This
way, you can grant permissions on cloud service instances to users on the Data Permissions
page.

Alternatively, you can create policies to grant permissions to users. In this case, you can grant
data permissions to users on cloud services that include the cloud services displayed on the
Data Permissions page.

Cloud services that are displayed on the Data Permissions page

You can grant data permissions on the instances of the following cloud services to users on
the Data Permissions page: ApsaraMQ, Object Storage Service (0SS), Simple Log Service,
DataHub, Container Service for Kubernetes (ACK), Key Management Service (KMS), and
Tablestore.

Use cases

To grant operation permissions on resource instances to users in the console, you can
perform the following steps to create a custom role and grant data permissions to the role:

1. Create a custom role to define access permissions on services of resource sets or
organizations. For more information, see the "Create a custom role" section of the Create a
role topic.

2. Grant access and operation data permissions on specific resource instances. For more
information, see the Grant data permissions on specific instances on the Data Permissions
page section of this topic.
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For example, you can perform the following authorization to grant the view permissions on all
ApsaraMQ instances of resource sets and operation permissions on topics or groups in a
specific ApsaraMQ instance.

¢ First authorization: You can create a custom role to grant the view permissions on
ApsaraMQ instances of resource sets. This way, users can only view all the ApsaraMQ
instances of resource sets in the console.

How do | create a custom role? @

< Create Custom Role

4 Menu

v Basic < Manage
configuration permissions permissions permissions

led operation depends on. If you remove the dependency, the operation may fail

The system selects the required

Resource Sharing Permission(D

Cloud products v

ation Management

View Cloudy List Add cloud information Modify cloud information Delete cloud information

Message routing

View routing task list Add routing task Modify routing tasks Delete routing task Suspend routing task Start routing task

Instance

Query the basic information of the instance Create an instance Delete instance Update instance

Network management

Bind VPC Unbind VRC Query VRC list
072
o2 Topic and Group
Meccas Oueue . 0772 Create Topic Create Group 1D Delete Topic Delete Group ID Group management Message sending (PUB) Message subscription (SUB)

e Second authorization: YYou can grant operation permissions on a specific ApsaraMQ
instance or a specific topic or group in an ApsaraMQ instance on the Data Permissions

page.
Service instances

Product Type

Object Storage Service Log Senvice Streaming Data Processing Service Container Sevice for Kubernetes Key Management Service Tablestore

Instance ID v Search C
Instance ID/Name Organization Region Actions
Topics  Groups
Instance ID/Name Organization Region Actions
Data Permissions Batch Grant Permissions X
Selected: test Enable All

Username

Username Organization Description Action Name Actions
Publish Message maPUB Enable
Subscribe Message masUB Ensble
Delete Topic maOnsTopicDelete Enable
Update Topic Note mgOnsTopicUpdatelnfo Enable
Total 4

Grant data permissions on specific instances on the Data
Permissions page
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® Note

You can grant data permissions on specific instances on the Data Permissions page.

Grant data permissions on ApsaraMQ

1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Enterprise.

3. In the left-side navigation pane, choose Permissions > Data Permissions.
4

. On the left side of the Data Permissions page, click a resource set to which the ApsaraMQ
instance that you want to manage belong. On the right side of the page, select Message
Queue MQ for the Product Type parameter.

5. Grant data permissions on an ApsaraMQ instance

i. In the ApsaraMQ instance list, find the instance that you want to manage and click
Authorize in the Actions column.

ii. On the left side of the Data Permissions dialog box, select one or more users to whom
you want to grant data permissions. You can also turn on Batch Grant Permissions in
the upper-right corner of the dialog box to grant permissions to multiple users at a time.

iii. In the Instance Permission Settings section on the right side of the dialog box, select or
deselect Enable to grant or remove specific operation permissions to or from the
specified users. You can also select Enable All in the upper-right corner of the section to
grant users all operation permissions on the instance.

iv. Click OK.
6. Grant permissions on a topic or a group in an ApsaraMQ instance
i. In the ApsaraMQ instance list, find the ApsaraMQ instance that you want to manage and
click the + icon before the instance name to display the topics and groups in the
instance.

ii. Find the topic or group that you want to manage and click Authorize in the Actions
column.

iii. On the left side of the Data Permissions dialog box, select one or more users to whom
you want to grant data permissions. You can also turn on Batch Grant Permissions in
the upper-right corner of the dialog box to grant permissions to multiple users at a time.

iv. In the Instance Permission Settings section on the right side of the dialog box, select or
deselect Enable to grant or remove specific operation permissions to or from the
specified users on the topic or group. You can also select Enable All in the upper-right
corner of the section to grant users all operation permissions on the topic or group.

Grant data permissions on 0SS
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1. On the left side of the Data Permissions page, click a resource set to which the 0SS
instance that you want to manage belongs. On the right side of the page, select Object
Storage Service for the Product Type parameter.

2. In the OSS instance list, find the instance that you want to manage and click Authorize in
the Actions column.

3. On the left side of the Data Permissions dialog box, select one or more users to whom
you want to grant data permissions. You can also turn on Batch Grant Permissions in the
upper-right corner of the dialog box to grant permissions to multiple users at a time.

4. In the Instance Permission Settings section on the right side of the dialog box, select or
deselect Enable to grant or remove specific operation permissions to or from the specified
users. You can also select Enable All in the upper-right corner of the section to grant users
all operation permissions on the instance.

5. Click OK.

Grant data permissions on Simple Log Service

1. On the left side of the Data Permissions page, click a resource set to which the Simple
Log Service project that you want to manage belongs. On the right side of the page, select
Log Service for the Product Type parameter.

2. In the list of Simple Log Service projects, find the project that you want to manage and click
Authorize in the Actions column.

3. On the left side of the Data Permissions dialog box, select one or more users to whom
you want to grant data permissions. You can also turn on Batch Grant Permissions in the
upper-right corner of the dialog box to grant permissions to multiple users at a time.

4. In the Instance Permission Settings section on the right side of the dialog box, select or
deselect Enable to grant or remove specific operation permissions to or from the specified
users. You can also select Enable All in the upper-right corner of the section to grant users
all operation permissions on the project.

5. Click OK.

Grant data permissions on DataHub
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1. On the left side of the Data Permissions page, click a resource set to which the DataHub
project that you want to manage belongs. On the right side of the page, select Streaming
Data Processing Service for the Product Type parameter.

2. Grant data permissions on a DataHub project.

i. Inthe DataHub project list, find the project that you want to manage and click Authorize
in the Actions column.

ii. On the left side of the Data Permissions dialog box, select one or more users to whom
you want to grant data permissions. You can also turn on Batch Grant Permissions in
the upper-right corner of the dialog box to grant permissions to multiple users at a time.

iii. In the Instance Permission Settings section on the right side of the dialog box, select or
deselect Enable to grant or remove specific operation permissions to or from the
specified users. You can also select Enable All in the upper-right corner of the section to
grant users all operation permissions on the project.

iv. Click OK.
3. Grant permissions on a topic in a DataHub project

i. In the DataHub project list, find the DataHub project that you want to manage and click
the - icon before the project name to display the topics in the project.

ii. Find the topic that you want to manage and click Authorize in the Actions column.

iii. On the left side of the Data Permissions dialog box, select one or more users to whom
you want to grant data permissions. You can also turn on Batch Grant Permissions in
the upper-right corner of the dialog box to grant permissions to multiple users at a time.

iv. In the Instance Permission Settings section on the right side of the dialog box, select or
deselect Enable to grant or remove specific operation permissions on the topic. You can
also select Enable All in the upper-right corner of the section to grant users all operation
permissions on the topic.

v. Click OK.

Grant data permissions on ACK

Perform authorization in the Apsara Uni-manager Management
Console

® Note

You can grant operation permissions on an ACK cluster to users in the Apsara Uni-
manager Management Console.

1. On the left side of the Data Permissions page, click a resource set to which the ACK
cluster that you want to manage belongs. On the right side of the page, select Container
Service for Kubernetes for the Product Type parameter
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5.

Object Storage Service Log Service Streaming Data Processing Service Key Management Service Tablestare

In the ACK cluster list, find the cluster that you want to manage and click Authorize in the
Actions column.

On the left side of the Data Permissions dialog box, select one or more users to whom
you want to grant data permissions. You can also turn on Batch Grant Permissions in the
upper-right corner of the dialog box to grant permissions to multiple users at a time.

In the Instance Permission Settings section on the right side of the dialog box, select or
deselect Enable to grant or remove specific operation permissions on the cluster. You can
also select Enable All in the upper-right corner of the section to grant all operation
permissions on the cluster.

Click OK.
Perform authorization in the ACK console

® Note

You can configure fine-grained role-based access control (RBAC) for Resource Access
Management (RAM) users or RAM roles in the ACK console. This way, you can grant
access or operation permissions on resources in clusters. For example, you can authorize
RAM users or RAM roles to manage resources only in the specified namespace in a
cluster.

N B

4.

Log on to the Apsara Uni-manager Management Console.

In the top navigation bar, choose > Products > Elastic Computing > Container Service
for Kubernetes.

In the left-side navigation pane, click Authorizations.

On the RAM Users or RAM Roles tab, find the RAM user or RAM role that you want to
manage and click Modify Permissions in the Actions column.

In the Configure Role-Based Access Control (RBAC) step, click Add Permissions.
Select all clusters or a cluster from the Cluster drop-down list. If you select a cluster, you
also need to select one or more namespaces of the cluster. Select the preset role or custom
role that you want to manage and click Next Step.

The following table describes the permissions that roles have on clusters and namespaces.

Role RBAC permissions on cluster resources

This role has the read and write permissions on all resources in all namespaces of

Administrator the corresponding cluster.

This role has the read and write permissions on resources in all namespaces and
O&M engineer read-only permissions on nodes, persistent volumes (PVs), namespaces, and
service quotas of the corresponding cluster.
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This role has the read and write permissions on resources in a specific namespace

Developer

or all namespaces.
Restricted This role has the read-only permissions on resources in a specific namespace or
user all namespaces.

The permissions of a custom role are determined by the ClusterRole that you
Custom role select. Before you select a ClusterRole, check the permissions of the ClusterRole
to ensure that you grant only the required permissions to the RAM user.

Grant data permissions on KMS

1. On the left side of the Data Permissions page, click a resource set to which the KMS
instance that you want to manage belongs. On the right side of the page, select Key
Management Service for the Product Type parameter.

Product Type

Message Queus MQ Object Storage Service Log Service Streaming Data Processing Service Container Service for Kubernetes

Instance ID/Name Organization Region Actions

2. In the KMS instance list, find the instance that you want to manage and click Authorize in
the Actions column.

3. On the left side of the Data Permissions dialog box, select one or more users to whom
you want to grant data permissions. You can also turn on Batch Grant Permissions in the
upper-right corner of the dialog box to grant permissions to multiple users at a time.

4. In the Instance Permission Settings section on the right side of the dialog box, select or
deselect Enable to grant or remove specific operation permissions on the key. You can also
select Enable All in the upper-right corner of the section to grant all operation permissions
on the key.

5. Click OK.

Grant data permissions on Tablestore

1. On the left side of the Data Permissions page, click a resource set to which the
Tablestore instance that you want to manage belongs. On the right side of the page, select
Tablestore for the Product Type parameter.

Product Type

2. In the Tablestore instance list, find the instance that you want to manage and click
Authorize in the Actions column.
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3.

5.

On the left side of the Data Permissions dialog box, select one or more users to whom

you want to grant data permissions. You can also turn on Batch Grant Permissions in the

upper-right corner of the dialog box to grant permissions to multiple users at a time.

In the Instance Permission Settings section on the right side of the dialog box, select or
deselect Enable to grant or remove specific operation permissions on the instance. You
can also select Enable All in the upper-right corner of the section to grant all operation
permissions on the instance.

Click OK.

Grant permissions to a user by creating a policy

1.

On the left side of the Data Permissions page, click a user group to which the user that
you want to manage belongs. On the right side of the page, find the desired user.

Data Permissions

Username Display Name Role

BEEE

. View or modify the policies of the user. For more information, see RAM policies.

o View the policies of the user

a. Click View Permissions in the Actions column.
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b. In the View Permissions dialog box, view all the policies of the user. Click a policy in
the Policies section to view the policy content.

View Permissions *
Selected User 1 ¥
2 "Statement”: [
wj =
4 "Action": [
Policies 5 "mg:CreateGroup”
6 1,
- 7 "Effect”: "Allow",
Aliye 8 "Resource": [
e ) "acs:mg:*:*:MQ_INST
(@) ascn 18 ]
11 T
12 A
13 "Version": "1"
14 [}
Close
® Note

The policy shown in the preceding figure specifies a set of permissions on the
resource asc:mq:MQ**** The policy allows the user to create a group on the
ApsaraMQ instance. You can attach this policy to a user to allow the user to create
a group on the ApsaraMQ instance.

o Modify a policy of the user
= Click Edit Permissions in the Actions column.
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= |n the Edit Permissions dialog box, click a policy in the Policies section to modify the
policy in the right-side code editor.

Edit Permissions

Selected User i
"Statement”: [
i
"Action": [
Policies “mgq:CreateGroup”
1,
"Effect™: "Allow",
"Resource”: [
"acs:mg:¥:FIMQ_]

@D 00 G s  pa

1
.
13 "Yersion": "1
14 ¥

4.4.4. Access control

4.4.4.1. Create an access policy

To improve the security of the Apsara Uni-manager Management Console, you can create
access policies as an administrator to control logon access based on the logon time and IP
addresses of users.

Background information

Access policies are used to control the time periods and IP addresses valid for user logon.
After a user is associated with an access policy, user logons are limited based on the logon
time and IP addresses specified in the policy.

The default policy generated by the Apsara Uni-manager Management Console does not have
limits on the time and IP addresses valid for user logon. This policy cannot be deleted.

Limits

The super administrator can only create access policies that are shared within the current
organization, and these policies can only be configured for custom operations
administrators.

Operations administrators can only create globally shared access policies.

If you use a custom role whose permissions are shared by all organizations, you can create
globally shared access policies, access policies that are shared within the current
organization, and access policies that are shared within the current organization and its
subordinate organizations.

If you use a role whose permissions are shared within the current organization and its
subordinate organizations, you can only create access policies that are shared within the
current organization and access policies that are shared within the current organization and
its subordinate organizations.
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e If you use a custom role whose permissions are shared by resource sets, you cannot create
access policies even if you are granted the required permissions.

Procedure

Log on to the Apsara Uni-manager Management Console.

In the top navigation bar, click Enterprise.

In the left-side navigation pane, choose Permissions > Access Control.

On the page that appears, click Create Access Policy in the upper-left corner.

vk wnN o

In the Create Access Policy dialog box, set the Name, Description, Sharing Scope, Policy
Property, Logon Time, and Logon Address parameters.
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Create Access Policy *

Name *

[=]
LA
[=]

Enter 2 to 50 characters

Description

Sharing Scope *

Global A

Policy Property

(®) Blacklist Whitelist
Logon Time =
By Period @ Every Day Every Week
Select Time Select Time @

(¥) Add Time Periced

The start time must be earlier than the end time.
For the specified time pericd, logon is not allowed. Proceed with
caution.

Logon Address =

(¥) Add CIDR Block

Specify the CIDR block in the format such as 192.168.1.0/24. Use
a 32-bit subnet mask in the CIDR block to specify a single IP
address. CIDR blocks cannot overlap each other.

The specified IP address is not allowed to log on. Proceed with

caution.

= -

Parameters for creating an access policy

Parameter Description

The name of the access policy. The name can be 2 to 50 characters in
Name length and can contain only letters and digits. The name must be unique in
the system.
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Description

Sharing Scope

Policy Property

Logon Time

Logon Address

6. Click OK.

The description of the access policy.

The scope in which the policy is available. Valid values:
o Global: The policy is available in all organizations.

o Current Organization: The policy is available only in the current
organization but is unavailable in the subordinate organizations of the
current organization.

o Subordinate Organization: The policy is available in the current
organization and its subordinate organizations.

The authentication method of the access policy.

Important

The authentication method takes effect only when the settings of both
the Logon Time and Logon Address parameters are matched.

o Whitelist: Logon is allowed for users that match the settings of both the
Logon Time and Logon Address parameters.

o Blacklist: Logon is not allowed for users that match the settings of both
the Logon Time and Logon Address parameters.

The permitted logon time period. Valid values: By Period, Every Day, and
Every Week. You can click Add Time Period to add a logon time period.

o By Period: You must specify a start date, an end date, and a specific
logon period.

o Every Day: You need to only specify a logon period.

o Every Week: You need to select one or more days of the week (from
Monday to Sunday) and specify a logon period.

® Note

The start time of the login period must be earlier than the end time of
the logon period.

The permitted CIDR block. You can clickAdd CIDR Block to add CIDR
blocks.

The CIDR block is in the IP address/Subnet mask format, such as
192.168.1.0/24. If the subnet mask of a logon IP address is 32 bits in length,
only this IP address is allowed to log on. The CIDR block cannot be empty or
duplicate.

4.4.4.2. Manage an access policy

After you create an access policy, you can view, modify, disable, enable, or delete the access

policy.
Limits
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P W N

The default policy of the system is globally shared and is in the valid state. You cannot
modify, disable, or delete the default policy.

You can view the default policy of the system and the access policies you created as the
super administrator. You can also modify, disable, enable, or delete the access policies you
created as the super administrator.

If you use a role whose permissions are shared by all organizations, you can view the
access policies that are globally shared, and that are shared in the current organization and
its subordinate organizations. You can also modify, disable, enable, or delete all available
access policies except the default policy.

If you use a role whose permissions are shared by the current organization and its
subordinate organizations, you can view the access policies that are globally shared, and
that are shared in the current organization and its subordinate organizations. You can also
modify, disable, enable, or delete the access policies that are available within the
management scope.

If you use a custom role whose permissions are shared by resource sets, you can view the
access policies that are globally shared, and that are shared in the current organization and
its subordinate organizations. You cannot modify, disable, enable, or delete the access
policies even if you are granted the required permissions.

Procedure

Log on to the Apsara Uni-manager Management Console.
In the top navigation bar, click Enterprise.
In the left-side navigation pane, choose Permissions > Access Control.

Find the target access policy and perform the operations described in the following table.

Operation Procedure

i. On the Access Control page, view the information of the access policy, such as
Policy Property, Status, Sharing Scope, Users, Access Time, Endpoint, and

View the Description.
access policy
ii. Click the number (not 0) in theUsers column to view the users who are

configured with this access policy.

i. Click Modify in the Actions column.

Modify the ii. Modify the access policy, including Name, Description, Logon Time, and Logon
access policy Address.
iii. Click OK.

You can disable the access policy that is not needed at the moment.

Important

After the access policy is disabled, users that are associated with the policy
Disable the cannot log on to the Apsara Uni-manager Management Console.

access policy

i. Click Disable in the Actions column.

ii. In the message that appears, clickOK.
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Enable the

; Click Enable in the Actions column.
access policy

Important

Delete the Before you delete an access policy, make sure that it is not associated with

access policy any user.

i. Click Delete in the Actions column.
ii. Click OK.

4.4.5. Permission boundary

4.4.5.1. Service boundary management

The Apsara Uni-manager Management Console leverages the APl control capabilities of the
core gateway of Apsara Stack to provide the service boundary feature. You can create service
boundaries to implement fine-grained control on API operations based on organizations,
usage methods, and time periods.

4.4.5.1.1. Create a service boundary

You can associate API control policies with service boundaries to implement fine-grained
control on API operations.

Background information

The Apsara Uni-manager Management Console allows you to control operations by
organizations, time, and operation methods through setting service boundaries. You can also
use service boundaries to trigger approval processes when cloud operations are performed.

Service boundaries take effect on operations performed through all methods, including cloud
accounts, RAM users, and STS tokens. Specially, they also take effect on operations
performed on the console. This is because when users perform operations on the console, the
system is calling API operations under the hood.

Important

API operations performed across cloud services (such as when Resource Orchestration
Service calls an Elastic Compute Service operation to manage the resources) are also
controlled by service boundaries. Therefore, inappropriate configurations may interrupt
the normal usage of cloud services. You need to add the ARNs of relevant resources to the
whitelist of the service boundaries and make sure that you are aware of the impact of the
service boundaries before you enable them.

Procedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Enterprise. In the left-side navigation pane, choose
Permissions > Permission Boundary > Service Boundary.

3. On the Service Boundary Management page, click Create Service Boundary. On the
page that appears, configure the parameters.
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Section Parameter
Service
. Boundary Name
Basic
Information
Description
Management
Scope
Manageme
nt Scope
Associate API
Control Policy
Console Calls
Control
Mode
API Calls
Perlgd Effective Period
Settings

Description

The name of the service boundary.

The description of the service boundary.

The organizations for which the service boundary takes effect.
Valid values: Global and Specified Organization. When you
select Specified Organization, you need to select one or more
organizations from the Authorize Organization drop-down list.

The API control policies with which the service boundary is
associated. You can select one or more API control policies. In an
API control policy, you can specify conditions based on the
parameter values of specific APl operations.

The action on an operation that hits the control policy. Valid
values:

o Reject: rejects the operation.

o Process Approval: initiates a preconfigured approval process
for the operation. If you select this option, you must configure
the Process parameter in the Configure Resource
Application Process dialog box. You can select an existing
process or create a new process

The action on an API call that hits the control policy. The value is
set to Reject and cannot be changed.

The periods of time during which the service boundary takes
effect. Valid values:

o By Period: If you select this option, you must configure the
Start and End Time parameter.

o Every Day: If you select this option, you must configure the
Start and End Time and Effective Time per Day
parameters.

o Every Week: If you select this option, you must configure the
Start and End Time, Effective Days per Week, and
Effective Time per Day parameters.
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The status the service boundary enters immediately when it is
created. Valid values:

o Enable

o Disable
Status
Important

We recommend that you disable the service boundary first,
and enable it after you have comprehensive knowledge
about its influence.

Settings

The resources (RAM authorizations), RAM users, and RAM roles
that are exempt from the service boundary. Specify the entities
by ARNs. You can perform a fuzzy search and select existing
ARNSs from the drop-down list, or specify a custom ARN by
following the format.

Whitelist

® Note

Up to 10 ARNs can be specified in the whitelist of a service
boundary.

4. Click Submit.

4.4.5.1.2. Manage service boundaries

You can view, modify, enable, disable, and delete service boundaries and manage their
whitelists in the Apsara Uni-manager Management Console.

Procedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Enterprise. In the left-side navigation pane, choose
Permissions > Permission Boundary > Service Boundary.

3. On the Service Boundary Management page, manage the service boundaries.

Description Procedure

Click the name or ID of the target service boundary. On the page that
View the details of appears, you can view the details of the service boundary, including its
service boundaries basic information, associated API control policies, approval processes,
and whitelists.
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o Modify the configurations of a service boundary: ClickEdit in the
Actions column corresponding to the target service boundary. On the
page that appears, you can modify the basic information,
management scope, control mode, and effective period of the service

boundary.
o Modify the API control policies associated with a service boundary:
Modify service Click Modify Policy in the Actions column corresponding to a service
boundaries boundary. On the Associate Policy tab of the page that appears, click

Add API Control Policy or Remove to associate or disassociate
control policies.

Enable or disable Click Enable or Disable in the Actions column corresponding to the
service boundaries target service boundary.

Move your pointer over the More icon in theActions column
corresponding to a service boundary and click Manage Whitelist. On
the Whitelist tab of the page that appears, you can clickAdd or Edit to
add or modify the ARNs that are exempt from the service boundary.

Manage whitelists

Delete service Move your pointer over the More icon in theActions column
boundaries corresponding to a service boundary and click Delete.

4.4.5.2. Control policy management

API control policies are associated with service boundaries to implement fine-grained access
control. In an API control policy, you can specify conditions based on parameter values of
specific APl operations. After it is associated with a service boundary, actions will be taken
when the conditions in the API control policy are met. For example, you can define a control
policy that enables service boundaries to take actions when users query details of instances
whose names contain a specific string.

Supported services

The following table lists the cloud services and their API versions that are supported by API
control policies.

® Note

The services and API versions listed in the console prevail. We recommend that you refer
to relevant APl documentation to learn about the operations and their parameters.

Service name Service code API version
2014-05-26

Elastic Compute Service (ECS) Ecs
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Apsara File Storage NAS
Virtual Private Cloud (VPC)
ApsaraDB RDS

PolarDB

KVStore for Redis

ApsaraDB for MongoDB

API Gateway

Content of control policies

NAS

Vpc

Rds

polardb

R-kvstore

Dds

CloudAPI

2016-03-14

2017-06-26

2016-04-28

2014-08-15

2017-08-01

2015-01-01

2015-12-01

2022-11-21

2016-02-01

2016-07-01

2016-07-14

The content of a control policy consists of a coordinate and parameters. The policies are
stored as a JSON file that can be modified on the control policy details page.

Element Description

The coordinate of the API operation. Format:
$S{popCode}:${version}:S${action}

. popCode indicates the product

coordinate code; version indicates the API version; action indicates the APl operation. You
can use an asterisk (*) as a wildcard character to replace ${version} so that
all API versions are included.

parameters

“ condition e
specified value.

An array that contains details about the rule, including the name of the
parameter (key), logical expression (condition), and specified value (value).

The logical relationship between the actual value of the parameter and the
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The specified value.

“ value ® Note

The value can be left empty only if condition is set to NotNull or IsNull.

“ key The name of the controlled API operation.
Example
[
{
"coordinate": "CloudAPI:2016-02-01:AbolishApi",
"parameters": [
{
"condition": "IsNull",
"value": "",
"key": "AccessKeyId"

}
]
}
]

Data types of parameter values and logical expressions

The following table lists the logical expressions that can be specified in API control policies.

Type Logical expression Description

The actual value equals the

NumericEquals specified value in the policy.

The actual value does not
NumericNotEquals equal the specified value in the

policy.

The actual value is smaller
NumericLessThan than the specified value in the

policy.

The actual value is larger than

. NumericGreaterThan the specified value in the
Numeric policy.
(such as INTEGER, LONG, and
FLOAT)

The actual value is smaller
NumericLessThanEquals than or equal to the specified
value in the policy.
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The actual value is larger than

NumericGreaterThanEquals or equal to the specified value
in the policy.

ISNull The parameter is left empty.

NotNull The parameter is not empty.

The actual value includes the

StringLike specified string in the policy.

The actual value does not
StringNotLike include the specified string in
the policy.

The actual value matches the
StringEquals specified string in the policy
(case-sensitive).

String
The actual value does not
StringNotEquals match the specified string in
the policy (case-sensitive).
The actual value matches the
StringEqualslgnoreCase specified string in the policy
(case-insensitive).
IsNull The parameter is left empty.
NotNull The parameter is not empty.
Boolean Equals The z?gtual valug matche; the
- specified value in the policy.
BOOLEAN IsNull The parameter is left empty.
NotNull The parameter is not empty.

4.4.5.2.1. Create an API control policy

In the Apsara Uni-manager Management Console, you can create API control policies to
control APl operations on cloud resources based on values of the request parameters.
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Procedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Enterprise. In the left-side navigation pane, choose
Permissions > Permission Boundary > Control Policies.

3. On the API control policy management page, click Create an API control policy.

4. On the Create Control Policy page, specify the name and description of the policy and
click Create in the Control Content section. In the dialog box that appears, configure the

following parameters.

Parameter Description
Cloud Services The cloud services whose API operations are to be controlled.

The API version. Some cloud services may have multiple APl versions. We

Version recommend that you select All Versions for this parameter.

The API operation that is controlled.

® Note

Each rule is set for a single operation. If you want to specify rules for
multiple operations in a single policy, you can click Add Rule. The
rules in a policy are in OR logical relations. This means that when the
policy is attached to a service boundary, the policy takes effect as long
API as one of the rules is met.
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The request parameter to be controlled, a specified value, and the logical
relation between the values in actual requests and the specified value.

The logical relations vary with the types of the selected request
parameters. Valid values include Similar To, Equal to String, Equal to
(case-insensitive), Empty, Not Empty.

® Note

You can click Add Field to specify multiple conditions. The conditions
in a rule are in AND logical relations. This means that the rule takes
effect only if all conditions are met.

Field
Example: The following figure shows how to configure the Field parameter
for a rule that is created to control the action of creating a VPC named
"test".

API1

APl *: | CreateVpc b

Field VpcName ~ Equal to Stri... test [>]

Add Field

5. Click Create. Then, you can attach the API control policy to service boundaries.

4.4.5.2.2. Manage API control policies

You can view the details of existing API control policies, including their content and
association with service boundaries. You can also modify and delete the policies.

Procedure
1. Log on to the Apsara Uni-manager Management Console.

2. In the top navigation bar, click Enterprise. In the left-side navigation pane, choose
Permissions > Permission Boundary > Control Policies.

3. On the page that appears, the existing policies are listed, and you can perform operations
on them.

Operation Procedure

Click the ID of an API control policy. On thePolicy Details tab of the
page that appears, you can view the basic information and control
View details of an API content of the policy. On the Reference Information tab, you can view
control policy information of the service boundaries with which the policy is
associated. You can click Disassociate in the Actions column
corresponding to a service boundary to cancel the association.
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o Click Modify in the Actions column corresponding to a policy. In the
dialog box that appears, you can modify its name and description.

o Click Modify Control Content in the Actions column corresponding
to a policy. On the policy details page that appears, you can modify or
delete the existing rules in the policy, or create new rules.

® Note

= When you modify a rule, you cannot change the cloud
service, APl version, or the APl operation involved.

= After you delete a rule, service boundaries with which the

Modify an API control S A : : ! !
policy is associated will be affected. Proceed with caution.

policy

If you are familiar with the format of control policies, you can click
Custom Edit to modify the JSON file of the policy. This way, you can
modify the cloud service, APl version, and the APl operation involved.
You need to make sure that the modifications comply with the JSON
format and that you are aware of the modifications' impact on
relevant service boundaries.

Click Delete in the Actions column corresponding to a policy.

Delete an API control ® Note

olic . . . . .
policy Policies that are associated with service boundaries cannot be

deleted.

4.4.6. AccessKey logs

You can learn about the use of AccessKey pairs from AccessKey logs to improve security.

Background information

AccessKey pairs are supported for the following cloud products.

Cloud service category Cloud service name

e Bare-metal Management Service (BMS)

e Operation Orchestration Service (0O0S)

e Resource Orchestration Service (ROS)
Elastic computing e Auto Scaling

e Dedicated Host (DDH)

e Container Registry

e Container Service for Kubernetes (ACK)
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Storage

Networking .

Database °

Elastic Block Storage (EBS)
Apsara File Storage NAS (NAS)

Log Service

® Note

information.

Tablestore

@ Note

information.

VPN Gateway
Virtual Private Cloud (VPC)
Server Load Balancer (SLB)
NAT Gateway
IPv6 Gateway

This service is partially supported. Fat client authentication may
be used for Log Service. If an AccessKey pair is used for fat client
authentication, the AccessKey logs may not record complete

This service is partially supported. Fat client authentication may
be used for Tablestore. If an AccessKey pair is used for fat client
authentication, the AccessKey logs may not record complete

High-availability Virtual IP Address (HAVIP)

Express Connect
Elastic IP Address
Apsara Stack DNS

PolarDB-X V1.0

ApsaraDB RDS SQL Server
KVStore for Redis

PolarDB-X V2.0

PolarDB

ApsaraDB for MongoDB

Data Transmission Service (DTS)
Data Management (DMS)
Database Backup (DBS)
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¢ Message Queue

® Note
Middleware . L . . —
This service is partially supported. Fat client authentication may
be used for Message Queue for Apache RocketMQ. If an
AccessKey pair is used for fat client authentication, the
AccessKey logs may not record complete information.
Application services o API Gateway
¢ Key Management Service (KMS)
@ Note
Security This service is partially supported. Fat client authentication may
be used for KMS. If an AccessKey pair is used for fat client