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H47ps aux | grep libvirtd | grep -v grepap< , BElibvirtdiz{TIRE.

H#iTsudo service libvirtd restart@s<> , a8

S8 S EREEbvirtdHiE.

2.2 Alarm-02.200.0013.00001-kvm_acache_io_hang

G Bacache B 2ERERE.

HERER
HERR EER HEWR HERER
SHEE BE(P2) ECS##{#,acache acache
S

MEFE , YIENSRE.




EE

vm iohang,

2.3 Alarm-02.200.0013.00002-check_kvm_io_hang

HEkmERIIEYT EERIRE Hilllohang,

zeEe
Emum EBs) S pard EEiR
e FE(P2) ECSH7H% , BAfHONER | kvmiiftiofRs
ATBERE

MEFE , YIRS,
EE

vm iohang,

REFE

1%&##tde > river_server > pangu,

2.4 Alarm-02.200.0013.00003-check_vm_io_hang
mBExenSEEFRIMIIEYN EEBIRE Hlohang,

HEER

HEERR HERR HEWR HEIER

E e BEE(P2) ECSTriif , Motk | xenHiFiotEH
AIEEIRE

MRFE YIRS,

vm iohang,
WIE5E

1%4%tdc > river_server > pangu,




2.5 Alarm-02.200.0013.00004-check_iorepeater

fe&iorepeater,

HEER

- EBE3 EBHSR

Of
I

e

EEIRR

%
==
[=]

ECSTFfi& , iorepeater

g

i

t

iorepeater

RS
MEFE , YENEE.

ISR

vm iohang,

WiE7E

mRAGRIERDT.
2.6 Alarm-01.200.0013.00005-kvm_qos_monitor

G EkvmiYacachefJ&ZINqos,

- =
=

=<

EERR BENR

EEER

ECS7Efi# , acache

BE(P2)

acache

MEFE , YIENSRE.
EE

vm iohang,




2.7 Alarm-01.200.0011.00002-xenwatch,xend,xenstore I %%

A FxenB M KBIRSHZ IR, iExend, xenwatch,xenstorefUiz{ TR, 12 NIATE)EIFR
799070,

HEER

HEXRE EERA BEWUR BRI

RESE BE(P2) ECSEHMLF xendiEHREE
&, xenEIEEO

R
Rixt&ERbug,
IEE

SHTEBE I xentBXREOGAEIMAXES , EUNAIEIE % , ERRIExenihd
REUNAIRXER.

QIR
1. BFREYIEN , $11T/tmp/check_xen_process.log.xxxxxxips , BEEIREER.
2. H11Tps aux | grep xendp , EEZBIXentERHENIEI TIRE.

WNRxendiHFEARARE 35 , NeTHIEXendHIZHINFE.
3. HifTsudo killip< , EIEHEHHTE,
4. H}147sudo service xend startips , EExendiR% .

RIENEIxentBXHIZRE , U T/proc/pid/stack sudo dmesg w3 , EEEXERICR | 15E
R T2,

2.8 Alarm-01.200.0011.00003-xenbakediH{Z7F

& xenbaked HFZANEITIRT , RERTEERA120%0,

EEER
HExRR SZE51 HEWR HEER
RESZE BE(P2) ECSEHMLF xenbaked
& , xenbakedi#FE,




Rixt&ERbug,

EE

xenbakedHFEAE] A,

WIBFE

HABaE | WRIIRERNGEBIIERER.

2.9 Alarm-01.200.0011.00003-xenbakedi#1Z7H

B xenbakedHIEANZITIRZ , SRERTBEIFR/9120%0,

EEES
HEXRE SE%5! HEXR EEIRIR
EHESE HE(P2) ECSEHULF xenbaked
A& , xenbaked#7E,
RS
Rizi&ERbug,
FIeE
xenbakedi#FEAA .
WIBRiE
MIABmEE | WEIRZEEMCEBIMMENER.
2.10 Alarm-01.200.0011.00004-xenstored% g
ZbEExenstore7% B | 1 ERIFRATE)/9600%0,
HERER
HEXRE SER5 HEXR EEIRIR
EHESE BE(P2) ECSEEHMLTE xenstore
& , xenstoreifig,




Rizt&ERbug.

leE

xenstore’%BBFRE,

WIBFE

HABmE , WEHRERNIGE B ERIER.

2.11 Alarm-01.200.0011.00005-xenstoreit iz E
ixenIMEHHITFEIE X daemon(xenstore-networkd,  xenstore-storaged) 2EEFELARRELF
EEIEIR.

HEER

&= 1
=

BEWR BRI

&
Of
g
&
g

S
HE= BEE(P2) ECSELFE xenstore

& , xenstoreiHig,

i&(E

R

RixtEERbug,

EE
BXHEREHETExentMEFEEREIWHIRE,
WIEFE

R

g.

IR EENEE |, BEESRS
2.12 Alarm-01.200.0013.0006-f# 2 resize M i
Wit resize HIIAME R E.

HFEER

HEXRE EERA BEWUR BRI

EHESE BE(P2) ECSHRIF(# tdc




IEE

B device EIER A,
WY iE
BARFEEEATEN

2.13 Alarm-01.200.0014.00001-pynciHiZERF

EIENC_ EERpynciHTZR B R E QN EfRATE120s,

HEER
mEERE HERR HER HEIER
FHESE BE(P2) ECSizHIZRSE, pyncit |pync
[
e E

WS TEEVMBTER S LEFERE.

WIBRE

1. pynCHFEEARITEE | ZERNC , H11Tps aux |grep pync-masterip<

AEEH{Tsudo /etc/init.d/pync restart ap SR E.
2. pynci#fZDEE : ERNC , #117ps aux |grep pync-masterip % , FHAFHZEEAEDINSHIHIE.

a7%8 , EEE4ERIEEENC,

, AR RS AL,

3. pync Bcpu. AfE. SHREEZ : HifTsudo /etc/init.d/pync reloadip Sk E.




3 WRIF(HOSS

3.1 Alarm-02.305.0001.00001-check_nginx_port
ZHocmPEHZERI80IRATRIERERT , RF-EZEeE, Z80mOFTLUEERT , ZE5ZEXEER,

HEER

Of
I

HENR EERR

I
Of
g
]
g

0ss-ocm-server 0ss-ocm-
server.TEngine#

S
H
=]

L4

t

ik
v

RS
- HEAT,
i > S =t
e E
SNSRATEOCMERABEERE , OSSHAREIEE LE. WMRAEOCMBETIE , AJREASFIMOSSIEH
AR5
WIET5E
1. fTeur IPEF< , IRERSHMAL
- WRE  TNRR,
- MRLE ., BHERET—5.
2. #147ps auxflgrep -e "tengine\|nginx"|grep -v grepap< , EEEBNGINHERAIHTE.
- WRE  WEERBRERAIS,

- WRIH , EERERBBtengineTEnginxiHFENIIRE , E&Eapsara/apache/logs/EET
EEESXREE , WEERIKARAZS



3.2 Alarm-02.305.0001.00002-check_ocm_server_process_fix

Socm_serverAfEEFRIINER , RFEIXEE.

H5ZER
e SERR HEWR SHEiEHR
==Y [ P1 0ss-ocm-server 0Ss-0cm-
server.OcmServert#t
S
. REAIE,

- BEERYSHERERFbUg.

- ARE  ERTHETICKIRE.

FIEE

OCMAHENRSS FIRERFNIERAIOSSIES.

WY iE

1. H11Tps auxflgrep ocm_server|grep -v grepip< , EEHE , #Elocm_server/ZaIUHERFERY
BR.

2. HANHESF , &Fapsara_log_confjson , Bk AEFTEDRINIE.

3. WX BHEBCESFocm_conf json,

4. WEARHRIZRGHEdmsg,
5. BRERIARSF.

3.3 Alarm-02.305.0001.00003-oss_check_net_error_drop
IMREERBHER , RFEZEE , AFEERSIRE.

SEZER
SRR EZR5 HEWR EHEER
==Y fa = P4 0Sss-ocm-server 0SSs-0Ccm-
server. TEngine#
aJgERE




- KLHE,

e

OCMAEERRSS A e IIIEHEAIOSSIES,

B

FEECSOSSEYARSNKE , (NROSSIRSBIER | AMOSSHIEMIERATE R ALLIE,
wEN-TREEEET LR,

- MRE , FRERE  THEEN S, IS RMEIRE.

- WIRE  KEBATREN , EENFESLER.

3.4 Alarm-02.305.0001.00004-check_tengine_ssl_ce
rt_expire_stat
tuEtenginelIssHER BB RETH | IEBERH/NTF30RUIRE,

S5ZER
Emxn EBS) EEHR EoiER
==Y fa = P2 0Ss-ocm-server 0SS-0Ccm-
server. TEngine#
aJsERE

BIES , BIEBigHA.
WIERE

1. ERIEFROLES.

2. BIREP,

Tz RIBERTRBIES.




3.5 Alarm-02.305.0001.00005-check_2ethstatus_oss

WENTEAIIFIESR , £RE CRMAT LR EEEFT 2B NAN , Eban10000MKd

+ , QIERAELEEIRENspeed , EAWT.

BEWUR

BEIRR

0ss-ocm-server

0ss-ocm-
server. TEngine#

« BCEARX,
WIBFE
BRI T2 MR R,

UnginxHEERHEHR , SFFEIZEE,

3.6 Alarm-02.305.0001.00006-check_nginx_process

H£ZER
ETxR s EEHR ETHSR
==Y fa e P1 0Ss-ocm-server 0SS-0CM-
server. TEngine#
S
. REAIE,

- EERYSHERSERFbug.
- FtRfE , ERTHETICKRE.

EE
OCMAEERRSS A BES NI IEHRIOSSIES.

WIEFE

1. BF&/apsara/apache/logsBFaccess logH 2

I7:|<IE'“"%"°




2. Hif7curl http://IPH#BiIE/systermoperation/checkocmstatus -igp< , BEE 259200 , OSSIREZES
REIEE.
o WIRIEE , CRHAEZEFE , NREATZIMRS , TG ARAGE,
s WIRALEE , RSAETA , BRERARSH,

3.7 Alarm-02.305.0001.00007-check_tsar_nginx

1 EtsarfZ R E R B 1IER. iCEtsar2aREnginxBIBXEYE. R tsarAREKEnginxBIQPS |, NIF
EIREN R FBRYQPSTE.

HEER

HERE SR BENR EEIRR
H

i P2 0SSs-ocm-server 0SS-0cm-
server. TEngine#

RIEEIRE

IREHITIEXEE.

FIeE

FfEE0AERIR,

W1RRE

FFS tsar B9 nginx SREETIRE.

1. B/etc/tsar/tsar.conf>X{HFmod_nginx off {£{Amod_nginx on,

2. Foutput_studio_modiIERENN_Emod_nginx,
3. XI nginx HTIRE , FINUI TEEZEIIAFN :

location /nginx_status {
stub_status on;
access_log off;

allow 127.0.0.1;

deny all;

}

4. EFEN | REEWEEFRRA.
tsar ROSREEIEIERES2H |, {&fcrontab3Z{4 , BIAJ7E tsar #iHHEZR nginx RUEXEUE , X9F
tengine BNIRESIHERE.

5. NREXEARIEE , faEhttp://localhost/nginx_status,



HiTtsar --nginx 5% , BEEROHIEHASHEL.

3.8 Alarm-02.305.0001.00008-check_toa _module
e MtoatZR B EMNEBEINTE | toatBE A T LLEiRAIrealservergEBB EEIE LA clientipfi A
Eivsfidip,

HEXRE EERA BEWUR BRI
H

i P2 0ss-ocm-server 0Sss-ocm-
server.TEngine#

RJEE[RE

RBEHTEXEE.

e E

= INEETEE R,

QIEYsiE

LxtoalEiR slb toa : ITEEIRNIZIRAILES , FERIGIFZ1089W#Z,
sudo yum install slb-vtoa-ali1089 -b current -y

sudo /sbin/modprobe slb_vtoa
3.9 Alarm-02.305.0001.00009-check_kernel_param
MERRZSHEEREHRK , RERNZSHE0SSHIE THEFHN—LELWIHNE,

HEER
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O
g

BHENR EERR

I
Of
I
]
‘tg

S
&= 0ss-ocm-server 0ss-ocm-
server. TEngine#

L4

t

ik
U
N

QS
IRBHITRXEE.
EE

OCMAEERRSS A RES /NI IEHRIOSSIES.



QrExE
PUTUNTRIA -

oss_init_kernel_param.sh

alios7_judge(){

local alios7_flag=false

release_ output="cat /etc/redhat-release 2>/dev/null’

echo "${release_output}"|grep -i "release 7" 1>/dev/null 2>&1 && alios7_flag=true
echo ${alios7_flag}

}
alios7_flag="alios7_judge’
if [ "x${alios7_flag}" == "xtrue" ];then
echo "this is a alios7 machine,no need to init_kernel_param"
exit 0
fi
uuid="cat /proc/sys/kernel/random/uuid’
date_str="date +%Y%m%d%H%M"
working_dir="/tmp/kuorong_tmp/${date_str}/${uuid}"
mkdir -p ${working_dir}
echo "conf copy working dir is ${working_dir}"
#EHIRTSEESERES : http://wiki.aliyun-inc.com/projects/apsara/wiki/ApsaraPort , FflA
/N 32768FF4A.
cat << EOF > ${working_dir}/kernel_parameter_output
#ADD BY OSS_INIT_KERNEL_PARAM BEGIN
vm.max_map_count = 8388608
net.ipv4.tcp_rmem = 4096 87380 4194304
net.ipv4.tcp_ wmem = 4096 16384 4194304
net.core.wmem_default = 8388608
net.core.rmem_default = 8388608
net.core.rmem_max = 16777216
net.core.wmem_max = 16777216
net.core.netdev_max_backlog = 204800
net.core.somaxconn = 204800
net.ipv4.tcp_max_orphans = 3276800
net.ipv4.tcp_max_syn_backlog = 204800
net.ipv4.tcp_tw_recycle = 0
net.ipv4.tcp_tw _reuse = 1
net.ipv4.tcp_tw_timeout = 15
net.ipv4.tcp_fin_timeout = 15
net.ipv4.ip_local_port_range = 32768 61000
net.ipv4.tcp_syncookies = 0
#ADD BY OSS_INIT_KERNEL_PARAM END
EOF
cat /etc/sysctl.conf |grep "ADD BY OSS_INIT_KERNEL_PARAM" 2>/dev/null
init_kernel_param_flag=$?
if [ "x${init_kernel_param_flag}" == "x0" ];then
#iEiRSEEFEE/REZS% : http://wiki.aliyun-inc.com/projects/apsara/wiki/ApsaraPort , FfrlA
BR/\\32768FF4
cat /etc/sysctl.conf [grep "net.ipv4.ip_local_port_range = 32768 61000" > /dev/null
port_range_fix_flag=$?
if [ "x${port_range_fix_flag}" != "x0" ];then
sudo sed -i 's@net.ipv4.ip_local_port_range = .*@net.ipv4.ip_local_port range = 32768
61000@' /etc/sysctl.conf
sudo /sbin/sysctl -p
echo "change port range to 32768 61000 done"
fi
cat /etc/sysctl.conf [grep "net.ipv4.tcp_tw_timeout = 15"
tw_timeout_flag=$?
if [ "x${tw_timeout_flag}" = "x0" ];then
sudo sed -i '/net.ipv4.tcp_tw_reuse = 1/a\net.ipv4.tcp_tw_timeout = 15' /etc/sysctl.conf > /dev/null



sudo /sbin/sysctl -p

echo "add tw timeout to 15 done"

fi

exit 0

fi

sudo bash -c "sudo cat ${working_dir}/kernel_parameter_output >> /etc/sysctl.conf" || { echo "add
kernel param failed";exit 12; }

echo "init kernel param..."

sudo /sbin/sysctl -p #EMASEFHBnet.nf_conntrack_max&S2sysctl -piRE , FRLAFRINIATE
R E

3.10 Alarm-01.305.0001.00010-OCM_ACCESSLOG_WEBSER

VER

OCMAmHfEFRRIEIR , BRIRBEXFoxxRIEE , AlLARIEocmERES], 60FDRE—R. 1H
BmLAISXXEEIREE , ${code_5xxRa}>2&&%{code 5xx}>30 ,

EEEe
SRy sz i e
FREEEE P1 0ss-ocm-server 0ss-ocm-
server. TEngine#
QS

« IBREKM.
- EHOEX,
- HIEESE.

WIBRE

1. ¥ ZHlaccess log , —f&{E/apsaral/apache/logs/ , RIS HRE20170301 , Nfg
access_log.20170301,

2. H1Tgrep InternalError access_log.20170301#5< , #Z32{i/AIRequestID,
3. 1Bidrequest idEREX HERIXERARH .



3.11 Alarm-01.305.0002.00001-OSS_ACCESSLOG_WEBSER
VER_ALL
OCMAmHERRIEIR , BRIRBXFoxxRIEE , AfLURIRocmEREFl, 60F)RE—R. 10E
BNmAISXXEEIREEG , ${code_5xxRa}>2&&%{code 5xx}>30 ,

B EERA BEWR BRI

% P1 oss-server oss-server. TEngine#

. EAEX

« HIRERE

WiE7E

1. ¥ ZFlaccess log , —f&{E/apsara/apache/logs/ , {RUNIESFKE20170301 ,

access_log.20170301,
2. H1f7grep InternalError access_log.20170301#5% , 3k Z32{izARequestld,

3. [Bidrequest idEEIER B ERIELE A,
3.12 Alarm-02.305.0002.00003-oss_check_net_error_drop
SMREEEE , SFFEZEE  SAXERSKRE.

H£EZER

HEXRE EERA BEWUR BRI

e P4 oss-server oss-server. TEngine#

. FERS.
. M.

IEE

FAIEFERIOSSIEE,



W1ERE
FERSOSSEANIRFZEE | NROSSIRFZIEEAFN , OSSHIEMIE KT ALE,
wEN-TREEEET LR,
« MEREE LR, FRIER | FJRERET & LU REBHIRE.
- WIRgEEY , REBGTEIT , BEEN<ERLER.

3.13 Alarm-02.305.0002.00004-check_tengine_ssl_ce

rt_expire_stat
tuEtenginelIssIER B ERETH | IEBEBH/NTF30RUIRE,

wExm S E] sEXIR S

oss-server. TEngine#

B P2 oss-server

LS
BIES , BiFHiTEA.
WiE7E
< EHIEHTHIIES,
- BHEIES,
LR RER TERBITES.
3.14 Alarm-02.305.0002.00005-check_2ethstatus_oss
SEM-EET LIFER | FRECHMATIUREEEREAMBEURN | Lbin10000MRF

NER

+ , QIERAELEERENspeed , EAWT.,

sEEs
HEXE HERR HEWR EEREIR
FHEE P2 oss-server oss-server.TEngine#
RS
KRR,

« BCEARXY,



WIBRE
BRI TR MM R,

3.15 Alarm-02.305.0002.00006-check_nginx_process
nginiFFREEZHRNE , SR EE,

HEER

HEXRE SERA EEWR EERIR
==Y fa = P1 oss-server oss-server.TEngine#
RS

« EERY, SHER.

. RfFbug , SHER.

- FREEHE  SIEKIRE,

FeE

FINIEFERIOSSIES,

b1 RS

1. BE/apsara/apache/logsi&iZ Taccess logHEEEIERE.

2. Hif7curl http://IPitlt/systermoperation/checkocmstatus -i 7% , EEOSSIRESERRE , 2

1R[E]200,

« WMRIKE , ICRHEERRE , RIS , TSR AR E,

« MRRERE , RSFTRA , BRERA.

3.16 Alarm-02.305.0002.00007-check_tsar_nginx

1 EtsarfZ R ER B 1IER. I0EtsarBEREnginxBIEXEWE. R tsarAxKEnginxBIQPS |, 1X#f
— A EZREBR AQPSIERT.

HEER
HEXE HER5 HEWSR HEIRIR
BHEE P2 oss-server oss-server. TEngine#




REHITIEXEE,
FCE

S EERERE,
WIE7E

FHiE tsar B9 nginx SRESINRE.

1. B/etc/tsar/tsar.conf>X{HFmod_nginx off(Z%Imod_nginx on,
2. Foutput_studio_modfIzKENN_LEmod_nginx,
3. X nginx TIRE , BN TNECEZEENATEN ¢

location /nginx_status {
stub_status on;
access_log off;

allow 127.0.0.1;
deny all;
}
4. EFBNREENE , FRRZ , BIATE tsar BHAEZR nginx BIHEXEEE | X3F tengine AU
E5ItEE,

tsar BURERIEIFRRES5 8 , BILAEcrontabs{ERY,
5. INRREARIEE , HE http://localhost/nginx_status,

6. f{Ttsar --nginxap<% , EERSHIEHASHEIL.

3.17 Alarm-02.305.0002.00008-check_toa_module

1altoat BB NEZEINTF |, toatZRE N T it EinHIrealservergEfi B EIESLAIclientipmA~
Eivsfidip,

HEER

Of
I

BENR EEIRR
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g

oss-server oss-server. TEngine#
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IREHITRXEE.



LEtoatRiR&& slb toa : TEEIRAZMAILES , FEAFIFE1089M1%Z.
sudo yum install slb-vtoa-ali1089 -b current -y

sudo /sbin/modprobe slb_vtoa

3.18 Alarm-02.305.0002.00009-check_kernel_param
MERAZSHEEHEHRK , RERNZSHEOSSHEI TIHEFH—LLWIER,

HEER

HEXRE EERA BEWR BRI

FHEE P2 oss-server oss-server. TEngine#

IREHITREXEE.

e
KENDTEFIMIERRIOSSES.
WIBFRE

HATANTRIA -

oss_init_kernel_param.sh

alios7_judge(X

local alios7_flag=false

release_output="cat /etc/redhat-release 2>/dev/null’

echo "${release_output}"|grep -i "release 7" 1>/dev/null 2>&1 && alios7_flag=true
echo ${alios7_flag}

}

alios7_flag="alios7_judge’

if [ "x${alios7_flag}" == "xtrue" ];then

echo "this is a alios7 machine,no need to init_kernel_param"
exit 0

fi

uuid="cat /proc/sys/kernel/random/uuid’

date_str="date +%Y%m%d%H%M"
working_dir="/tmp/kuorong_tmp/${date_str}/${uuid}"

mkdir -p ${working_dir}

echo "conf copy working dir is ${working_dir}"
#EHiRSEEEE/RREZS® : http://wiki.aliyun-inc.com/projects/apsara/wiki/ApsaraPort , FfrlA
B/\M\32768F 44



cat << EOF > ${working_dir}/kernel_parameter_output

#ADD BY OSS_INIT_KERNEL_PARAM BEGIN

vm.max_map_count = 8388608

net.ipv4.tcp_rmem = 4096 87380 4194304

net.ipv4.tcp_wmem = 4096 16384 4194304

net.core.wmem_default = 8388608

net.core.rmem_default = 8388608

net.core.rmem_max = 16777216

net.core.wmem_max = 16777216

net.core.netdev_max_backlog = 204800

net.core.somaxconn = 204800

net.ipv4.tcp_max_orphans = 3276800

net.ipv4.tcp_max_syn_backlog = 204800

net.ipv4.tcp_tw_recycle =0

net.ipv4.tcp_tw_reuse = 1

net.ipv4.tcp_tw_timeout = 15

net.ipv4.tcp_fin_timeout = 15

net.ipv4.ip_local_port_range = 32768 61000

net.ipv4.tcp_syncookies = 0

#ADD BY OSS_INIT_KERNEL_PARAM END

EOF

cat /etc/sysctl.conf [grep "ADD BY OSS_INIT_KERNEL_PARAM" 2>/dev/null
init_kernel_param_flag=$?

if [ "x${init_kernel_param_flag}" == "x0" ];then

#EHIRSEEEERES% : http://wiki.aliyun-inc.com/projects/apsara/wiki/ApsaraPort , FflA
R/\M32768FF8A

cat /etc/sysctl.conf |grep "net.ipv4.ip_local_port_range = 32768 61000" > /dev/null
port_range_fix_flag=$?

if [ "x${port_range_fix_flag}" != "x0" ];then

sudo sed -i 's@net.ipv4.ip_local_port range = .*@net.ipv4.ip_local_port_range = 32768
61000@' /etc/sysctl.conf

sudo /sbin/sysctl -p

echo "change port range to 32768 61000 done"

fi

cat /etc/sysctl.conf |grep "net.ipv4.tcp_tw_timeout = 15"

tw_timeout_flag=$?

if [ "x${tw_timeout_flag}" != "x0" ];then

sudo sed -i '/net.ipv4.tcp_tw_reuse = 1/a\net.ipv4.tcp_tw_timeout = 15' /etc/sysctl.conf > /dev/null
sudo /sbin/sysctl -p

echo "add tw timeout to 15 done"

fi

exit 0

fi

sudo bash -c "sudo cat ${working_dir}/kernel_parameter_output >> /etc/sysctl.conf" || { echo "add
kernel param failed";exit 12; }

echo "init kernel param..."



sudo /sbin/sysctl -p #ERASEHBnet.nf_conntrack_max&S&sysctl -pikE , FRLAFRIIATE
eSS

3.19 Alarm-01.305.0002.00010-check_ossserver_open
filelimit_all
OSSHIHHERRME | 1Boss_serverB & TFFAId N FIRAPREIATIimit DL,

HEER

1+

BEXE EERA BEMR BRI

B EIREE P2 oss-server 0SSs-
server.OssServer#

AIEERE

IRBEHTIEXEE.

FEE

KEATEHIMEFROSSES,

RERiE

o HfdMNKTF 200008 , FEEH/Goss_serveri#iz,

o HBRATLUTHNEMNUNT10248 | FEEERMIIMNERERENMEARZ D,

TYEREARIERESE | IFTIERERIEREE,
« warning : oss_server fdfR#91024, EBE(EKbashIMET &,

« critical : oss_server2&FTHA9fd>20000, EEEHZHE.

3.20 Alarm-02.305.0002.00011-check_oss_server_pro
cess_restart_fix

Hoss_server#HZESAIRHE , SFFIZSEE,

HEER
HERE HER5 HEWR HEIRIR
==Y [ P1 oss-server 0Sss-
server.OssServer#




« HEAE.

- BREAY , SHER.

- 1EFFbug , SHER.

- FHREEHE , KICKIRE,
EE

FIMIERRIOSSES,

QERxL
1. H11Tps auxf|grep oss_server|grep -v grepm< , EEHE , #ZFloss_serverFaiUAFEFTERE
io

2. HNBR , E&apsara_log_conf.json3{4 , SRKEXAEFTENRIMIE,
3. WX B EFIECE X {Focm_conf.json,
4. WEANIRSAHEdmsg,

5. BRAEKARFF.

3.21 Alarm-02.305.0002.00012-check_ossserver_mem
KEIEEHEZHIETNGF . MERTF | SRS KT45%IRE.

E5EER
HERE HERA HEWR HEIRER
g P2 oss-server 0SS-
server.OssServer#
o EERE

REREET  RETK,

RIEE

FIMIEFEAOSSIEE.

WIETSE

WERENY , EEEEIRE T "DataCacheCapacity":"8589934592",

« WIREXKIRE  BEERARENFIRFAIS0%LLT.



NRE  JRERETAFHE , BRREASS: , WEEXERE | ERHIE.
« MRRBIRE , RENTNREFI0%LAT , EEHE.

3.22 Alarm-02.305.0002.00013-check_nginx_port
HossFERRRIB0IR AFTREER , RF-EZSE. 80O LUEE , ZEZE=EaEkR,

FEZE8
HERE HERA HEWR HEIRIR
==Y fa = P1 oss-server oss-
server.OssServer#
o EERE

. HESHIE,
i > S =t
SEE
 WNRATEOSSEBAREIESE , OSSHIAREIER LIF,
« WNFEHOSSEELIE , AIBEASFIMOSSIEERS.
WIET5E
1. HifTeur IPGS , REEREAL
« WMRBWEL , TR,

« RN , BHEEE2,
2. H147ps auxfigrep -e "tengine\|nginx"|grep -v grepip% , MEZEE B nginxiEXHIHFE,

« WMRF , WEERERRRRASS.

- WRIH , EERE B BtenginesEnginxiHFERIRE , & /apsara/apache/logs/BR
TEAEEKRNAE , EEEHRERATE.



3.23 Alarm-02.305.0002.00014-working_online_me_alarm

==

1B EEMeREERNIZE , #2525 2working online , BEYEEEEEREAPIGAE,

HEER
HERE HER5 HEWR HEIRIR
==Y [ P1 oss-server 0Sss-
server.OssServer#
RIEEIRE

IRBTEmeE BB RERERAMN,
FIEE
HINREDAE I,
WiE7E
BREFARSHF,
3.24 Alarm-02.305.0003.00001-check_quota_client

OSSF=fm&E%MIquota check , check quota EX1EIR , IRBRILSIRE.

HEXRE EERA BEWR BRI

==y = P1 oss-server 0SSs-
server.OssServer#

- REBE.

AEETERRIRIA,
EE
IRt EEE.
WIBFE
1. ${7df -hdp$ , BHaccess logFTEHEEEH T .

< WMRFT , BREAE , RETE.



HE&E4—N&1E/apsara/apache/logsigEiE .

« WISRIRH  IBHEE2,

2. frHiE FOIE— NIRRT , EEERREHBCIEMT.

« YISREE , FARERIRBIR,

IfifEquota agentBEFTEER logs TRIFTEERS , BRREIASF TAZIM.
« WRARE , WEIRT  BRREE TR , 4H(SHR.

3.25 Alarm-02.305.0003.00002-_quota_agent_process_fix

2quota agentHFIZEFHIRHR , FFEIZEE,

HEER
aEXE SER HEWUR EERIR
==Y [ P2 oss-server 0ss-
server.OssServer#
RS

. fEFbug , BHERE.
. HEEEHE , TICKIRE,

I

OSSR AJLFTFM , AJRESF NIt EEUE.

WIERE

1. $147ps auxfigrep quota_agent|grep -v greps

3. EEX BEFIBCE Y.
4. WEANBNRFHEdmsg.
5. BREAERAF,

, BERE , HAIEsHEFRENER.
2. HNBR , ffapsara_log_conf.json3{49 , EEHEFTENRINIE.




3.26 Alarm-02.305.0003.00003-check_quota_agent_mem
KEIEEHEZBNENRE MERE | BarAS AT 10GBIRE,

HEER

Of
I

BEWR EEIRR

1]
Of
I
&
g

oss-server 0SS-
server.OssServer#

%
==
[=]

i

t

g
0

AIEERE

SEERIFNE.

RNEE

OSSN AJLF T , AlaeasmiT 24UE.

WIEr5E

1. $A4Tps auxflgrep quota_agent|grep -v grepas< , EBEATE , HEIENHEFFENER.
2. HNBR , EFapsara_log_conf.json3 {4 HEFTENRIE.

3. AKX BEFIBCE 4

4. WEATARSHESdmsg.
5. BRRBIRSHF.

3.27 Alarm-02.305.0004.00001-check _quota_data to_sls
KMEquotaBEHEXEIZIBIERBIEE , NEERIRE.

EmEe

BERE EER HENR EERR
H

2K P2 oss-quota-master 0ss-quota-
master.QuotaMaster#

EREEISLSMEAIE.
EE

OSSN AJLFLFM , FIRES it EHUE.



WIBRE

-

2. HNBR , ffapsara_log_conf.json3 {4+ EEHEFTEDRINIE.

3. WERXAEMNEE Y.
4. WEAHBEFHEImsg,
5. BRERIATE,

- #1{Tps auxflgrep quotamaster_main| grep -v grepan<> , EEB , IEISHIZMENER.

3.28 Alarm-02.305.0004.00002-check_oss_quota_master

Hquotamaster_mainAfEEFRIANE , KFEZEE.

HERER
HEXRE EERA HEWR HEER
==Y lam= e P2 oss-quota-master oss-quota-
master.QuotaMaster#
AIEEIRE

. FEFFbug , BHERE.
s ARERTHE K ICFRZE.

I
OSSR RJLFTEM , AJRES NIt EEUE.
WIBRE

-

3. EEX BEFIBCE Y.
4. WEANBRFHEdmsg.
5. BRERAF,

. H147ps auxf|grep quotamaster_main| grep -v grepaps , BEEHE , HKEIBshHEFERNER.
2. HNBR , ffapsara_log_conf.json3{4 T , EEHEFTENRINIE.




3.29 Alarm-02.305.0004.00003-check_oss_quota_mast
er_syncpoint

ossF=mmZFIHquota check , check quota FIZEIR , IRBEILSRE.

HEmum EEs) EETIR HaEn
==Y fam= e P1 oss-quota-master oss-quota-

master.QuotaMaster#
nJEEIRE

« quota serviceHUEIEI R B WEERT.
o HEXEIOMSIKRY , FTREROMSAE(RRE , AR REERIOMSHIMNLEE A,

= RS |
SRR,
WIEyE
1. HTdf -Ih&s<s , EHaccess logfiEEERH T .
- WIRHT , BREE  (RETEL,
AR5 #—R1E/apsara/apache/logsE&iE T,
- ISR , EkEEE2,
2. 1ERE FRIE—NMERS Y EEREREH IR,
o YNEREE , WIAHIEIRBINR,
WEEquota agentHEFIEBE R logs THIFMBHTE | BRERASIF LEIM.
o WNRABE , MERT  BRARBUTEIT , 4HEHE.



4 X {FETableStore

4.1 Alarm-02.310.0010.00020-F&fE{ZFi#sqglonline_masten#iE &4
53

Hsqlonline_masterKEEBAY , FFEIZEE,

EZER

HEn SHEERA HEWIR HEIRR
FEESE - RIgTFhE TableStore
G|

* sqlonline_masterfTE 2B AHIE , SHER.
« fi&sqlonline_masterAklbug , SHER.

FIEE

« fEsqlonline_masterEFEABMIERLARIEHR. IREGFEMetalZESL.

* fEsqlonline_masterE/ZHAE] , HURESAIREHINALNL.

QIEYsiE

1. ERFsqlonline_masterFifE188 : HFOTS  ag k#fTr  wids$ , $FZlsys/sqlonline-OTSXY

[ireplyAddress , EREIXIMAIHEE.
2. }117cd /apsaral/tubo/TempRoot/sys/sglonline-OTS/sqlonline/dp<> , ¥JFFsqlonline_masterff{E

RIBR.
3. WEZBRTHIFIERTE | BRERARSH.

4.2 Alarm-02.310.0100.10101-F=4&{F(ERIIHH BN X XIREE
LRISEERNRS |, ANEEE155 |, B5xxEERIERKEERIT50RT , FFEIZEE,

HEER

HEXE HERA HEWR EHEIRIR
Lo - ER1ZE TableStore

BE




B A5 ERER

« DREEMDEIEP BTG ERS AR A,

« BRBEREDIABE D XEERIREA RS ERERIRET , HIIRSITEIR.
FeE

FBRpEGHE  NRSEAREZEE  RBRALNERE  FTERERA.
b1 B S

1. IREREGER | ERFIXIMANES L.

2. H117cd /apsara/ots_server/logsap< , ¥JFfots_serverHEFEER.

3. WEZBERTHIFERE | BRERAST .

4.3 Alarm-02.310.0004.00001 - R {Zli&BiimH L httpZEIE L2 R

LREEERNR TV NE httpIEREAT#EIS 100008T , FEIZEE,

fI:: =1 =

SRR = HEWR EHEER
FEEE - FiRZhE TableStore
aHERE

ots_serverfflggE/I1T K,

FCE

ots_serverAiRxE , MRS HIERS. HiEZEAR.,
WIEFE

SJots_serverf|2SEIHITT &.



4.4 Alarm-02.310.0010.00001-F&t&{Ffifiots_serven#iZZREER

Lots_serverKEERBRT , FFAEIZEE,

S£ZE2
HERn SHEERA HEWIR SEiEHR
FEESE RIgTFhE TableStore
G|

ots_serverlFRF1bugSHicrash,

e

PalleliEAEny N

WIBRE

1. IREREEREREII AL,

2. H147cd /apsara/ots_server/logsap< , ¥JFfots_serverHEFRER R,

3. WEZBRTHIFIBREE | BRERAE.
4.5 Alarm-02.310.0010.00010-FfEZFi#sqglonline_worken#{E &4

E=

Ysqlonline_workerRAEE BT , FFEIZEZ,

E£ZER
SRR SHERR HEWR SHEiEH
BEEZE RIEEHE TableStore
aJgERE

« sqlonline_workerFifEt 25 G 4R , SHES.

« fi&sqlonline_workersklbug , SHERE.

e

IhIa]EZsqlonline_worker 43 XAYEB B KA,




QIERAE

1. RIBIRZESEEREIXINEE L,

2. $}117ps aux | grep sqlonline_worker&p< , E&sqlonline_workenftg,
3. FUTEN TS , FJFFsqlonline_workerffEHIE R,

cd /apsara/tubo/TempRoot/sys/sqglonline-OTS/SqlWorkerRole@*/sqglonline/
4. WEZBRTHIAMBHET | BRRRARSTH,

4.6 Alarm-02.310.0020.00020-sqlonline_master coredump

Hsqlonline_master&4coredumpld , FFEIZEZE,

EEXRE EERA BEWUR BEIRR
H

% - EKIRTFE TableStore

sqlonline_masterB F>RX0/REE S coredump,

TEE

« fEsqlonline_masterE[SHAE , MERIARIER. KEEEMetalRIFRKM,
+ f{Esqlonline_masterEE[ZHAIE] , FIEIESATREHIIAL,

RERE

1. BEFHlsqlonline_masterf{EH128.

2. 7£OTS ag E#HfTr widps |, $kZEsys/sqlonline-OTSXtfzreplyAddress , BFRZIX R A28,
3. BT TaS , ¥TFFsqlonline_masterEFrERIBE R , #Fsqlonline_master binary,
cd /apsara/tubo/TempRoot/sys/sqglonline-OTS/sqlonline/
4. #ZFsqlonline_master&mificore 3744,
5. {5UtEEsqlonline_master binaryfXIRifcore {4 , BARIA .,



4.7 Alarm-02.310.0020.00010-sglonline_worker coredump

Lsqlonline_worker&“Ecoredumphi , F=AEIZ 2

H5ZER

e SERR HEWR SHEiEHR
BESZE - EIRFhE TableStore
aJHERE

sqlonline_workerB3FR*0/RESEcoredump,
FeE

hlaZiZsqlonline_worker_E43 X AJERSTEREML.
b1 pr S

1. IREREEEEREFIXINANES L,

2. $}117ps aux | grep sqlonline_worker&p< , B&sqlonline_workenftg,

3. BT TE< , ¥TFFsqlonline_workerfffERY B RFH K ZEsqlonline_worker binary,

cd /apsara/tubo/TempRoot/sys/sqglonline-OTS/SqlWorkerRole@*/sqglonline/
4. #Fsqlonline_worker&EpkAcore {4,
5. i5Uit&Esqlonline_worker binaryFIXIzRYcore 34 , BARIRASTHE,

4.8 Alarm-02.310.0010.00002-ots_tengineitiZREER
Lots_tenginelHFEREEEHT , KEZEE,

BEER
HEXE EERA BEXUR EEER
BESE - RIBEFME TableStore
R

ots_tengineEFFKF1bugSHicrash,
e
I ZERBIER DR



WIBRE
1. IRIEREEREREINAIIES .
2. H117cd /apsaralots_tengine/logs#p< , ¥JFots_tengineHEFFEBE R,

3. WERZBRTRIMEEE | BRERARSH,
4.9 Alarm-02.310.0010.00004-FfZF i#ireplication_serven#iE4s
=) =

Hreplication_serverKEEFMY , F4HIZEZ,

HEER
BERE EERR BEXUR EERR
BESE - FASTFhE TableStore
AHERE

« replication_serverFi7EN B B4R , SHER.
. fil%&replication_serversk&lbug , SHERS.
FINEE

HIERL R E R R I A K AT,

WIBFE

1. RIBIRZEEEEFEIXIMAINE L.
2. JATUN TS , ¥JFFreplication_serverHEREER.

cd /apsara/sqlonline_replication_server/logs

3. WEZERTHIFMBEHEE | KA.
4.10 Alarm-02.310.0100.10000-F+E=E#E B Mwarning A&
SFRBEELEIwarning BER | REZHE,

H£ZER
e SEZRR HEWR SHEiEH
BESZE - FI&EHE TableStore




« worker_alert_logZl , sqlonline_workeriHalertH =,

« check_replicate_statusZkll , WEREUERILSEEITIE,

« ots_check_cgroupsk¥ , #l=28eB K EcpulFFEERR.

« check_ots_server_healthsll , Hots_servert/| 88 GixIRSS .

« ots_server_alert’clf , ots_serverHIalertHE,

« replication_server_alert_logsl¥ , sqlonline_replication_servertiHlalertH&,

 check_sqlonline_master_processZl¥ , sqlonline_master R EHIEER,

« master_alert_logZkl¥ , sqlonline_masteri#alertH&,

« check_sqlservicescMl , 2R 1H128Msqlonline_workenH# &S B 25,

ZIEE

RISTFHEIRS ASRE,

WIERE

« worker_alert_logZk¥l , BEREIXTAANEE , F¥TFHsqlonline_workerB® , &
Fsqlonline_alert. LOGH , BAEFI A,

» check_replicate_statusscl¥l , BREFI AT,

+ ots_check_cgroupsMl , BAEFT AR,

 check_ots_server_health5cl , EREIRIRAN2S £ , BE/apsara/OTSAdmin/alert/warning/
monitor_result*.log> {4 , ¥Zlcheck ots_server_health KA 28 FHFE R,

&HEots_server, ots_tenginelHtEEEFE , /var/www/html/ots_server.heartbeat2 B 1F71E.
« ots_server_alertZkll , BEREIXIRNANZS , FF¥TH/apsara/ots_server/logsBH , &
Fsqlonline_alert. LOGHE , BAEFI AR,
« replication_server_alert_logsklW , EREIXINAN2E , FFIFF/apsara/sqlonline_replicatio
n_server/logsE% , &&sqlonline_alert. LOGHTE , BARIMASI,
« check sqlonline_mast
er_process:k¥ , EREIINANEE L , FFIFFsqlonline_masterBR , &
Esqlonline_alert LOGHTE , BARIIAT .,
« master_alert_logsk , EREIXIMNA2E L , F¥TFsqlonline_masterBE , &
Fsqlonline_alert. LOGHZ , AR A,



« check_sqlserviceskll , EREIXTMAEE L , &E/apsara/OTSAdmin/alert/warning/
monitor_result*.log , ¥ZFcheck_sqlservices kHIEE , BARIIA 1,

4.11 Alarm-02.310.0100.20000-F+E =& B Mcritical =S
WEREE B D critical BERT , K4izEEE,

S5EZER
HExRR EZE51 HEWR EHEER
BB - EIRIZhE TableStore
EEEHEES

» check_cplsskl¥l , partition load A2,

« worker_alert_logscll , sqlonline_workeriEalertHE,

* check_replicate_status’Kl , SUERHEUERIZSEREIT IS,

« ots_check_cgroupZ&l¥ , #lesaktBXiFFEcpufEEERR.

« check_ots_server_health%cl¥l , Hots_serverf/|28CiEIRSS .

« ots_server_alert%lq , ots_serverHIlalertHE.

« replication_server_alert_logZc , sqlonline_replication_serverti¥alert HE.
» check_sqlonline_master_processZl , sglonline_master k4 HEERR,

« master_alert_logskl¥ , sqlonline_mastertHiIalertHE,

« check_sqlservice’kI , FHHERHIsqglonline_worker#H IR B F5N.

SIEE

RISFERSHNTERE  FENGLE | BNIIRSZEIFE=50,

WER*

+ check_cplsZll , fEots ag E#14Tsql cpls , FHHkE—partitionZEREIRI Az RIworker L,

$TFFsqlonline_workerFRrfEE R , WiEEsqlonline_alert.LOG*fsqlonline_error.LOG* , BRE&IT AT
¥,

« worker_alert_logZkll , EREIXTRANEE , FF¥TFHsqlonline_workerB® , &
Esqlonline_alert. LOGHE , BRERIIAT .,

« check_replicate_statusZkl¥l , BREFI AT,

« ots_check_cgroups kil , BXERIARIZHF.



« check_ots_server_healthskll , EREIXTMAEE L , &E/apsara/OTSAdmin/alert/warning/
monitor_result*.logH& , #ZFlcheck ots_server_healthZAKAYH 28 FHE R,

&Eots_server, ots_tenginel B2 E1FE , /var/www/html/ots_server.heartbeat2 B 171E.

« ots_server_alert’ k¥ , BEREININANEE , FTH/apsara/ots_server/logsB% , &
Esqlonline_alert. LOGHE , BRRIIA .,

« replication_server_alert_logk¥ , EREININAES , $¥TH/apsara/sqlonline_replicatio
n_server/logsE% , &&sqlonline_alert LOGHTE , BARIMASH,

« check_sqlonline_master_processZkll , EFEIXTANZE L , $¥TFFsqlonline_masterBR , &
Esqlonline_alert. LOGHE , BAERIIA 1,

« master_alert_logskW , ERZIXINANZE L , FJFFsqlonline_masterB% , &
Esqlonline_alert. LOGHE , BRERI A H,

« check_sqlservices kWl , EREIXINAEE L , BEE/apsara/OTSAdmin/alert/warning/
monitor_result*.logB7E , #Zlcheck_sqlservice’.tMIIEE |, BRREFI AT,

4.12 Alarm-02.310.0001.00001-F& = ERiiEH cpuids
BRIBEFEBIRY T EcpuERE BN , KEZE5EE,

H£ZiER

HExE SHEZRR HEWR HERR
BESZE RIEEHE TableStore
aIHERE

AR ENRRE ST K.

I

ots_serverMaiE , WHIAISHIGIAERT. HiESFa.
WIBRE

XFots_servertf| 2 EHITT B,



4.13 Alarm-02.310.0001.00002-F&FEFiRHNcpuid S
WRBEERIFYFEcpuERIEET , KEIZEEE,

S£ZE2

HERn SHEERA HEWIR SEiEHR
FEESE - RIgTFhE TableStore
G|

R RFENRRE ST K.

e

sqlonline_workerfRSAISE , IKESEISHILHITER, HIEFERE,

WIBRE

EEMTHts/FIRAICPUERBIR , MIRATARRECPUERRRE , FEXYsqlonline_workerfl
SRAEAHITT B , MRARIBEKRRRASE.

4.14 Alarm-02.310.0200.00001-PostCheckiSE A &1

SXIMAYServerRoleIZI THRERT , KEZSE.

SZEE

HExE HEZRR HEWR SERR
BESZE RIEEHE TableStore
aTHERE

ServerRole RE.

e

TableStoreJGIAIEE THE,

WiEFE

1. BEXEEEXMNAISRAYPostCheckiGEER , MIRERTISEFHINERER | IAFES

2,
2. ZRIREBHINEE , EEmonitorfUiEITHE , BEE&EA/cloud/log/TableStore*/service-role#t/

b=

{app}_monitor/,



3. ETHSHIMHMES S REEBRRRIANSS.

4.15 Alarm-02.310.0200.00002-Ni 515517 A 813
HXIRATServicelzTRER , KEIZEZE,

% =1 %

HExRR = HEWR EHEER
FEEE - FIETFE TableStore
aTHERE

BE5HhYServerRole FEHERITHIRS RE.

REE

TableStoreFGEIERE TIE,

WiEBRE

1. EEEIRRE.

2. FREGEIRIREHHIRequestID,

3. BEROTSHIABIEER , & —hZEbigdata-ots.aliyun.com

4. EFEERG > BESR > TRETEE | BRequest DIENEZRIEFEER,
5 ERPEFMANEREE  MRTELE | BRI,



5 ZHIEFERDSHR

5.1 Alarm-02.003.0001.00001-£{HEEESEfldown

EEER
HERE HZER5 HEWR HEIRR
REEZE - RDS_MYSQL#EE |RDS
AJEERE

« SCffIFHEcrash,
o FRHBAPROSCHILER,

EE
SNERSLABIREIER IR , NIRTRESHININMT , AIERKRBEIEFE IR , NSEELHIATA.
WEFE

HfT/usr/bin/mysqld_safe --defaults-file=/etc/my$ix[.cnfap< , BEiEESaNEERISLE,

5.2 Alarm-02.003.0001.00002-£{EEESCHIZEIR

B EERR BEWR BRI

= - RDS_MYSQLEEZE |[RDS

< EAK.
« BRI EE,
- BRI,

TIEE
AJRESHELNIFER , FREHTER TR,
WIERE

1. AERHESH , HiTset global slave_parallel_workers=8 ; 7% , fEmysqIsLFHlFigE,



2. EWMERSHRNENENEHER.
3. 1LIPSSHHTHEALE,

5.3 Alarm-02.003.0001.00003-E&lioZ&izrhlf

HEER

EERR EERR HEWR HEIER
RESHE - RDS_MYSQL#EE |RDS
AEERE

. RILEHRT,

. EEETfildownis,
. SHKERE,

BTG

SEEWR—E , EEREITREGHTIIG | MTISBEGIARRI A,

GhET

1. ifTtenet ping# S , EELEEAIES, HARSEMEIURELHITE,
2. T mysqE PN SERTE  SERERKSE.

5.4 Alarm-02.003.0001.00004-E#ls qlZFE kR

HEER

HERR EERR HEWR HEIER
REEZE - RDS_MYSQL#EE |RDS
AIEEIRE

- IREEHIEREITR,
< ERRELE
IEE

SHEN—H , TERERTLEHITR , NTISEELGIATA.



QrExE
1. #ifTshow slave status \Gip< , BEEEMMEIR , IRIEARBERHTEAES .

2. IBEFREmMy.cnf2EREA—HHTT | server_idARIRIEEET.

5.5 Alarm-02.003.0001.00005-cgroupiEEiees

HEXRE BERA BEWR BEIRR
H

= - RDS_MYSQLEEZE |[RDS

AJRERE
FNBERENNE.
RIEE
SHELAIAFcgroupfRE] , AIREREN— N LAISHEEN ST,
W
HATEMN. LB/ bin/loadegroup_for mysql.shiiZs,

5.6 Alarm-02.003.0001.00006-PIZIERIEE

HEER

HERE EER BENR EEIRR

REEZ - RDS_MYSQL#EE |RDS

FNERRENINZ.

TIEE

B RERS R EREARE,

WIERE

EEHLEHITIsmod [grep $ERAFS , BEE MEREENZL , WRIREME , Hf{Tmodprobe $t&

HRap< , HITINEL.



5.7 Alarm-02.003.0001.00007-#iEt8 &

HERER

HEXE HERR HEWUR HEER
RESE - RDS_MYSQL#UEE |RDS
AIRERE

. EHEERENE.
- HIERE,

EE

ARESSHIZEENARESE , FERSRE.
WIERE

PITAT < , ERREHE.
letc/init.d/rds-mcnode restart

/etc/init.d/rds-dbaas-agent-linux restart
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HEERY sHEE5 sHaEygs HEIEHR
FREEE - RDSF& RDS
aJEeRE

+ ENERREDI.
. HESHIRL,
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SHHE LIRS,
SLEmrE

HfT/usr/local/rds/log/package/service.sh startaps , BEEIZIRSHIE.

6.2 Alarm-02.003.0002.00002-#iE(5 &

SEEE

i g a5 SR
REEE - RDSF& RDS
GBS

< EHEBRXRBMNE.

- HEFRBRL.

EE

SQUILSEL , RPARESEIsqfititiias.
WIBRE

H47/usr/local/rds/tunning/package/service.sh startdap< , EEIZIREZHIE.



6.3 Alarm-02.003.0002.00003- #1248 &

HEER
HEXRE EERA BEWUR BRI
BEEE - RDS¥& RDS
AHERE

< EHEBXRBIMNE.

HIERFIRE.
RNEE
SHEEHIFTEER.
WIBFiE

H47/usr/local/rds/aurora/package/service.sh startips , ERIRSZHIE.

6.4 Alarm-02.003.0002.00004-#HiE(0 &

BEXRE EERA BENR EEER

FEEE - RDSF& RDS

QS

- FNER , KBTI,
HEFERE.
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SEHIREMREEE | SR O EALRTIR.
WIBRE

Hi{T/usr/bin/redis-server /usr/local/rds/redis/conf/redis.conf$im[ip< , ERIRSGIHIE.
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6.6 Alarm-02.003.0002.00006-#HiEt0&E
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WIERE
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letc/init.d/rds-dbaas-master restart
letc/init.d/rds-dbaas-stat restart
letc/init.d/rds-dbaas-bak restart
/etc/init.d/rds-dbaas-check restart
6.8 Alarm-02.003.0002.00008-i# 12442
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HEXE HERA HEWR EERIR
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MRAE , MFEEH{Tredis-cli -p port slaveof no one; redis-cli -p config rewriteapgS{E4L,
ERslavelfl =8,

H{Tredis-cli -p port info replicationdp s , EEE B Nslave , EEIERIEHAVERE.,
HifTredis-cli -p port slave of $master_ip $master_port; redis-cli -p port config rewritefip S,

EREE , HifTredis-cli -p $port config get admin-whitelistdap< , IEEEREHBE,

® N o o

UNSRstatiflBEAEEIEHRE , WH{Tredis-cli -p config set admin-whitelist ""&<S 0N,
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HERE EERA BENR EEIRR
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FIEE
SLBAVSSAIREHIRE.
WIERiE
1. #GELVS netfamelt EE B EHFIEERK .
2. MBEHMERAKNH , SEETIEEK.
7.2 Alarm-01.210.0001.00002-base admin #iEnetwork5<i

base admin #fEnetworksc,
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quagga/=shFE , SRESSREMIL,
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2. HFIEHPERHESHITR.
3. RELVSATE , EEHBIRER.

7.3 Alarm-01.210.0001.00003-FA—/"BEX 4N AIIER
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E—NBEEE N BZEIE /KAYlogstore.

FEEE

EEum EEEs) s HaEn
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ilogtailfic & a)K.
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SLBAVSSAIREHIE .
WiE7E

e Hilogtailft &,

7.4 Alarm-01.210.0001.00004- B PITF R

LVSHECTERM,
HEER

sExRR EE&A HEWIR HEIRER

==y la oo p2 ClusterOwner B4 | slb-lvs
S

LVSHECHFLM , BTRERTFAE.
RNEE

SLBAVSSAJREHHINSF =,

WIESE

& &hugepagefE AR,




7.5 Alarm-01.210.0001.00005-keepalived reload;/RZ5HZ3 S

keepalived reload)REHT .

HEER

BEWR

BRI

HEXRE EERA
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ClusterOwner

B4 | slb-lvs

AJEE/RE

keepalived reload)x&H3 %,
ZIEE
SLBAVSSATREHINFE.
WIERE

& B keepalived agentdHE.

7.6 Alarm-01.210.0001.00006-keepalived died

keepalived HFEARTE,

HEWRR

EERR

ClusterOwner

;i | slb-lvs

AIEEIRE
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SLBASSATREHIFE.

WIERE

taEkeepalived agent slb_monitorf B,
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AJEE/RE
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ZIEE
SLBISSrTREHILEH
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tsarBERERBR , WASRIEEERENRE

7.10 Alarm-01.210.0001.00010-lvsFizEsEEI X
IvsVSHTERIEZIT K,

gy
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7.11 Alarm-01.210.0001.00011-agenti#{{E}E 7
agenti#AfEIET .
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« agentBRE,

« slb_monitord&E/Z T,
FITEE
SLBAVSSETRELHINEE.
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&Eagent , sIbfYHE , HifTservice slb-control-lvs startdap< , EjZagent,

7.12 Alarm-01.210.0001.00012-LVS HcoredumpI{4

LVSAcoredump3Zit,
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HEXRE EERA BEWUR BRI

e p1 ClusterOwner ;4 , SLB-LVS

B EES

o LVS Bcoredump3{t , BIBELVS A4 core,
FIEE

SLBAVSSATREHINFE.
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1. NESRISHEERIZITIER.

2. (RfFcoreX 4 , ZXHME TEIMDHTRIE,



7.13 Alarm-01.210.0001.00013- LVSZlproxy Sl RIS E 5

LVSZlproxy/SimfERIGE R

EEER
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LVSZEproxy/RimiE RIS E L.
FCE
SLBAIFSATREHILRFE.

WY iE

HMELVSERIGERT , 1EproxyRBHFE.

7.14 Alarm-01.210.0001.00014-AFERZELS
P ERRIT,
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EEIRR
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;44 | slb-lvs

REERRIE,
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WiE7E
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7.15 Alarm-01.210.0001.00015-pidfilefZ{E , LVSMonitorn#iEA=E
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pidfilefZ7E , LVSMonitornH#fEAFIE,

BHEER

BENR EEER
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pidfile’F7E , LVSMonitori#EA1Z7E, monitor B 3B .
SR
SLBAVSSAJREHHINF .
YT
BESLBHZALBEIAMAZ: , LVSMonitorfJIRZ , FHERE.
7.16 Alarm-01.210.0001.00016-LVSMonitoridfEipidfile R TFZTE

LVSMonitori#f28pidfile <FE,

EEER

HEXR EER HEWR HEER

==y (e p1 ClusterOwner {4, SLB-LVS
GBS

LVSMonitori#f2Hpidfile R F1E,
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7.17 Alarm-01.210.0001.00017-pidfilefZ{E , SLB-Control-LVSij#
BAFE

pidfileZ1E , SLB-Control-LVSHFERFIE,

FEEE

HEXRR HERA HEWR HERER
e p1 ClusterOwner (% , SLB-LVS
aHERE

pidfilefZ#E , SLB-Control-LVSHIERTFIE.
FITEE

SLBAVSSAJREHINRE.

WeIERE

HIEREHE , EFSLB-Control-LVS,

7.18 Alarm-01.210.0001.00018-SLB-Control-LVSi#2ipidfile&p
AMFE

SLB-Control-LVSi#F2HpidfileZBATFIE.

EEER

HEXRR HERA HEWR HEIRER
e p1 ClusterOwner (% , SLB-LVS
A RERE

« SLB-Control-LVSi#FEfIpidfileZBA~1Z1E
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* SLBASSEIEEHIIRE

WIERE

HFESEHE , E8SLB-Control-LVS




7.19 Alarm-01.210.0001.00019-pidfilefZ{E , keepalivediHiERTFTE

pidfile?Z1E , keepalivedHFERFIE,

EEER

HEXR HSER HEWR HEER

==y e p1 ClusterOwner 4, SLB-LVS
GBS

pidfile’FZE , keepalived#HFEARIFIE.
HIEE
SLBAVSSAJRELHINZ .
RExE
HEERERE , Eigkeepalive,
7.20 Alarm-01.210.0001.00020-keepalived pidfile A ZE{E

keepalived pidfile A fZE,

SZEE

HEXRR = HEWR HEIRER

=y lae=i p1 ClusterOwner {4 |, SLB-LVS
G

keepalived pidfile A fZ{E,
e
SLBAVSSAJREHHINF .
WiE7E

HIESERE , Eickeepalive,



7.21 Alarm-01.210.0001.00021-48}G 5B 85

IswAZIRHEEHEFE.
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SLBAVSSATREHINFE.

WIERE

1. HELVS tsessionBEEEIEE,
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7.22 Alarm-01.210.0001.00022-slb_vxlan_addr;ZB4iE

slb_vxlan_addri@B48E.

EEER

HERE HERA HEWR HEIRIR

=y e p1 ClusterOwner 44 | slb-lvs
o gERE
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FIEE
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WIERE

1. ¥eEagentF;®E A& vxlantbilt,

2. reload agent,
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eI ERAERTIEINE L,

SEER
SERE EERmE HEXR SERR
g p1 ClusterOwner {5, slb-lvs
AHERE

BRI EIFIIIE MR L,
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1. tBagentE&8 N Ahcibilt,

2. reload agent,

7.24 Alarm-01.210.0001.00024-vian1000fYospfABBIAS A Eful
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EEER
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o gERE
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SERE EERmE HEXR SERR
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RITEE
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IETSE
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7.26 Alarm-01.210.0001.00026-ospf PRBRENRE
ospf BEXRENMIFE,

HEER

HERE EERA BEMR EEIRR

=y lae=i p1 ClusterOwner 44, slb-lvs
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WIBRE

KEHospfBENSER , EEEAEMEBEN,
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keepaliveEL EISZ124IRB-ASH.
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7.28 Alarm-01.210.0001.00028-Hugepage not enough
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LVS hugepage R~ E , BEESEIEE.
FITEE
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aHERE
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SLBAVSSAJREHHINF .
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7.30 Alarm-01.210.0001.00030-LVS(netframe) (& RHIZEATEE
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7.37 Alarm-01.210.0001.00037-8VPC RSEEFEILESLERKM

VPC RSEEFRIGE SR,

EEER

HEXR HSER HEWR HEER

==y e p1 ClusterOwner B4 | slb-lvs
GBS

VPC RSEERIGEEHEM.
IEE
SLBAVSSATREHIMFH .
WEBRE

EEkeepalivelZFRIOELER |, reload keepalived,
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2. &5 % aegisupdatelite dockerFEHEE : H11Tps -ef | grep -i nginxds s , EEEBTF (.

3. ERFlaegisupdatelite dockerffEA128 : HfTcurl 127.0.0.1/checkpreload.htm@s , BEEAIR

[Alsuccess,

4. EE/home/admin/aegisupdatelite/logs/Fll/home/admin/aegisupdatelite/.default/logs/BxE FRIFRT
BEE , BRERATH,

10.3.16 Alarm-02.401.0001.00108-URL{EE KM

i&3K/checkpreload.htmititit kiR [Alsuccess,

% E%Ih
HEXRE SHER HEWUR BHERIR
EHEE - LI EAHIR yundun-
aegis.Aegisupdatelite
RS

« NARERHEENABNRY.




« tengine[2&N5ML,

FIEE

BRSSPI RERNN , EINZAIHEE.
RS

1. EFEFlaegisupdatelite dockerBr7EN128 : & /home/admin/aegisupdatelite/logs/aegis-

default.logh IR EER

2. ERFlaegisupdatelite dockerfffENES : H14Tps -ef | grep -i nginxip s , BEEEBTFE.

3. ERFlaegisupdatelite dockerBFEH128 : HfTcurl 127.0.0.1/checkpreload.htm@p s , BEEEAI

[Alsuccess.,

/

R

4. K EE/home/admin/aegisupdatelite/logs/Fll/home/admin/aegisupdatelite/.default/logs/BF FRIER

BEHE , BRRBAR .

10.4 service-aegis-advanceFZ&%¥

10.4.1 Alarm-01.402.0006.00001-A{FFERAZ=IS

BN FERERE.
HEER
HEXE SER HEWR EEREIR
BEEE - ZiatTEMRIR yundun-
aegisadvance.Aegiserve
AJEEIRE

FHERGF RS EEREIEARIEM,
REE

SEMRESHFTEIAEISE SN |, EINIAIHEE,
WIEsE

1. EFFlaegiserver dockerFrfEH1ES : BidjmapSHjvmitHEE.

2. ZRFlaegiserver dockerfi{EH28 : &&/home/admin/aegiserver/logs/common-error.loghiIE

M{E

3. WtE=/home/admin/aegiserver/logs/BR FTRIFFERE |, BAERFIAS .,



10.4.2 Alarm-01.402.0006.00002-fl 28 loadid 5

B 28loadHE.
FEER
srmmsem) smgp suEyts syt
FHESE R LTERMR yundun-
aegisadvance.Aegiserver
RS

FEBREIEAEIBINEE cpu/iofE AT RIIER.
EE

MENMRSHFTEINEEEHSERN , EGIAIHIE.
WIEFE

1. ZREFlaegiserver dockerfiEtlas : EERTF. cpu. ioffAER , BijstackSHEFRTITIRE
=

|, top [5i&shift -Hi§cpu, W77, iofEFARAIZIZIDIER 3K,

2. ZRFlaegiserver dockerfi{EH28 : &&/home/admin/aegiserver/logs/common-error.loghRIE

-

BER

3. lt&/home/admin/sas/logs/BR TFHIFFERE , BAERIASH .

R

10.4.3 Alarm-01.402.0006.00003-p£EiiE1T S

BTG RERE.

FEER

HEXRE SERA HEWR HEER

BEEE - TS+ SRR yundun-
aegisadvance.Aegiserver

RS

FHEIBKEIEAEIGINEE dockerdFsas N B 5 FHIT B 5.

EE

MENMRSHIFTEINEEESERMN , EGIAIHIE.



WIBRE

1. ERFlaegiserver dockerfifEl12s : EERTE. cpu. iof EAER , BidjstackHHHLIEIE TIRE
B, top f5t&shift -HiEcpu, WTF. iof EFRRILFZIDIER TR , @idiostaticRioiBFEIE .

2. BEFZFlaegiserver dockerFrfEN128 : B E&/home/admin/aegiserver/logs/common-error.logFH R
BER.

3. iz&/home/admin/aegiserver/logs/BR FHIFFB BE | BRERAT H.

l—

10.4.4 Alarm-01.402.0006.00004-CPU{EZ=1I 5
HBISCPUERERIE.

HEXRE EERA BEWR BRI
H

s - ZITERIR yundun-
aegisadvance.Aegiserver

QS
FEBREUEAEIEINEE gosNE BB FLIEA.
IEE

BRSBTS IREESERN , BN ZAHEE.
WIBRE

SN—/—

1. ZREFlaegiserver dockerFifEtl2S : EEARTF. cpu. ioffAER , BidjstackSHEFRTITIXE
B, topfg , #&shift -HEcpu, HE. iof FFXAILIZEIDIER TR,

2. R ZFlaegiserver  dockerFr7EN128 : B E&/home/admin/sas/logs/common-error.logh IR E(F
I%o

3. iz&/home/admin/aegiserver/logs/BR FHIFFE BEE | BREAT I,



10.4.5 Alarm-02.402.0006.00005-iix 1350 5
& & dockersh7001iH 15,

HeEs
HEXRE SER HEWUR EERIR
BHEE - TS+ SRR yundun-
aegisadvance.Aegiserver
RS

N A EIRHEE N AEEIR.
SR
MNENMRSZHIATEINREERSBRM , EINZRMEFE.
b1 RS
1. &R Flaegiserver dockerFfENIEE : E&/home/admin/aegiserver/logs/common-error.logh &

BER.
2. K18/home/admin/aegiserver/logs/BE % FHIRFE HE | BREFIATHS.

]]II

10.4.6 Alarm-02.402.0006.00006-VIP}E;N| 5
BN FAVIP 80ix5LM , VIPARIE,

HEER

BEXE HER BEWUR EERIR

SHEE - L LTERMR yundun-
aegisadvance.Aegiserve

BJRERE

« NARHRUEENBEHRW.
« tengine/SEIKI.

SEE
MENMRSHIFTEINEEEHSERN , ENGIAIHIE.



W1ERE
1. EFRFlaegiserver dockerErfEN188 : EE/home/admin/aegiserver/logs/c
BiER.

2. BEFZFlaegiserver dockerFfEN12E : H11Tps -ef | grep -i nginxaps , BEEE

ommon-error.logh I

B

3. ERFlaegiserver dockerFfEH188 : #Hl{Tcurl 127.0.0.1:8080/checkpreload.htmép S , BEEES

iR[E]success,

4. 18 /home/admin/aegiserver/logs/BR FHIFFEBE , BRER AT,

10.4.7 Alarm-02.402.0006.00007-HT TP TS Bz

iB3K 127.0.0.1:8080/checkpreload.htmittit Sk IF &R (A,

HEER
BHEXRE SHERA BEWR EHRIR
EHEE - LI ERhR yundun-
aegisadvance.Aegiserver
RS

- NASERHEENBBEERM,
« tengine/ShM.

SEE
MHENMRSHIFTEINEEEHSERN , EGIAIHIE.
WIBFE

1. EREFlaegiserver  dockerffifEN 188 : &&/home/admin/sas/logs/common-error.log PR EE

¢

No

2. ZRFlaegiserver dockerfifEH128 : H11Tps -ef | grep -i nginxaps , BEEF(E.
3. ZRFlaegiserver dockerfiEH2E : #fTcurl 127.0.0.1:8080/checkpreload.htmips , BERS

1R[E]success,

4. §i&/home/admin/sas/logs/BR THIFMERE , BRERIARSSF.



10.4.8 Alarm-02.402.0006.00008-URL{EE XM

#&3K127.0.0.1:8080/checkpreload.htmithiit iR [E]success,

FEER
HEXE SER HEWUR EERIR
BHEE - LIS+ ERIR yundun-
aegisadvance.Aegiserver
RS

- NARERHEENABMNRY.

 tengine2nN5ML,

IEE

MENRSHFTEIREESERN , BN ZEHEE.

WIBRE

1. EFRFlaegiserver dockerErfEN188 : EE/home/admin/aegiserver/logs/common-error.logFIE:

[Alsuccess.,

FZlaegiserver

4. Wigs/home/admin/sas/logs/BR FHIFERE , BRERIARSF.

10.4.9 Alarm-01.402.0006.00009-A1F{E =

B
2. ZREaegiserver dockerfiTELEE : HfTps -ef | grep -i nginx < , BEREHIE.
= dockerFrfEN128 : $117127.0.0.1:8080/checkpreload.htmip S , BEEEARIR

BYRFERERE.
HEER
HEXRE EERR BER EEER
BIESE - L LTERMR yundun-
aegisadvance.Defender
aJHERE

FERTHRHEIRREECEEN.



FEE

MNENMRSZHIATEINREERSBRM , EINZRMHE.

WIEFE

1. EREF|defender dockerfTEH18S : BiTjmapSHjvmiEERE.

2. ZFBdefender dockerfiTEH28 : & /home/admin/defender/logs/defender-error.loghHI S E
=2

3. st&E/home/admin/defender/logs/BR FHIFFERE | BRERIASIE,

10.4.10 Alarm-01.402.0006.00010-{1g8loadid S
HBid#28load HE,

H5ZER

BERE EER HENR EERR
H

& - RIHTERIR yundun-
aegisadvance.Defender

S

FHEEREIEREIENNECPU/IOFERTSHIER.

e E

SIEMNRBIITEIEEE RSB T , BN ZEIHEE.

SrEGE

1. ERE|defender dockerFifEt/les : EEATE. cpu. iof EAIER , Bidjstack SHERIZ TIR(E
B, top Ei&shift -HiGcpu, ATF. iof EFIARILIZIDIER K,

2. ZRF|defender dockerf{EH88 : &E&/home/admin/defender/logs/defender-error.logF IR E
B,

3. i&/home/admin/defender/logs/BR TFHFFERE , BEERAT S,



—I—

10.4.11 Alarm-01.402.0006.00011-MZiRE3 S

BT ERERE.
FEER
srmmsem) smgp s syt
FHESE T EHRR yundun-
aegisadvance.Defender
RS

fn e}
|—|

FHEBREIEAEIGNNE dockerdEsasi F A RIT BT 5
EE
MENMRSHFTEINEEEHSERN , EGIAIHIE.
WIBFE
1. ERZdefender dockerfifEHlE : EENTF. cpu. iofEABIEMR , BidjstackHEARIE TS
g2,

top f5i&zshift -HiEcpu, WE. ioEAARAISIZIDIER Tk , EiTiostaticRiolE EBER.
2. ZRF|defender dockerf{EH88 : &E&/home/admin/defender/logs/defender-error.logF IR E

—_

cl]]}

3. W& /home/admin/defender/logs/BR= FHIFFERE , BEREIARSH,

—

10.4.12 Alarm-01.402.0006.00012-CPU{EZZ 5
B CPUERERIE.

H5ZER

= - =] yundun-

EEsR s EERIR R
=
aegisadvance.Defender

QL
FEBREIEABIEINEE gl B TLIEA.
EE

MENMRSHIFTEINEEESERMN , EGIAIHIE.



SIEYGE

1. ZREldefender dockerfifEllas : EEMFE. cpu. of FAER , Bidjstack SHLERIEITIR(E
B, top f5t&shift -HiEcpu, WTF. iof EFRRILFZIDIER TR , @idiostaticRioiBFEIE .

2. BFZF|defender dockerFrfEH128 : & /home/admin/defender/logs/defender-error.log IR E

==
B/

3. iz&/home/admin/defender/logs/BR FHIFFE R , BREFIASIS,

—_

10.4.13 Alarm-02.402.0006.0001 3-ix I35 54
& & dockersh7001iHm 15,

HERER
aEXE SERA HEXR SHEER
EMEE - RIRTERRR yundun-
aegisadvance.Defender
BIGHEEES

N AR EIRHEE N ABBNEM,

ZIEE

XENMRSHATEREH B , EINZEMHEE,

W1ERE

1. Z553defender dockerFRTENISE : Z&/home/admin/defender/logs/defender-error.log-RE S

=W
2. 18 /home/admin/defender/logs/BR THFFEEE , BEERAT S,

10.4.14 Alarm-02.402.0006.00014-VIP35;N| 54
FERFAVIP 80im[%LM , VIPAE,

HEER
HEXRE HERA HEWR BEERIR
BHEE - ZETERIR yundun-
aegisadvance.Defender




- NAREBRHEENABHEY.

« tenginefSaKIL.

HEE
NEMNRFHOTEIEERSETM , EINZAHEE,

W1RRE

1. EFFldefender dockerffifEH128 : & /home/admin/defender/logs/defender-error.logh R E
=5,

2. ZRF|defender dockerfi{EN128 : $14Tps -ef | grep -i nginxmps , BE 2D TH .

3. &R Fldefender  dockerFF7EHIES : HfTcurl  127.0.0.1/securedefender/checkpreload.htmép
, BEEAIR[EIsuccess,

4. §15/home/admin/defender/logs/B R FFFEHE , BERBRA .

10.4.15 Alarm-02.402.0006.00015-HT TP3F TSR
153K127.0.0.1/securedefender/checkpreload.htmitiiit R IF &R [E],

HERER
HEXRE HER5 HENSR EEIRIR
E e - TSR yundun-
aegisadvance.Defender
RS

« NARHRUEENBEHRW.
* tengine/ZEIKI.

REE

MENIRFSHFFBEIREESEN , BYZAIHE.,

WIEGE

1. ZRE|defender dockerfFEHES : Z&/home/admin/defender/logs/defender-error.logHrIS

EE.
2. ZERF|defender dockerFFEHES : $11Tps -ef | grep -i nginx@p < , BEREF L.



10.4.17 Alarm-01.402.0006.00017-AEF{EHZEIS

3. ZERFldefender dockerFfEH188 : Hl{Tcurl 127.0.0.1/securedefender/checkpreload.htmE&iR

[Alsuccess,

4. 515 /home/admin/defender/logs/B R FHFFEHE , BFRRA I,

10.4.16 Alarm-02.402.0006.00016-URL{EE XM

1&3K/checkpreload.htmitiit kiR [BElsuccess,

HERER
HEXRE HER5 HENSR HEER
E e - RIRTERRIR yundun-
aegisadvance.Defender
RS

- NARERHEENREHEM.

 tengine/3ENLM,

HIeE

ENMRSHIATEIEEE =B , EINZEHFE,

WY iE

1. ZERF|defender dockerFf{EH12§ | BZE/home/admin/defender/logs/defender-error.logFHIFE
=2,
EREF|defender dockerF{EA2S : HliTps -ef | grep -i nginx 5% , BEEEAEFE.

3. &FRZF|defender  dockerFr7EH128 : HfTcurl  127.0.0.1/securedefender/checkpreload.htm#n
<, EERAIRMEsuccess,

4. §185/home/admin/defender/logs/B R FFAEHE , BRREA .

l—

BERFEAEEE,
HERER
HERE HER5 HEWR HEER
REEE - RIRTERR yundun-
aegisadvance.AegisHez

[thCheck




FERFRNEIRREEEEN.

EE

MENMRSHIFTEINEESERN , EGIRHIE.

WEFE

1. ERZlaegis-health-check dockerff7EH128 : iEidjmapSHjvmitEE.

2. ZERFlsasapp dockerFrTEN188 : EE/home/admin/aegis-health-check/logs/health-check-

error.logh IR EER.

3. W& /home/admin/aegis-health-check/logs/E R THIFFEHE , BARFAIS,

10.4.18 Alarm-01.402.0006.00018-#12Eloadid=

[thCheck

B H88loadFHE.
sEEs
HEXRE EERR BEWUR BRI
BIESE - LR LTERMR yundun-
aegisadvance.AegisHeg
aJHERE

FHEIFKEIEAEIBINEE CPU/IOERIESAIER.

e

MHENMRSHIFTEINEERSEFMN , ENGIAHIE.

WIBRE

1. ZFFaegis-health-check dockerfTEH1SE : HERTE. cpu. iof BN , EidjstackSHE&FE

BITIR(ER | top [R#&shift -HiGcpu, A7, iofEAARILAZIDICR FK.

2. ERFlaegis-health-check dockerfifEH28 : &&/home/admin/aegis-health-check/logs/health-

check-error.logh IR EEE.

3. ir&/home/admin/aegis-health-check/logs/E R FHIFFE AT , BEERRAL S,



—I—

10.4.19 Alarm-01.402.0006.00019-M(ZiREid S

BT ERERE.
FEER
=S =k EEHR IR
BEEE LI+ SRR yundun-
aegisadvance.AegisHealthCheck
RS

fn e}
|—|

FIEEREUE A B INEE dockerdEsasi i 5 AR &5 58
FIEE
MENMRSHFTEIEEESERMN , ENGIAHEE.
b1 RS
1. ZRFsasapp  dockerFffENRE : EEMNTF. cpu. ofERENR , BidjstackSHEATEI TS
g2,

top [Gi&shift -HiEcpu, ARTF. iof FAKAILIZEIDIER K , BiJiostaticRioiHFEIBR.
2. ZRFsasapp dockerfi{EH128 | &&E/home/admin/sas/logs/common-error.log IR E(EE.

3. lt&/home/admin/sas/logs/BR THIFFERE , BARRIASH .

10.4.20 Alarm-01.402.0006.00020-CPU{EZ5d S

HBIICPUERIERIE.
HEER
HEXRE EHER HEWUR BEERIR
BEEE - ZETERIR yundun-
aegisadvance.AegisHealthCheck
RS

FERREUEABIEINEE gosMNE A E FLIETA.
SEE
MENMRSHIFTEINEEEHSERN , ENGIAIHIE.



WIERE

1. EFRFlaegis-health-check dockerfi{EN28 : EEWFE. cpu. ioffFRIER , BidjstackSHE&FE
BE1THR(ER , top/aiZshift -HiGcpu, HTF. iofEFIRRIZIZIDICSR T3k,

2. &FZFlaegis-health-check dockerf{EH188 : &E/home/admin/aegis-health-check/logs/health-

check-error.logFHISESE.,
3. iz&/home/admin/aegis-health-check/logs/BR FHIFFE R , BRER AT,

10.4.21 Alarm-02.402.0006.00021 -l I35 54
& & dockersh7001iHm 15,

HERER
aEXE SERA HEXR EEIRIR
E e - RIRTERRR yundun-
aegisadvance.AegisHealthCheck
RJRE[RE

Rz AR EIR e R RS,

IEE

SEMRSHFTEIREEH G , ENCZAHEE,

WERE

1. ERElaegis-health-check dockerfifE/l8§ : E&/home/admin/aegis-health-check/logs/health-

check-error.logb IR E(EE.
2. 18 /home/admin/aegis-health-check/logs/BRE FHIFFEETE , BRER AT,

10.4.22 Alarm-02.402.0006.00022-VIP35;N| 54
FERFAVIP 80im[%LM , VIPAE,

HEER

i e ] HENR s

BHEE - LSRR yundun-
aegisadvance.AegisHealthCheck




- NARERHEENABREY.

« tenginefSzIKIKL.

HIeE

ENMRSHIATEIIEEEH B , EINZEMHFE,

WiE7E

1. EFFlaegis-health-check dockerFrfEH188 : EE/home/admin/aegis-health-check/logs/
common-error.loghIREEE,

2. E[#Zaegis-health-check dockerFi{EH188 : ps -ef | grep -i nginx E&FE ;

3. &EFRFlaegis-health-check dockerFr7EH188 : HifTcurl 127.0.0.1/aegis-health-check/
check_health@’p< , EEEEIRElok,

4. §18/home/admin/aegis-health-check/logs/BR FHIFFE RS , AR AT,

10.4.23 Alarm-02.402.0006.00023-HT TP TS 5

&3k curl 127.0.0.1/aegis-health-check/check_healthitB it RIF &R [E],

HERER

BHEXRE EERA HENSR EHEER

E - TSR yundun-
aegisadvance.AegisHealthCheck

RS

s NARERHEHERNABMNEM.
 tenginef2nh5ML,

IS

ENMRSHIATEIREE =B , EINZEHFE,

WIE7E

1. R Flaegis-health-check dockerfT{EHSE | BF&/home/admin/aegis-health-check/logs/

common-error.log PRI EEE.

2. EFZaegis-health-check dockerfFTEALES : $14Tps -ef | grep -i nginxip < , BERRFL.



3. &ERFlaegis-health-check dockerPffEH128 : H{Tcurl 127.0.0.1/aegis-health-check/
check_health’p< , EEEEIRElok,

4. §155/home/admin/aegis-health-check/logs/B R FRIFFE AT , AR AT,

10.4.24 Alarm-02.402.0006.00024-URL{EE XM

B3k curl 127.0.0.1/aegis-health-check/check_healthitbiF>RiR[E] ok

HEER

BHEXRE EHERA HENSR HEER

E e - TSR yundun-
aegisadvance.AegisHealthCheck

RS

« NASERHEENAEEM,

 tengine/3ENLM,

e

SENMRFHTEIEERHSETM , EINZAHE,

WIERE

1. ERZFlaegis-health-check dockerFr7EH188 : B&/home/admin/aegis-health-check/logs/
common-error.logPIREER.

2. ZFFlaegis-health-check dockerF{EHN1ES : Hl{Tps -ef | grep -i nginx#ps , BEE 2B F .

3. ERFlaegis-health-check dockerFr7EL2E : HiiTcurl 127.0.0.1/aegis-health-check/
check_healthin< , EEREEGIRElok,

4. §185/home/admin/aegis-health-check/logs/BR FHIFFE RS , BRERATIS.



10.5 advance_service-aliguardg&FZ&%¥

10.5.1 Alarm-02.402.0007.00001-aliguard defender processes is
running error, please check

aligaurd;E e FEHEE.

HERER

e e SRR R

==yl P2 aliguard-defender tianji-AligaurdDefender
nJEEIRE

aliguardigififtfEdownT

SR

iBIRS AR,

WIEE

PITIN T aS , ERHE.
/home/admin/aliguard/target/AliguardDefender/bin/aliguard stop
/home/admin/aliguard/target/AliguardDefender/bin/aliguard start
MRTERR , BERREARZEOANESEOEAE,

10.5.2 Alarm-02.402.0007.00002-aliguard defender bgp config is
error

aligaurd &5cbgp st

HEER

Emum

IR
g

K5l BEWR BRI

==Y o P2 aliguard-defender tianji-AligaurdDefender

G|
bgpkI4&(aIER,
ETEE

bgpZEs | A~ATH.




W1ERE
PATINT o<  ERHE .
/home/admin/aliguard/target/AliguardDefender/bin/aliguard stop

/home/admin/aliguard/target/AliguardDefender/bin/aliguard start

MRTEER | BFRRTHREOASESEREAENA.

10.5.3 Alarm-02.402.0007.00003-aliguard route config is error,
please check

aliguard[E R H5E,

HEER

HEXRE EERR BENR EEER

==yl P2 aliguard-defender tianji-AligaurdDefender

RS

[ElERILEIRIRR,

SR

Bl EEEEBAAT A,

WIBRE

PATAI TS , EEHE,
/home/admin/aliguard/target/AliguardDefender/bin/aliguard stop

/home/admin/aliguard/target/AliguardDefender/bin/aliguard start

MRTEER | FRARETEREOASESERREHENA.

10.5.4 Alarm-02.402.0007.00004-aliguard monitor alarm
aligaurd {31 AR EE,

HEER

HERE EER BENR BRI

==Y 2o P3 aliguard-defender tianji-AligaurdDefender




A downT,

SIEE

IR AA T A,

WIBT5iE

PATAI TS , B,
/home/admin/aliguard/target/AliguardDefender/bin/aliguard stop

/home/admin/aliguard/target/AliguardDefender/bin/aliguard start
MRTEMRR , BRATEEOARESE AR,

10.5.5 Alarm-01.402.0007.00005-aliguardhost-cpu usage too
high alarm

aliguard FIJFH=>90,

HEER

BERE EERA BENR EEIRR

=8 P3 aliguard-defender tianji-AligaurdDefender

R
CPUFIREXS.
FeE

IE% , TTRE.
WIBRE
FRELE,



10.5.6 Alarm-02.402.0007.00006-aliguard console core process
is running error, please check

aliguard consoletZz/HFEHE,

HEER

HEXRE SERA HEWR EERIR

==yl P2 aliguard-console tianji-AligaurdConsole
RS

aligaurd consoletZz/ NHFEHEE,

HIeEl

aliguard consoleA~8]F,

WIEFE

#47/home/admin/aliguard/target/AliguardConsole/bin/aligaurd_webconsole  restartdp< , S
2.

10.5.7 Alarm-02.402.0007.00007-aliguard console tcp port is
error, please check

aliguard console tcp i H HiE.

HEER

EExn EERE EENS B

==y L P2 aliguard-console tianji-AligaurdConsole
RS

aliguard console tcp iR HE.

FIEE

aliguard consoleA~8]F,

WIS iE

#47/home/admin/aliguard/target/AliguardConsole/bin/aligaurd_webconsole  restartfp< , B

=,



10.5.8 Alarm-02.402.0007.00008-subject|aliguard console
monitor please check

aligaurd console {iZHIAIRES,

SZER

HEXRE SERA HEWR HEER

==yl P2 aliguard-console tianji-AligaurdConsole
RS

aligaurd console I AIREE,

HEE

IR AL A,

WIEFE

H147/home/admin/aliguard/target/AliguardConsole/bin/aligaurd_webconsole restartéap< , EFiH

=
10.5.9 Alarm-01.402.0007.00009-subject|aliguardhost-disk is too
high

cpu IIEHRE>90,

HEER

==
=

xR ERBT EEHR ERIEIR

E3E] P3 aliguard-defender tianji-AligaurdDefender

AHERE
CPUTEIREE,
EEE

IEH , TR,



10.5.10 Alarm-01.402.0007.00010-aliguardmaster-disk is too
high

CPUYSREZE>90,

Emx ERT EEHR ERIEIR

P3 aliguard-console tianji-AligaurdConsole

AIsERE
CPUdEIRE,
SNTEE
IEE , T8,

10.5.11 Alarm-02.402.0007.00011-aliguardmaster-alarm

aliguardmaster-alarm,

sEEe
HEXE HER5 HEWSR EHERIR
==yl P4 aliguard-console tianji-AligaurdConsole
nJEERE

aliguardmaster-alarm,

10.6 advance_service-cactusFZ&%¥

10.6.1 Alarm-01.402.0003.00001-RA{FERAZ=EIS

BIREFEREE.
HEER
HEXRE HER5 HEWR HEER
REEZ - cactus yundun-
cactus.CactusKeeper




FERFHRESEIEREEREIEN.

FIEE

MENMRSHETEIEEE G , EGIAHEE.

WIBT5iE

1. ERE| cactus-batch dockerFfEHl2S : EidjmapSHjvmiESE.

2. E R cactus-batch dockerFfEH188 : B&/home/admin/logs/cactus-batch.logF IR EEE.
3. WgE/home/admin/logs/BR FTHIATERE , BRRERATIT,

10.6.2 Alarm-01.402.0003.00002-¥128loadid=

B 28loadRE.
HERER
HEXE HERA HEWR EEIRIR
B EEEE - cactus yundun-
cactus.CactusKeeper
BIGHEEES

FEEREIEREIEINsE CPU/IIOEREE/IER.

e E

SENMNRSHTEINgEESET |, BIIAHIE.

SIERGE

1. E3RE| cactus-batch dockerfifEt/l2§ : BEEATE. cpu. iof BN , BidjstackHH&IRIE TiX
55 . top [Gi&kshift -Hi&cpu, HF. iofEFIRRIZIZEIDICR K.

2. ERF cactus-batch dockerFrEH188 : B&/home/admin/logs/cactus-batch.logFh IR EEE.

3. W /home/admin/logs/BRE FHIFFERE | BRERIIASHF.



—I—

10.6.3 Alarm-01.402.0003.00003-f¢&iFaid S

BT ERERE.
FEER
R g saEyis seERn
RESHE cactus yundun-
cactus.CactusKeeper
RS

fn e}
|—|

FIEEREUE A B INEE dockerdEsasi i 5 AR &5 58
FIEE

MENMRSHFTEIEEESERMN , ENGIAHEE.
b1 RS

1. ZRE| cactus-batch dockerfifEHl=8 : EERTE. cpu. iofEMAIEN , BidjstackSHEARE THE

B8 , top f5i&shift -HiGcpu, RTF. o RIILIZIDIER K , BiTiostaticRio/ BB,
2. ZREF cactus-batch dockerFRfEH88 : BE/home/admin/logs/cactus-batch.logF IR EEE.

3. KE/home/admin/logs/BF FHIRFE HE | BRERIASH,

l—

10.6.4 Alarm-01.402.0003.00004-CPU{EZE I S
HBISCPUERERIE.

B EERA BEWUR EEER

oy - cactus yundun-
cactus.CactusKeeper

FERREUEABIEINEE gosMNE A E FLIETA.
SEE
MENMRSHIFTEINEEEHSERN , ENGIAIHIE.




WIBRE

1. ERE|cactus-batch dockerfifEt/l2s : EEATF. cpu. iof FAAIENR , BidjstackHH&IRIE TiX

{58 , top f5i&shift -Hi&cpu, WF. iofFFKAILIZIDIER K,

e

2. & F3F| cactus-batch dockerff{EH88 : &EE/home/admin/logs/cactus-batch.loghREER.

3. st&E/home/admin/logs/BR FHIFFE RS , BRERI ARSI,

10.6.5 Alarm-02.402.0003.00005-i 35 5 M

& B dockerda7001iH 5L,

HERER
HEXRE HERR HEWR HEER
==Y [ cactus yundun-
cactus.CactusKeeper
nJEEIRE

N RFERHEENABEMY.

IEE

MENRSHFEINEEESERN , BN ZEHE.

WIBRE

1. EF | cactus-batch dockerfifEH128 : & /home/admin/logs/cactus-batch.loghHIRFE(EE.

2. iE/home/admin/logs/BRTFHIFFERE | BERBIASZHS.

10.6.6 Alarm-02.402.0003.00006-VIP3;N| 5
SEMNFAVIP 80imO%LM , VIPAE.

HEEE
HEXRE HER5 HEWR HEER
==Y fa = cactus yundun-
cactus.CactusKeeper
nJEE/RE

- NASERHEENBBERM,
« tengine/SzhKM.




FIeE
MNENMRSZHIATEINREERSBRM , EINZRMHE.
WiE7E
1. B %cactus-batch dockerfFFEH1SE : BE&/home/admin/logs/cactus-batch.logh IR EEE.
2. ZRE| cactus-batch dockerfTEH1ES : #14Tps -ef | grep -i nginxin® , BEEEARTFE.
3. EFZlcactus-batch dockerfi7EHES : HfTcurl 127.0.0.1/checkpreload.htm®ps , EEEHIR

[B]success.,

4. 1EE/home/admin/logs/B R THIFFEHE , BRERIAIF.

10.6.7 Alarm-02.402.0003.00007-HT TP FE Rz
i&53K/checkpreload.htmitiiit R IF FIR[E],

HERER
HEXRE HE%5! HEXR EEIRIR
==Y fa e - cactus yundun-
cactus.CactusKeeper
nJEEIRE

« NASRERHEENARRK.

 tenginefBENLM,

FleE

MNENMRSHIATEIIRERSERM , EINZEMEFE.

WIE7E

1. ZFF cactus-batch dockerFrfEH 128 : B&/home/admin/logs/cactus-batch.logFH IR EEFEE

2. ERF cactus-batch dockerFrfEH1E8 : H1Tps -ef | grep -i nginxdp s , BEE RS FE.

3. ZERFlcactus-batch dockerFrfEH188 : HfTcurl 127.0.0.1/checkpreload.htm@s , BEEAIR

[A]success.,

4. 155/home/admin/logs/B R FHIFFEHEE , BRERASE.



10.6.8 Alarm-02.402.0003.00008-URL{EE XM

i&3k/checkpreload.htmitiiit kiR [Blsuccess,

smEs

HENR EEER

Of
g
[
Of
g
]
g

KB
H
=]

cactus yundun-
cactus.CactusKeeper

i

t

ik

RS
- NMARERHEENASNENY.
tengine/SEIKL,
e E
SEMRSAFTEIIREERS BN , EINZAHE,
WIET5E
1. ZF3 cactus-batch dockerFF7EH1S8 : B&/home/admin/logs/cactus-batch.logihiEES A,
2. ERE| cactus-batch dockerfifEt/lgs : #11Tps -ef | grep -i nginxap S , BEEREF L.
3. &EF% cactus-batch dockerBrfEAES : #4Tcurl 127.0.0.1/checkpreload.htmips , EEEEIR

[Alsuccess.,

4. 15E/home/admin/logs/B R THIFFEHE , BRERASE.

10.7 yundun-advance_service-sas5ZE&%¥

10.7.1 Alarm-01.402.0001.00001-FIF EHZ=ITS
B RFERERIE.
FEER
HEXE HERA EHEWR HEER
FRESHE - SHBRA yundun-sas.SasApp
AJRERE

FHERERHEIFREEACEEN.




STEE
MENRSHIFTEIEEESERN , BNZAHE.
QIEYSE
1. B5RFsasapp dockerfiEH128 : BTjmapSHjvmiEE.
2. ZFF|sasapp dockerfTEN1SE | EE&/home/admin/sas/logs/common-error.loghIRESE,
3. Wzg/home/admin/sas/logs/BR TRIFIBHEE | BRERAF.

10.7.2 Alarm-01.402.0001.00002-f/l 28 loadid 5

B Hlgload=H(E,
HFEER

HEXE HERA EHEWR HEER

FRESHE - SBRA yundun-sas.SasApp
AJREIRE

FEREREEABIEINEE CPU/IOfERE BRIENR.

FIEE

SENMRSHFTEIEEE ST , ENGIAHEE.

b1 RS

1. &R Zlsasapp  dockerfifEHl2S : EBEWE. cpu. ioffAIENR , BidjstackSHEABE TS
B,

top fGi&shift -H#Gcpu, ATE. iof EAKHILIZEIDIER K.
2. ZRF|sasapp dockerfi{EH128 | &E&E/home/admin/sas/logs/common-error.logt IR E(EE.

3. lt&/home/admin/sas/logs/BR THIFFERE , BARRIASH .

10.7.3 Alarm-01.402.0001.00003-M4&& Rt H
ML RERE.

HEER

BEXRE EER BENR EERR
H

0y - AR yundun-sas.SasApp




FHEEKREIEARZENINEE DockerdEsasi A G AT & 5.

e E

SENMNRBHITEIEEEISE TN , BN ZRIHEE.

QIER %

1. ERElsasapp  dockerFfifEt/les : EEMATE. cpu. iof EAIER , Bidjstack S HEFRZ TIR(E
B , top [Ei&shift -Hi&cpu, ARTF. iof FFIARILIZIDIER K , BidiostaticRioiH EEIT.

2. ZRFsasapp dockerfi{EH128 : & /home/admin/sas/logs/common-error.loghHIRE(EE.

3. Wt&/home/admin/sas/logs/BER THIFFERE | BEERATH.

el
=1

10.7.4 Alarm-01.402.0001.00004-CPU{EHZ= 13 5
BT CPUERERIE.

HEER

Emmm azps) EER HeEEn

RESE - ABRE yundun-sas.SasApp

aJHERE

FHEIBKEIEREIGINEE 9N & FLIEIR.

SR

MENMRSZHIAFTEIIREERSERM , EINZRMEFE.

WIBT5iE

1. Z&REsasapp  dockerFfENES : EEMNTF. cpu. ofEAER , BidjstackSHEIEEITH(E
B, top [GiZshift -Hi&cpu. 77, iofEFARANSAIZIDICR 3K,

2. &5 Fsasapp dockerffifEH 188 : &&E/home/admin/sas/logs/common-error.logh IR FEER.

3. WiE/home/admin/sas/logs/BR TFRIFFERE , BREEIASH.



10.7.5 Alarm-02.402.0001.00005-iix 1350 5 &
& Dockerd17001i5 5.

mEEe

R S = SOE] i
B - SR yundun-sas.SasApp
ARLEE

N AR RIRHEE N AR,
IR
MNENMRSHATEINEERBRM , EINZRMEE.
WIBFE
1. ZR%sasapp dockerfT{EASE | BE/home/admin/sas/logs/common-error.logh IR EEE.
2. g /home/admin/sas/logs/BR FIIFTERTE | BRERASHF,

10.7.6 Alarm-02.402.0001.00006-VIP}E;N| 5
SEMNFAVIP 80imO%L , VIPAE,

HEER

oo EEBER SR B
s - BN yundun-sas.SasApp
aJHERE

- NASERHEENBRBERM,
« tengine/ShKM.

FIEE
MNENMRSZHIATEINRERSBRN , EINZEIHE.
WY iE
Z5%sasapp dockerff{EH128 : E&/home/admin/sas/logs/common-error.logh IS HEE.,

2. ZRElsasapp dockerfifEHES : #14Tps -ef | grep -i nginx , EEHIZERFIE.



3. &R ZFlsasapp dockerPffEH12S : H{Tcurl 127.0.0.1/checkpreload.htmap< , BEEEEIR

[Alsuccess,

4. W& /home/admin/sas/logs/BR FRIFTBHE , BRARIAS .

10.7.7 Alarm-02.402.0001.00007-HT TP TS Bz

153K /checkpreload.htmitbit R IF &R [E],

HEER

BHEXRE EHERA BEWR EERIR
B - BN yundun-sas.SasApp
aJHERE

- NASERHEENBBRM,
« tengine/SzhM.

EE
MNENMRSHIFTEINEEEHSERN , EGIAHIE.
WEFE

=

1. EFFlsasapp dockerFfE188 : B&/home/admin/sas/logs/common-error.logh IR EER.

2. BEFREFlsasapp dockerff7EH2S : H14Tps -ef | grep -i nginxdp s , BEEHEEBRFE.

3. &ERZFlsasapp  dockerFr7EM2E : HiTcurl 127.0.0.1/checkpreload.htm@&s , BEEEAIR

[B]success,

4. §i&/home/admin/sas/logs/BR THIFMERE , BRERIASSF.

10.7.8 Alarm-02.402.0001.00008-URL{& & KK

&K /checkpreload.htmitbiit iR [E]success,

HEER

HEXE HERR BENR BERIR

e - BN yundun-sas.SasApp
aJHERE




 tengine2nNLML,

HEE

o WENMRFHIFBINEEEISBERE , BN ZRHE
WIBFE

1. ZFRFsasapp dockerFrfEH128 : E&E/home/admin/sas/logs/common-error.loghIRFEER.
2. EFZlsasapp dockerfifEHE : H14Tps -ef | grep -i nginxépS , BEHIEEREFE.
3. ERZFlsasapp dockerFrEH 188 : $fTcurl 127.0.0.1/checkpreload.ntm@s , BEEEAIR

[A]success.,

4. §155/home/admin/sas/logs/B R FRIFFERTE , BREASIS,

10.8 advance_service-secure-console&F&Z&%E

10.8.1 Alarm-01.402.0004.00001-A{FEHAZEI S

BERFERERE.
HEER
HEXE HERR BENR EEIRR
BESE - mEESRMIEEE yundun-
secureconsole.SecureC
AIHEIRE

FEATHRREIFRETECEEN.

I

MENRSHIFTEIEEESERN , BN ZEHIE.
WIERE

1. EFHlsecureconsoleapp dockerfifEH128 : iEBidjmapSHjvmiEEE.

2. EFFlsecureconsoleapp dockerf{EH28 : B&/home/admin/console/logs/applog/yundun-

error.logh IR FEER.
3. tE=/home/admin/console/logs/BR THIFAER®E | BRI AT,

onsoleApp



10.8.2 Alarm-01.402.0004.00002-/l2loadid 5

B 28loadHE.
FEER
LER e s LaEin
FHESE TEERRESE yundun-
secureconsole.SecureQonsoleApp
RS

FEBREIEREEINEE CPUNOERE SRIENR.

RNEE
SENRSHIFTEIREESBRN , EINZEIHEE.,

RER*

1. EREsecureconsoleapp dockerfifEHlEE : EEMWTE. cpu, iofEFIER , BidjstackSHERE
IBITI(ER. | top [Si&shift -Higcpu, W77, iof EAAXIZZIDIER K.

2. ZRZFsecureconsoleapp dockerFfifEH128 : &&/home/admin/console/logs/applog/yundun-

error.logP R EER,
3. ftE=/home/admin/console/logs/BR THIFAER®E | BRI A,

10.8.3 Alarm-01.402.0004.00003-f4&inaid=

BTG RERE.
FEER
HEXE SER HEWUR EERIR
FHESE - mEERRESE yundun-
secureconsole.SecureQonsoleApp
AJEEIRE

FEEREIRE A EIE N #E DockerdEsecureconsole N 5 I BT ta.

EE
MENMRSHIFTEINEEESERMN , EGIAIHIE.



WiE7E

1. EFEHlsecureconsoleapp dockerfi{EN28 : EEWFE. cpu. ioffRER , BidjstackSHE&FE
IEITHRER | top [Eikshift -Hicpu, W77, iofEFARRIZFZIDIER K , @idiostaticRioiHFE
Bt

2. EFFlsecureconsoleapp dockerfr7EH128 : E&E/home/admin/console/logs/applog/yundun-
error.logPHFEEE.

3. iz&/home/admin/console/logs/B R FHIFFEHE |, BEREA I,

10.8.4 Alarm-01.402.0004.00004-CPUE lHZT 5

HBISCPUERERIE,
HERER
HEXRE SER5 HENSR EEIRIR
FEEE - mERRMIEE yundun-
secureconsole.SecureConsoleApp
RS

FHERREIEREEINEE 9B T B TLIEIA.

HEE

NEMNRFHTEIEERHSB M , BN ZRHEE,

SIEYE

1. ZRZlsasapp  dockerfifEllas : EEMFE. cpu. of EAER , Bidjstack SHLEREITIR(E
B , top [Gi&shift -HEcpu, ATE. iof EAKRILIZIDIER K,

2. ZEFRFlsecureconsoleapp dockerfr7EH128 : E&E/home/admin/console/logs/applog/yundun-

error.logPHIFEEE.
3. iz&/home/admin/console/logs/B R FTHIFFEHE |, BEREA .



10.8.5 Alarm-02.402.0004.00005-ii% CJ35:M) S

FeBDockert7001 i 5L,

mEEe
HEXE SER HEWUR EERIR
BHEE - TEERRESE yundun-
secureconsole.SecureQonsoleApp
RS

N SRR HEE N ARERY.
EE
MENMRSHFTEINEEEHSERN , EGIAIHIE.

WIEFE

1. EFElsecureconsoleapp dockerfifEH128 | E&/home/admin/console/logs/applog/yundun-
error.logFHIFEER.

2. it&/home/admin/console/logs/B R FTHFFEHE , BEREA .

10.8.6 Alarm-02.402.0004.00006-VIP}E;N| 5
BN FAVIP 80ix5LM , VIPARIE,

HEEE
HEXRE HER5 HENR EHEER
E e - =EBRREE yundun-
secureconsole.SecureConsoleApp
RS

« NARHRUEENBEHRW.
« tengine/SEIKI.
SEE

MENMRSHIFTEINEEEHSERN , ENGIAIHIE.



W1ERE

1. EFEHlsecureconsoleapp dockerBrfEH128 : & /home/admin/console/logs/applog/yundun-
error.logFIFEER.

2. EFZFsecureconsoleapp dockerFF{EHEE : H1{Tps -ef | grep -i nginxdps , EEHER

3. &R ZFlsecureconsoleapp dockerBf{EHEs : HfTcurl  127.0.0.1/check.htmipS , BEEARIR
[B]OK,

4. Wigs/home/admin/console/logs/BHR FHIFMERE , BRERASHF .

10.8.7 Alarm-02.402.0004.00007-HT TP TS Bz
B3R /check.htmitbi SR IFEIR[E],

FEER

HEXE HER5 HEWSR HEIRIR

SHEE - FESRIREE  |yundun-
secureconsole.SecureQonsoleApp

B

- NAREBRHEENABHEY,

« tenginefSaIKIL,

FIeE

ENMRSHIFTEREE <G , S ZAIHE,

b1 ) P S

1. EFZFlsecureconsoleapp dockerfr7EN1288 : E&E/home/admin/console/logs/applog/yundun-
error.logh IR EER.

2. ZFRZlsecureconsoleapp dockerF{EH28 : H1{Tps -ef | grep -i nginx@pS , BEEHEESF (.

3. BEFZFlsecureconsoleapp dockerFFFEHES : HfTcurl 127.0.0.1/check.htm@pd , BEETIR

[B]success,

4. §18/home/admin/console/logs/BR THIFTBEEE | BRERAS H.



10.8.8 Alarm-02.402.0004.00008-URL{& &5
B3R /check.htmitbiFRIR([E]OK,

FEER
HEXE SER HEWUR EERIR
BHEE - TEERRESE yundun-
secureconsole.SecureQonsoleApp
RS

- NARERHEENREHEM.

 tengine2nN5ML,

ZIEE

MENMRSBHIATERERH BN , EINZEMHEE,

W1ERE

1. EFEHlsecureconsoleapp dockerBrfEH128 : & /home/admin/console/logs/applog/yundun-
error.logFIFEER.

2. ZRZlsecureconsoleapp dockerffTEN12E : H14Tps -ef | grep -i nginx®m< , EEHIER

3. &R ZFlsecureconsoleapp dockerBf{EHIEs : HfTcurl  127.0.0.1/check.htmipS , BEERAIR

[5]OK,
4. g /home/admin/console/logs/B R FHIFFERE , BRRRA .

10.9 advance_service-secure-serviceSZ&%

10.9.1 Alarm-01.402.0005.00001-R{FFERAZ=EIS
B W ERR .

FEER

B EER HENR EERR

K - =ESHR yundun-
kR SecureService secureservice.SecureSTrviceApp

QS
FERTHRSEIRREECEEN.



RNEE

MEANRSHFTEIREERSBETN , BINZRHEE.

WEBRE

1. EREFsecureserviceapp dockerFifEHl=S : BidjmapSiHjvmiEER.

2. ZRZlsecureserviceapp dockerfffEH28 | EE/home/admin/secureservice/logs/ERRORFHY

REER

CNo

3. WrE=/home/admin/secureservice/logs/E R FTHTBERE , BEERA .

10.9.2 Alarm-01.402.0005.00002-fl 28 loadid 5

B 28loadHE.,
BEER
HEXE SER HEWUR EERIR
RESE - =EEHR yundun-
hRSecureService secureservice.SecureSTrviceApp
aJHERE

FEEKREIRAEIGINEE CPU/IOFERISERNER.

IEE

MHENMRSHETEIEEE G , ENGIAHEE.

WiBRE

1. EREsecureserviceapp dockerfifEtl2y : EEMTF. cpu. iof BN , BidjstackRHL&IRIE
1THAER . top JaiZshift -Hi§cpu, A7Z. ofEFARRIZIZIDIER K,

2. ZRFsecureserviceapp dockerFfEH28 : B&E/home/admin/secureservice/logs/ERRORFHY

SHEs

&0

3. iz&/home/admin/secureservice/logs/B R FTHIFFEEE , BEREA I,



—I—

10.9.3 Alarm-01.402.0005.00003-f¢&iFaid S

B N RERE.
HEER
BERE EER HENR EEER
BIESE - =mEER yundun-
kkSecureService secureservice.SecureSTrviceApp
QS

FEIEREUEAZEIENNELE DockerdEsecureservice N i S I & 5.

FIEE

MENMRFHNTEIEHSETMm , EINZEIHE,

WIBFE

1. ZRF|secureserviceapp dockerfi7EH128 : HEWNE. cpu. ofEAIBENR , BidjstackSHLEFRE
ITHR(ER | top fEi&shift -Higcpu, HWTF. ol FFAIRRILIZIDIER Tk , BidiostaticRio/HHER
e

2. ZERFlsecureserviceapp dockerfffEH28 | E&E/home/admin/secureservice/logs/ERRORFHY

REER.
3. WtE/home/admin/secureservice/logs/BR TFHIFFEHEE , BREEAT .

10.9.4 Alarm-01.402.0005.00004-CPU{EZ1d 5
HBIICPUEFERIE.
HERER
e s =EsoE ] HEER
REEZ - =EER yundun-
hRSecureService secureservice.SecureSTrviceApp
nJEEIRE

FEBREIEAEIEINEE GCIE R E THER.
IEE
MENRSHIFTEIEEESERN , BN ZEHE.



W1ERE

1. ERZsecureserviceapp dockerfifEt/l2s : EEMTF. cpu. iof BN , BidjstackSHL&IRIE
1THR(ER | top [e#kshift -HiGcpu, ATF. iofEFIRRIZIZIDICR T3k,

2. BEFZFlsecureserviceapp dockerfi{EtEE : &EE/home/admin/secureservice/logs/ERRORFHY
FRER.

3. iz&/home/admin/secureservice/logs/B R FTHIFFEEE |, BEREIA I,

10.9.5 Alarm-02.402.0005.00005-iix 13515
& & dockersh7001iHm 15,

EEER
s HEER BENR SR
BHEE - =EER yundun-
kzSecureService secureservice.SecureSTrviceApp
A RERE

RS EIRHEENAREIRM.

S

FIEE

MNENMRSZHFTEINRERSBRM , EINZEMHFE.

WIBFE

1. EFZlsecureserviceapp dockerFrfEN128 : B E&/home/admin/secureservice/logs/ERRORHY
FEER.

2. it&/home/admin/secureservice/logs/B R FTHIFFEHEE |, BEREAL I,

10.9.6 Alarm-02.402.0005.00006-VIP}E;N| 5
SEMNMAVIP 80ixHKM |, VIPAIE.,

HERER
HExn HEER sER R
BHEE - =EER yundun-
kM SecureService secureservice.SecureSTrviceApp




« NARERHEENBEEM,

* tengine/ZENKIL,

e

NEMNRFHOTEIEERSETM , EINZAHEE,

WIERE

1. EFHlsecureserviceapp dockerFrfEH188 : B&/home/admin/secureservice/logs/ERRORFHY
FEER.

2. ZRZFsecureserviceapp dockerfFFEASE : H11Tps -ef | grep -i nginx#s S , EEHIEEETFT.

3. BFZsecureserviceapp dockerfffEH128 : HfTcurl 127.0.0.145% , BEETIR[EIOK,

4. §185/home/admin/secureservice/logs/BR THIFTEEE | BREAS H.

10.9.7 Alarm-02.402.0005.00007-HT TP TS Bz
1B3K /index.jspitbiiE R IEFIR[E],

HERER
s HEER BER SR
BHEE - =EER yundun-
kR SecureService secureservice.SecureSTrviceApp
BIEHEES

s NBRERHEHERNABEM.
 tengine/EENLM,

IR

MHENMRSHETEINEEEH G , ENGIAHIE.

WIBRE

1. B %secureserviceapp dockerFFENSE : E&/home/admin/secureservice/logs/ERRORH]

ey
BEER.

2. &FFlsecureserviceapp dockerffifEH188 : H11Tps -ef | grep -i nginx@ps , BEEHEEATFE.



3. &EFRZFlsecureserviceapp  dockerFrfEN128 : HifTcurl

[ElOK.

B
i
DM
fil
Il
i

127.0.0.1/index.jspfp< ,

4. 1&/home/admin/secureservice/logs/B R FHIFFBBEE | BAERIASH,

10.9.8 Alarm-02.402.0005.00008-URL{S & KK

153K /index.jspiBiitRiR[EIOK,

HEER
gEm S sEHR SEER
BHEE - =EER yundun-
kM SecureService secureservice.SecureSTrviceApp
aHERE

- NARERHEENABMRY.

« tengine[2&N5ML,

I

BRSBTS IREESERN , BN IAHEE.

WIERE

1. EFREHlsecureserviceapp dockerFr{E88 : B&/home/admin/secureservice/logs/ERRORTFHY

REER

CNo

2. EREFlsecureserviceapp dockerF{ENES : H11Tps -ef | grep -i nginxip < , BEEHIEERFIL.

3. &R ZFlsecureserviceapp  dockerFrfEN128E : HifTcurl

[BIOK,

127.0.0.1/index.jspaps , BEEEIR

4. IEE/home/admin/secureservice/logs/B R FHIFFERE | BAERIAS .



10.10 common_service-security-auditlog & ZE&%

10.10.1 Alarm-01.400.0001.00001-A{FEAZEEIS

BN ERERE.

EEES

s EERE HEWR EEER

REEZE - LZEHIT yundun-security-
auditlog.security-
auditlog-app

RS

FERFtREE IR REIEREIEN.

FIEE

SHENMRSHRTEIIRESEIN |, EiIAIHE,

QIR E

1. EFZ|security-auditlog-app dockerFifEH2S : i@igjmapSHjvmiHER

2. &Z&/home/admin/security-auditlog/logs/BFE FHRIREER :

« main.log : BIABE.
 system-error.log : RFEIRAE.

« biz-error.log : \/5ZEIR

 check-error.log : IRISFEIRAE,

+ remote-exec.log : TIEEAHETE.

+ service-exec.log : OpenApilEHFEIRHE

+ job-exec.log : ERHMESHITIIEIR

« task-exec.log : B ESHPTHEREE , S TEHES.

+ audit-exec.log : FHitHE

3. WtE/home/admin/security-auditiog/logs/BER FTHIFFE RS , BREASE,




10.10.2 Alarm-01.400.0001.00002-f/1g5Loadid S

I agLoadHE
HEER
EEsR s SRR R
FREEE - REHT yundun-security-
auditlog.security-
auditlog-app
AJgERE

FHEEKRESIEREIENNEE cpu/iofE BT FRIE .
HEE
SHENMRSHTEINEEEIS BN , I ZAIHE.
WIBFE
1. B 5 %security-auditlog-app dockerFi{EH2S : EERTE. cpu. iofFAIER , @idjstackSH4k
TEE1TH%R(EE | top [Gigshift -HiGcpu, AT, iofEAKXRIZLIZIDICR K.
2. &F&/home/admin/security-auditlog/logs/BFE FHRIREER :
« main.log : BGABRE.
. system-error.log : RFEIRAE.
« biz-error.log : WEEIRAE.
« check-error.log : IKIGEIREE.
« remote-exec.log : TiEEAEE.
« service-exec.log : OpenApiEAFEIREE.
* job-exec.log : ERHMESHITIIEIREE.
« task-exec.log : BFESHPTHEIREE , S TEHES.
« audit-exec.log : EHitH.

3. W& /home/admin/security-auditlog/logs/B R FHIFFEEE | BRERASS.



—I—

10.10.3 Alarm-01.400.0001.00003-f&&inaid =

BT ERERE.
FEER
EEsR s SRR R
FHESE - TEHT yundun-security-
auditlog.security-
auditlog-app
AJgERE

FEEkEIE A E1EI08E DockerdEsecurity-auditloghz A 5 Flid & 5.
IS
ENMRSHIFTEIIREE =B , EINZEHE.
WIEFE
1. ZFRFsecurity-auditiog-app dockerFi{EH1SE : ERTE. cpu. iofFEER , @idjstackSHZ
HIEITIRER | top faf&kshift -HiGcpu. 7. iofEAARISIZEIDICR K , BidiostaticRioin
FEIB
2. &Z&/home/admin/security-auditlog/logs/BFE FHRIREER :
« main.log : BMABE.
« system-error.log : EFtiEIRHE.
 biz-error.log : WEEIRAE.
« check-error.log : KBRS,
« remote-exec.log : ITIEAAARE.
« service-exec.log : OpenApiEAFEIREE.
* job-exec.log : ERMESHITFIEIRAE.
« task-exec.log : B ESHPTHEIREE , S TEHES.

 audit-exec.log : HitHE,
3. Wts=/home/admin/security-auditlog/logs/ER FTHIFTERE | BEERAS I,



10.10.4 Alarm-01.400.0001.00004-CPU{EZ5E S

HBISCPUERERIE.

HEER

EEsR s SRR R

FREEE - REHT yundun-security-
auditlog.security-
auditlog-app

AJgERE

FHEBEKRESIEAREIEINEE GCINE T E FLIEIA.
HEE
SHENMRSHTEINEEEIS BN , I ZAIHE.
WIBFE
1. EREsecurity-auditlog-app dockerfifEtl2Y : EEMATF. cpu. iof BN , BidjstackSiHLk
TEE1TH%R(EE | top [Gigshift -HiGcpu, AT, iofEAKXRIZLIZIDICR K.
2. &Z&/home/admin/security-auditiog/logs/BE FHIREER :
« main.log : BGABRE.
» system-error.log : RFEEIRHE.
« biz-error.log : WEEIRAE.
« check-error.log : IKIGEIREE.
« remote-exec.log : TiEEAEE.
« service-exec.log : OpenApiEAFEIREE.
* job-exec.log : ERHMESHITIIEIREE.
« task-exec.log : BFESHPTHEIREE , S TEHES.
« audit-exec.log : EHitH.

3. iz&/home/admin/security-auditlog/logs/BR FHIFTBE BE | BRERAS I,



10.10.5 Alarm-02.400.0001.00005-iix 1350 <&
& & dockersh7001iH 15,

FEER

EEsR s SRR R

BHEE - REHT yundun-security-
auditlog.security-
auditlog-app

AJgERE

NS EIR HEE N FEaIKE,
IS
ENMRSHIFTEIIREE =B , EINZEHE.
WIEFE
1. ZEFRZsecurity-auditlog-app  dockerfrfEH12§ : &EEA/home/admin/security-auditlog/logs/BR T
NSFEER
« main.log : BMABRE.
+ system-error.log : RFtEIRHE,
 biz-error.log : WEERAE.
« check-error.log : IGEEIREE.
+ remote-exec.log : ITIZAAHBE.
« service-exec.log : OpenApilERflEIRHE.
« job-exec.log : ERMESHATFIEEIREE.
- task-exec.log : REAAFHTHNBIREAE , SFTEHES.
 audit-exec.log : HitHE.
2. 1E/home/admin/security-auditiog/logs/B R FHIFFEBE , BREIAS,



10.10.6 Alarm-02.400.0001.00006-VIP35;N| 54
FREMNAVIP 80inHKM |, VIPARIE,

FEER

EEsR s SRR R

BHEE - REHT yundun-security-
auditlog.security-
auditlog-app

AJgERE

« NARERHEENABNRY.
* tengine/BENKL.

RNEE
BRSBTS ERN , EINZEMHEE,
W E
1. ERElsecurity-auditlog-app dockerfTEH28 : HiTps -ef | grep -i nginx@r < , EEIHTE
£,

2. H147curl 127.0.0.1/checkpreload.htmips , EEEEIR[Esuccess,
3. &%&E/home/admin/security-auditlog/logs/B R FTHIREER

« main.log : BABE.
+ system-error.log : RFtEIRHE.
 biz-error.log : WHEIRAE.
« check-error.log : RIGEIRAE.
« remote-exec.log : IFRAABAE.
 service-exec.log : OpenApilAHFNEIRHE.
* job-exec.log : EAMESHATHEIRAE.
« task-exec.log : FHESHUTHEERAE | BFETEIES.
+ audit-exec.log : HitHE.
4. IE/home/admin/security-auditiog/logs/BR FHIFE BE , BREFRAIE,



10.10.7 Alarm-02.400.0001.00007-HT TP 7S NE M
iB3K/checkpreload.htmitit R 1IF HEiR[E],

FEER

EEsR s SRR R

BHEE - REHT yundun-security-
auditlog.security-
auditlog-app

AJgERE

- NASERHEENARBERM,
« tengine/SzhM.

EE

MRS IFTETHEEERSE RN |, EINSIAIHEE,

WEFE

1. EFHlsecurity-auditlog-app dockerFrfEH128 : H11Tps -ef | grep -i nginx@p< , BEHTE

7.
2. H147curl 127.0.0.1/checkpreload.htmips , EEEEIR[Esuccess,

3. &%&E/home/admin/security-auditlog/logs/B R FTHIREER

main.log : EMABRE.

system-error.log : RFEIRAE.,

biz-error.log : WE4EREE.

check-error.log : IEG4EIRAE.

remote-exec.log : ITfEAARE.

service-exec.log : OpenApilEFEFfIEIRHE.
job-exec.log : ERMESHATFIEIRAE.

task-exec.log : FEEFSHUTIERRAS , BIE TEIES.
audit-exec.log : it HE.

4. IE/home/admin/security-auditiog/logs/BR FHIFE BE , BREFRAIE,



10.10.8 Alarm-02.400.0001.00008-URL{S &K
153K /checkpreload.htmitbiiF iR [EISuccess,

FEER

EEsR s SRR R

BHEE - REHT yundun-security-
auditlog.security-
auditlog-app

AJgERE

« NARERHEENABNRY.
* tengine/BENKL.

RNEE
BRSBTS ERN , EINZEMHEE,
W E
1. ERElsecurity-auditlog-app dockerfTEH28 : HiTps -ef | grep -i nginx@r < , EEIHTE
£,

2. H147curl 127.0.0.1/checkpreload.htmips , EEEEIR[Esuccess,
3. &%&E/home/admin/security-auditlog/logs/B R FTHIREER

« main.log : BABE.
+ system-error.log : RFtEIRHE.
 biz-error.log : WHEIRAE.
« check-error.log : RIGEIRAE.
« remote-exec.log : IFRAABAE.
 service-exec.log : OpenApilAHFNEIRHE.
* job-exec.log : EAMESHATHEIRAE.
« task-exec.log : FHESHUTHEERAE | BFETEIES.
+ audit-exec.log : HitHE.
4. IE/home/admin/security-auditiog/logs/BR FHIFE BE , BREFRAIE,



10.10.9 Alarm-01.400.0001.00101-AFFEAEZ=ES

BN FERERE.
HEER
HEXE SER HEWUR EERIR
RESE - TEHT yundun-security-
auditlog.security-
auditlog-syslog
AJgERE

FERFHRHESABEET K.

e E

SEMRSFTEIIREERSERN | EINZAIHE,
QIET5E

1. B Zsecurity-auditlog-syslog dockerFffEH12E,

2. &&/home/log-storeBR FRIAE S , BEERSXMHA/N | BRREBASF .

10.10.10 Alarm-01.400.0001.00102-f/lg8Loadid 5

B3 25LoadHE.
HEER
BEXE SHER HEWR EEREIR
RESE - TZEHIT yundun-security-
auditlog.security-
auditlog-syslog
RS

ENBEETAEE cpu/iofERE ERIEN.
EE

SEMRSAFTEIREE ST | EINIAHEE,
QIETsE

1. ZFRZsecurity-auditlog-syslog dockerff{EH188.



2. &F/home/log-storeBR THIREN M , BEEHATXHRN , BREERSIF,

10.10.11 Alarm-01.400.0001.00103-f&Zinaid=S

BB RERE.
HEER
BEXE SER HEWR EEREIR
RESHE TZEHIT yundun-security-
auditlog.security-
auditlog-syslog
RS

BSANBEEI K& DockeriEsecurity-auditloghz FB 5 FHId B B,

e
MENMRSHIFTEINEE BN , EGIAIHIE.
WEFE

1. ZFFsecurity-auditlog-syslog dockerff{EH188.

2. &&/home/log-storeBR FRIAE , BEERSXMHA/N | BRREBAS .

10.10.12 Alarm-01.400.0001.00104-CPU{ERZ5T S

I CPUERERIE
HEER
S SER HEWR EEREIR
REEE REHT yundun-security-

auditlog.security-
auditlog-syslog

RS

SANBEEIX

FIEE

MENMRSHIFTEINEESERN , ENGIAIHIE.




WiE7E

1. EFHlsecurity-auditlog-syslog dockerBrfEH128.

2. BFZFsecurity-auditiog-syslog dockerBFfEHEE : B E/home/log-storeBR FIBEY , &EF
BESHRN | BRAERARSS .

10.10.13 Alarm-02.400.0001.00105-ix 135N 54
& & dockerh514, 251485,

HEER

e ] HENR e

SHEE - e/t yundun-security-
auditlog.security-
auditlog-syslog

aJRERE

syslog-ngiEFr FHERHEE DR,

e

MNENMRSHIFTEINEERSEFN , EGIAHIE.
WIERE

1. BEFEFlsecurity-auditlog-syslog dockerBrfEH128.

2. $14Tps -ef | grep syslog-ngan< , E&syslog-ngHHEEEFIE.
3. HUTIN T &< , BES14. 2514 NHOREFE,
netstat -ano | grep 514

netstat -ano | grep 2514




10.10.14 Alarm-02.400.0001.00106-VIPEg;M S ¥
RBERFVIP 514, 2514855 , VIPARIE.,

FEER

oS apa eI s

BHEE - TEHT yundun-security-
auditlog.security-
auditlog-syslog

AJgERE

syslog-ngiEfr FERHEERFIRK.

e

MNENMRSHIFTEINEE BN , EGIAHIE.
WIBRE

1. ZEFRFsecurity-auditlog-syslog dockerff{EH188.

2. $fTps -of | grep syslog-ng@$ , BsyslognGHRRAIFE,
3. BTN T &< , BE514. 2514 NRAREFE.

netstat -ano | grep 514

netstat -ano | grep 2514



11 REERAREMH

11.1 01.505.0003.00003-port_7001

ncie&EtomcatfRSim17001 , RHOAREZEE , NHIMEEE,

S5ZER

Of
I

1

HER HENR

EERR

S
H
=]

LY
-+

I

BE(p2) baser=fn FHIIELR :

BaseBizBaseapi
BaseBizCdp
BaseBizCommonbase
BaseBizConsole
BaseBizDfs
BaseBizDmc
BaseBizDqcexecutor
BaseBizDqcsupervisor
BaseBizMetaservice
BaseBizPhoenix
BaseBizSso
BaseBizTenant
BaseBizWkbench

BTN R E
HYservice
Hservice

rolesy,

R
« NARSFEEHENRE.

IEE

RFER , ER—MERMMRSIIFE |, WbasefRSAAIA,

WEFE

B REIEE Rbase D ILE o F i N FAFHTE.




11.2 01.505.0002.00002-http_80

nciEEnginxfk5Sin[180 , MRiHIRSZ=HE , MHIMEE,

HEER

BEWR

EEIRR

baser~an FYIIELR

BaseBizBaseapi
BaseBizCdp
BaseBizCommonbas
BaseBizConsole
BaseBizDfs
BaseBizDmc
BaseBizDqcexecutof
BaseBizDqcsupervis|
BaseBizMetaservice
BaseBizPhoenix
BaseBizSso
BaseBizTenant
BaseBizWkbench

BsRT KB service

roleE & service

e

QS
MRS RE , SETRHE.

I

RFER , ER—MERMMRSIIFE |, WbasefRSAAIA.

WIEFE

B REIEE Rbase DL RIS F N FAFHE

o




11.3 02.505.0001.00001-df _home
SEHEhome BRFHER , HRRFERAEXT5% , NINEHR , EMEFERERATIO% , NEE

HEXRE EERA BEWUR BEIRR
H

= BE(p2) basef=fm FHIRIR © | BAXINKEAIservice

. . roles}; rvi
« BaseBizBaseapi olesiFservice

« BaseBizCdp
» BaseBizCommonbasge
« BaseBizConsole
« BaseBizDfs

« BaseBizDmc

« BaseBizDqcexecutol
« BaseBizDqcsupervispr
« BaseBizMetaservice
« BaseBizPhoenix

» BaseBizSso

« BaseBizTenant

« BaseBizWkbench

QS

NMARIRSFES ENAREREIEA , SHATITRHE , SECIRR G TRHEE.
I

ERNRE , WESHNARSAAIA , Gateway#lEKRE , NSEHUTES KL
WIBRE

FIREEERbase D IGBIEAXNAES , BESMEIRS LEEEXNA TS,



11.4 01.215.0006.00006-ssh

FRIEN2200 | ERO70E | WsshiRZSHa

HEER

Of
I

e

BEWR

EEIRR

%
==
[=]

LY
-+

g

basefmm FFIRIR :
» BaseBizBaseapi
« BaseBizCdp

« BaseBizCommonbas
« BaseBizConsole
« BaseBizDfs

« BaseBizDmc

« BaseBizDqcexecutol
« BaseBizDqcsupervis
« BaseBizMetaservice
« BaseBizPhoenix

» BaseBizSso

« BaseBizTenant

« BaseBizWkbench

BsRT KB service

roleE & service,

e

QS

FH (e ) FENENAFEITEE , SHsshiRSFE.

I

RFER , ER—MERMMRSIIFE |, WbasefRSAAIA.

WIEFE

BREEERR.

11.5 01.215.0005.00005-s_ntpd_130605_1

mEnpIRSS , BntpiRSRE  WEEHXK.

H£EZER

EERY 2R SHEWR smmps

HhrEE B2Er2) basef=fa FFUIERR : | EEXIRIRERIservice
. BaseBizBaseapi rolesk#&service




SEn

HERR

« BaseBizCdp

» BaseBizCommonbas
« BaseBizConsole

« BaseBizDfs

« BaseBizDmc

« BaseBizDqcexecutol
« BaseBizDqcsupervis
« BaseBizMetaservice
« BaseBizPhoenix

« BaseBizSso

« BaseBizTenant

« BaseBizWkbench

e

QS

ntpIRFAFERE RS FE.

IEE

EMN A S Gateway B AIA—E , NS base i TES KM,

WIERE

REpERSEEIER.

11.6 01.505.0004.00004-alisa_alert

nctEgatewayR$Si%18000 , AMRIHOARSHE , MEEHEK,

BEWUR

BRI

base/=m FHIEIR :
BaseBizGateway

BT N RE A service

roleE & service

aJEERRE
Gateway#fEiEis,

e

ISHE , H—EFFER




WIBRE
BIKHIRER FEEGatewayfRSS.



12 SrBIEURRE

12.1 Alarm-02.510.1002.00001-buildi#$25E1=
LT AEEDUIGHTRAIR RS | Potin i

HEER

BEXE EERH BEYR BERR
2 P2 ADSHIbuildiEik BUILD
AJRERE

* buildi#Hf2O0M. #HlZzaEHl. MWEAE
IEE

« S build2ERFETRT , FIFbuild5kL,
WIETSE

H147/home/admin/garuda/bin/garuda.sh startéap<,

12.2 Alarm-02.510.1001.00002-rmi3§E5E
HREEEmEEIROR , FFEZEE,

szEe
HEXRE HER5 HEWSR HEER
2 P3 ADSHYrmiEER RM
nJEERE

rmiFFEO0OM, Hlazatl. MEAE,
FIEE

HRANmMEERFE TR , AP FTERE,
WIS

H147/home/admin/garuda/bin/garuda.sh startéap<,



12.3 Alarm-02.510.1001.00003-rm gcf=e&
rm gci®Es,

HEER

HEXRE EERR BEWR BRI

2 P3 ADSHIrmiELR RM

R

* rmgcirE,

FIEE

o BRNmMEERFETRT , AP FEREI,
Wi E

H117/home/admin/garuda/bin/garuda.sh stop; /home/admin/garuda/bin/garuda.sh start&p<>,

12.4 Alarm-02.510.1003.00004-15 =2 gciiBid 10s
SR MGCHBIT 10s,

HEER

HERE EERA BEMR EEIRR

2 P4 ADSfinstanceTy & [ tubo

TRALE  BRERIE.
WIBRE



12.5 Alarm-01.510.1008.00005-F3 &R H

NES B P &R,
EEER

HEXR HSER HEWR HEER
1 P3 ADSHJinstanceTim= tubo
GBS

AEE%E. RPHESE.

e

RRPZTE EEEUE.

WIBRE

SRS , REBFEERIEE.

12.6 Alarm-01.510.1009.00006-pJ4ZPAF¥E1100wW
mnT3 REYRIZERA B 100w,

HEER

HERE EERA BEMR EEIRR

1 P3 ADSHImergenodedy £ | tubo

QS
LSRR,
I
=i,

WIBRE



13 fit &

13.1 Alarm-02.515.0001.0001-rm_restart

GalaxyAERMIREERS.
HEER

HERE HER5 HEWR HEIRIR

==Y lanl=ss GallardogE
e E

Galaxy{Ell=2520,
WIEyiE
ERFgallardoFeg,
13.2 Alarm-02.515.0001.0002-rm_status_checker
GalaxylAERMIREZ 5.

zuEe

HEXRE EERR BENR EEER

==Y lan=ss - - GallardolEE

e
Galaxy{Fl 52520,
WIERE

EFgallardod28.



13.3 Alarm-02.515.0001.0003-rm_slot_event_checker
BRFEKKDE,

HEER

BEWR EEIRR

1]

Of
I
&
g

Of
I

%
==
[=]

t

GallardoiFE

g

i

ISR
IR TIERAL.
WIERE
SEGHEFMT SLEK,
13.4 Alarm-02.515.0001.0003-rm_slot_event_checker
BRFERRDE,

HEER

. JR— EENS EmE

Of
I

1
I
I

GallardoiEE

S
H
=]

t

ik

i

FeE
R FIEIRAZ.
WIET5E
SETHFMT SLR.
13.5 Alarm-02.515.0002.0001-galaxy_service_checker

Galaxy ServicefRE5E.

HEEE
SRR = HEWR EHEER
R GalaxyfR$SE
- REl S|

FRWTTIEIRR.



W1ERE
EREGalaxyR =8,

13.6 Alarm-02.515.0002.0002-galaxy_ops_checker
Galaxy OpsfREZHE.

HEER

HEXE EERR BER EEER

SHEE - - GalaxyfRSE

D)

FENTTEIRAL.
QAL
EREGalaxy® 8.

13.7 Alarm-02.515.0002.0003-galaxy_pool_status_checker

Galaxy = MARERE.

B EERA BEWR BRI

- . - GalaxyfRs5 2

SEE
RERBIFIL S,
WEFE

EFGalaxyR 8.



14 KZIiER FAINERS

14.1 Alarm-01.520.0001.00001-cpuAELEBEZFITS
Hdtboost serverdFFHCPUIAZEI90% , BEMFIAZI0% , SF4HIZEE , HCPU , WFELAZE/N
F70% , ZEEBR.

HEXRE EERA BEWR BRI
H

= BE(P2) dtboost server DtboostServer

QS
RENHMEHMERE , SHcpu , RESAES.

- REl S|
cpu. REHARIETRSSHEAANIERE | GBS ROIBIT BT RTTHK.
QB
1. & dtboost serverf I AEEETBE,
- WRZE , BYEES.
. WMRE , BEPEE2,
2. IEENSENcpUFINFEREEETEEK,
. WRZE , BYEES.
s WMRE , MEBEXAREARBEN[EE , HFEBRS.
3. BiEE DASZNESRERNAEIER | B8 /home/admin/dtboost/logsB R NHE , BKRFF
.
14.2 Alarm-01.520.0001.00002-f 2 {FAZET S
2 dtboost serverFrEAESXT N AL FZ (5 FAZIXZEI90%.

HEER
HERE HERA HEWR HEIRIR
R EEEE BE(P2) dtboost server DtboostServer




QEEEE
HEEARISSSMARLTIHEELS , LEFRE.

FIEE
HEEALS  SSHRREEATEHFRMELEMRE , REVNERE.
WiE7E
1. #§&dtboost serverAEERHE.
- NIRRT, BPEEES,
- MRE , BIEEE2,
2. EENNHBETEXNNEEHEEK,
- NIRRT, BPEEES,

« WMRE  KREEXREARBRIREE | FEERS.
3. B EIAEEMEIREFRIBEMERE , ®f&/home/admin/dtboost/logs BRTHRE , BREFF

Ko
14.3 Alarm-01.520.0003.00002-FE(E RIS
L dtboost smartmove 7N S {EFRIBITI0% i 52 | Wl ERZRINTF60% |, %5
HR.

HEER
HEXRE SHERR HEWR HEER
FESZE BE(P2) smart move DtboostSmartm
RIEEIRE

smartmovefIERE | SHRGFEEHS , SSEITEN AIIESHHE.

EE
HEHERRIE , SSERGLERE | TiXTHRENS BSEHEF.

WIBFE
1. t&&smart move AEEERHE,

< WRZE , BHEEES,
< WRE , BhEEE2,




2. REYNHEFEXNNEENEEK.

- WNRZE , BHEES,
o WRE , BEEXAREARBEN SRS | HEBRS.

3. B E LAFELMIRSREFPIIHEIIER , B5/home/admin/smart-move/logs BHR FHE , BX
AHFK.

14.4 Alarm-01.520.0002.00001-cpufEfZEd S

Ldtboost smartviewREH128cpuld T FAZRIBIT90% |, IZEEFT4 |, LYepufERZRNTFT70% |, iZEE
iHR.

HERER

s g s EEER
BESZE BEE(P2) smart view DtboostSmartv
B

REULEHNRE , S8cpu , RELAES.

IEE
cpu. RFELHAXREEIRESHAFAERE  FEERMIBSERFTIETTH.

U

QIERE
1. #§&dtboost smartviewlIHEEEFRE.

- WRZ , BHEEZES,
- WMRE , BHEE2,
2. BERETENCPUIINFERERTHESEK,
- WMRZ , BHEEZS,
« WMRE , KREEXREAR AR RERE | HESRS.
3. e PASELMNESREPIIEEIEE , BiE/home/admin/smart-view/logs BHREFHE , Bt
AR



14.5 Alarm-01.520.0003.00001-cpu{EfZ5d S

dtboost smartmoveFf{EN2&cpuld G AEZFEIT0% |, IZEEFTE |, YepuFARNTFT70% | %S
EHRR.

HEEE
HExRR EZE51 HEWR EHEER
REEEE BEE(P2) smart move DtboostSmartm
B

REQIEHIEE |, S¥cpu , AFSRAERE.
FEE
cpu. NELAXRIETRSSHAGLHERE | BEERMBSIESTIETTH.
WBRiE
1. & dtboost smartmovelI HEEREEE,
- WMRZ , BYEES,
- MRE , BHEEE2,
2. 1BV INFEEREHEENR.,
- WMRZ , BHEES,
« MRE , BEEXRRARBRBES | HEBRS.

3. BIEE DIASFEIMEIREPIEEIIER , 8&/home/admin/smart-move/logsBR TR |, Bk
%ﬂ:ﬁo



15 RHIEER

15.1 02.535.0001.00001-check_bcc_api_alve
bee apiffi80 httpARSBSFTIEIEFHERSS.

S5ZER

Of
g

HENR EERR

I
Of
g
]
g

S
H
=]

Z2(P1) bce bce.bec-api

L4

t

ik

AEERE

BCC APIRH,

e

BCC APIAATA.

W&

1. BERbETSX | EFEBEBCC AP,
2. FTAMETX

1. #147cd /home/admin/bigdata-cloudconsole/sbin;bash start_server_supervisor_mode.shdp
%, E/@BCC API,
2. H147¢cd /home/admin/cai/bin/; bash nginxctl.sh startéap< , EENGINX,

15.2 02.535.0002.00002-check_bcc_web_alive

BCC WEBHJ80 httpfRS A REIEH .

H£EZER
HExRR =] HEWR HEIRER
BEHEE Z2((P1) bce bce.bce-web
o EERE

BCC WEBHInginx®&.




IEE

BCC WEBAHEIH,

WY iE

1. BRI - EfrEkEbec web

2. FTHMEFE : H147cd /home/admin/cai/bin/; bash nginxctl.sh startép< , EENGINX,



16 XERMLZTH

16.1 Alarm-01.013.0080.0002-iplus_memo_cluster_service
RNEERETS , RFEi#.

S5ZER

HENR EERR

W
I
Of
g
]
FE

KB
H
=]

iplus-iplus_biz iplus-iplus_biz

I
ey
T

BE

AIEERE
FRIEHEHEEIT K,
TG
RS SHIRSMARIE | EERS AR , ELHE,
WiE7E
PHERAFHAE  FEREEREER
16.2 Alarm-01.013.0080.0001-iplus_load_cluster_service

CPURAZIIE.

HEXRE EERR BEWR BRI
H

g% BE(P2) iplus-iplus_biz iplus-iplus_biz

FrRIFHESIREETLK,

e

ARSSIARAEIE,

WIBRE

PHEBFHARE , FEREEREER.



16.3 Alarm-01.013.0080.0003-iplus_disk_cluster_service
H& SRR S AHER R S,

HEER

it St LEHR S

B ESEE RE(P3) iplus-iplus_biz iplus-iplus_biz
AHERE

HEERRIS2SERFALZHEERATE , LEFRE.

FeE

HEFERALE  SSHRREEATEHRMELEMRE , REVHERE.
b1 pr S

BB E8NER/home/admin/logs /root/logs IS HARIHE.

16.4 Alarm-01.013.0080.0102-iplus_testimage_monitor_alarm
MHRERE.

HEER

Emam EEmE EBHR EoiER

MR GRIRE BRI(P4) iplus-iplus_biz iplus-iplus_biz

WG ETRERR,
EE

A REIRS AT A,
WEFE

=N



16.5 Alarm-01.013.0080.0101-iplus_postcheck_monitor_alarm
PostCheckiG BB , IRSAA .

HEER

- =3
[=]

KB R BEWR EEIRR

PostCheckt@EAEIT | E2(P1) iplus-iplus_biz iplus-iplus_biz

QS

R FHIIRE,
e
RSAATA.
WIBRE
=N



17 =35 3JPAI

17.1 02.525.0001.00001-DNSIEIERE
CAPHIDNSIEZpingNERT , St AIRE,

HEER

BENR EEIRR

oF
g
]
oF
g
&
g

ES
== pai_cap pai_dmscloud

i

t

[

QS

o MEEREA,
o VIPHis,

eE

APAREER.

WIBFE

1. BWANSEESERE.

« MRBE , REEHMTLE,
- MRTRE , BEE2,

2. AVIPEERRE.

17.2 02.525.0001.00002-DNSIEIER =
PAIBRIDNSIHZ ping @AY , SAtAIRE,

HERER
HERE HERA HEWR HEIRR
FHEE - pai_dmscloud pai_dmscloud
aJgelRE

o MEEREA,
o VIPHis,



EE
PAIREABEIER R,
WIEE

1. ANZEEERE.

< MNMRFHE , REEZMTLE,
« WIRIEE , BhkEE2,

2. FAViPRERE.

17.3 02.525.0001.00003-DNSiEES=
JCSHIDNSIEZping @Rt , St AIRE,

HEER

HERE HERA HEWR HEIRIR

Sy lad oot - pai_jcs pai_dmscloud
aJgERE

« MRREA.

« VIPH=,
FIEE
SLIESTERR.
Wi

1. ANBZEEERE.

< MMRFRHE , REIZMTLE,
« WIRIER , BhkEE2,

2. FIA\VIPREBRH.



17.4 02.525.0002.00001-VIP iE[O5&:

CAPHIVIPFE,

EEER
HEXR HEZERA HEWR HEER
EHEE pai_cap pai_dmscloud
aJEERE

« MEREA.
« CAPHRSSHE=.

EE
AP REER.
WIEFE

1. ZRCAPAES | BEjavalAknginx HIEREFE , MAEELEE  EE5ES.

2. EHETFEIE , i N/home/admin/logs/cap/commom-error.logB % , EEBLHESERE |

BRERIARSHS,

17.5 02.525.0002.00002-VIP i[O 5&:
PAIRVIPRE.

HEER

=3
18

- EBET EEHSR

ok
g

e
I
]

EERR

S
H
=]

pai_dmscloud

I3t

L

t

pai_dmscloud

R

«  dmsfRSSHEEE,

I

PAIREAREIER .




WIBYSE
ZRdms 528 . EEjavallknginx HEEEFE.

1. NRAEFE | BHA=SR  EESS.
2. WNERTFE , # N/home/admin/logs/dmscloud/commom-error.logEEBEERERE |, BEER
AR,

17.6 02.525.0002.00003-VIP iz%E

jesHY. VIPRHE

HEER

HEXE HERL HEWR HEER

Sy lad oot pai_jcs pai_dmscloud
aJgERE

« MEREA.
* jesHRSSHEE.

IEE
SLIRESTERR.
WIEBRE

BRjcs 588 : EFjavallRnginx HEEEFIE.

. WMRAEFE , BHA=E  EESES.
o WEREFEE , H N\home/admin/logs/jcs/commom-error.log B , BEEETLHERERHE , BEER
AR FF.

17.7 02.525.0003.00001-RDS i[5

capfIEUEEIR O R E

HEEE

HExRR EZ851 HEWR EHEER
EiEEE pai_cap pai_dmscloud




« WRREA.,
- HiEEERE,

IEE
FAFAREER , SREAZIRFEUE.
WIERE

o UNERMILEIAIRT |, IBERERM TR E,
+ WNSRRDSHRSEZIEE |, IBEARRDSIIATEF.,

17.8 02.525.0003.00002-RDS iz %=

dmscloud ISR FEROSE,

EExn EEmE EEHR SR

EHEE - pai_dmscloud pai_dmscloud

« MEREA.,
- HiREEERE,

FIEE

FFRABERIERE , TEEELN,

WIBRiE

o ANERMLKIEIRR |, IBERRM TALIE,
 WNSRRDSPRSSHER , IBEKRRDSEIARSH .



17.9 02.525.0003.00003-RDS x5

jesHIEURERF IR =5 .

HEER

' EERR

O

1+

BEWR

BRI

%X
==
[=]

14

g

i

pai_jcs

pai_dmscloud

QEEEE

« MEREA.
- HUERRERE,

EE
LIRS TERR.
WIEFE

o WNERZEMLEA , BREM AR,
o WNERZRDSHRSSHERE , BKERDSHIAS .




18 TIH ( nvwa )

18.1 Alarm-02.005.0001.00001-check_nuwa_config

&ZEnuwa config,

szEs

Of
g

HENR EERR

I
Of
g
]
g

S
H
=]

L4

t

ik

BE(P1) nuwa nuwa

R

EEXHER.

I

FIMERFIRSS.

WIERE
BXREnuwaFF R HEEEIRE,

18.2 Alarm-02.005.0003.00001-check_nuwa_election_event
XA ETIREHKRERE TS | IUR2XHE2MIREHRER.

X
SFEER
HEXR SZER5 HEWR HEER
BHEE EE(P3) Nuwa NuwaZRZH
HINuwaZK serverrole
S

nuwa zkRETEFES | FinzkizxidE32( ELREAFERATAE.

=41 REl S|
nuwaZdEEF ALK,
QERx

ERFVERFPE TREGSRERT , AHERMAAERE.



18.3 Alarm-02.005.0001.00002-check_nuwa_proxy_log
BId M\ Eefrag 1At Improxyfllog , MERAFAEKIEIRBlogHiHAIIB.

HEER

samgem e seyn s

s FE(P1) Nuwa NuwaZR %+
AYNuwaProxy
serverrole

EIGHEEES

1ZH88 ERInuwa proxyfEIETHRY | #ERERIET , BEEMARR.
FEE

F@nuwa proxyHig,

WEBRiE

BREERFPEXAVZRHI T +ARR

o HRERRBRESHATRERIE T SHATHRE , FEEEER.

* nuwa proxy BT , FEERHEHITIOHE,

« MRBEMEXEE , FEITABIITHREIE.

18.4 Alarm-02.005.0002.00001-check_nuwa_zookeeper_log
BT NS Bfag F 1L iRzkRYIog , B R BF KA BloghHAYIER, | BiE SRR
E‘Z/\l%*;-cito

BEXRE EERR HENR EEER
==}

% EEP1) Nuwa NuwaZRFt+

B9NuwaZK serverrole

ZH28 EAnuwa ZKIZLETARY |, ERERET , @RI HARE.
I

2lonuwa zkiH7FE,



W1ERE
ERIEFHPEXESTSHA T HADE :
« HSERIHERTRTRERIE 7 S HEENHREK , RNMHEN ZHEEE S8,
« nuwa zkIHEBIE , FESEHEHITEE.
s MNRZEMEXIR , FEERIAIBURIALIER,

18.5 Alarm-02.005.0001.00003-check_nuwa_proxy_service
LR Mproxy , E&Serverth BIRS 25D A,

EEER
HEXRR HERA HEWR HEIRER
e FE(P1) Nuwa NuwaZRFEH
AYNuwaProxy
serverrole
GBS

Zznuwa proxyBJE , FAIsEEN=8EE , BrlsEsshNE , BrJsEnuwa proxy 2.
REE

2/ 0nuwa proxyifig,

W E

BREEHPEXSTIRHIN T AR ;

o« HHEping MBI EsshABANE , FEEENER , RISEESRRY , BIRE,

« MRBEMAERTE , FEETABIUITHRGE,

18.6 Alarm-02.005.0002.00002-check_nuwa_zk_service
FSIRAIZK , BEServerta BIRSZEE A A.

H5ZER
HEXRR EEERA HEWR HEIRER
BEHEE BE(P1) Nuwa NuwaZR %+
BINuwaZK serverrole




Znuwa zZkBRE , JEERRREE , Bskssh B , BAsEnuwa zkiHFER T,

REE

Finuwa zkiHFE,

WIBFiE

BREEHPEXSIRHN T AR ;

o HHEBping NBEEsshABINE , FEEENRE , IRVIBEEART , HEESIEES.
« MRZBEMABRTE , FEETABIUTIHRGE,

18.7 Alarm-01.005.0003.00002-check_nuwa_server_disk
IR ImZKAY K /apsarazg , snapshotEZLAR txnlog&iA{TiEIE , F B Xdproxy/zkAlogii

BT .
HEER
HEXRE HERA HEWR BEERIR
REEZE BE(P1) Nuwa NuwaZRZ+
AINuwazK/
NuwaProxy serverrole
RS

lapsaraf2{EFERIRII85% , snapshotfLAK txnlog RB{ERZRIBII70% , B Eproxy/zkEJlogitBid5
miniZ B,

FeE

S Bproxy Iz ZRIAERIES , HTs/INHIE,
WIERE

ERFEHTPEX O SNHMESERTIE ;

- HWETERT  BEBHE.

- BRTERT  FEBE.

« WMMRBEMBEXERE , FEIIRBIEIALIE,



18.8 Alarm-02.005.0004.00001-check_nuwa_config_in_tianji
RErER RS B G R B tianjif S —H(ERTEEREEITE).

HERER
HEXRE HERR HEWR HEER
s FE(P2) Nuwa NuwaZR %+
AYNuwaConfig
serverrole
RIRE/RE

EBEREH B ERS 7R , RIEREERIERIRM,
FINEE

FnuwaS SR IRIRITHRE,

WiBFE

mEREtanji MTBERATAKY , KUNREERS , RIRECEAILE | tianji  apifJihERK

o



19 MiniLVS

19.1 Alarm-01.211.0001.00001-VIPEE{=
AHE VIP BT (BRiA20) BHEE,

smEs

B EER HEWR EERR

- =3
=

FEEE FE(P2) miniLVS minilvs. API#

AIEEIRE
IZINEVIPEFETZ.
FIEE
ANEREFERBRANET VIP 815 , A2 IRER VIP,
RIErsiE
1. (LS EEEHE VIP FK.
- WRE , BEEHE.,
- WMRE ., BYREE2.

2. W THEIDOECHAY VIP F[IRER , 7 B2 minilvs,

19.2 Alarm-02.211.0002.00001-LVSNode KVMiEE [

LVSNode KVM iEAE,

HEXRE EERR BEWRR EEER
==}

e BEE(P2) miniLVS minilvs.LVSNode#

KVM FE.
EE

KVM & eE REFE.



QIERAE
1£ minilvs FR7E ops MEEENLL: $14Tvirsh list --all , $KEX kvm Name: minilvsNNN,

H#14Tvirsh destroy $name; virsh start $nameds SERE,

19.3 Alarm-02.211.0001.00002-API B %

miniLVS E1ZAPI BE,

HEER

EEXE EERH BEYR EERR
SHEE Z2(P1) miniLVS minilvs.API#
AJRERE

miniLVS EEAPI §5, IREHEASTIHR. AJ8E/RE: DNS B&E. LVSNode &, DB KATENEREK
L,

ZITEE

FHET VIP 4= , RES VIP IIZEE , AINESR VIP IRERA.

WIERE

1. $11Tdig minilvs-api.${intranet-domain}&< , FIARRITIES .

2. #117ping minilvs-api.${intranet-domain}&p< , #&IA VIP 8]l Aping &,

Alg

3. Hi47curl minilvs-api.${intranet-domain}/slb/api?list_Ivs_node®< , EIARHRIREIEE.
WNRERETOEEMITRR , BUE HIAGMESEREH |, BXR minilvs FFRHFE,

19.4 Alarm-02.211.0002.00001-LVSNode KVMEE ¥

LVSNode KVM 1EARE,

HEER

HEXRE HER HEWUR HEER
FHHRE BEE(P2) miniLVS minilvs.LVSNode#
nIHERE

KVM 2.




FIEE

KVM RBEE R E,

WiE7E

1£ minilvs FR{E ops BB ENL: $1{Tvirsh list --all , KB kvm Name: minilvsNNN,

#14Tvirsh destroy $name; virsh start $namefpSEE,



20 MiniRDS

20.1 Alarm-02.301.0001.0001-check slave(sql thread down)

Yslave sql ZFE down,

HEER

BEXRE EERA BENR EEER

=Y lam=—es BEE(P2) minirds minirds.db

aIgeRE

ENCiEZ- S

FIEE

MR RATIRSEL master slave FHEA—EL.
b1 S

HfTcurl "http://${api}/action=recover&url=${url}&port=${port}"ap< , EIEFE.

20.2 Alarm-02.301.0001.0002-check alive
ZmysqlSEf5l down,

HEER

HERE EERA BENR EEIRR

EHEE Z2(P1) minirds minirds.db

mysqISEGIETE,

e E

AR IR R] BERRSS AN RERILE.
WIET5E

B4 Tcurl "http://${api}/action=recover&url=${url}&port=${port}"ap S E+&,



mysql EEHI=.

20.3 Alarm-02.301.0001.0003-chk_thread_connected above 8000

EEER
HERE HZER5 HEWR HEIRIR
BEEZE BE(P2) minirds minirds.db
aJgelRE

mysql IEREEIT R,
FIEE
SEREARS T,
WEBRE

H47kill process kill -9 ${mysqld_pid}ap<.

slave ,

HEER

20.4 Alarm-02.301.0001.0004-chk_slavelag behind 36000

BEXRE EERR

BENR

EEER

HREEE BE(P2)

minirds

minirds.db

R RIE.
EE
A RESEEIEA—EL
WEFE

HiTtcpdump —i any@p< |, MBI , EEMEAE,




20.5 Alarm-02.301.0001.0005-chk_mysql_aborted_conn above
10

Aborted 1EEEII %,

HEER

;1 &R S pord TR

2% BE(P2) minirds minirds.db

BIGHEEES
IR,
ZIEE
RS ETE.
W1ERE
HiTtepdump —i any@ < |, MEHKLE , EEMEEH.
20.6 Alarm-02.301.0001.0006-chk_slaveio

Yslave io ZLFE down,

Emam EEmE EBHR s

=Y lam=—oes BE(P2) minirds minirds.db

ENCiEZ- S

SR

MNRAKATIRSE master slave FIEA—EL.

b1 RS

HiTcurl "hitp://${api}/action=recover&url=${url}&port=${port}'m< , EEEE.




22 ODPS

22.1 Alarm-02.200.0001.00000-check_server_alive
IRSSEsnIRER LS.

HEER

BEXRE EERA BENR EEER

SHEE BE(P2) B, Bl

AIEERE
fR$388load, cpuFHE.
RNEE
1ZBRSS 2R AT A,
W E
BRIARETINEDIZRSSS | EEMAXES-600% , BieEsshNER: | MRABETERK
REAGEFZEERWHERRRBIERA,
22.2 Alarm-02.200.0001.00001-check_ssh
IRSSERETRER LS,

HEER

Of
g

ki
I
I

S b EEHR EBIR

Bt HEf

i

t

g
HEH
i
S

aJHERE
fR53=8load. cpuFIE , BiEsshiRSBALER.
I

IRSBFB|ILEER.



W1ERE
BRI SEBINERIZIRSSE | ERMEIAES-600 , BeEEssh A RNER , IR AEHEHK
REGRAFEERFEHERRAEAM,
22.3 Alarm-01.200.0001.00002-check_disk_usage
M FE=SE)E.

HEER

BEXRE EER BENR EEER

& BE(P2) Bl B

RS
BN RS E A EEIES .
e
Al REaIMIE THEIZIRSS 88 _ LRV IIGETEUE.
WIE7E
1. BRIHE , JUTd DS BEWBRUESITH,
2. cd BAEFHEIER : #Tsudo du -h . -max-depth=18(Fls -trthEHAHHEABR , iBEXIL
XHEEBR.
22.4 Alarm-02.200.0001.00003-check_eth_status
RSHRMTREFRE.

zzEe

BEXRE EERR BENR EEER

SHEE BE(P2) Bl Bl

QS
Y -RElE RSN IR AR,
EE

ARSSBR AT RETCILERN,




W1ERE
1. BRI EERS SN NAVHR NS 2ok
2. INRENZBEE , BEEXNNRSHENOASEER
WNRIEE | RAARSEM-RERM , REEXARHITENEE , FERRBEMOBMER , KR
HEXARHITHEE,
22.5 Alarm-02.000.0001.00000-check_pangu_master_switch

check pangu master2& &4 1iE,

HEER

5l BEWUR BRI

Of
g
Of | %k
&
Of
g

2% BHE(P2) pangu master pangu

WIBFE

1. ER&Rag.

2. puadmin gemsEEE LIRS,

3. RIEIRZEmasterEREfmasterE B HERRIATEIF1&EFHlog(/apsara/pangu_master/log/
pangu_master.LOG)HExZEpanguFF & HFE ()T,

22.6 Alarm-02.000.0001.00001 ﬁEZ:_J x5
SUHP T SSNEIRETATIRSIRIE | PSS | RUER1 5%,

smEs
Emxn b EEHR SR
e P g AR
AT8ERE

- BB EBIIHEZSE,



« #@ichunkserverfl B E.

« RERIAE,

leE

BEHAUES |, ®_EEREEEEEANSIENRS.

WIBT5iE

1. &FRPanguToolstl28 , H11T/apsara/deploy/puadmin Iscspd , BEL
FNORMALHIchunkserverfiLAK DISK_OKHIHL S HERBIEE.

- WRIEHE , BhEE=E2,

< NMRBETESH , FENSFEER.
2. EEEHIINEIRT , PanguToolsE{EH 28 S5 EiMastertl28 Z [RAIRIMILEIBI.

22.7 Alarm-01.000.0001.00002-f2 8 Atemp file XA/ d
(B

L4EP TRONZISEER Ptemp file X/MVBISEHERIIHER , FHEZEE , WINEERA 1/,

zuEe
Emum EBs EBHR EiR
s P2 R BRI
FBEEE

EERSBEANKRKHtemp file3Z 4,

FIEE

temp fileld X , KGRI SEGNEFETE , FIWEBRSEREZSE,

QIET5E

ZFPangtuToolsFTTERIHEE , H14T/apsara/deploy/puadmin cs -tempfile -top 18 , BEKA
Btemp file , #ZEltemp fileflIEANE , IREABWABAXGXNEESE



22.8 Alarm-01.000.0001.00003-F HTFES 0B A 314
HEP T BAONZESERFPFEORIARISART |, FFEIZEEE | 1NERIAS S .

HEER
HEXRE EERR BEWR BRI
BESE P1 ] BHEK
AHERE

E—RtEIAE 2Ra B MR IRIA.

ISR

FInEEZ 2.

WIERE

1. ZEFRPanguToolsFrEH188 , HfT/apsara/deploy/puadmin Iscsips , BERE

JENORMALAIChunkserver , FiGH 88 & HEE R,

22.9 Alarm-02.010.0001.00000-check_fuxi_master_hang

sfmSfuxi mastenz={TIRZS.

HEER

BERE R HENR EEIRR

BEHEE BE(P1) fuxi master fuxi master

RIREIRE

BFEE.

FITEE

FNERHEREIEIT,

WIEFE

1. EREEF , PUTr aligS |, HIAfuxi masterRBIEERS.

2. BXRfuxiFf & , FiAfuxi hang{FRIBTIEIFNSIMM.,
3. WERSZIETLAKiIFEFEmaster(FEmaster ip 3 : r primary fm)ftA 1,




22.10 Alarm-01.000.0001.00004-F2HEZES 1514324
HEP T BAONZESERFPEFE1RIARISERT , FFEIZEEE | 1 NERIAS S .

HEER
HEXRE EERR BEWR BRI
BESE P2 ] BHEK
AHERE

E—RHEIAEAI RSB HEIRIA,

e

FINEIELZE M.

WIBRE

AAERIreplicationiit 2RE , EERIREH].

22.11 Alarm-02.000.0001.00005-check_pangu_file_replicate

BEEXMEITH.

HEER

HEWRR

Of
g
I
Of
g
]
FE

EERR

%
H
=]

BE(P1) X4

L4

t

ik

X

R

MBI FREN RS,
I

SIS RSB ALY,
WIERE

1. BFRE&ERfag , BEEYFIERIE S Bdist288puadmin Iscs | grep DISCONdisfdchunkserver,

2. yNRAdisconnecttf|2§ , BAIHFEFEEIRSELERIAKE.

3. WRABEA , BERFRpanguFFAHITHIE.




22.12 Alarm-01.010.0001.00001-check_fuxi_job_num
SERHRALEL,

HEER

HERE R BEWR EEIRR
= BE(P2) S S

AR —RAER FIlI 2.

e

FINEERHSE , BREAFUARHEIBRA.

WIBRE

BXRodpsFHFAEHIRZ/FUENI SHIRE , B Rl Fkill,

2213 Alarm-02.010.0001.00002- odps_apsara_pm_ag-
check_package _manager_alive

SR hfYPackageManagern#iZ 2B FHE.

Emam EEmE EBHR s

BHEE Z2(P1) fuxi PackageManager

PackageManager#f2Fi&Bn , S&Ehang(E.
FEE

FoikmEfuxi LfEpackage , fuxiZGiRIERRAGCIHZ.
WIEFE

EFPackageManagert/l2§ , & PackageManagen# 22 A FE.




22.14 Alarm-02.010.0001.00003-check_fuxiservice_status

check fuxi master{Xyt.

HEER

HERE HERA HEWR HEER
BEHEE BE(P2) fuxi master fuxi
BIGHEEES

BEERE. DBEX,

ISR

SR RURE,

WiE7E

1. ExEFfag.

2. Jf7ralin e , BEERAIER B RERISITHIEL.

3. H47r primary fm@&< , &E&fuxi master ip,

4. TBRXIRip , EFmasterA 2SI BN EEIRZR BERIog(/apsara/fuxi_master/
fuxi_master.LOG) , FHEXHIBER AL uxi FFAAR.

22.15 Alarm-02.005.0001.00000-check_nuwa_zk

BEnuwalkz.
S5ZER
SRR EZR HEWR HERER
BHEE FHE(P1) nuwa nuwa
GBS

DBEER. WMNARS2PIREAIESR.
EE

FINERHISE.



WIBRE

1. H117/apsara/deploy/nuwa_console --address=nuwa://localcluster/ --console --admin=truedp

% BENWaRESERIEE.

2. ZRIRENSHENUWaHIER B R,

3. BkZRnuwaFt A HFEIEE.

22.16 Alarm-02.010.0002.00000-check_package_manager

&ZEpackage managerikE,

HEER

IR
g
&
g

BEWUR

BRI

BE(P2)

package manager

package manager

QS
EFRFE.

I

TSR EHE,

WIBRE

1. BRE&Efag , H{T/apsara/deploy/rpc_wrapper/rpc.sh  pl

list,

2. NRgE L Wpackage list , Bf&Epacakge FFAHEE.

e , AR BEEEEEE Ipackage

22.17 Alarm-02.010.0001.00004-check_fuxi_master_alive

BEEEffuxi masterE5”alive,

HERER
HEXE HER5 HEWR HEIRIR
BHEE BE(P1) fuxi master fuxi
BIEHEEES

EFRFERH. RS==E.




SR

FINEEIEE.

WIBFE

1. BFRIREfuxi master , EREHERSFE , FEHIT I —SAR.
2. HfaxE/apsara/cloud/data/corefile 2B coredump i,

3. NRNFIAGEEIER , ZIBRMNIZEIRR , REUXFFRHFE.

22.18 Alarm-01.010.0002.00001-check_package_manager_alive

BEEEfpangu mastern#fEERalive,

HEER
HEXE EERR HENR BRI
BB ESZE BE(P2) package manager package manager
aJHERE

RFREES. REEE.
SIS
IR T,
QBT
B 5Fpacakge manager . EEEHHEEAGIE,

o F1FE , BtZRpackage FFAIH{ TR,

. FE, WTT—%.
2. HfjiE/apsara/cloud/data/corefile &8 coredumpHIL,

3. SNRIFM2EPIER , NiZZRiRMR , BkFRpackageFF A HEEIRIE.

22.19 Alarm-02.005.0001.00001-check_nuwa_config

&Z&nuwa config,

HEER
EExw s EER EET
BHEE BE(P1) nuwa nuwa




BB HEK.

FIEE

FMEREARSS.

WIBT5iE
Bx&EnuwaFF R HFE[AE.

22.20 Alarm-01.000.0001.00006-F threplicationPAFHEZ S
HEP T BRI EEEFHReplicationPAFHKEIF AT , FEZEE |, B A—5 8.

&R

HEXRE EERA BEWR BRI
H

z P2 ] BHEK

RERMEEE SRR,

I
RTINS ER 2.
WIBRE

PEERIRIES | AV NEEBESES.

22.21 Alarm-01.000.0001.00007-f2 & T{EiS 58
HEP T BRNEIER R TR AR | FFEIZEEE | wilEEA=9.

BEER
HEXE EER BENR EEIRR
BESE P1 ] BHEK
AIHERE

RKF—*FaImastertll28=ET.




e
SE AR .
SIBYSE
1EEigBiz1THpangu masterfT{Et/l=s.
22.22 Alarm-01.000.0001 .oooos-ﬁa.as‘c#%ﬂ%i%%%
e T EROMRIERFPEL X EE 2 |, FFEZEE | (CNEEA—D .

S£EZER

Emmm azps) EER HeEEn

FESE P2 =h BHEK

BOTPXHHETK,

EE

FIEGHIRT R,

WEFE

MBR—LATERIG | BiEY KEdimaster , csHIRTE.

22.23 Alarm-01.000.0001 .oooog-ﬁaﬁlﬂﬁﬁﬂ#ﬂﬂﬁﬁﬁé
#HP T BONZESERFPENEREERR , mEEE | lEEEA—K.

HEXRE BERA BEWR BRI
H

z P2 ] BEHEK

BOTPRXEEETX,
I
AR ERI A%,



WIBRE
IR AFEERRINMG | (BT B—LCS,

22.24 Alarm-01.000.0001.00010-F25SECONDARY masterfiEA
Rjee

#EIP TREAQNZISE R SECONDARY masterfIERERS , FEZEE , MEERAS/\,
HEER

HERE EERA BEWR EEIRR
BESE P2 ] BEHEK

FEmastert/1384E 7.

FTEE

SR SRR A,

WERE

(8RB THIpangu masterFifE 2.

22.25 Alarm-01.000.0001.00011 -ﬂEbinaryi{tFZ:—H%%
e T BRI SR PR Abinary IEMRAT—EEY |, F=EZEE | NEER—\eT,

HEER
BERE EERR BEXUR EEER
BESE P2 ] BHEK
AIHEIRE

FrE masterfy i HI S 4Emd5A—EL,
SR

SRR B,

WiE7E

BERTERIsecond master HFZIEEA—EL.




AR FEprimary masteri~A—2{ , FoiiEHEES.

22.26 Alarm-01.005.0001.00002-check_nw_zk queue
zkig=KkBAF,

HEXRE EERA BEWUR BEIRR
H

= BE(P2) nuwa nuwa

nuwaHERNELE,
SIS
SUISERY CRIBSS.
QB
IS HIET R IS AN RS | BEBRnuwalTR HAHE,
22.27 Alarm-01.000.0001.00010-22SECONDARY masterf{iE4

HNEE

“EiP TEANZISE R SECONDARY masterfIE R ERS , FHEZEE , MINEERAS/\,

H5EZER

EEXRE EERA BEWR BRI
H

z P2 ] BEEK

R
FEmasterfl 88T,
IEE

SR ERI K,
WiBRE

1BEi&Biz1THpangu masterf7EH128,




22.28 Alarm-01.010.0001.00005-check_FuxiMaster_queue_size

fuxi masterig Kb EERAF,

HEER

BEWR

EEIRR

fuxi master

fuxi

BRI ZEE fuxiHFE RS,
e

BANERfuxibIRRES .
WIBRE

fuximastenEEzEud s |, aJeRIEW S, thay

1THIE.

INA=]
BEXE

fuxi masterAGLMIEIES [FE , BAR fuxiFF it

22.29 Alarm-01.000.0001.00011-B & binary {4 A —FEE
i T AT SRR Ebinary SIHRAR S0 , FAERSE | BN — /.

HEER
HEXE R BENR EEIRR
BESE P2 ] BEHEK
AIHERE

FrBmasterfy i34 md5 A~ —E,
FIEE

SRR B,

QxS

B TS Rsecond master HIEEEH—E,

WNSREprimary masterA~—% , JciEES.




&HZEcs sendbuffer2E 5.

HEER

22.30 Alarm-01.000.0002.00000-check_cs_sendbuffer

BEWR

EEIRR

chunkserver

chunkserver

Siumepu IimE & MNEE,
- REl S|
=HcshRSSEE.

WIBRE

BtRpanguFt k& Esendbuffer}Tiit28 , BEEMEEEIEE.

BE8OIRAE BRI,

HEER

22.31 Alarm-02.500.0001.00000-check_port_80

RS ERIERMRSS.

BEXRE EERR

BENR

EEER

SHEE BE(P1)

tunnel/frontend

tunnel/frontend

iAnginxi#tiz, IRSRE.
EE
BEIRSRTERSS.
WIBFE

o WBRAFEENGINXELRLEE |, HiiTsudo /home/admin/nginx/sbin/nginx -s startfSz/],
o WMRnginxiFBLE , FllrEfrontendifRtunnel , BXEXINFF A HEE(C)E,




22.32 Alarm-02.500.0001.00001-check_coredump
MR B K Ecore X,

HEER

Of
g

BEWR EEIRR

1]
Of
g
&
g

%
==
[=]

BEP2) tunnel/frontend tunnel/frontend

L)

t

g

QS

XINHIEHINFE.

e

BEIRS IR RETIAERRS.
WIBRE

HrRfrontendifEtunnel , BFRIMALHTHIE , EERSESIERE.

22.33 Alarm-02.500.0001.00002-check_status_file

status.htmIEETFE.

HEER
HEXE HERL HEWR HEER
BHEE BE(P2) tunnel/frontend tunnel/frontend
BIEHEES

==

tunnel/frontendiHZ2RE.

REE

BEIRSEETIERS.

Wi E

- MREBAFIRE , BB,

o WNEREMNSSEL B K frontend/tunnel FF AZBEIRS.
NERAR HIAFHER , BkZfrontenda#& tunnelFFAHEE.



22.34 Alarm-02.500.0002.00000-check_frontend_process_exists

frontendiH 2R B FE.

EEER
HERE HZER5 HEWR HEIRIR
EHEE BE(P2) frontend frontend
aJgelRE

e

BEIRSRIIERS.

WIBRE
EXFfrontendFF & HFEHE AT,

22.35 Alarm-02.500.0001.00003-check_toa_ odps

BEtoatRHRZERINE.
HEEE
HExRR EZE51 HEWR EHEER
EHEE BE(P2) BEIRSES BIRE
aHERE

i&A8insmod toa,
SR
FTiFEERXLIP,
WIBFE
PATAIT A<
sudo modprobe toa

Ismod | grep toa




22.36 Alarm-02.500.0003.00000-check_tunnel_service
tunne 22D EFE.

HEER

HERE R BEWR EEIRR

BHEE BHE(P2) tunnel tunnel

e E

BEIRSETIERS.

QIEysiE

B&RtunnelF RHFEERSAIERRE.

22.37 Alarm-01.500.0004.00000-Check_ExecutorWorker
_sqgl_relative_task_default_ QPS

sql_relative/2iEKkQPS,

FEZEE
HExRR EZE51 HEWR EHEER
REEE BEE(P2) executorworker executorworker
EEEEES

sql_relativeZBYERENIT .
e
2sql_relativeZXBYEIIEFIET T,
WeIERE

BxZexecutor workFF & THFE.



22.38 Alarm-01.500.0004.00001-Check_ExecutorWorker
_sql_relative_task_default_Latency

tryrunfilatency,
HEER
HEXRE HERR HEWR HEER
FREEE BEE(P2) executorworker executorworker
RJRE[RE

sql_relative X BN/ MIFEIRIGINMAEIS S | FEIRIEGN.
FIEE

SMHsql_relativeZSBUENVIEEIZTT,

WEETS %

BxZRexecutor workFF&FHITHER.

22.39 Alarm-01.500.0004.00002-Check_ExecutorWorker
_aggregate_task_default_ QPS

aggregate SiEKQPS,

HEER

HEXRE EERR BENR EEER

REEE BE(P2) executorworker executorworker

AIEERE
aggregateZRBUEREIL £,
TSR
FMaggregatesBURIVIETT,
b1 ) S

EXZexecutor workFF&#H1THER.




22.40

Alarm-01.500.0004.00003-Check_ExecutorWorker
_aggregate_task_default_Latency

aggregate tryrunfilatency,

HEER

LER e HEHR e
RESEE BE(P2) executorworker executorworker
AHERE

aggregate3SEYE/FERMIFEIRIENN.

I

FMaggregate KA EIV IFRIEAT.

WIBRE

BXZFKexecutor workFF AR THER.

22.41

Alarm-01.500.0004.00004-Check_ExecutorWorker

_RunningTaskCount

executorworkiz{ THILLFEEL.

HEER

HEXRE

EEma

BENR

EEER

FESE

BE(P2)

executor

executor

QEEE

job¥d %,

EE

FNEEN RS BRALRT NS TjobRIBESD.

WEFE

INRIRENEBRITIRERRS-5E , BMERAKEIS-ERIRE,

EXZzexecutor

HA,

work fERAHREY & , IREREISSERHI—X

, BTEDEX , FFEH




22.42 Alarm-01.500.0004.00005-Check_ExecutorWorker
_EasyRPC_Latency

executorSOHFEMLEFERT,

HEER
HERE HERA HEWR HEER
BESZE BE(P2) executor executor
BIGHEEES

RSB R, METIIE,
FIEE

/lMexecutorlEEARSS .

WY iE

BxFexecutor workFFRHITHEIE.

22.43 Alarm-01.500.0005.00000-check_odpsworker_req
uestpoolsize

odps worker iEKFHE,

HEER

Emam EEmE EBHR EoiER

FEEE BE(P2) odpswork odpswork

AIEERE

job#id % , odpswork#ERE,

TSR

FModpsfRFSIERIEIT,

b1 ) S

EXZRodpsworkFF & HFEodpswork 2EIER TIE.

o WRZE , ViR EzAjobEiakE & NodpsworkZy,
o MRAR , WEEFAH—FSHE.




22.44
reEventLatecy

odpswork storeEventfg;EHIlatency,

mEEs

Alarm-01.500.0005.00001-check_OdpsWorker_Sto

BEWR

TR

odpswork

odpswork

QS
PHEZNL,
I

otsFEIRIT K,

2 listoreEventifiBiE]T.

WIBRE

BENMABEMNEREI T FHFIotsIRFZERIESE , BxZKscheduler workerFF& F&HEE , BNALIE

B REF T HRAEE otsiRFZ B E IR,

22.45
r_CreatelnstanceQPS

SFinstanceiERAIqps.

Alarm-01.500.0006.00000-check_SchedulerWorke

S5EER
s ) s R
REEEE BEE(P2) schedulerwork schedulerwork
GBS

instanceZENN. schedulerworkQMEEE TIE,

FIeE
S/MschedulerworkIEEIETT
WIS iE

BXZscheduler workerFFAHEE,




22.46

E8¥HexecutorworkQMBLLFE R,

HEER

Alarm-01.500.0006.00001-Check_SchedulerWorke
r_RunningTaskCount

BEWR

EEIRR

schedulerwork

schedulerwork

QS
jobZIENN,

I

FAEE M odpsfRSSIEREST.

WIBRE

(IR AT AYjobEE E BX Z odps executor workFF & executor workZeF224,

22.47

e _CPUUsage

Alarm-01.500.0007.00000-check _QuotaWorkerRol

quotaworker cpufSEFEEE,

zzEe

e

EEma

BENR

EEER

FESE

BE(P2)

quotawork

quotawork

QEEE

quotaworkig k3%, HES.

EE

SMtunnelfg3ZAIquotaiR &,

WEFE

BXZRquotaworkFF & L4HEE , 21BN LIRS MiHFEgcore $pid (X RIHFEpid ) .




22.48 Alarm-01.500.0007.00001-check_QuotaWorkerRol
e_MEMUsage

quotaworker memf{EHZE,

SEER
HEXRR SHERA HEWR HEIRR
BESZE BE(P2) quotawork quotawork
aJEERE

quotaworkiERES %, HIEF.

FIEE

2Etunnel JRSSHIquotaiR &,

WY iE

BtZRquotaworkFF & _ELLHEE , BB eI LARIRI R EH Tgcore $pidan<s , pid X RLHFEpid,

22.49 Alarm-01.500.0008.00000-check_MessageServerR
ole_CPUUsage

messagework CPU{ERER,

HEER

HEXRE EERR BENR EEER

REEE BE(P2) messagework messagework

R

messageidZ, HIEFHE.

= EES

FIODPSE At EEEEIE.

WY iE

BXZEmessagework & LEHEE, ESER AT LAXIXI Rii#FEgcore $pid , pidZFnxIRiFEpid,




22.50 Alarm-01.500.0008.00001-check_MessageServerR
ole_MEMUsage

messagework memfsEFEER,

HEER
HEXRE HERR HEWR HEER
BESZE BE(P2) messagework messagework
RJRE[RE

messageld%. HERE.

FINEE

F/IMODPSE A EEIHEEX.

WIBRE

BXZEmessageworkFF & L4HEE , ERIERAILAXIXI REHFEH Tgcore $pid , pidZRaxIROHAFEpid.

22.51 Alarm-01.500.0009.00000-check_hiveserver_fn_
createPartition_latency

create partitionfi§latency,

HEER

HEXRE EERR BENR EEER

FREEEE BE(P2) hiveserver hiveserver

RS

OTSEE,

HEE

F/ODP SRS BlliZpartition,

RERE

EENMEMEREREITHIOTSIRSEEIES |, BkERhiveserverFF R LLHEE |, BUILIRYL
MR EF MR ots iR S5 B IR,




22.52
ead_pool_state

IFEIE{THYddItask ML,

Alarm-01.500.0010.00000-check_ddl_server_thr

HEER
HERE HERA HEWR HEER
BESZE BE(P2) hiveserver hiveserver
BIGHEEES

Bddl hang , ddiserverf{ &A1,
e E

S/IddIR{E,

WIESE
BXZhiverserverFF & _ELHEE,

submit ddI taskBdqps.,

22.53 Alarm-01.500.0010.00001-check_ddl_server_request_qps

BEXRE EERR

BENR

EEER

HREEE BE(P2)

hiveserver

hiveserver

ddIifEdltEnn,
=4 REl S|
ddHR{EIERIE X,

WEFE

BEXNBEMNERER BT otsIRSFBIESE , BkRhiveserverF & EE&HIE , BN IENE MR

EITHIRAEE otsiRSZS HE A,




22.54 Alarm-01.500.0010.00002-check_ddl_server_ots
_operate_latency

ddiserveriF A {tmetafiilatency,

HEER

;1 &R S pord TR

2= BE(P2) hiveserver hiveserver

QS

OTSRH.

I

FametaZiE—EUL,

WIBRE

BENNEMERE LB FotsiRZIER , BxFRhiveserverfH R FL4HIE , BUKLIENERLZEIR
EFHIIEEE otsIRES HEITM,

22.55 Alarm-01.500.0010.00003-check_ddl_server_exe
cute_latency

ddiHA TR A,

HEER
B SERR HEWR SEEER

= FE(P2) hiveserver hiveserver

OTSEE.

EE

FIddIfRSEILE.

WIBFE

BEXNNAEMERE B MotsiRFZIER , BxRhiveserverfF R LL4HFE , BRNSLENLEMLZSI

EITHIRAEHEotsiRSZS HE A,




22.56 Alarm-01.500.0011.00000-Check_RecycleWorker_
CPUUsage

recyclework CPUfEFER,

H5ZER
e SHERA HEWR HEIRR
FREEE BEE(P2) recyclework recyclework
QS

recycleworkitfZRE. REIR.

IR

2/irecyclework IEFIZE]T.

WiE7E

BxFrecycletR EEAFE , BRI LIS RIHFEHITgcore $pidap<S , pid IXIMFHFEpid,

22.57 Alarm-01.500.0011.00001-Check_RecycleWorker_
MEMUsage

recyclework mem{EHZR,

HEER

HEXRE EERR BENR EEER

= BEE(P2) recyclework recyclework

QEEE

(==

recycleworkiAif2RE. fEIIE.

il

FIEE

=/Mirecyclework IEEIETT,

BT iE

ExFRrecycleF P& E4HFE , ERIBRAILANIXIRHIZHITgcore $pidan<e , pid ARIMLFHFEpId,



22.58 Alarm-01.500.0009.00001-check_hiveserver_Thr
eadsRunnable

hiveserver runnableiz{3%4,

sEES

;1 &R S pord TR

hiveserver

= BEEP1) hiveserver

R

SRR MR,

FINEE
FghiveserverfRSHaxE.
WIBRE
BXZRhiveserverfF & L&HEE.




23 (A==

231 Alarm-02.010.0001.00002- odps_apsara_pm_ag-
check_package _manager_alive

SERfhAPackageManagenf#iZE2 B E.

HEER
HExR HER HEWR HEIRIR
BHEE Z2(P1) fuxi PackageManager
JRERE

PackageManagern#f&7o%E5 , 8k&Ehang(E.
FIEE

FoikAfuxi tf&package , fuxiZoiAIERALECHE,
WIERE

& RPackageManagerf/|28 , & PackageManagen#iZ 25 F E.

23.2 Alarm-02.010.0002.00003-odps_apsara_fm_ag-
check_fuxi_master_hang
EBFhIFuxiMasterf~RsS.
HEER
aEXE HERA HEXR SHEER
E e E2(P1) fuxi FuxiMaster
AJ4ERE

FuxiMasten#iZTo AN 53K,
SNTEE

TR FHASRIR TS




a1EyE
1. FuxiMaster& BoifIEXFiER , WEIIRE EEERERHFE/apsara/deploy/rpc_wrapper/
rpc.sh alips , MEEBKE .

2. NRKIKE , BEEnuwa [RBEBIER , REEFEEDETARIENR.

23.3 Alarm-01.010.0002.00004-odps_apsara_fm_ag-
check_fuxi_job_num

FuxiMasteri@aZAUESEI 2.

SZER
sExR = HEWR HEIRER
BESZE Z2(P1) fuxi FuxiMaster
A RERE

* FFodps{ESIRRITE | BETR T AZHImerge task
I

« fuxittBETiE , EETETENMA

W1ERE
(AR STRAIEAL
23.4 Alarm-02.010.0003.00005-odps_apsara_fm_ag-

check_fuxiservice_status
E&fPaos_fuxiB A~ F7E.

HERER
HEXR SZR HEWR HEIRER
BEHEE Z2(P1) fuxi Package
o EERE

o iZfHIBR T aos_fuxitl



EE

« FixBEhjobakEservice

WiExiE
twEPackageiXserverroleHiZRRTF L , WIRFEERIZIARE.
23.5 Alarm-02.010.0002.00006-odps_apsara_fm_ag-
check_fuxi_master_switch
FuxiMasterR 4T £EF1IE,
HERER
aEXE HERA HEWR SHEER
FHEE BEE(P2) fuxi FuxiMaster
TaERE

FuxiMaster/ A28 CiAEEEInuwa,

FEE

FuxiMasterEA1#(BiR.)> , BRSSRESIBE(E.

RERE

REIERIRfuximastert B8 RBIEE , REFERITEHTE,

23.6 Alarm-02.010.0002.00007-odps_apsara_fm_ag-
check_fuxi_master_alive

FuxiMastenH#iEARZiEa& FuxiMasterA~TL{E.

H5ZER
SRR EZR HEWR EEER
BHEE Z2(P1) fuxi FuxiMaster
GBS

FuxiMasterEH TG ABKR. FuxiMasteri# 2R F1E.




=4 NENES
FuxiMasterFGiZIEE RS,
Q8%

HRBEFuxiMastert| S2REEESE |, WNERALENE |, IGEFuximasterHiEE2R/TEE,



24 24

24.1 Alarm-01.000.0002.00001 - Master checkpoint#IEA &
LR T BiaNEIEZ S MasterffifYcheckpoint i@ AT EREBEIE , =4EZEE |, wlEE—
INBT,

K5l BEWR BRI

% P2 24 £ hMaster

« BEhMasterfRBZFE , KEJERBMcheckpoint,
- FEET.
FEE
.« IRBREBMIcheckpoint , RF/masterHFEFENAHEATCEHATE.,
- MHEZEME T,
WY iE
1. NEERHERENEIREE,
- WIRZE , BB,

o WMRE , BYEEE2,
2. BFRIREN2E , BE/apsarapanguT AR B R , MRTERE , B— NEEZE,

24.2 Alarm-02.000.0001.00001-2 H A 0JiEES
SYHP T BRNEIREFATIRSHRIE | PR | A1 5.

HEER
BEXRE EERR BEWUR EEER
SHEE P1 2h BHEK




- BHISBEEBIHETE.

« #Hthchunkserverf#{BAE.

o PYLBIEIER,

HEE

BHAEES |, ¥ EEMBEELEASUERIRS.

SIEYE

1. ZEZRPanguToolst12§ , #l{7/apsara/deploy/puadmin Iscsaps , AL
FNORMALHKIchunkserverfiLAR: DISK_OKHIREZ B 2B ER,

« WIRIER , BhkEE2,
« IREBETACSH , BEAEHEER.
2. EEERAIMRIRT , PanguToolsFifEH2E S & hmMastertfl 28 Z [BAIRILEIEIRL.

24.3 Alarm-01.000.0001.00002- B2t EEEfRtemp file3Z{HK B
&

SR TRGNZISE Ptemp file X/NVBISBHERIIHER , FEZEE , WINEERA 1/,

HEER
HEXRE EERA BEWR BRI
BESE P2 ] BHEK
AHERE

LERSBEANKKAItemp file3Zf4.

EE

temp fileld X , REAISEGHIEFIETE , FINEBRSEREZSE.
QIETSE

EFRPangtuToolsFrERIHLEE , HfT/apsara/deploy/puadmin cs -tempfile -top 1855 , BEREK
Bitemp file , K ZEltemp fileIBEANE , IREAFHABAXHXNNEREE



24.4 Alarm-02.000.0003.00001-hchunkserver&“core dump

P T BESNRIERF P chunkserverfGcore dumpRERIRHZ , FFEIZEZE | 1&NFEERA15%0,

EHEER

HERR EERR HEWR HEIER

E P2 ] £ Chunkserver
AJEE/RE

HEHChunkserverfEFiz{THE , SFcore dump,

ISR

SEEEChunkserver 128 S |, AIRERIER LERSS K core dumpHRHiEEIERS.,

WIERE

{RE8/cloud/data/corefile BF Ficore dumpX {4 , BEAEREEHNFHAAR , EFEcore dumpIJRE,

24.5 Alarm-02.000.0003.00002-f2t5Chunkserver845ixE (44

&

LR T ESMRIER P chunkserver evet logdhBErrorfi BIRYSEZRIAHER |, P4z EZ | 12 NEHEA

e axps) EER EeEn

BHEE P2 2 = Chunkserver

RETEINME T , BEINSEERROR , MEEIREERE M.

FIEE

ARSI AR A ARRAIChunkserveriPIRE.,

WIEFE

&E/apsara/pangu_chunkserver/logE = FHpangu_event.LOG , &KL T Witkevent | £t
XfeventREVERAIETE,




24.6 Alarm-01.000.0003.00003-F2 & Chunkservertl22_EaJloadiT

=)
L T B NIRIEERf R chunkserver loadis FHEERERRHERE , FFEIZEZ |, 1B 1570,

HEER
SRR = HEWR HEER
FEESE P2 B2h #=H Chunkserver
GBS

FhChunkserver FRHEEIEIZ .
FITEE

s IaE & Chunkserverfiz TR,
WeIERE

ERIRERIChunkserver , BEEFFLHIZG AT KECPU |, IANZHEINE TRSER TS TREE.

24.7 Alarm-01.000.0003.00004-f2H Chunkserver mapfJsoid=

1P T B8 NEIEEEFHchunkserver maplIsoid ZHYRHE , Pz 52 | #NIEHE 9108,

Kal BEWR BRI

Of
g
oF | %k
&
IR
g

2% P2 825 £ Chunkserver

AJEE/RE

BMERRIZFE.

FIEE

2/IMChunkserverlEEI&TT,

WIERE

1. &Fvar/log/messagesEBIFERE.

2. EERFHIRE.




24.8 Alarm-01.000.0003.00005- 2 ChunkserverA{E GBI S
LR T BiGNEIEERFFchunkserver A ERASTHEERENER , FF4EZ5Z |, 19NFER
F91055%4,

HEEE
HExRR EZE51 HEWR EHEER
FEEE P2 2 = Chunkserver
B

£ Chunkserver_EAYchunk#Ei3 2,

FIeE

S/MWiZChunkserverBUiZ{TIRZ , BOOMXE.

WIEFE

BRPanguToolstl% , #l{T/apsara/deploy/pu quotafip< , EERRBIENNHHERETS
RNAABANHERESS

SR

24.9 Alarm-01.000.0003.00006-F & ChunkserverfZZirecviiia
‘-.I-E

4P TR NZIEE P chunkserver recvRIMESREISERT , FFEZSE |, 1GNEHI158),

e S Ty EEER

= P2 B S Chunkserver

B Chunkserver[EiT K,
e
S/MWiZChunkserverfIIRSB R E.
BT iE

I&{EClientEE.




2410 Alarm-01.000.0003.00007-E & ChunkserverflZZidsend;i
S35
LR T B NEIER P chunkserver sendfINERET ST , FFEIZEZE | {ONEE 1550,

FEER

HEXRE EERR BENR EEER
==}

s P2 ] # 1 Chunkserver

B Chunkserver ERiT K,

FIeE

#/IMiZChunkserverfIIR S RE.

WeIERE

B ClientiEE S,
24.11 Alarm-01.000.0003.00008-E Chunkserver¥THRIS{F 1R
HEIS

LR T Bt NEI SR Fchunkserver FIFRS A RREIT SRR , FEZEE |, 1aNEE]
791580,
HERER
HEXRE EHER HEWUR EERIR
FHESE P2 #h 1 Chunkserver
nIgeRE

#FHChunkserverf THAYchunks 3 {Hd %,

RNEE

#/IiZChunkserverfIiRSSRE .

W E

1. H14Tls - /proc/<pid>/fd#s< , BEChunkservern#izt TFFHHIS4-GIHA,
2. MIRRTCARRISIA.




24.12 Alarm-02.000.0003.00009-£2 & ChunkserveriBiZ26ER3
LR T BRI EERffchunkserver BEGIIEHE , FFEIZESZ |, 1 ONBER 155,

EHEER

HERR EERR HEWR HEIER

E P2 ] £ Chunkserver
AJEE/RE

BHChunkseren#fERETER , BrlgeEREI00M,

HEE

=M% ChunkserverfY1IEEIE T,

SIERGE

1. ZFFiZChunkserver , &dmesg(ESE , BEEHFHE00M,
. WRE , HEREFOOM , EMHIEER , A ChunkserverARHEKIRER.
- WRITH | BkEE2,

2. &HF&/apsara/pangu_chunkserver/logB 3= T~pangu_chunkserver.LOG.1 , #ZFATAL log , B&
E—RiATESRIRE.

24.13 Alarm-02.000.0003.00010-8 & Chunkserver ulimit 12 B2isi%
o =i d
H=
LR T B NIRIER B chunkserver H185ulimitiZ B A AunlimitedABHE |, FEAEIZESEE | #NEER
F13H,

Emx ERT EEHR ERIEIR

BEE P2 B2h 2 Chunkserver

aJgERE
ulimitiREfEiR.
S NSeE

ATRELE2HChunkserver E&iE1T.




WiBRE
REE T Chunkserveri/l28ulimit/gunlimited,
24.14 Alarm-01.000.0003.00011-f2 & Chunkserver #188/apsarag
REEARE
L4EP T BtaNEI SR Fchunkserver #88/apsaraZSEIANBHORHE | PR S | 1 NIEER
791585,

EEXRE EERA BEWUR BEIRR
H

ik P2 B £ Chunkserver

lapsara B RIFEMHEXE G,

FIEE

S/ChunkserverlE &Ei&1T.

WiE7E

ERChunkservertll2s , E&/apsaraBRERIER , BRAKFEERHI T,

24.15 Alarm-01.000.0003.00012-F & Chunkserver tnee/

apsarapanguB R @A R
SR T BieilEISEEFchunkserver  1fl28/apsarapanguZSEIAERIBHE , Pz EE | 1aillfEHA
7915%p,
SEER
HExRR HZ551 HEWR HEER
BESZE P2 B2h 2 Chunkserver
GBS

/apsarapangu B RFEEMMATERE S .




SABE
22l ChunkserverlEEIiE,T,
WIERE
ERChunkservertflg§ , B&/apsarapanguTEfFAER , REEHEERTEIE,
24.16 Alarm-01.000.0003.00013-F 1 Chunkserver {122 EBR=H

A

P T B NIEIER Hchunkserver V=R ERTEABHIRR |, F=EZzEE |, 1NFHER
F915%0,
SZER

e HER HEWR SHEiEHR

FESZE P2 28 #HChunkserver
S

RERWEMHERE S A.

FEE

$/ChunkserverE&EIZ1T,

WIERE

BRChunkservertllzs , EERERTEEAIEN , RREHEEREHE,

24.17 Alarm-02.000.0002.00002-Fymaster& & core dump
LR T BiNEIEEEFPmasterGcore dumpR&ERT , FEIZEZ | 1NEHER 91580,

SRR EZR5 HEWR EHEER
BHEE P2 B2h 2 HMaster

QS

HhMasterfEFIETRE , S8core dump,




IEE

SHEEMastenHRER , WRSZEMBX,

WY iE

{RB&/cloud/data/corefile B3R TNHcore dump3f4 , EXRERSTFAAR , E&core dumpHIRA.

24.18 Alarm-oz.ooo.oooz.ooo03-ﬁEMasterﬁ4#§$E§$1¢7£E

LU T ESNRIER P Master evet  logshBEmorRBIRIEERT , FEZEZE |, [NERE—/)

FEER
HEXR SHEZERA HEIIR EHEER
EHEE P2 2 £hMaster
G|

RETHIURE T , BEIRESZERROR |, MEEIRSHEIRE M,

FIEE

MR LERRRAIMasterfPATS.

WY iE

B &/apsara/pangu_master/logE R ThUpangu_event.LOG , BE A4 THiLLevent , §XTeventE
BBRATIETE.

24.19 Alarm-01 .000.0002.00004-ﬁEMaster1=J'l,E§J:E|§Ioadﬁ%’
LU T B0 NEISERFF Master loadSTHEERIERT , FF4EIZEE |, 1NERRA1570,

HEEE
HExRR SZ851 HEWR EHEER
BB P2 2 = Master
S

HEhMaster FRHTEHEITS,




EmsEE
R hMasterfUiz TR,
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BFRIRERIMaster , EFPFLHE SR T RKECPU , AZAENE TSRS STE,

24.20 Alarm-01 .000.0002.00005-ﬁEMaster mapiisoid s
WP T BRI &R hmaster mapisoid BaY , FE4i% , MEHE 915 8.

S£EZER

EERR s EEis EEHER

B P2 B2 #2HMaster

BERRRE,
FITEE
= lIMasterlEEI=fT
WIERE
1. BE var/log/messagesERIFIERE.

2. EERFNIRE.

24.21 Alarm-01.000.0002.00006-£tMasterAEFEBE S
L T 6 NEISER FMaster RIFERETIIEMENINR | FEREE  RNEARN105%.

BEXRE EERR BENR EEER

REEE P2 ] FhMaster

R
B LRFIXHHBEARS.
EE

NmiZMasterfUiz{TIRE , BOOMKX|ESE,



QrExE
ZEFRPanguToolstl2§ EH1T/apsara/deploy/pu quota BB R BRI UHERBTE , KENH
ABAXHERESE
24.22 Alarm-02.000.0002.00007-F & MasterPJ{Fovercommit=#]
[k =1
LR T BNEI SR P Master
791054,

AfFovercommitSEECEIFIRAIANE , FFEIZEZE |, 1@NEEE

HEER

. JR— TS e
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g

i
I
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B2h #ZMaster

%X
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t

I

L)

RS

WfFovercommit L EfEIR.

ISR

XfEHMaster EEIZTE X,

WIEFE

EFzEmMastertf]28 , i&Eovercommit2# 40,

24.23 Alarm-01.000.0002.00008-B hMasterAREEATSTHHIS

SR TRONZISER FMaster AFREAFFSTEIRE , FFEXSE |, UEER/9 10\,

HEER
HExRR HERR HEWR HEIRR
BESZE P2 B2h #ZhMaster
aIHERE

EhMasterAFEAEIR.




HIEE
JJEEHMasteniz{TE .
WIEF5E

EIEATE,

24.24 Alarm-01 .000.0002.00009-ﬁEMasterZgﬂgrecviﬁéﬁ%

LR T ESNRIERF P Master recviIME REBII SRR , FF4iS

S£EZER

, T EHA/9 1580,

mExm SHL L) HERIR

EEER

FESE P2 ]

£ HMaster

FEHMaster[ T K.

FIEE

FIMiZMasterffRSRE.

b1 RS

IS, kR, BUEESUAHRRAGIRIE,

24.25 Alarm-01.000.0002.00010- 2 Masterpi43 H{lsend;,.".,z o=

LR T BN P Master sendBINEREBLSRIRHE |, =4S

, T EHEJ 91580,

R

BRI

& P2 e

Of
g
oF | %k
1
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g
&
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I

£ HMaster

EhMaster/ £33 K,
A REl S|

M ZMasterfUiRS R E.




24.26 Alarm-01.000.0002.00011 - Master3 TR DIRE IS
2

SR TRNZISE Master TN AOWREI SR |, FEZEE , WNERH158,

E£ZER
SRR SEZRR HEWR SHEiEHR
BESZE P2 B2 ZhMaster
EEEHEES

FEhMastery THAIchunks 41T %,
SNTEE
S/ WiZzMasterfYiRSZ R E.

QrEyE
1. $11T7ls -1 /proc/<pid>/fdfp< , BEMasten#HiEF T4 A,

2. BIFRAFERIXM.

24.27 Alarm-02.000.0002.00012-Z i Masteri#iZHERF
Lyt T S EISERt-FMaster BEAERT , FEZSE , RNENI 14

H5ZER
HEXR SEZRR HEWR SHEiEH
BHEE P B2l #ZhMaster
aJHERE

EhMastern#iERETER , ATREEEI00M,

I

Masten#f2E GV E , FiZMasterfIIEFEIZIT.



QrExE
1. Z&REZMaster , Hdmesgl5R , EEEHHBOO0M,
. WRE , HELHTOOMENHRERERS , EEMasterITFIEKIRHE.

- WRIEH | BkEE2,
2. &F /apsara/pangu_master/logi&{2 Fpangu_master.LOG.1 , #ZFATAL log , & F—RiHiE

24.28 Alarm-02.000.0002.00013-F2Master ulimit IR EfgiR S =
LU T BfaNEI SR Fmaster  Hl85ulimittZBIRE Aunlimitedfy , F4ZEE |, (@B 15
£,

sEXRR = HEWR HEIRER
BHEE P2 B2 FEHMaster
aJHERE

ulimitig BfEIR.

FIEE

AELE IMasterIERIEIT.

WIERE

BB HMastert/28ulimit/gunlimited,

24.29 Alarm-02.000.0004.00001-f2 &y Supervisorn#ig R E£ER
LY T BNBISERfhSupervisor BEBRY , FFEIZEE | #{NIFEE 104

HEER
mERE HERR HENR EEIRR
SHEE P2 ) B Supervisor
AIEEIRE

B SupervisonHfiERETER , BAREEEI00M,




e

B RER AR RANIE R E.

WIERE

1. EFEF|Supervisor , HdmesgE8 , BEEEEF8H00M,
- WRE , BEERESHOOMIEMHIEES , EESupervisorIFREIKIRE.,
- WIRIEE | BHEEE2,

2. &FE/apsara/pangu_supervisor/logt&if Rpangu_supervisor.LOG.1 , #FATAL log , B Lt—/xi#
FERTEIRE.,

24.30 Alarm-01.000.0003.00014- {8 &R & EENBE LY
fEssdE2AH<E
dei T BRI RICSHN R B RN S BRSBTS RS R/ , MBI
s MERI 194,

E5ZER
e HERR HEWR SHEiEHR
BESZE P2 B2l £ Chunkserver
S

csHlERAIENARK , BiE ssdZHNEEERBEXIE.
FIEE

AR IEIER 2.

WIERE

IREXIMAIHRE/9 READONLY:

puadmin cs -stat tcp://<cs ip>:10260 --set=READONLY




24.31 Alarm-01.000.0003.00015-i2 & R &1FMEHN B ssd2hEiEk
WA REL
HHP T B NIRI AT ERICSHIN 2810 Ereplay  ssdE2RMAYREL , ANRFELRMNF=41ZELSL | 1)
A1,

BEXRE HERR BEWUR EEER
H

e P2 B2 £ Chunkserver

RS
SSDEFJREINR T,
SIEE
HRERFISIER S,
RIEY5E
IRERXINATHIRS /9 READONLY:

puadmin cs -stat tcp://<cs ip>:10260 --set=READONLY

24.32 Alarm-02.000.0002.00014-F&th Master R {JIREE
UeP T EVOBISER-FMaster R EERIIGRT | FreEies s |, AN 194,

HEER

B EBES EBHSR EEBIEIR

SHEE P1 ] & hMaster

aJHERE
EhMasterF IHER B 8E MBREEREE TR,
IEE

YIiRAT , AJRERRINE T MastertIARS R E.




QIERAE

ZFRFPanguToolsErERIHEE , H1{T/apsara/deploy/puadmin gemsaps , BEEHMasterik
A, BEEBMasterE5bFNORMALIRE -

« WRE , #EHMastertlREIERE |, AJaEE AT RILEEIRA,

s WRAZ , BEEEIRMasterfURA,

24.33 Alarm-01.000.0003.00016-f2tChunkserverif B#s=135 &

DI

“EP T BiGWEIERFFChunkserver EIREITZRT , FPAEIZRE | INEEA15 8,

HEER

HERE R HENR EERR
H

ik P1 o] £ Chunkserver

nJEEIRE

MEIRIR,

HEE

BOFESE TR,

WiERiE

ERPanguToolsFrfEHES , #1{T/apsara/deploy/puadmin Iscsin® , EEIRSIEDISK_OKAIH

2, FERET%.
24.34 Alarm-01.000.0003.00017-F2 & ChunkserverSiGHItE RIS
g

IR T BfoNIRIERFP Chunkserver E SRR IEIIZE |, F=EzEE |, NEHI108.

H5ZER
e HERR HEWR SHEEHR
FESZE P1 B2l £ Chunkserver
S

BENE5EETZ.




EE

BOFEEETRE.

WIERE

EFRPanguToolspifEH128 , HfT/apsara/deploy/puadmin IscsAp<

H% , BRREHASAYT &.

24.35 Alarm-01.000.0003.00018-f2FFChunkserver HANGH #iZ1d

e

, BERRGHERBR , NREA

“HP T BNZIEERFP Chunkserver EHANGEE ZRIBHE , FEIZEE |, 1lEHI/1958,

HEER

HENR

EERR

]

£ Chunkserver

R

HIEZHANGIE,

IEE

BT S EFHIE.

WIERE

EFRPanguToolspi{EH128 , H1T/apsara/deploy/puadmin
2, BHANGEAIEER.

24.36 Alarm-01.000.0001.00003- 24 1ZEG IR I{E
P T B NZRISERFhFEORI AR |, FmEiZEE | 1fNEER A5,

, BEIREDISK_HANGHIR,

HEER
HERE HERR HENR EERR
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AIEERE
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EE

HINEIELEM.
WIERE
1. EFPanguToolsFrEH188 , Hl{T/apsara/deploy/puadmin Iscsips , BERE

JENORMALHYChunkserver , FHiGH 288 & HiEEH B,

24.37 Alarm-01.000.0001.00004- 2 FEB 1818 S
et T SAGTISISERE TR BIARISIMHT | FAbiges® | 1 UBHIN5A 1,

SEZER

HEXE HERL HEWR HEER
RESE P2 ] BHEEK
aJgERE

F— A AR ERRIRIA,
SIS
BIEBIER M,
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VA SR replication R RIRA , EELRIRETH,
24.38 Alarm-01.000.0001.00005-fthreplicationiE2iT X

“etP T BtGNE ISR+ Hreplicationfi BT KRY , FEIZEE |, 1GNERIASDH.
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BESE P2 e BIEELR
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WiE7E
ERPanguToolst/lg8 , H1{T/apara/deploy/puadmin Iscstps , BEERRBIUYZ
AIDISCONNECTED#188&DISK_ERRORRIAE,
24.39 Alarm-02.000.0002.00015-F2MasterE M Z[EllogREEERE
VPN
#ep T BRI P MasterE MogRIPZEIRIT AR , FEZEE |, B A555 .

HExE HERR HEWR SERR
BESZE P1 B2 B Master
aIHERE

FEhMasteE N Z B FIEIRIRE,
FIEE
R HMasterfUIRSZ 2.
WIERE
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24.40 Alarm-02.000.0002.00016-F2 &y Master T{ERAFIIZ 1<
et T B MIRI SR P Master TAERAFIEKAY |, FEZEE |, {NER ¥/,

HEER
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HERE EER HENR EERR
H

S
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SNeE

FMELEI TR,




24.41 Alarm-02.000.0002.00017-2tyMaster ]k SHZE
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s P2 g fMaster
G

FEhMasteF/9EEH , MBERESEUREAX,

FIEE

nEhMasterfIiRES L 214,

WIERE

ERPanguToolst/| 28 , #117/apsara/deploy/puadmin gemsdps , EEWE P mastertRSAIIFHIFE

24.42 Alarm-01.000.0001.00006-&threplicationPAFHKET K EE

#EP T B NIZIERFFReplicationATHK IS KAT , F=EIZEE |, 1GNEHAA— .
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EER
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EE
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24.43 Alarm-01.000.0001.00007-2 T{EiSz{ &
#EP T BRNRIERE R E TERATHENE |, FFEIZEEE |, NREE A=2.

HEER
HEXRE EERR BEWR BRI
BESE P1 ] BHEK
AHERE
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24.45 Alarm-01.000.0001.00009-£2 5 <= [a)(E FHBR & EE
#HP T BONEISERFPENEREERR , mEEE | ellEEEA—K,

HEER

B EERR BEWR BRI

s P2 ] BHEK

QEEEE

BOTPRXEEETX,

e

FIREGHIRT R,

WIBRE

MIFRAFEERRIM | BT B—LCS,

24.46 Alarm-01.000.0001.00010-£25SECONDARY master#{EA
YEE
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R
FEmastert/128HE 7.
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24.47 Alarm-01.000.0001.00011- Bt binary M{F A — 5
#P T B NRISERFPE dbinary FRAR—EEY |, FFHEIZEZE | {@NERA—/ T,

HEER
HEXRE EERR BEWR BRI
BESE P2 ] BHEK
AHERE

FrEmasterffy i3 4md5A—EL,
FIEE
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Wi E

EETEIsecond master HIHMES A—EH.

AR FEprimary masteriA—2 , FolEHEES.

24.48 Alarm-02.000.0002.00018-Normal fileRR{ERATIE IS
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h,
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Normal FilefBXAUR{FISZ.
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WIERE
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24.49 Alarm-01.000.0003.00019-f2t5Chunkserver sendbuffernd
SIRE
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BHEER
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“EP T EANIZISE R T Master batch2{FRAITIRAT , FEIZEE |, 1NERIAR D,

SZER

HEXR HERA HEIR HEIRER
RESZE P2 Bh £ Master
G|

BatchfEXAUIRFISZ.
EE
FIRELRIRT R,
WEFE

iR/ RliRmBatch B RATIR(E,




24.53 Alarm-02.000.0002.00022-F 5 Master batch SEER{ERA TS i<
st
| m—

#EP T EENZISE P EHEMaster batchBHR(EASITRAY , FEZSE , UEHAMS .

BHEER
HEXE EERR BEWUR EEER
BIESE P2 ] B hMaster
QS

=EN RETIEP SN SUEN

HEE

MR HRYE] A,

WIEYSiE

BV EIRBatchisEE R ATIRIE.,
24.54 Alarm-02.000.0002.00023-FthMaster batch SiE{ERAFIIT <
5=

#Ep T EENZISR P EHEMaster batchER(EASITRAT , FEZSE , UEHAMO .

SZER

HEXR HERA HEIR HEIRER
RESZE P2 Bh £ Master
G|

Batch EAXAIRIFIZ.
EE
FIRELRIRT R,
WEFE

R/ RliRmBatch SHEXATRLE,




24.55 Alarm-02.000.0002.00024-F t Master iE&Z5PAFTIIT I EHE
#HP T BN PR HMaster IR AFIT<AIRHER , FFHEIZEZE | {NEER AR .

HEER

HEXRE EERR BEWR BRI

g% P1 24 £ hMaster

e
FIREGHIRT R,
WIBRE
(EEMBIEXRANEIR.

24.56 Alarm-02.000.0002.00025-f2tiMaster ESIREBATIT S

#Ep TREENZISH PR Master RRIRESISIKRES , FFEIXEE | RNELARES .

Kal BEWR BRI

Of
g
oF | %k
&
IR
g

g% P1 24 £ hMaster

QS

EIRFRZ.

e

FIEGHIRT R,

WIBRE

PRERIMIES , AvNESBSRES.




24.57 Alarm-02.000.0002.00026-£2 & Master (HHEBAFI &E

#EP T ERNZISR RS Master DBAFITRAT , FFEXEE

HEER

, T NEHA AR .

EERR

BEWR

BRI

P1

]

£ HMaster

e
FIREGHIRT R,
WIBRE

(EEMBIEXRANEIR.

24.58 Alarm-02.000.0002.00027-ﬁEMaster".%'ﬂt%?&l%ﬁljii{;ﬁ.:.

#EP TEENZISER PR EMaster SRS , FEIZEE , NEEARES .

HEER

S8

HERE

BEMR

EEIRR

BESE

]

£ZHMaster

BRI IR .

I

AR ERIT A,

WIBRE

PE(RRIRIES |

RNEEBERES.




	目录
	法律声明
	通用约定
	1 基础告警
	1.1 Alarm-01.100.0000.0000-硬盘使用率过高
	1.2 Alarm-01.100.0005.0000-NTP时间出现偏移
	1.3 Alarm-01.100.0010.0000-内存使用率过高
	1.4 Alarm-01.100.0015.0000-CPU负载过高
	1.5 Alarm-01.100.0020.0000-网络流量过高
	1.6 Alarm-01.100.0025.0000-CPU使用率过高
	1.7 Alarm-01.100.0030.0000-TCP连接数据过多
	1.8 Alarm-01.100.0035.0005-主机Ping响应超时
	1.9 Alarm-01.100.0035.0010-主机SSH无响应
	1.10 Alarm-01.100.0035.0015-HTTP探测无响应
	1.11 Alarm-01.100.0035.0020-页面探测无响应
	1.12 Alarm-01.100.0035.0025-主机Ping无响应
	1.13 Alarm-01.100.0035.0030-端口探测失败
	1.14 Alarm-01.100.0035.0035-vip探测失败
	1.15 Alarm-01.100.0035.0040-URL检查失败
	1.16 Alarm-01.100.0080.0000-JVM线程状态异常
	1.17 Alarm-01.100.0090.0000-JVM GC次数过多
	1.18 Alarm-01.100.0115.0000-JVM堆内存使用率过高
	1.19 Alarm-01.100.0125.0000-容器硬盘使用率过高
	1.20 Alarm-01.100.0130.0000-容器NTP时间出现偏移
	1.21 Alarm-01.100.0135.0000-容器内存使用率过高
	1.22 Alarm-01.100.0140.0000-容器CPU负载过高
	1.23 Alarm-01.100.0145.0000-容器网络流量过高
	1.24 Alarm-01.100.0150.0000-容器CPU使用率过高
	1.25 Alarm-01.100.0155.0000-容器TCP连接数据过多

	2 云服务器ECS
	2.1 Alarm-01.200.0011.00001-libvirtd进程异常
	2.2 Alarm-02.200.0013.00001-kvm_acache_io_hang
	2.3 Alarm-02.200.0013.00002-check_kvm_io_hang
	2.4 Alarm-02.200.0013.00003-check_vm_io_hang
	2.5 Alarm-02.200.0013.00004-check_iorepeater
	2.6 Alarm-01.200.0013.00005-kvm_qos_monitor
	2.7 Alarm-01.200.0011.00002-xenwatch,xend,xenstore出现异常
	2.8 Alarm-01.200.0011.00003-xenbaked进程异常
	2.9 Alarm-01.200.0011.00003-xenbaked进程异常
	2.10 Alarm-01.200.0011.00004-xenstore残留
	2.11 Alarm-01.200.0011.00005-xenstore进程异常
	2.12 Alarm-01.200.0013.0006-磁盘resize失败异常
	2.13 Alarm-01.200.0014.00001-pync进程异常

	3 对象存储OSS
	3.1 Alarm-02.305.0001.00001-check_nginx_port
	3.2 Alarm-02.305.0001.00002-​check_ocm_server_pro​cess_fix
	3.3 Alarm-02.305.0001.00003-​oss_check_net_error_​drop
	3.4 Alarm-02.305.0001.00004-​check_tengine_ssl_ce​rt_expire_stat
	3.5 Alarm-02.305.0001.00005-​check_2ethstatus_oss​
	3.6 Alarm-02.305.0001.00006-check_nginx_process
	3.7 Alarm-02.305.0001.00007-check_tsar_nginx
	3.8 Alarm-02.305.0001.00008-check_toa_module
	3.9 Alarm-02.305.0001.00009-check_kernel_param
	3.10 Alarm-01.305.0001.00010-​OCM_ACCESSLOG_WEBSER​VER
	3.11 Alarm-01.305.0002.00001-​OSS_ACCESSLOG_WEBSER​VER_ALL
	3.12 Alarm-02.305.0002.00003-​oss_check_net_error_​drop
	3.13 Alarm-02.305.0002.00004-​check_tengine_ssl_ce​rt_expire_stat
	3.14 Alarm-02.305.0002.00005-​check_2ethstatus_oss​
	3.15 Alarm-02.305.0002.00006-check_nginx_process
	3.16 Alarm-02.305.0002.00007-check_tsar_nginx
	3.17 Alarm-02.305.0002.00008-check_toa_module
	3.18 Alarm-02.305.0002.00009-check_kernel_param
	3.19 Alarm-01.305.0002.00010-​check_ossserver_open​filelimit_all
	3.20 Alarm-02.305.0002.00011-​check_oss_server_pro​cess_restart_fix
	3.21 Alarm-02.305.0002.00012-check_ossserver_mem
	3.22 Alarm-02.305.0002.00013-check_nginx_port
	3.23 Alarm-02.305.0002.00014-​working_online_me_al​arm
	3.24 Alarm-02.305.0003.00001-check_quota_client
	3.25 Alarm-02.305.0003.00002-​_quota_agent_process​_fix
	3.26 Alarm-02.305.0003.00003-​check_quota_agent_me​m
	3.27 Alarm-02.305.0004.00001-​check_quota_data_to_​sls
	3.28 Alarm-02.305.0004.00002-​check_oss_quota_mast​er
	3.29 Alarm-02.305.0004.00003-​check_oss_quota_mast​er_syncpoint

	4 表格存储TableStore
	4.1 Alarm-02.310.0010.00020-表格存储sqlonline_master进程发生重启
	4.2 Alarm-02.310.0100.10101-表格存储前端机出现5XX报警
	4.3 Alarm-02.310.0004.00001-表格存储前端机http连接数超限
	4.4 Alarm-02.310.0010.00001-表格存储ots_server进程发生重启
	4.5 Alarm-02.310.0010.00010-表格存储sqlonline_worker进程发生重启
	4.6 Alarm-02.310.0020.00020-sqlonline_master coredump
	4.7 Alarm-02.310.0020.00010-sqlonline_worker coredump
	4.8 Alarm-02.310.0010.00002-ots_tengine进程发生重启
	4.9 Alarm-02.310.0010.00004-表格存储replication_server进程发生重启
	4.10 Alarm-02.310.0100.10000-表格存储出现warning日志
	4.11 Alarm-02.310.0100.20000-表格存储出现critical日志
	4.12 Alarm-02.310.0001.00001-表格存储前端机cpu过高
	4.13 Alarm-02.310.0001.00002-表格存储后端机cpu过高
	4.14 Alarm-02.310.0200.00001-PostCheck检查不通过
	4.15 Alarm-02.310.0200.00002-测试镜像运行不通过

	5 云数据库RDS版
	5.1 Alarm-02.003.0001.00001-数据库实例down
	5.2 Alarm-02.003.0001.00002-数据库实例延迟
	5.3 Alarm-02.003.0001.00003-复制io线程中断
	5.4 Alarm-02.003.0001.00004-复制sql线程中断
	5.5 Alarm-02.003.0001.00005-cgroup挂载检查
	5.6 Alarm-02.003.0001.00006-内核模板检查
	5.7 Alarm-02.003.0001.00007-进程检查

	6 云数据库Redis版
	6.1 Alarm-02.003.0002.00001-进程检查
	6.2 Alarm-02.003.0002.00002-进程检查
	6.3 Alarm-02.003.0002.00003-进程检查
	6.4 Alarm-02.003.0002.00004-进程检查
	6.5 Alarm-02.003.0002.00005-进程检查
	6.6 Alarm-02.003.0002.00006-进程检查
	6.7 Alarm-02.003.0002.00007-进程检查
	6.8 Alarm-02.003.0002.00008-进程检查

	7 负载均衡SLB
	7.1 Alarm-01.210.0001.00001-无日志生成
	7.2 Alarm-01.210.0001.00002-base admin 绑定network失败
	7.3 Alarm-01.210.0001.00003-同一个日志文件应用到互斥的logstore
	7.4 Alarm-01.210.0001.00004-分配内存失败
	7.5 Alarm-01.210.0001.00005-keepalived reload次数过多
	7.6 Alarm-01.210.0001.00006-keepalived died
	7.7 Alarm-01.210.0001.00007-zebra ospf状态异常
	7.8 Alarm-01.210.0001.00008-进程磁盘占用率高
	7.9 Alarm-01.210.0001.00009-lvs入流量过大
	7.10 Alarm-01.210.0001.00010-lvs新建连接过大
	7.11 Alarm-01.210.0001.00011-agent进程挂了
	7.12 Alarm-01.210.0001.00012-LVS 有coredump文件
	7.13 Alarm-01.210.0001.00013- LVS到proxy后端健康检查失败
	7.14 Alarm-01.210.0001.00014-内存使用率过高
	7.15 Alarm-01.210.0001.00015-pidfile存在，LVSMonitor进程不存在
	7.16 Alarm-01.210.0001.00016-LVSMonitor进程的pidfile不存在
	7.17 Alarm-01.210.0001.00017-pidfile存在，SLB-Control-LVS进程不存在
	7.18 Alarm-01.210.0001.00018-SLB-Control-LVS进程的pidfile都不存在
	7.19 Alarm-01.210.0001.00019-pidfile存在，keepalived进程不存在
	7.20 Alarm-01.210.0001.00020-keepalived pidfile不存在
	7.21 Alarm-01.210.0001.00021-组播消息异常
	7.22 Alarm-01.210.0001.00022-slb_vxlan_addr没有绑定
	7.23 Alarm-01.210.0001.00023-没有配健康检查源地址到网卡上
	7.24 Alarm-01.210.0001.00024-vlan100口的ospf邻居状态不是ful
	7.25 Alarm-01.210.0001.00025-vlan101口的ospf邻居状态不是ful
	7.26 Alarm-01.210.0001.00026-ospf 邻居关系个数异常
	7.27 Alarm-01.210.0001.00027-​keepalive_process_ha​s_no_the_-A_option
	7.28 Alarm-01.210.0001.00028-Hugepage not enough
	7.29 Alarm-01.210.0001.00029-LVS(netframe) monitor 进程不存在
	7.30 Alarm-01.210.0001.00030-LVS(netframe) 转发进程不存在
	7.31 Alarm-01.210.0001.00031-LVS(netframe) 转发 core 负载过高
	7.32 Alarm-01.210.0001.00032-LVS（netframe）错误日志
	7.33 Alarm-01.210.0001.00033-LVS（netframe）默认路由错误
	7.34 Alarm-01.210.0001.00034-​session_create_faile​d
	7.35 Alarm-01.210.0001.00035-ilogtail进程没起
	7.36 Alarm-01.210.0001.00036-网卡物理链路down
	7.37 Alarm-01.210.0001.00037-有VPC RS健康检查全部失败
	7.38 Alarm-01.210.0001.00038-健康检查失败个数突增
	7.39 Alarm-01.210.0001.00039-系统dstcache不足
	7.40 Alarm-01.210.0001.00040-agent offline了
	7.41 Alarm-01.210.0001.00041-agent的管控状态service_enabled字段不为enabled
	7.42 Alarm-01.210.0001.00042-同一个日志文件应用到互斥的logstore
	7.43 Alarm-01.210.0001.00043-转发CPU利用率过高
	7.44 Alarm-01.210.0001.00044-内存占用率过高
	7.45 Alarm-01.210.0001.00045-进程磁盘占用率高
	7.46 Alarm-01.210.0001.00046-proxy 有coredump文件
	7.47 Alarm-01.210.0001.00047-​network_card_of_bond​0_is_down
	7.48 Alarm-01.210.0001.00048-bond0的状态不是up
	7.49 Alarm-01.210.0001.00049-出入方向有丢包
	7.50 Alarm-01.210.0001.00050-网卡使用率高
	7.51 Alarm-01.210.0001.00051-软中断过高
	7.52 Alarm-01.210.0001.00052-ilogtail进程没起
	7.53 Alarm-01.210.0001.00053-ilogtail文件上传延迟或者一直失败
	7.54 Alarm-01.210.0001.00054-proxy qps过高
	7.55 Alarm-01.210.0001.00055-健康检查波动
	7.56 Alarm-01.210.0001.00056-RS健康检查全部失败
	7.57 Alarm-01.210.0001.00057-没有TEngineMonitor进程
	7.58 Alarm-01.210.0001.00058-proxy打开文件fd过多
	7.59 Alarm-01.210.0001.00059-ospf 邻居关系个数异常
	7.60 Alarm-01.210.0001.00060-T2口的ospf邻居状态不是ful
	7.61 Alarm-01.210.0001.00061-T1口的ospf邻居状态不是ful
	7.62 Alarm-01.210.0001.00062-​worker_process_great​​er_than_the_num_of_c​pu
	7.63 Alarm-01.210.0001.00063-proxy default 路由缺失
	7.64 Alarm-01.210.0001.00064-zebra ospf状态异常
	7.65 Alarm-01.210.0001.00065-agent进程挂了
	7.66 Alarm-01.210.0001.00066-slb_vxlan_saddr没有绑定
	7.67 Alarm-01.210.0001.00067-agent的管控状态enabled字段为disable
	7.68 Alarm-01.210.0001.00068-agent offline了
	7.69 Alarm-01.210.0001.00069-同一个日志文件应用到互斥的logstore
	7.70 Alarm-01.210.0001.00070-转发cpu 利用率过高
	7.71 Alarm-01.210.0001.00071-内存占用率过高
	7.72 Alarm-01.210.0001.00072-进程磁盘占用率高
	7.73 Alarm-01.210.0001.00073-keyserver 有coredump文件
	7.74 Alarm-01.210.0001.00074-​network_card_of_bond​0_is_down
	7.75 Alarm-01.210.0001.00075-bond0的状态不是up
	7.76 Alarm-01.210.0001.00076-出入方向有丢包
	7.77 Alarm-01.210.0001.00077-网卡使用率高
	7.78 Alarm-01.210.0001.00078-软中断过高
	7.79 Alarm-01.210.0001.00079-ilogtail进程没起
	7.80 Alarm-01.210.0001.00080-ilogtail文件上传延迟或者一直失败
	7.81 Alarm-01.210.0001.00081-keyserver日志中有错误
	7.82 Alarm-01.210.0001.00082-cert-central-​agent_has_disappeare​d

	8 专有网络VPC
	8.1 Alarm-01.205.0001.00001-XGW发生coredump
	8.2 Alarm-02.205.0001.00002-XGW端口流量过高
	8.3 Alarm-01.205.0001.00003-XGW端口丢包
	8.4 Alarm-01.205.0001.00004-XGW业务口mtu过小
	8.5 Alarm-01.205.0001.00005-XGW日志中有critical日志
	8.6 Alarm-01.205.0001.00006-XGW上默认路由不是4条
	8.7 Alarm-01.205.0002.00007-gwAgent中有错误日志
	8.8 Alarm-02.205.0001.00008-XGW上tunnel使用过多

	9 日志服务
	9.1 Alarm-02.600.0001.0001-客户端logtail进程退出
	9.2 Alarm-02.600.0002.0001-机器上离线导入任务未运行
	9.3 Alarm-01.600.0002.0002-盘古数据副本数量<=1
	9.4 Alarm-02.600.0002.0003-shennong worker partitition未全部load
	9.5 Alarm-02.600.0002.0004-shennong worker partitition未全部load
	9.6 Alarm-02.600.0003.0001-ots表创建失败
	9.7 Alarm-02.600.0002.0002-2小时内没有生成离线任务
	9.8 Alarm-01.600.0002.0003-离线导入的fuxi作业堆积超过200
	9.9 Alarm-02.600.0003.0001-ots表创建失败
	9.10 Alarm-01.600.0004.0001-集群磁盘资源紧张
	9.11 Alarm-02.600.0005.0001-index worker partition未全部load
	9.12 Alarm-02.600.0006.0001-configservice worker partition未全部load
	9.13 Alarm-02.600.0007.0001-loghub master worker partition未全部load
	9.14 Alarm-02.600.0008.0001-quota service worker partition未全部load
	9.15 Alarm-02.600.0009.0001-metering service worker partition未全部load
	9.16 Alarm-01.600.0010.0001-sls到ots replay数据太多
	9.17 Alarm-02.600.0011.0001-sls_web进程不存在
	9.18 Alarm-01.600.0011.0002-fastcgi 进程数量小于5
	9.19 Alarm-01.600.0011.0003-operation log中500请求数量超过阈值
	9.20 Alarm-02.600.0011.0004-nginx toa模块未加载
	9.21 Alarm-02.600.0011.0005-机器上产生core文件

	10 云盾
	10.1 beaver高级版和基础版
	10.1.1 Alarm-01.401.0002.00001-内存使用率过高
	10.1.2 Alarm-01.401.0002.00002-机器load过高
	10.1.3 Alarm-01.401.0002.00003-网络流量过高
	10.1.4 Alarm-01.401.0002.00004-CPU使用率过高
	10.1.5 Alarm-01.402.0002.00001-内存使用率过高
	10.1.6 Alarm-01.402.0002.00002-机器load过高
	10.1.7 Alarm-01.402.0002.00003-网络流量过高
	10.1.8 Alarm-01.402.0002.00004-CPU使用率过高

	10.2 OPS-Console告警参考
	10.2.1 Alarm-01.401.0003.00001-内存使用率过高
	10.2.2 Alarm-01.401.0003.00002-机器load过高
	10.2.3 Alarm-01.401.0003.00003-网络流量过高
	10.2.4 Alarm-01.401.0003.00004-CPU使用率过高
	10.2.5 Alarm-02.401.0003.00005-端口探测失败
	10.2.6 Alarm-02.401.0003.00006-VIP探测失败
	10.2.7 Alarm-02.401.0003.00007-HTTP探测无响应
	10.2.8 Alarm-02.401.0003.00008-Url检查失败

	10.3 service-aegis告警参考
	10.3.1 Alarm-01.401.0001.00001-内存使用率过高
	10.3.2 Alarm-01.401.0001.00002-机器load过高
	10.3.3 Alarm-01.401.0001.00003-网络流量过高
	10.3.4 Alarm-01.401.0001.00004-CPU使用率过高
	10.3.5 Alarm-02.401.0001.00005-端口探测失败
	10.3.6 Alarm-02.401.0001.00006-vip探测失败
	10.3.7 Alarm-02.401.0001.00007-HTTP探测无响应
	10.3.8 Alarm-02.401.0001.00008-URL检查失败
	10.3.9 Alarm-01.401.0001.00101-内存使用率过高
	10.3.10 Alarm-01.401.0001.00102-机器load过高
	10.3.11 Alarm-01.401.0001.00103-网络流量过高
	10.3.12 Alarm-01.401.0001.00104-CPU使用率过高
	10.3.13 Alarm-02.401.0001.00105-端口探测失败
	10.3.14 Alarm-02.401.0001.00106-VIP探测失败
	10.3.15 Alarm-02.401.0001.00107-HTTP探测无响应
	10.3.16 Alarm-02.401.0001.00108-URL检查失败

	10.4 service-aegis-advance告警参考
	10.4.1 Alarm-01.402.0006.00001-内存使用率过高
	10.4.2 Alarm-01.402.0006.00002-机器load过高
	10.4.3 Alarm-01.402.0006.00003-网络流量过高
	10.4.4 Alarm-01.402.0006.00004-CPU使用率过高
	10.4.5 Alarm-02.402.0006.00005-端口探测失败
	10.4.6 Alarm-02.402.0006.00006-VIP探测失败
	10.4.7 Alarm-02.402.0006.00007-HTTP探测无响应
	10.4.8 Alarm-02.402.0006.00008-URL检查失败
	10.4.9 Alarm-01.402.0006.00009-内存使用率过高
	10.4.10 Alarm-01.402.0006.00010-机器load过高
	10.4.11 Alarm-01.402.0006.00011-网络流量过高
	10.4.12 Alarm-01.402.0006.00012-CPU使用率过高
	10.4.13 Alarm-02.402.0006.00013-端口探测失败
	10.4.14 Alarm-02.402.0006.00014-VIP探测失败
	10.4.15 Alarm-02.402.0006.00015-HTTP探测无响应
	10.4.16 Alarm-02.402.0006.00016-URL检查失败
	10.4.17 Alarm-01.402.0006.00017-内存使用率过高
	10.4.18 Alarm-01.402.0006.00018-机器load过高
	10.4.19 Alarm-01.402.0006.00019-网络流量过高
	10.4.20 Alarm-01.402.0006.00020-CPU使用率过高
	10.4.21 Alarm-02.402.0006.00021-端口探测失败
	10.4.22 Alarm-02.402.0006.00022-VIP探测失败
	10.4.23 Alarm-02.402.0006.00023-HTTP探测无响应
	10.4.24 Alarm-02.402.0006.00024-URL检查失败

	10.5 advance_service-aliguard告警参考
	10.5.1 Alarm-02.402.0007.00001-aliguard defender processes is running error, please check
	10.5.2 Alarm-02.402.0007.00002-aliguard defender bgp config is error
	10.5.3 Alarm-02.402.0007.00003-aliguard route config is error, please check
	10.5.4 Alarm-02.402.0007.00004-aliguard monitor alarm
	10.5.5 Alarm-01.402.0007.00005-aliguardhost-cpu usage too high alarm
	10.5.6 Alarm-02.402.0007.00006-aliguard console core process is running error, please check
	10.5.7 Alarm-02.402.0007.00007-aliguard console tcp port is error, please check
	10.5.8 Alarm-02.402.0007.00008-subject|aliguard console monitor please check
	10.5.9 Alarm-01.402.0007.00009-subject|aliguardhost-disk is too high
	10.5.10 Alarm-01.402.0007.00010-aliguardmaster-disk is too high
	10.5.11 Alarm-02.402.0007.00011-aliguardmaster-alarm

	10.6 advance_service-cactus告警参考
	10.6.1 Alarm-01.402.0003.00001-内存使用率过高
	10.6.2 Alarm-01.402.0003.00002-机器load过高
	10.6.3 Alarm-01.402.0003.00003-网络流量过高
	10.6.4 Alarm-01.402.0003.00004-CPU使用率过高
	10.6.5 Alarm-02.402.0003.00005-端口探测失败
	10.6.6 Alarm-02.402.0003.00006-VIP探测失败
	10.6.7 Alarm-02.402.0003.00007-HTTP探测无响应
	10.6.8 Alarm-02.402.0003.00008-URL检查失败

	10.7 yundun-advance_service-sas告警参考
	10.7.1 Alarm-01.402.0001.00001-内存使用率过高
	10.7.2 Alarm-01.402.0001.00002-机器load过高
	10.7.3 Alarm-01.402.0001.00003-网络流量过高
	10.7.4 Alarm-01.402.0001.00004-CPU使用率过高
	10.7.5 Alarm-02.402.0001.00005-端口探测失败
	10.7.6 Alarm-02.402.0001.00006-VIP探测失败
	10.7.7 Alarm-02.402.0001.00007-HTTP探测无响应
	10.7.8 Alarm-02.402.0001.00008-URL检查失败

	10.8 advance_service-secure-console告警参考
	10.8.1 Alarm-01.402.0004.00001-内存使用率过高
	10.8.2 Alarm-01.402.0004.00002-机器load过高
	10.8.3 Alarm-01.402.0004.00003-网络流量过高
	10.8.4 Alarm-01.402.0004.00004-CPU使用率过高
	10.8.5 Alarm-02.402.0004.00005-端口探测失败
	10.8.6 Alarm-02.402.0004.00006-VIP探测失败
	10.8.7 Alarm-02.402.0004.00007-HTTP探测无响应
	10.8.8 Alarm-02.402.0004.00008-URL检查失败

	10.9 advance_service-secure-service告警参考
	10.9.1 Alarm-01.402.0005.00001-内存使用率过高
	10.9.2 Alarm-01.402.0005.00002-机器load过高
	10.9.3 Alarm-01.402.0005.00003-网络流量过高
	10.9.4 Alarm-01.402.0005.00004-CPU使用率过高
	10.9.5 Alarm-02.402.0005.00005-端口探测失败
	10.9.6 Alarm-02.402.0005.00006-VIP探测失败
	10.9.7 Alarm-02.402.0005.00007-HTTP探测无响应
	10.9.8 Alarm-02.402.0005.00008-URL检查失败

	10.10 common_service-security-auditlog告警参考
	10.10.1 Alarm-01.400.0001.00001-内存使用率过高
	10.10.2 Alarm-01.400.0001.00002-机器Load过高
	10.10.3 Alarm-01.400.0001.00003-网络流量过高
	10.10.4 Alarm-01.400.0001.00004-CPU使用率过高
	10.10.5 Alarm-02.400.0001.00005-端口探测失败
	10.10.6 Alarm-02.400.0001.00006-VIP探测失败
	10.10.7 Alarm-02.400.0001.00007-HTTP探测无响应
	10.10.8 Alarm-02.400.0001.00008-URL检查失败
	10.10.9 Alarm-01.400.0001.00101-内存使用率过高
	10.10.10 Alarm-01.400.0001.00102-机器Load过高
	10.10.11 Alarm-01.400.0001.00103-网络流量过高
	10.10.12 Alarm-01.400.0001.00104-CPU使用率过高
	10.10.13 Alarm-02.400.0001.00105-端口探测失败
	10.10.14 Alarm-02.400.0001.00106-VIP探测失败


	11 大数据开发套件
	11.1 01.505.0003.00003-port_7001
	11.2 01.505.0002.00002-http_80
	11.3 02.505.0001.00001-df_home
	11.4 01.215.0006.00006-ssh
	11.5 01.215.0005.00005-s_ntpd_130605_1
	11.6 01.505.0004.00004-alisa_alert

	12 分析型数据库
	12.1 Alarm-02.510.1002.00001-build进程死亡
	12.2 Alarm-02.510.1001.00002-rm进程死亡
	12.3 Alarm-02.510.1001.00003-rm gc严重
	12.4 Alarm-02.510.1003.00004-节点gc超过10s
	12.5 Alarm-01.510.1008.00005-用户数据盘满
	12.6 Alarm-01.510.1009.00006-网络队列超过100w

	13 流计算
	13.1 Alarm-02.515.0001.0001-rm_restart
	13.2 Alarm-02.515.0001.0002-rm_status_checker
	13.3 Alarm-02.515.0001.0003-​rm_slot_event_checke​r
	13.4 Alarm-02.515.0001.0003-​rm_slot_event_checke​r
	13.5 Alarm-02.515.0002.0001-​galaxy_service_check​er
	13.6 Alarm-02.515.0002.0002-galaxy_ops_checker
	13.7 Alarm-02.515.0002.0003-​galaxy_pool_status_c​hecker

	14 大数据应用加速器
	14.1 Alarm-01.520.0001.00001-cpu内存占用率过高
	14.2 Alarm-01.520.0001.00002-磁盘使用率过高
	14.3 Alarm-01.520.0003.00002-磁盘使用过高
	14.4 Alarm-01.520.0002.00001-cpu使用率过高
	14.5 Alarm-01.520.0003.00001-cpu使用率过高

	15 大数据管家
	15.1 02.535.0001.00001-check_bcc_api_alve
	15.2 02.535.0002.00002-check_bcc_web_alive

	16 关系网络分析
	16.1 Alarm-01.013.0080.0002-​iplus_memo_cluster_s​ervice
	16.2 Alarm-01.013.0080.0001-​iplus_load_cluster_s​ervice
	16.3 Alarm-01.013.0080.0003-​iplus_disk_cluster_s​ervice
	16.4 Alarm-01.013.0080.0102-​iplus_testimage_moni​tor_alarm
	16.5 Alarm-01.013.0080.0101-​iplus_postcheck_moni​tor_alarm

	17 机器学习PAI
	17.1 02.525.0001.00001-DNS连接异常
	17.2 02.525.0001.00002-DNS连接异常
	17.3 02.525.0001.00003-DNS连接异常
	17.4 02.525.0002.00001-VIP 端口异常
	17.5 02.525.0002.00002-VIP 端口异常
	17.6 02.525.0002.00003-VIP 端口异常
	17.7 02.525.0003.00001-RDS 端口异常
	17.8 02.525.0003.00002-RDS 端口异常
	17.9 02.525.0003.00003-RDS 端口异常

	18 女娲（nvwa）
	18.1 Alarm-02.005.0001.00001-check_nuwa_config
	18.2 Alarm-02.005.0003.00001-​check_nuwa_election_​event
	18.3 Alarm-02.005.0001.00002-​check_nuwa_proxy_log​
	18.4 Alarm-02.005.0002.00001-​check_nuwa_zookeeper​_log
	18.5 Alarm-02.005.0001.00003-​check_nuwa_proxy_ser​vice
	18.6 Alarm-02.005.0002.00002-​check_nuwa_zk_servic​e
	18.7 Alarm-01.005.0003.00002-​check_nuwa_server_di​sk
	18.8 Alarm-02.005.0004.00001-​check_nuwa_config_in​_tianji

	19 MiniLVS
	19.1 Alarm-01.211.0001.00001-VIP库存
	19.2 Alarm-02.211.0002.00001-LVSNode KVM连通性
	19.3 Alarm-02.211.0001.00002-API 可用性
	19.4 Alarm-02.211.0002.00001-LVSNode KVM连通性

	20 MiniRDS
	20.1 Alarm-02.301.0001.0001-check slave(sql thread down)
	20.2 Alarm-02.301.0001.0002-check alive
	20.3 Alarm-02.301.0001.0003-​chk_thread_connected​ above 8000
	20.4 Alarm-02.301.0001.0004-chk_slavelag behind 36000
	20.5 Alarm-02.301.0001.0005-​chk_mysql_aborted_co​nn above 10
	20.6 Alarm-02.301.0001.0006-chk_slaveio

	22 ODPS
	22.1 Alarm-02.200.0001.00000-check_server_alive
	22.2 Alarm-02.200.0001.00001-check_ssh
	22.3 Alarm-01.200.0001.00002-check_disk_usage
	22.4 Alarm-02.200.0001.00003-check_eth_status
	22.5 Alarm-02.000.0001.00000-​check_pangu_master_s​witch
	22.6 Alarm-02.000.0001.00001-盘古不可读写
	22.7 Alarm-01.000.0001.00002-盘古集群中temp file文件大小超过阈值
	22.8 Alarm-01.000.0001.00003-盘古存在有0副本文件
	22.9 Alarm-02.010.0001.00000-​check_fuxi_master_ha​ng
	22.10 Alarm-01.000.0001.00004-盘古存在有1副本文件
	22.11 Alarm-02.000.0001.00005-​check_pangu_file_rep​licate
	22.12 Alarm-01.010.0001.00001-check_fuxi_job_num
	22.13 Alarm-02.010.0001.00002- odps_apsara_pm_ag-​check_package_manage​r_alive
	22.14 Alarm-02.010.0001.00003-​check_fuxiservice_st​atus
	22.15 Alarm-02.005.0001.00000-check_nuwa_zk
	22.16 Alarm-02.010.0002.00000-​check_package_manage​r
	22.17 Alarm-02.010.0001.00004-​check_fuxi_master_al​ive
	22.18 Alarm-01.010.0002.00001-​check_package_manage​r_alive
	22.19 Alarm-02.005.0001.00001-check_nuwa_config
	22.20 Alarm-01.000.0001.00006-盘古replication队列长度过长告警
	22.21 Alarm-01.000.0001.00007-盘古工作模式告警
	22.22 Alarm-01.000.0001.00008-盘古总文件数量过多告警
	22.23 Alarm-01.000.0001.00009-盘古空间使用超限告警
	22.24 Alarm-01.000.0001.00010-盘古SECONDARY master数量不对告警
	22.25 Alarm-01.000.0001.00011-盘古binary文件不一致告警
	22.26 Alarm-01.005.0001.00002-check_nw_zk_queue
	22.27 Alarm-01.000.0001.00010-盘古SECONDARY master数量不对告警
	22.28 Alarm-01.010.0001.00005-​check_FuxiMaster_que​ue_size
	22.29 Alarm-01.000.0001.00011-盘古binary文件不一致告警
	22.30 Alarm-01.000.0002.00000-check_cs_sendbuffer
	22.31 Alarm-02.500.0001.00000-check_port_80
	22.32 Alarm-02.500.0001.00001-check_coredump
	22.33 Alarm-02.500.0001.00002-check_status_file
	22.34 Alarm-02.500.0002.00000-​check_frontend_proce​ss_exists
	22.35 Alarm-02.500.0001.00003-check_toa_odps
	22.36 Alarm-02.500.0003.00000-​check_tunnel_service​
	22.37 Alarm-01.500.0004.00000-​Check_ExecutorWorker​​_sql_relative_task_d​efault_QPS
	22.38 Alarm-01.500.0004.00001-​Check_ExecutorWorker​​_sql_relative_task_d​efault_Latency
	22.39 Alarm-01.500.0004.00002-​Check_ExecutorWorker​​_aggregate_task_defa​ult_QPS
	22.40 Alarm-01.500.0004.00003-​Check_ExecutorWorker​​_aggregate_task_defa​ult_Latency
	22.41 Alarm-01.500.0004.00004-​Check_ExecutorWorker​_RunningTaskCount
	22.42 Alarm-01.500.0004.00005-​Check_ExecutorWorker​_EasyRPC_Latency
	22.43 Alarm-01.500.0005.00000-​check_odpsworker_req​uestpoolsize
	22.44 Alarm-01.500.0005.00001-​check_OdpsWorker_Sto​reEventLatecy
	22.45 Alarm-01.500.0006.00000-​check_SchedulerWorke​r_CreateInstanceQPS
	22.46 Alarm-01.500.0006.00001-​Check_SchedulerWorke​r_RunningTaskCount
	22.47 Alarm-01.500.0007.00000-​check_QuotaWorkerRol​e_CPUUsage
	22.48 Alarm-01.500.0007.00001-​check_QuotaWorkerRol​e_MEMUsage
	22.49 Alarm-01.500.0008.00000-​check_MessageServerR​ole_CPUUsage
	22.50 Alarm-01.500.0008.00001-​check_MessageServerR​ole_MEMUsage
	22.51 Alarm-01.500.0009.00000-​check_hiveserver_fn_​​createPartition_late​ncy
	22.52 Alarm-01.500.0010.00000-​check_ddl_server_thr​ead_pool_state
	22.53 Alarm-01.500.0010.00001-​check_ddl_server_req​uest_qps
	22.54 Alarm-01.500.0010.00002-​check_ddl_server_ots​_operate_latency
	22.55 Alarm-01.500.0010.00003-​check_ddl_server_exe​cute_latency
	22.56 Alarm-01.500.0011.00000-​Check_RecycleWorker_​CPUUsage
	22.57 Alarm-01.500.0011.00001-​Check_RecycleWorker_​MEMUsage
	22.58 Alarm-01.500.0009.00001-​check_hiveserver_Thr​eadsRunnable

	23 伏羲
	23.1 Alarm-02.010.0001.00002- odps_apsara_pm_ag-​check_package_manage​r_alive
	23.2 Alarm-02.010.0002.00003-odps_apsara_fm_ag-​check_fuxi_master_ha​ng
	23.3 Alarm-01.010.0002.00004-odps_apsara_fm_ag-check_fuxi_job_num
	23.4 Alarm-02.010.0003.00005-odps_apsara_fm_ag-​check_fuxiservice_st​atus
	23.5 Alarm-02.010.0002.00006-odps_apsara_fm_ag-​check_fuxi_master_sw​itch
	23.6 Alarm-02.010.0002.00007-odps_apsara_fm_ag-​check_fuxi_master_al​ive

	24 盘古
	24.1 Alarm-01.000.0002.00001-盘古Master checkpoint数量不足
	24.2 Alarm-02.000.0001.00001-盘古不可读写
	24.3 Alarm-01.000.0001.00002-盘古集群中temp file文件大小超过阈值
	24.4 Alarm-02.000.0003.00001-盘古chunkserver发生core dump
	24.5 Alarm-02.000.0003.00002-盘古Chunkserver有特殊的事件发生
	24.6 Alarm-01.000.0003.00003-盘古Chunkserver机器上的load过高
	24.7 Alarm-01.000.0003.00004-盘古Chunkserver map的so过多
	24.8 Alarm-01.000.0003.00005-盘古Chunkserver内存使用过高
	24.9 Alarm-01.000.0003.00006-盘古Chunkserver网络的recv流量过高
	24.10 Alarm-01.000.0003.00007-盘古Chunkserver网络的send流量过高
	24.11 Alarm-01.000.0003.00008-盘古Chunkserver打开的文件句柄数目过多
	24.12 Alarm-02.000.0003.00009-盘古Chunkserver进程有重启
	24.13 Alarm-02.000.0003.00010-盘古Chunkserver ulimit 设置错误告警
	24.14 Alarm-01.000.0003.00011-盘古Chunkserver 机器/apsara目录空间不足
	24.15 Alarm-01.000.0003.00012-盘古Chunkserver 机器/apsarapangu目录空间不足
	24.16 Alarm-01.000.0003.00013-盘古Chunkserver 机器根目录空间不足
	24.17 Alarm-02.000.0002.00002-盘古master发生core dump
	24.18 Alarm-02.000.0002.00003-盘古Master有特殊的事件发生
	24.19 Alarm-01.000.0002.00004-盘古Master机器上的load过高
	24.20 Alarm-01.000.0002.00005-盘古Master map的so过多
	24.21 Alarm-01.000.0002.00006-盘古Master内存使用过高
	24.22 Alarm-02.000.0002.00007-盘古Master内存overcommit参数配置错误
	24.23 Alarm-01.000.0002.00008-盘古Master内存速度不符合预期告警
	24.24 Alarm-01.000.0002.00009-盘古Master网络的recv流量过高
	24.25 Alarm-01.000.0002.00010-盘古Master网络的send流量过高
	24.26 Alarm-01.000.0002.00011-盘古Master打开的文件句柄数目过多
	24.27 Alarm-02.000.0002.00012-盘古Master进程有重启
	24.28 Alarm-02.000.0002.00013-盘古Master ulimit 设置错误告警
	24.29 Alarm-02.000.0004.00001-盘古Supervisor进程发生重启
	24.30 Alarm-01.000.0003.00014-检查混合存储机型有效文件在ssd盘的长度
	24.31 Alarm-01.000.0003.00015-检查混合存储机型ssd盘中数据失败的次数
	24.32 Alarm-02.000.0002.00014-盘古Master发生切换告警
	24.33 Alarm-01.000.0003.00016-盘古Chunkserver坏盘数量过多告警
	24.34 Alarm-01.000.0003.00017-盘古Chunkserver写满的磁盘数量过多告警
	24.35 Alarm-01.000.0003.00018-盘古Chunkserver HANG盘数量过多告警
	24.36 Alarm-01.000.0001.00003-盘古存在有0副本文件
	24.37 Alarm-01.000.0001.00004-盘古存在有1副本文件
	24.38 Alarm-01.000.0001.00005-盘古replication流量过大
	24.39 Alarm-02.000.0002.00015-盘古Master主从之间log同步差距过大
	24.40 Alarm-02.000.0002.00016-盘古Master工作队列过长
	24.41 Alarm-02.000.0002.00017-盘古Master状态告警
	24.42 Alarm-01.000.0001.00006-盘古replication队列长度过长告警
	24.43 Alarm-01.000.0001.00007-盘古工作模式告警
	24.44 Alarm-01.000.0001.00008-盘古总文件数量过多告警
	24.45 Alarm-01.000.0001.00009-盘古空间使用超限告警
	24.46 Alarm-01.000.0001.00010-盘古SECONDARY master数量不对告警
	24.47 Alarm-01.000.0001.00011-盘古binary文件不一致告警
	24.48 Alarm-02.000.0002.00018-盘古Normal file的操作队列过长告警
	24.49 Alarm-01.000.0003.00019-盘古Chunkserver sendbuffer过高报警
	24.50 Alarm-02.000.0002.00019-盘古normal file的读操作队列过长告警
	24.51 Alarm-02.000.0002.00020-盘古normal file的写操作队列过长告警
	24.52 Alarm-02.000.0002.00021-盘古Master batch 操作队列过长告警
	24.53 Alarm-02.000.0002.00022-盘古Master batch 读操作队列过长告警
	24.54 Alarm-02.000.0002.00023-盘古Master batch 写操作队列过长告警
	24.55 Alarm-02.000.0002.00024-盘古Master 选举队列过长告警
	24.56 Alarm-02.000.0002.00025-盘古Master 紧急操作队列过长告警
	24.57 Alarm-02.000.0002.00026-盘古Master 心跳队列告警
	24.58 Alarm-02.000.0002.00027-盘古Master高优先级队列过长告警


